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ITRC20081231-13 Merrill Lynch WA 11/26/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081231-12 Merrill Lynch NY 12/19/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081231-04 Illinois State Police Credit Union, Chicago Patrol IL Yes - Published # 140Banking/Credit/Financial

ITRC20081231-02 Bank of America CA Yes - Unknown # 0Banking/Credit/Financial

ITRC20081224-01 RBS WorldPay US 11/10/2008 Yes - Published # 1,500,000Banking/Credit/Financial

ITRC20081222-08 Regions Bank GA 12/10/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081222-07 New Smyrna FL 12/8/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081222-05 ILWU Credit Union CA 12/13/2008 Yes - Published # 50Banking/Credit/Financial

ITRC20081209-03 1st Metropolitan Mortgage, Empire Equity FL 12/8/2008 Yes - Published # 200Banking/Credit/Financial

ITRC20081209-02 North Cascades Bank OR 11/15/2008 Yes - (Password) Publi 500Banking/Credit/Financial

ITRC20081208-09 Wells Real Estate Funds US 10/6/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081208-01 World Bank #2 US 11/21/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081110-03 OnPoint Community Credit Union MI 10/29/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081107-04 Bank of America CA 9/21/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20081027-01 Direct Mortgage ID 10/26/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20081021-03 Community Bank of the Ozarks MO 10/17/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20081010-01 World Bank Group US Yes - Unknown # 0Banking/Credit/Financial

ITRC20081009-04 AmeriCredit US Yes - Unknown # 0Banking/Credit/Financial

ITRC20081002-01 Bank of the West WA Yes - Unknown # 0Banking/Credit/Financial

ITRC20080923-02 Antonio Stone, First Convenience Bank TX Yes - Unknown # 0Banking/Credit/Financial

ITRC20080911-01 Franklin Savings Security Bank OH 8/15/2008 Yes - Published # 25,000Banking/Credit/Financial

ITRC20080910-12 United Bancorp of WY- Parent Company US 7/30/2008 None - Other Protection 0Banking/Credit/Financial

ITRC20080910-08 Bear, Stearns Corp, JP Morgan Chase US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080910-02 HSBC Auto Finances US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080828-04 unknown retailer - Washington Trust Co RI Yes - Published # 1,000Banking/Credit/Financial

ITRC20080828-03 Cape Coral Wachovia Bank FL Yes - Unknown # 0Banking/Credit/Financial

ITRC20080821-01 Wells Fargo #2 US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080820-02 Premier Bank KS 1/10/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080812-01 Wells Fargo US 7/1/2008 Yes - Published # 7,000Banking/Credit/Financial

ITRC20080807-03 Central Florida Healthcare Federal Credit Union FL 7/28/2008 Yes - Published # 200Banking/Credit/Financial
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ITRC20080807-01 Bank of America US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080805-03 Washington Mutual MN 2/1/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080804-01 Countrywide US Yes - Published # 2,000,000Banking/Credit/Financial

ITRC20080801-01 unknown financial consultant KY 7/31/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080731-15 LPL Financial #6 US 4/4/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080731-12 Placemark Investments MA Yes - Published # 89Banking/Credit/Financial

ITRC20080718-01 Wachovia Bank Lafayette Hill PA 9/10/2007 Yes - Published # 13Banking/Credit/Financial

ITRC20080716-02 EF Mortgage of Portage MI 7/15/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080715-05 LPL Financial #5 US Yes - Published # 10,219Banking/Credit/Financial

ITRC20080709-02 Wagner Resource Group DC Yes - Published # 2,000Banking/Credit/Financial

ITRC20080707-04 7-Eleven Stores- Citibank ATMs NY 10/1/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080707-03 Freedom Credit Union MA Yes - Unknown # 0Banking/Credit/Financial

ITRC20080707-01 Wells Fargo US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080630-02 Frontier Homes Arizona Project AZ 6/27/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080627-02 Envision Credit Union FL Yes - Published # 612Banking/Credit/Financial

ITRC20080625-02 EZMONEY/ EZPAWN TX 5/1/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080624-02 Bank Atlantic FL 6/18/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080623-09 Citibank NY 10/1/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080623-04 LPL Financial US 5/5/2008 Yes - (Password) Publi 185Banking/Credit/Financial

ITRC20080617-02 Commerce Bank PA 3/1/2007 Yes - Published # 240Banking/Credit/Financial

ITRC20080617-01 South Bend Teacher's Credit Union IN 6/14/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20080616-10 CAI Hedge Fund Partners US 4/14/2008 Yes - Published # 113Banking/Credit/Financial

ITRC20080616-09 FINRA- Financial Industry Regulatory Authority US 5/17/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20080611-01 HSBC Card/ Retail Services and Bank Nevada US 4/14/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080602-03 BNY Mellon- #2 US 4/29/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080602-01 1st Source Bank IN 5/12/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080516-06 Houston banker TX Yes - Unknown # 0Banking/Credit/Financial

ITRC20080429-03 Cove Creek Mortgage CO 4/26/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080424-09 First Bank and Trust SD Yes - Unknown # 0Banking/Credit/Financial

ITRC20080424-05 LendingTree MD 2/5/2008 Yes - Published # 56,000Banking/Credit/Financial

ITRC20080421-06 Fishback Financial Corp SD Yes - Unknown # 0Banking/Credit/Financial

ITRC20080421-05 Community Bank US 4/10/2008 Yes - Published # 867Banking/Credit/Financial
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ITRC20080421-01 Central Collection Bureau IN 3/21/2008 Yes - (Password) Publi 700,000Banking/Credit/Financial

ITRC20080414-04 Interbank FX UT 4/2/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080407-09 People's United Bank CT 1/1/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080327-03 BNY Mellon Shareowner Services MD 2/27/2008 Yes - Published # 12,500,000Banking/Credit/Financial

ITRC20080327-02 Compass Bank AL 5/1/2007 Yes - Published # 1,000,000Banking/Credit/Financial

ITRC20080324-02 Agilent - Stock & Option Solutions US 3/1/2008 Yes - (Password) Publi 51,000Banking/Credit/Financial

ITRC20080227-01 Health Facilities Fed. Credit Union SC Yes - Unknown # 0Banking/Credit/Financial

ITRC20080226-01 Union Mortgage OH 2/22/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080219-04 First Magnus Financial FL Yes - Unknown # 0Banking/Credit/Financial

ITRC20080208-08 Target National Bank US Yes - Unknown # 0Banking/Credit/Financial

ITRC20080206-01 Beacon Community Credit Union KY Yes - Unknown # 0Banking/Credit/Financial

ITRC20080130-02 Davidson Companies MT 1/10/2008 Yes - Published # 226,000Banking/Credit/Financial

ITRC20080124-02 OmniAmerican NY 1/18/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20080111-13 Citizens/Commerce Bank/Norristown car dealers PA 3/1/2007 Yes - Unknown # 0Banking/Credit/Financial

ITRC20080111-09 Iron Mountain- GE Money-Americas US 12/21/2007 Yes - Published # 650,000Banking/Credit/Financial

ITRC20080111-01 Bank of the West WA Yes - Published # 19Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 78# of Breaches: 18,731,947# of Records:

11.9% of Breaches: 52.5%%of Records:

Business
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20081231-17 Vonage US Yes - Unknown # 0Business

ITRC20081231-16 Wyndham Hotel Group US 10/1/2008 Yes - Unknown # 0Business

ITRC20081231-14 Pepsi US 12/8/2008 Yes - Unknown # 0Business

ITRC20081231-10 North Pacific Group OR 12/1/2008 Yes - Published # 2,249Business

ITRC20081231-09 TD Bank NJ 10/27/2008 Yes - Published # 3,235Business

ITRC20081231-08 SAIC CA 10/28/2008 Yes - Unknown # 0Business

ITRC20081229-01 Pulte Homes Las Vegas NV 11/13/2008 Yes - Published # 16,000Business

ITRC20081223-04 Stewart Title OK Yes - Unknown # 0Business

ITRC20081223-03 BP Gas Station GA Yes - Unknown # 0Business
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ITRC20081222-10 Ted's Café OK 11/4/2008 Yes - Unknown # 0Business

ITRC20081222-09 Ensign United States Drilling Inc. CO Yes - Unknown # 0Business

ITRC20081222-03 Pierce County gas stations WA Yes - Unknown # 0Business

ITRC20081215-02 Innisbrook NC 8/2/2008 Yes - Unknown # 0Business

ITRC20081211-06 TPC Las Vegas NV 5/23/2008 Yes - Unknown # 0Business

ITRC20081211-04 Zyacorp Entertainment Cinemagic Stadium NH Yes - Unknown # 0Business

ITRC20081211-03 unknown CPA, Siuslaw Bank affected OR Yes - (Password) Unkn 0Business

ITRC20081211-02 Bill Dube Ford/Toyota MA 8/5/2008 Yes - Unknown # 0Business

ITRC20081209-01 Hewlett Packard US Yes - Unknown # 0Business

ITRC20081208-16 Capstone Companies US Yes - Published # 1,400Business

ITRC20081208-15 TierraNet Support US 11/11/2008 Yes - Unknown # 0Business

ITRC20081208-14 Highmark US 9/27/2008 Yes - Unknown # 0Business

ITRC20081208-11 Usmp MD 9/9/2008 Yes - Published # 873Business

ITRC20081208-10 National Assoc. of Chain Drug Stores (NACDS) US 10/7/2008 Yes - Published # 160Business

ITRC20081208-08 Nielsen Mobile NY 10/20/2008 Yes - (Password) Unkn 0Business

ITRC20081208-06 Symantec US 10/18/2008 Yes - Published # 100Business

ITRC20081208-05 Fed Ex, Howland Capital Mgmt US 7/25/2008 None - Other Protection 0Business

ITRC20081208-04 SGS US 7/10/2008 Yes - (Password) Unkn 0Business

ITRC20081208-02 MasTec US 9/11/2008 Yes - Unknown # 0Business

ITRC20081204-06 Central CA Appellate Program CA 11/14/2008 Yes - (Password) Unkn 0Business

ITRC20081204-04 Golden Chick/First State Bank TX Yes - Published # 400Business

ITRC20081201-01 Spicy Pickle in Portage MI 11/17/2008 Yes - Unknown # 0Business

ITRC20081128-01 Longmont restaurants CO Yes - Published # 133Business

ITRC20081125-03 Starbucks Corp US 10/29/2008 Yes - Published # 97,000Business

ITRC20081124-02 BJ Accessories and Tax Preparation NC Yes - Published # 70Business

ITRC20081124-01 Wawa Convenience Store PA 11/18/2008 Yes - Published # 40Business

ITRC20081121-03 Sundown Mountain Resort IA 11/9/2008 Yes - Unknown # 0Business

ITRC20081121-01 Aaron Pena Law Firm TX 11/20/2008 Yes - Published # 672Business

ITRC20081120-01 Gilbert home developer, Randall Martin AZ 11/17/2008 Yes - Unknown # 0Business

ITRC20081110-04 Rick Case Acura in Plantation FL Yes - Published # 75Business

ITRC20081107-02 Henry Brown Buick-Pontiac-GMC AZ 10/10/2008 Yes - Published # 121Business

ITRC20081106-02 Sweetwaters on the River OR 10/3/2008 Yes - Unknown # 0Business
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ITRC20081029-01 Carneiro, Chumney & Co TX 8/8/2008 Yes - Unknown # 0Business

ITRC20081022-01 Things Remembered, Cole National Group, Luxot US 4/1/2008 Yes - Published # 59,000Business

ITRC20081021-07 Regal Entertainment Group US 8/29/2008 Yes - Unknown # 0Business

ITRC20081021-06 Goodyear AZ AZ 10/15/2008 Yes - Published # 570Business

ITRC20081021-04 Abstractors Title Company FL 10/19/2008 Yes - Unknown # 0Business

ITRC20081021-01 CollegeNet - NFLPA US 9/23/2008 Yes - (Password) Unkn 0Business

ITRC20081017-02 Leesburg Auto Shop - Tuffy's Auto FL Yes - Unknown # 0Business

ITRC20081009-02 The Image Group US Yes - Unknown # 0Business

ITRC20081007-03 Shell Oil US 9/6/2008 Yes - Published # 0Business

ITRC20081007-01 Hollywood Video - Liberty MO MO 10/5/2008 Yes - Unknown # 0Business

ITRC20081002-05 Blue Cross/Blue Shield of LA LA 9/25/2008 Yes - Published # 1,700Business

ITRC20080926-06 Rite Aid CA Yes - Unknown # 0Business

ITRC20080926-04 PSS World Medical US Yes - Unknown # 0Business

ITRC20080926-03 Orbitz Worldwide US 9/9/2008 Yes - (Password) Unkn 0Business

ITRC20080926-01 Gloria Jean Coffee US 9/4/2008 Yes - Published # 511Business

ITRC20080923-01 BetOnSports.com US Yes - Published # 150Business

ITRC20080917-01 Forever 21 US Yes - Published # 98,930Business

ITRC20080910-09 COIL, Communities Organized to Improve Life MD Yes - Published # 47Business

ITRC20080910-07 Union Insurance Company US None - Other Protection 0Business

ITRC20080910-05 CPA in Baltimore, Larry Strauss MD 4/23/2008 Yes - Published # 100Business

ITRC20080910-04 State Farm Insurance #2- Surprise Insurance Age US Yes - Unknown # 0Business

ITRC20080910-03 State Farm Insurance US Yes - Unknown # 0Business

ITRC20080910-01 Macro International US Yes - Unknown # 0Business

ITRC20080909-03 Perry's Liquor Store in Athens GA Yes - Unknown # 0Business

ITRC20080909-01 Sears National Bank FL Yes - Unknown # 0Business

ITRC20080908-01 Puyallup Service Station WA 9/1/2007 Yes - Published # 83Business

ITRC20080907-03 Keizer Lowe's OR Yes - Unknown # 0Business

ITRC20080829-01 Louisiana Real Estate Commission LA 8/22/2008 Yes - Published # 13,000Business

ITRC20080828-05 Nye Lubricants US 8/15/2008 Yes - Published # 173Business

ITRC20080828-01 Ohio Police & Fire Pension Fund OH 8/15/2008 Yes - Published # 13,000Business

ITRC20080827-04 Heavenly Ham US 8/6/2008 Yes - Published # 600Business

ITRC20080827-01 YMCA Illinois IL 8/24/2008 Yes - Unknown # 0Business
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ITRC20080822-03 Cost Plus CA 6/15/2008 Yes - Unknown # 0Business

ITRC20080822-01 Alaska Airlines US Yes - Unknown # 0Business

ITRC20080819-02 Kingston Tax Service WA 8/12/2008 Yes - Unknown # 0Business

ITRC20080819-01 Dominion Enterprises - InterActive Financial VA 9/1/2007 Yes - Published # 92,095Business

ITRC20080818-05 Green Acres Gas Station FL 8/13/2008 Yes - Published # 200Business

ITRC20080818-04 Obra Homes TX 8/14/2008 Yes - Unknown # 0Business

ITRC20080818-02 Atlanta lawyer GA 8/15/2008 Yes - Unknown # 0Business

ITRC20080818-01 Charter Communications SC 7/15/2008 Yes - Published # 9,000Business

ITRC20080808-02 International Brotherhood of Electrical Workers U SC 3/29/2007 Yes - Published # 44Business

ITRC20080807-04 S&K Menswear US Yes - Unknown # 0Business

ITRC20080805-06 American Greetings / UPS US Yes - Unknown # 0Business

ITRC20080805-05 Delphi OH 7/25/2008 Yes - Published # 2,600Business

ITRC20080805-04 Metairie Convenience Stores LA 3/1/2007 Yes - Unknown # 0Business

ITRC20080731-14 Aon Consulting #2 US 5/30/2008 Yes - (Password) Publi 57,160Business

ITRC20080731-11 Direct Marketing Services, Inc. US 10/9/2007 Yes - Published # 52,000Business

ITRC20080731-10 RH Donnelley Inc, RHD GA 6/8/2008 Yes - Published # 6,670Business

ITRC20080731-09 Stanadyne Corporation CT 6/27/2008 Yes - Unknown # 0Business

ITRC20080731-07 Art Institute of Washington VA 6/10/2008 Yes - (Password) Unkn 0Business

ITRC20080731-05 Nationwide Mutual Insurance Company US Yes - (Password) Unkn 0Business

ITRC20080731-04 Willis Group Holding Ltd US Yes - Unknown # 0Business

ITRC20080731-03 SunGard Data Systems/ Newedge US 5/11/2008 Yes - Unknown # 0Business

ITRC20080731-02 Fischbach LLC US 3/21/2008 Yes - Unknown # 0Business

ITRC20080730-01 Tele Atlas North America/ TANA US 6/9/2008 Yes - Unknown # 0Business

ITRC20080729-03 Macy's US Yes - Published # 4,100Business

ITRC20080729-02 Anheuser- Busch MO 6/1/2008 None - Encrypted Data 0Business

ITRC20080728-08 Labor for Hire FL 7/23/2008 Yes - Unknown # 0Business

ITRC20080728-06 Sealaska AK Yes - Published # 19,000Business

ITRC20080728-02 Resorts Atlantic City/Dunking Donut NJ Yes - Published # 150Business

ITRC20080728-01 Senior Source TX 7/22/2008 Yes - Unknown # 0Business

ITRC20080725-01 Postal Annex CA 7/24/2008 Yes - Unknown # 0Business

ITRC20080723-02 Washington DC- unknown settlement company DC Yes - Unknown # 0Business

ITRC20080721-03 Baxter International US 6/24/2008 Yes - Published # 6,900Business
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ITRC20080721-02 Huron Consulting Group US 7/8/2008 Yes - Unknown # 0Business

ITRC20080721-01 Heinemann-Raintree Publishers, Pearson Educati US 1/1/2007 Yes - Unknown # 0Business

ITRC20080718-02 Bristol-Myers NY 6/4/2008 Yes - (Password) Unkn 0Business

ITRC20080715-04 Supreme Builders TX 7/5/2008 Yes - Unknown # 0Business

ITRC20080715-02 Weber Law Firm TX 7/14/2008 Yes - Unknown # 0Business

ITRC20080711-03 Liberty Furniture MS 7/9/2008 Yes - Unknown # 0Business

ITRC20080708-03 US Foodservice US Yes - Unknown # 0Business

ITRC20080708-02 Houghton Mifflin Harcourt (HMH) US 4/25/2008 Yes - Unknown # 0Business

ITRC20080630-04 Montgomery Ward US 12/1/2007 Yes - Published # 51,000Business

ITRC20080630-03 undisclosed  Internet-based order processing ser US 1/1/2008 Yes - Unknown # 0Business

ITRC20080627-03 Xlibris Corp US Yes - Unknown # 0Business

ITRC20080627-01 BetonSports.com US 6/23/2008 Yes - Published # 150Business

ITRC20080623-08 Facebook US 5/2/2008 Yes - Unknown # 0Business

ITRC20080623-07 Colt Express Outsourcing Services - multiple clie CA 5/26/2008 Yes - Published # 70,710Business

ITRC20080623-06 SunGard Availability Services (SAS) #2 PA 3/5/2008 Yes - (Password) Publi 160Business

ITRC20080623-05 Balmar Inc US 4/4/2008 Yes - Unknown # 0Business

ITRC20080623-03 Petroleum Wholesale - Sunsmart Convenience St TX Yes - Unknown # 0Business

ITRC20080618-01 Domino's Pizza AZ 6/17/2008 Yes - Unknown # 0Business

ITRC20080616-12 United Transportation Union Insurance Assoc. US Yes - Unknown # 0Business

ITRC20080616-11 R E Moulton US 3/7/2008 Yes - Published # 19,000Business

ITRC20080616-08 Quest Diagnostics NJ 5/1/2008 Yes - (Password) Unkn 0Business

ITRC20080616-06 H&R Block US 4/10/2008 Yes - Unknown # 0Business

ITRC20080616-01 Bearing Point Inc VA 5/14/2008 Yes - Unknown # 0Business

ITRC20080616-01 Texas Insurance Claims Services TX 6/13/2008 Yes - Unknown # 0Business

ITRC20080611-08 Nationwide - Farm Bureau OH 4/1/2008 Yes - Published # 10,000Business

ITRC20080605-01 AT&T US 5/15/2008 Yes - Published # 113,000Business

ITRC20080604-01 Axcess Financial US 10/23/2007 Yes - (Password) Unkn 0Business

ITRC20080603-02 Wheeler's Moving FL 6/2/2008 Yes - Unknown # 0Business

ITRC20080530-05 London Properties CA 5/16/2008 Yes - Unknown # 0Business

ITRC20080530-03 Charter Communications US 5/27/2008 Yes - Unknown # 0Business

ITRC20080530-01 State Street - IBT, Exeter Trust MA 1/1/2008 Yes - Published # 45,000Business

ITRC20080528-01 Hub City Ford FL Yes - Published # 33Business
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ITRC20080522-02 Elmer Country Ford NJ 12/1/2007 Yes - Published # 11Business

ITRC20080520-06 DeWitt Law Firm, Mediation Services of Central F FL 5/15/2008 Yes - Unknown # 0Business

ITRC20080520-05 Concrete Reinforcing Products US 5/5/2008 Yes - Unknown # 0Business

ITRC20080520-04 Hadassah, Young Judaea US 4/7/2008 Yes - Published # 25Business

ITRC20080520-03 Bearing Point Management & Technology Consul US 4/11/2008 Yes - Unknown # 0Business

ITRC20080520-02 Sodexo, Inc MD Yes - Published # 919Business

ITRC20080520-01 Los Gatos Lunardi's Supermarket CA 4/27/2008 Yes - Published # 234Business

ITRC20080519-04 LPL Financial - 4 NC 4/10/2008 Yes - Published # 2,800Business

ITRC20080519-03 LPL Financial - 3 CA 9/12/2007 Yes - (Password) Publi 1,397Business

ITRC20080519-01 LPL Financial 2 CA 12/11/2007 Yes - (Password) Publi 444Business

ITRC20080516-05 Amateur Athletic Union FL 5/15/2008 Yes - Unknown # 0Business

ITRC20080516-02 BB&T Insurance - Harrisonburg City Schools VA 5/1/2008 Yes - Unknown # 0Business

ITRC20080512-04 Pfizer Inc US 4/1/2008 Yes - Published # 13,000Business

ITRC20080512-03 Dave & Buster's Restaurants US 5/1/2007 Yes - Unknown # 0Business

ITRC20080512-02 RentWay - Rent-A-Center FL 5/3/2008 Yes - Unknown # 0Business

ITRC20080509-05 Merrill Corporation US Yes - Unknown # 0Business

ITRC20080509-04 Camp Starfish MA Yes - Unknown # 0Business

ITRC20080509-03 Big Momma's Day Care TN Yes - Unknown # 0Business

ITRC20080508-02 Adobe Systems Inc US Yes - Unknown # 0Business

ITRC20080508-01 Saks Fifth Avenue US 4/15/2008 Yes - (Password) Unkn 0Business

ITRC20080507-02 Northeast Security- Safe Home Security CT Yes - Unknown # 0Business

ITRC20080506-03 Drive Time Auto Sales FL 5/4/2008 Yes - Published # 200Business

ITRC20080506-02 International Visa Service GA Yes - Published # 1,000Business

ITRC20080506-01 Marriott International - Hewitt US 1/31/2008 Yes - Published # 137Business

ITRC20080505-02 Purdue Pharma US Yes - Published # 5,000Business

ITRC20080502-01 Cornerstone Fitness TX 4/30/2008 Yes - Unknown # 0Business

ITRC20080501-07 Philips Lighting US Yes - Published # 91Business

ITRC20080501-05 NSK Americas US Yes - Published # 2,000Business

ITRC20080501-04 Bob Davidson Ford Lincoln Mercury MD 2/28/2008 Yes - Unknown # 0Business

ITRC20080501-03 3M Company US 2/20/2008 Yes - Published # 1,500Business

ITRC20080501-02 Central Licensing Bureau AK 3/6/2008 Yes - Published # 41Business

ITRC20080430-06 Education Management US 2/7/2008 Yes - (Password) Publi 764Business
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ITRC20080430-05 Figaro's Pizza TX 4/27/2008 Yes - Unknown # 0Business

ITRC20080430-03 Stryker Instruments US 2/18/2008 Yes - Unknown # 0Business

ITRC20080430-02 Gerdau Ameristeel US Yes - Unknown # 0Business

ITRC20080430-01 Columbia Capital MD 4/11/2008 Yes - (Password) Publi 0Business

ITRC20080425-03 Verizon Wireless US Yes - Unknown # 0Business

ITRC20080425-01 WiseBuys and Hacketts NY 12/1/2007 Yes - Unknown # 0Business

ITRC20080424-10 SwimwearBoutique.com TX 3/28/2008 Yes - Published # 8,000Business

ITRC20080424-07 USinternetworking US 3/25/2008 Yes - (Password) Unkn 0Business

ITRC20080421-03 Monroe 1 BOCES NY 4/10/2008 Yes - Published # 600Business

ITRC20080408-01 Blue Flame Gas Co. OH 4/6/2008 Yes - Unknown # 0Business

ITRC20080407-06 Wayne J Griffin Electric MA 3/15/2008 Yes - (Password) Unkn 0Business

ITRC20080407-05 Genworth Life and Annuity Insurance Co TX 2/16/2008 Yes - (Password) Unkn 0Business

ITRC20080407-04 Seguros Internacionales SC 4/2/2008 Yes - Unknown # 0Business

ITRC20080407-01 Pfizer Inc US 2/7/2008 Yes - (Password) Publi 800Business

ITRC20080403-02 Operative Plasterers' and Cement Maso's Int'l As WI 3/17/2008 Yes - Published # 90Business

ITRC20080401-02 Okemo Mountain Resort VT 1/1/2006 Yes - Unknown # 0Business

ITRC20080401-01 Advance Auto Parts US 2/1/2008 Yes - Published # 56,000Business

ITRC20080331-01 Museum of Science, Boston MA 3/13/2008 Yes - Published # 140Business

ITRC20080327-06 Super 8 Motel- Lamar CO 3/24/2008 Yes - Unknown # 0Business

ITRC20080324-05 Queens tax preparer NY Yes - Unknown # 0Business

ITRC20080324-04 Twin River Slot Parlor RI 3/17/2008 Yes - Unknown # 0Business

ITRC20080320-03 Wolters Kluwer IL 2/27/2008 Yes - Unknown # 0Business

ITRC20080320-01 Affordable Realty MI Yes - Unknown # 0Business

ITRC20080317-04 Hannaford Bros Supermarket Chain ME 12/7/2007 Yes - Published # 4,200,000Business

ITRC20080314-05 Starling Insurance and Associates CO Yes - Unknown # 0Business

ITRC20080314-03 Hotel Shilla- Desert Hot Springs CA Yes - Unknown # 0Business

ITRC20080314-02 United Amerindian Center WI Yes - Unknown # 0Business

ITRC20080310-02 MTV US Yes - (Password) Publi 5,000Business

ITRC20080307-03 Francehethan US Yes - Unknown # 0Business

ITRC20080304-01 Kraft Foods IA 1/15/2008 Yes - Published # 20,000Business

ITRC20080303-03 Nestle Waters North America- Systematic Automa US 2/11/2008 Yes - Published # 8,245Business

ITRC20080228-01 David Haltinner WI Yes - Published # 637,000Business
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ITRC20080225-03 Kurt Bischoff Tax and Acct. WI 2/21/2008 Yes - Published # 600Business

ITRC20080222-03 Bookkeeper in Bargersville IN 2/18/2008 Yes - Unknown # 0Business

ITRC20080222-02 Lohr Vineyards CA 12/19/2007 Yes - Unknown # 0Business

ITRC20080219-02 Kenner Food Bank LA 10/22/2007 Yes - Published # 9,000Business

ITRC20080219-01 Crosslines Ministries of Cathage MO 2/14/2008 Yes - Published # 2,000Business

ITRC20080215-01 Lexmark International US 1/29/2008 Yes - Unknown # 0Business

ITRC20080212-03 Children's Home Society of Florida FL 2/5/2008 Yes - Unknown # 0Business

ITRC20080211-05 ASI Seattle- Administrative Systems WA 12/29/2007 Yes - (Password) Unkn 0Business

ITRC20080211-04 United Healthcare MO Yes - Published # 29Business

ITRC20080211-03 Old Navy MO Yes - Published # 29Business

ITRC20080211-02 Salesforce.com US 2/1/2008 Yes - Unknown # 0Business

ITRC20080211-01 Cross Country Travcorps, NovaPro, Cross Countr US 2/1/2008 Yes - Published # 121Business

ITRC20080208-10 Canadian Standards Association Learning Centre US 12/20/2007 Yes - Unknown # 0Business

ITRC20080208-09 MLSgear.com US 1/1/2007 Yes - Unknown # 0Business

ITRC20080208-07 NKS Americas US 1/20/2008 Yes - Unknown # 0Business

ITRC20080208-06 BJ Wholesale Club MA 1/3/2008 Yes - Unknown # 0Business

ITRC20080208-01 undisclosed company-Sonoma CA 12/1/2007 Yes - Unknown # 0Business

ITRC20080207-02 a Tukwila Hotel WA Yes - Unknown # 0Business

ITRC20080205-02 Nationlink Wireless US Yes - Unknown # 0Business

ITRC20080205-01 Kiwanis Family Store Website US 12/5/2007 Yes - Unknown # 0Business

ITRC20080201-04 Corn Belt Energy Corp IL 1/1/2008 Yes - Published # 1,000Business

ITRC20080128-08 Visa Services Northwest WA 1/25/2008 Yes - Unknown # 0Business

ITRC20080128-07 SAIC VA Yes - Unknown # 0Business

ITRC20080128-05 Centocor Inc- Johnson & Johnson PA 10/1/2007 Yes - Unknown # 0Business

ITRC20080128-04 T. Rowe Price-CBIZ Benefits MD Yes - Published # 35,000Business

ITRC20080128-03 Kenyon College-Village Inn OH 11/1/2007 Yes - Published # 32Business

ITRC20080124-04 CPA- Lucille Adgate FL 1/22/2008 Yes - Unknown # 0Business

ITRC20080116-04 Aspen Grove Market- Boulder CO 1/12/2008 Yes - Unknown # 0Business

ITRC20080115-02 Raymour & Flanigan Furniture NY Yes - Unknown # 0Business

ITRC20080114-03 Rev. Donald Robinson OH 1/4/2008 Yes - Unknown # 0Business

ITRC20080111-11 U-Care Thrift Store AZ 12/25/2007 Yes - Published # 30Business

ITRC20080111-10 College Point Bus Depot NY 12/29/2007 Yes - Published # 100Business
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ITRC20080111-07 Pikesville Mortgage Co. MD 1/1/2007 Yes - Published # 325Business

ITRC20080111-06 Google Website US 1/8/2008 Yes - Unknown # 0Business

ITRC20080111-03 Workers Compensation Fund UT 12/9/2007 Yes - (Password) Publi 2,800Business

ITRC20080110-07 Health Net CA 12/4/2007 Yes - Unknown # 0Business

ITRC20080110-03 Geeks.com - Genica CA 12/5/2007 Yes - Unknown # 0Business

ITRC20080107-02 Wendy's International US 12/3/2007 Yes - (Password) Publi 1,092Business

ITRC20080107-01 Robotic Industries Association MI 12/10/2007 Yes - Unknown # 0Business

BusinessTotals for Category: 240# of Breaches: 5,886,960# of Records:

36.6% of Breaches: 16.5%%of Records:

Educational
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20081231-01 Ohio State University OH Yes - Published # 18,000Educational

ITRC20081222-06 University of NC School of Arts NC 12/13/2008 Yes - Published # 2,700Educational

ITRC20081222-04 Lorain County Community Schools OH 11/28/2008 Yes - Published # 22,000Educational

ITRC20081222-02 Austin Peay State University TN Yes - Published # 750Educational

ITRC20081215-01 University of NC Greensboro NC 12/11/2008 Yes - Unknown # 0Educational

ITRC20081208-07 Severn School MD 4/1/2008 Yes - Published # 104Educational

ITRC20081208-03 Blackbaud, St Margaret Episcopal School SC 9/19/2008 None - Encrypted Data 0Educational

ITRC20081205-01 Cal Poly Pomona CA 11/17/2008 Yes - Published # 675Educational

ITRC20081204-01 Economic Research Institute VA 11/21/2008 Yes - Published # 341Educational

ITRC20081126-01 Weber State University UT 11/20/2008 Yes - Published # 69Educational

ITRC20081121-02 Jackson Madison County- East Intermediate Sch TN Yes - Published # 200Educational

ITRC20081112-02 Texas A&M #2 TX 11/10/2008 Yes - Published # 46Educational

ITRC20081111-01 Sinclair Community College OH Yes - Published # 1,000Educational

ITRC20081110-01 Texas A&M Corpus Christi TX 11/3/2008 Yes - Published # 1,430Educational

ITRC20081106-01 Wilmer-Hale Legal Services Center, Harvard MA 9/23/2008 Yes - Published # 21,000Educational

ITRC20081021-02 Howard University and Hospital MD 8/25/2008 Yes - Published # 4,122Educational

ITRC20081017-05 Somerset County - Crisfield Schools MD 10/7/2008 Yes - Published # 400Educational

ITRC20081017-04 Binghamton University NY 10/13/2008 Yes - Published # 56Educational
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ITRC20081017-01 Memphis City Schools TN 10/7/2008 Yes - Unknown # 0Educational

ITRC20081010-02 Southwest Mississippi Community College MS 9/30/2008 Yes - Published # 7,000Educational

ITRC20081009-01 University of North Dakota ND 9/7/2008 None - Encrypted Data 0Educational

ITRC20081002-03 University of Indianapolis IN 9/8/2008 Yes - Published # 11,000Educational

ITRC20080926-07 Sonoma State University CA 9/2/2008 Yes - Published # 600Educational

ITRC20080922-01 Texas A&M TX 9/10/2008 Yes - Published # 31Educational

ITRC20080918-03 Dream Academy, Benton Harbor IN 9/14/2008 Yes - Published # 200Educational

ITRC20080915-03 Marshall University WV 8/22/2008 Yes - Published # 200Educational

ITRC20080915-02 Rockwood School District MO Yes - Unknown # 0Educational

ITRC20080915-01 Tennessee State University TN 9/9/2008 Yes - Published # 9,000Educational

ITRC20080912-01 University of Iowa IA 8/11/2008 Yes - Published # 500Educational

ITRC20080910-11 University of Pittsburgh PA 8/11/2008 Yes - Unknown # 0Educational

ITRC20080910-06 Rotenberg Meril Solomon Bertiga & Guttilla -Coll MD 7/31/2008 Yes - Unknown # 0Educational

ITRC20080908-04 St Joseph's Academy LA 7/21/2008 Yes - Published # 7,000Educational

ITRC20080908-03 National Technical Institute for the Deaf - RIT NY 8/25/2008 Yes - Published # 13,800Educational

ITRC20080907-02 Ivy Tech Community College IN 7/31/2008 Yes - Published # 23,000Educational

ITRC20080907-01 East Burke High School NC Yes - Published # 163Educational

ITRC20080905-03 Clarkson University NY 8/26/2008 Yes - Published # 245Educational

ITRC20080905-02 Oakland School District CA 9/2/2008 Yes - Published # 100Educational

ITRC20080828-02 Reynoldsburg Schools OH 8/23/2008 Yes - Published # 4,000Educational

ITRC20080827-03 Prince William County VA 8/14/2008 Yes - Published # 2,550Educational

ITRC20080827-02 Kansas State University KS 8/16/2008 Yes - Published # 86Educational

ITRC20080820-03 Princeton Review FL 6/15/2008 Yes - Published # 34,000Educational

ITRC20080820-01 Case Western Reserve University OH Yes - Published # 1,160Educational

ITRC20080818-03 Keller High School TX 8/5/2008 Yes - Unknown # 0Educational

ITRC20080807-02 Russell School IA Yes - Unknown # 0Educational

ITRC20080805-02 Arapahoe Community College CO 8/1/2008 Yes - Published # 15,000Educational

ITRC20080731-13 University of Texas at Dallas TX 7/12/2008 Yes - Published # 9,100Educational

ITRC20080731-08 Oakland University MI Yes - Unknown # 0Educational

ITRC20080728-09 Moraine Park Technical College WI Yes - Published # 4,400Educational

ITRC20080728-07 Hillsborough Community College FL 7/21/2008 Yes - (Password) Publi 2,000Educational

ITRC20080728-05 University of Houston TX 10/1/2005 Yes - Published # 259Educational
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ITRC20080728-03 Conn. College/Wesleyan University/ Trinity Colleg CT Yes - Published # 2,815Educational

ITRC20080724-02 University of Rhode Island RI Yes - Unknown # 0Educational

ITRC20080718-03 University of Maryland MD 7/8/2008 Yes - Published # 23,000Educational

ITRC20080716-03 Indiana State University IN 7/12/2008 Yes - (Password) Publi 2,500Educational

ITRC20080715-01 University of Texas Austin TX 1/1/2008 Yes - Published # 2,500Educational

ITRC20080711-01 Williamson County Schools TN Yes - Published # 17,000Educational

ITRC20080702-01 University of Nebraska- Kearney NE 6/8/2008 Yes - Unknown # 0Educational

ITRC20080630-01 University of VA VA 4/1/2008 Yes - Published # 7,000Educational

ITRC20080624-01 New Hampshire Technical Institute - Concord Co NH 4/23/2008 Yes - Published # 128Educational

ITRC20080623-02 D.C Schools DC 4/1/2006 Yes - Published # 65Educational

ITRC20080623-01 Southeast Missouri State University MO Yes - Published # 800Educational

ITRC20080616-04 Dickson County Schools TN 6/7/2008 Yes - (Password) Unkn 850Educational

ITRC20080616-02 Columbia University NY Yes - Published # 5,000Educational

ITRC20080611-07 Stanford University CA 6/1/2008 Yes - Published # 72,000Educational

ITRC20080611-05 East Tennessee State University TN 5/17/2008 Yes - (Password) Publi 6,200Educational

ITRC20080611-04 University of So Carolina SC 5/25/2008 Yes - Published # 7,000Educational

ITRC20080611-02 University of Florida FL Yes - Published # 11,300Educational

ITRC20080604-02 Oregon State Bookstore OR 6/15/2008 Yes - Published # 4,700Educational

ITRC20080602-02 Pocono Mountain Schools PA 5/29/2008 Yes - Published # 11,500Educational

ITRC20080530-02 University of Iowa IA 2/25/2008 Yes - Published # 946Educational

ITRC20080522-05 Duke University Fuqua School of Business NY 4/30/2008 Yes - Published # 273Educational

ITRC20080522-01 University of Nebraska-Lincoln NE Yes - Published # 66Educational

ITRC20080520-07 Downingtown High School West PA 5/9/2008 Yes - Published # 56,071Educational

ITRC20080516-04 University of Louisville KY 4/30/2008 Yes - Published # 20Educational

ITRC20080516-03 Oklahoma State University OK 3/1/2008 Yes - Published # 70,000Educational

ITRC20080516-01 Spring Independent School District TX 5/14/2008 Yes - Published # 8,000Educational

ITRC20080509-01 Princeton University Tower Club NJ 5/7/2008 Yes - Published # 103Educational

ITRC20080507-01 Ohio State University OH 4/29/2008 Yes - Published # 192Educational

ITRC20080505-03 New York Institute of Technology NY Yes - Published # 250Educational

ITRC20080424-01 Southern Connecticut State University CT 4/22/2008 Yes - Published # 11,000Educational

ITRC20080417-03 University of Virginia VA Yes - Published # 7,000Educational

ITRC20080417-02 Connecticut State University System- SunGard CT 4/9/2008 Yes - (Password) Publi 3,400Educational
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ITRC20080414-07 Stokes County Schools NC 4/9/2008 Yes - (Password) Publi 800Educational

ITRC20080414-03 University of Toledo OH 3/4/2008 Yes - Published # 6,500Educational

ITRC20080414-02 Williamsville North High School NY 3/26/2008 Yes - Published # 1,800Educational

ITRC20080411-05 McFarland Schools CA Yes - Unknown # 0Educational

ITRC20080411-03 Bowdoin College MA Yes - Unknown # 0Educational

ITRC20080410-02 Joliet West High School IL 3/13/2008 Yes - Unknown # 0Educational

ITRC20080407-02 Univ. of CA at Irvine CA Yes - Published # 7,000Educational

ITRC20080331-02 Antioch University US 6/9/2007 Yes - Published # 70,000Educational

ITRC20080327-01 Bowling Green OH 3/27/2008 Yes - Unknown # 0Educational

ITRC20080324-01 Western Carolina University NC Yes - Published # 555Educational

ITRC20080320-04 Lasell College MA 2/6/2008 Yes - Published # 20,000Educational

ITRC20080320-02 Binghamton University NY 3/14/2008 Yes - Published # 288Educational

ITRC20080317-02 Broward School District FL Yes - Published # 35,000Educational

ITRC20080313-01 Harvard University MA 2/16/2008 Yes - Published # 6,600Educational

ITRC20080310-03 Troy Area School District PA 1/31/2008 Yes - Unknown # 0Educational

ITRC20080228-05 ICS Head Start - Mount Pleasant TN 1/27/2008 Yes - Published # 79Educational

ITRC20080228-03 Liberty Hill School District TX 2/28/2008 Yes - Unknown # 0Educational

ITRC20080225-04 Torrance Unified School District- ASI CA 2/11/2008 Yes - Published # 2,200Educational

ITRC20080222-05 Colorado State University CO Yes - Published # 208Educational

ITRC20080222-04 Rowan University NJ 11/1/2004 Yes - Published # 172Educational

ITRC20080219-03 Malden School Department MA 2/12/2008 Yes - Published # 233Educational

ITRC20080215-03 Ivy Tech Community College IN 1/29/2008 Yes - Unknown # 0Educational

ITRC20080215-02 Texas A&M TX 1/25/2008 Yes - Published # 3,000Educational

ITRC20080214-04 University of Toledo Nursing School OH Yes - Published # 180Educational

ITRC20080214-03 Springfield Schools MA 2/7/2008 Yes - Published # 38Educational

ITRC20080214-02 Clovis Unified School District CA 2/11/2008 Yes - Published # 4,000Educational

ITRC20080214-01 Rose-Hulman Institute of Technology IN 2/4/2008 Yes - Published # 1,900Educational

ITRC20080213-03 Middle Tennessee State University TN 2/1/2008 Yes - Published # 1,500Educational

ITRC20080213-02 Milwaukee Public Schools WI 12/1/2007 Yes - Published # 3,000Educational

ITRC20080212-02 Modesto City Schools CA 2/11/2008 Yes - Published # 3,500Educational

ITRC20080212-01 Long Island University NY 1/31/2008 Yes - Published # 30,000Educational

ITRC20080208-05 Kansas State University-Berberich Trahan KS 1/6/2008 Yes - Published # 23Educational
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ITRC20080208-04 East Carolina University NC 1/3/2008 Yes - Published # 412Educational

ITRC20080204-02 Iowa State University IA Yes - Published # 26Educational

ITRC20080204-01 Diocese of Providence RI 1/26/2008 Yes - (Password) Publi 5,000Educational

ITRC20080129-01 Georgetown University DC 1/3/2008 Yes - Published # 38,000Educational

ITRC20080128-09 Murray State KY 1/3/2008 Yes - Published # 260Educational

ITRC20080128-06 Franklin University OH 12/15/2007 Yes - Published # 6,440Educational

ITRC20080128-01 Penn State University PA 1/2/2008 Yes - Published # 677Educational

ITRC20080116-05 Univ. of Wisconsin- Madison WI 11/26/2007 Yes - Published # 529Educational

ITRC20080116-02 Casa Del Sol Day Care TX 1/14/2008 Yes - Unknown # 0Educational

ITRC20080115-01 Tennessee Tech University TN 1/5/2008 Yes - Published # 990Educational

ITRC20080111-15 CSU Stanislaus CA 11/1/2007 Yes - Unknown # 0Educational

ITRC20080111-14 University of Iowa IA 1/1/2008 Yes - Published # 216Educational

ITRC20080111-08 Harvard University MA 1/7/2008 Yes - Unknown # 0Educational

ITRC20080111-04 University of Akron OH 12/1/2007 Yes - Published # 800Educational

ITRC20080111-02 Dorothy Hains Elementary School GA 1/2/2008 Yes - Unknown # 0Educational

ITRC20080110-04 New Mexico State University NM 12/30/2007 None - Encrypted Data 0Educational

ITRC20080110-01 University of Georgia GA 12/29/2007 Yes - Published # 4,250Educational

EducationalTotals for Category: 131# of Breaches: 806,142# of Records:

20.0% of Breaches: 2.3%%of Records:

Government/Military
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20081223-01 FEMA- Katrina LA 12/15/2008 Yes - Published # 17,000Government/Military

ITRC20081222-11 New Hampshire Dept. of Health NH 12/1/2008 Yes - Published # 9,300Government/Military

ITRC20081222-01 Brooklyn Police NY Yes - Unknown # 0Government/Military

ITRC20081216-01 Louisiana Dept of Revenue LA Yes - Published # 299Government/Military

ITRC20081211-05 Burlington Housing Authority VT 10/1/2008 None - Encrypted Data 0Government/Military

ITRC20081211-01 Library of Congress DC 4/1/2008 Yes - Unknown # 0Government/Military

ITRC20081204-05 US Army in Germany US 10/4/2008 None - Encrypted Data 0Government/Military

ITRC20081204-03 Walz, Deihm, Geisenberger, Bucklen & Tennis ac PA 11/5/2008 Yes - Published # 20,000Government/Military

Copyright 2008 Identity Theft Resource Center



Identity Theft Resource Center Page 16 of  22
1/2/2009

Report Date:

2008 Data Breach Stats
How is this report produced?  What are the rules?  See last page of report for details.

ITRC20081204-02 Agency for Workforce Innovation FL 10/30/2008 Yes - Published # 250,000Government/Military

ITRC20081125-01 Maryland Department of the Environment MD 11/12/2008 Yes - Published # 1,367Government/Military

ITRC20081114-02 Tulsa Courts OK Yes - Unknown # 0Government/Military

ITRC20081114-01 Naval Reserve Base Ft. Worth TX Yes - Published # 8,000Government/Military

ITRC20081107-05 North Carolina Division of Health and Human Ser NC 10/25/2008 Yes - (Password) Publi 85,045Government/Military

ITRC20081107-03 Plymouth County MA Yes - Published # 1,000Government/Military

ITRC20081107-01 Pinellas County FL 2/1/2008 Yes - Unknown # 0Government/Military

ITRC20081106-05 Jefferson County WV 10/30/2008 Yes - Published # 1,600,000Government/Military

ITRC20081106-03 GarCo, Garfield County DHS CO Yes - Published # 7,000Government/Military

ITRC20081105-02 AZ Dept. of Economic Security AZ Yes - (Password) Publi 40,000Government/Military

ITRC20081103-02 Portland VA Hospital OR Yes - Published # 1,600Government/Military

ITRC20081103-01 Seattle School District WA 2/1/2008 Yes - Published # 5,000Government/Military

ITRC20081031-01 US State Dept US 3/25/2008 Yes - Published # 400Government/Military

ITRC20081028-01 Former Oakland Mayor intern CA 10/12/2008 Yes - Published # 100Government/Military

ITRC20081022-02 KRM, City of Fresno CA 10/15/2008 Yes - (Password) Publi 5,700Government/Military

ITRC20081021-08 Albany Police Dept. GA 10/17/2008 Yes - Unknown # 0Government/Military

ITRC20081021-05 FEMA TX Yes - Published # 1,000Government/Military

ITRC20081017-03 Indianapolis Marion County Information Services IN 10/7/2008 Yes - Published # 3,000Government/Military

ITRC20081009-03 City of Coral Springs, FL US Yes - Published # 12,120Government/Military

ITRC20081007-02 WVA Dept of Administration WV Yes - (Password) Publi 535Government/Military

ITRC20081002-02 Foothills Park and Recreation District CO 9/29/2008 Yes - Unknown # 0Government/Military

ITRC20080930-01 VA Hospital Boston MA Yes - Unknown # 0Government/Military

ITRC20080929-01 Virginia State Board of Elections VA 9/27/2008 Yes - Published # 400Government/Military

ITRC20080926-02 TWIC - Transportation Worker Identification Cred CT 9/20/2008 None - Encrypted Data 0Government/Military

ITRC20080924-01 NV Dept of Information Technology NV Yes - Unknown # 0Government/Military

ITRC20080918-02 Oklahoma Dept. Of Human Services OK 9/11/2008 Yes - Unknown # 0Government/Military

ITRC20080918-01 ATF -Alcohol, Tobacco, Firearms US Yes - Unknown # 0Government/Military

ITRC20080917-02 Texas Lottery TX Yes - Published # 89,000Government/Military

ITRC20080908-05 Erie County Health Facility NY 8/29/2008 Yes - Unknown # 0Government/Military

ITRC20080908-02 Local Government Center NH 8/6/2008 None - Other Protection 0Government/Military

ITRC20080905-01 UAE US Embassy - HSBC US Yes - Unknown # 0Government/Military

ITRC20080826-02 US Army US 3/31/2008 Yes - Published # 50,000Government/Military
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ITRC20080826-01 PA Dept. of Public Welfare PA Yes - Published # 2,845Government/Military

ITRC20080808-01 Bakersfield Police Dept CA 7/15/2008 Yes - Unknown # 0Government/Military

ITRC20080805-01 Transportation Security Administration US 8/2/2008 Yes - (Password) Publi 33,000Government/Military

ITRC20080731-06 Yuma City AZ 7/24/2008 Yes - Published # 300Government/Military

ITRC20080724-03 Tinley Park IL 6/23/2008 Yes - Published # 21,400Government/Military

ITRC20080723-01 San Francisco Human Services Dept CA Yes - Published # 70Government/Military

ITRC20080721-04 Florida Dept. of Business and Prof. Regulation FL Yes - Published # 150Government/Military

ITRC20080716-01 Missouri National Guard MO 7/14/2008 Yes - Published # 2,000Government/Military

ITRC20080715-03 Washington Metro Area Transit Authority DC 6/9/2008 Yes - Published # 4,700Government/Military

ITRC20080711-02 Fort Lewis WA 7/4/2008 Yes - Published # 900Government/Military

ITRC20080709-01 Illinois Secretary of State Office IL Yes - Unknown # 0Government/Military

ITRC20080707-02 Clark County Courts NV 7/4/2008 Yes - Published # 380Government/Military

ITRC20080627-04 L-1 Identity Solutions - DPS TX Yes - Published # 826Government/Military

ITRC20080625-01 CA Dept. of Consumer Affairs CA 6/5/2008 Yes - Published # 5,000Government/Military

ITRC20080623-10 Surplus Property - KS state computers KS 6/18/2008 Yes - Unknown # 0Government/Military

ITRC20080616-07 WA Suburban Sanitary Commission MD 5/31/2008 Yes - Unknown # 0Government/Military

ITRC20080616-03 CT Dept. of Admin Services CT Yes - Unknown # 0Government/Military

ITRC20080611-06 Southington Water and Power CT 5/25/2008 Yes - Published # 26Government/Military

ITRC20080603-03 CT Dept. of Labor CT 5/25/2008 Yes - Published # 2,100Government/Military

ITRC20080603-01 Roswell Dept of Workfoce Solutions NM Yes - Unknown # 0Government/Military

ITRC20080530-04 Jefferson County Court Archives KY 5/1/2008 Yes - Published # 300Government/Military

ITRC20080522-04 Oklahoma Corporate Commission OK 4/20/2008 Yes - Published # 5,000Government/Military

ITRC20080522-03 Wende Correctional Facility NY Yes - Unknown # 0Government/Military

ITRC20080516-07 IRS US Yes - Published # 15,000Government/Military

ITRC20080512-01 Aon Consulting- Park National Corp OH 3/1/2008 Yes - Published # 2,000Government/Military

ITRC20080505-05 Iredell County Tax Collector's Office NC 4/22/2008 Yes - Published # 468Government/Military

ITRC20080505-04 Marine Corps Reserve Center TX 2/6/2008 Yes - Published # 17,000Government/Military

ITRC20080429-01 Kansas City Public Library MO 4/27/2008 Yes - Published # 30Government/Military

ITRC20080428-03 Hough, MacAdam & Wartnik LLC OR 3/5/2008 Yes - (Password) Publi 500Government/Military

ITRC20080428-02 State Highway Administration MD 4/18/2008 Yes - Published # 1,800Government/Military

ITRC20080424-08 Wisc. Dept. of Health /Family Services - Harmony WI 3/3/2008 Yes - Unknown # 0Government/Military

ITRC20080424-06 Solano County Health and Social Services CA Yes - Published # 10,000Government/Military
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ITRC20080424-03 CollegeInvest CO 3/28/2008 Yes - (Password) Publi 200,000Government/Military

ITRC20080422-01 Ground Zero Workers NY 4/17/2008 Yes - Unknown # 0Government/Military

ITRC20080421-07 Oklahoma Corrections Dept. OK 4/10/2008 Yes - Published # 6,000Government/Military

ITRC20080411-04 UT Department of Workforce Services UT Yes - Published # 1,775Government/Military

ITRC20080407-08 US Army US 11/1/2007 Yes - Published # 24Government/Military

ITRC20080407-07 Federal Energy Regulatory Comm. US 3/3/2008 Yes - Published # 2,810Government/Military

ITRC20080407-03 FEMA US Yes - Published # 200Government/Military

ITRC20080403-03 CA Dept. of Public Health - Fresno CA 2/1/2008 Yes - Published # 279Government/Military

ITRC20080331-03 San Quentin Prison CA 3/4/2008 Yes - Published # 3,500Government/Military

ITRC20080324-03 Rhode Island Dept. of Administration RI 3/7/2008 Yes - Published # 1,400Government/Military

ITRC20080321-01 GA Dept. of Human Resources GA 3/19/2008 Yes - Unknown # 0Government/Military

ITRC20080320-06 State of Penn Voter Website PA 3/18/2008 Yes - Published # 19Government/Military

ITRC20080320-05 MO Department of Social Services MO 3/19/2008 Yes - Unknown # 0Government/Military

ITRC20080317-03 Utah Division of Finance UT Yes - Published # 500Government/Military

ITRC20080314-04 Oklahoma Court Records OK Yes - Unknown # 0Government/Military

ITRC20080310-05 Texas Dept. of Health and Human Services TX 3/4/2008 Yes - Unknown # 0Government/Military

ITRC20080307-05 Marathon County Wide Purchase Card Program WI 1/1/2008 Yes - Published # 270Government/Military

ITRC20080307-02 Nevada Department of Public Safety NV Yes - Published # 109Government/Military

ITRC20080303-02 VA Austin Corporate Data Center TX 2/1/2008 None - Encrypted Data 0Government/Military

ITRC20080303-01 US Army Reserve Center WI 3/1/2008 Yes - Published # 200Government/Military

ITRC20080228-04 NY City Dept. of Finance NY 1/29/2008 Yes - Published # 12,000Government/Military

ITRC20080228-02 Marshfield Clinic-Health Net Federal Services US 12/25/2007 Yes - Published # 103,000Government/Military

ITRC20080225-01 Mecklenburg County Park and Recreation NC 2/25/2008 Yes - Unknown # 0Government/Military

ITRC20080222-01 GA Dept. of Transportation GA Yes - Published # 55Government/Military

ITRC20080219-05 Los Angeles Dept. of Water and Power CA 2/12/2008 Yes - Published # 8,275Government/Military

ITRC20080211-06 Harris County Sheriff TX 2/7/2008 Yes - Unknown # 0Government/Military

ITRC20080201-03 Marine Corp Bases Japan New Parent Support Pr US 1/11/2008 Yes - (Password) Publi 4,000Government/Military

ITRC20080201-01 SC Department of Health and Environmental Cont SC 1/24/2008 Yes - (Password) Publi 400Government/Military

ITRC20080128-12 York Correctional Institution CT 12/22/2007 Yes - Unknown # 0Government/Military

ITRC20080124-01 Corbin Social Services KY 1/15/2008 None - Other Protection 0Government/Military

ITRC20080116-03 Wisconsin Department of Revenue WI 1/10/2008 Yes - Published # 5,000Government/Military

ITRC20080116-01 Naval Surface Warfare Center US 1/7/2008 Yes - Published # 9,300Government/Military
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ITRC20080114-02 Transportation Security Administration - TSA US 10/6/2006 Yes - Published # 247Government/Military

ITRC20080114-01 Minnesota DPS MN Yes - Published # 400Government/Military

ITRC20080111-12 OH Workers Compensation OH 1/4/2008 Yes - Published # 49Government/Military

ITRC20080110-06 Florida Dept. of Children and Families FL 11/7/2007 Yes - Unknown # 0Government/Military

ITRC20080110-05 Maryland Dept. of Assessments and Taxation MD 12/31/2007 Yes - Published # 900Government/Military

ITRC20080110-02 Wisconsin Dept. of Health and Family Services WI 1/8/2008 Yes - Published # 260,000Government/Military

Government/MilitaryTotals for Category: 110# of Breaches: 2,954,373# of Records:

16.8% of Breaches: 8.3%%of Records:

Medical/Healthcare
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20081231-11 DJO US 11/14/2008 Yes - Published # 68,857Medical/Healthcare

ITRC20081231-07 Emergency Medical Associates NJ 7/15/2008 Yes - Published # 27Medical/Healthcare

ITRC20081231-05 NH Lake's Region General Hospital NH Yes - Published # 1,500Medical/Healthcare

ITRC20081231-03 Dr Anjali Pathak FL 12/30/2008 Yes - Published # 37Medical/Healthcare

ITRC20081224-02 Ohio University Chillicothe Health and Wellness OH 12/23/2008 None - Other Protection 0Medical/Healthcare

ITRC20081223-02 Cedar Sinai Medical Center CA Yes - Published # 1,000Medical/Healthcare

ITRC20081208-13 CIGNA US 6/20/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20081208-12 Davita FL 10/2/2008 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20081125-02 Children's Hospital Denver, Aurora Revenue Ente CO Yes - Published # 1,000Medical/Healthcare

ITRC20081120-03 Downeast Community Hospital, Machias ME 11/11/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20081120-02 Palo Pinto General Hospital TX 10/29/2008 Yes - Published # 250Medical/Healthcare

ITRC20081112-01 University of FL College of Dentisty FL 10/3/2008 Yes - Published # 330,000Medical/Healthcare

ITRC20081111-02 AIG, Medical Excell LLC US 7/23/2008 Yes - Published # 900,000Medical/Healthcare

ITRC20081110-02 Christus Health Care US Yes - Unknown # 0Medical/Healthcare

ITRC20081106-04 Express Scripts US 10/5/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20081105-01 Baylor Health Care TX 9/18/2008 Yes - Published # 100,000Medical/Healthcare

ITRC20081024-01 Aspen Dental office in Nashua NH 10/21/2008 Yes - Published # 60Medical/Healthcare

ITRC20081021-10 CIGNA US Yes - Unknown # 0Medical/Healthcare

ITRC20081021-09 Mary Washington Hospital VA 10/17/2008 Yes - Published # 803Medical/Healthcare
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ITRC20081002-04 Local Houston Hospital TX 10/1/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080926-05 Heyman Hospice Care GA 9/26/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080924-02 Delaware Psychiatric Center DE 9/4/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080917-03 Bon Secours DePaul Medical Center VA 4/1/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080910-10 CareFirst Blue Cross/Blue Shield US 7/18/2008 Yes - Published # 289Medical/Healthcare

ITRC20080909-02 Univ. of Texas MD Anderson Cancer Center TX 3/29/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080908-07 Southwest Medical Association NV 8/29/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080908-06 Boulder Community Hospital CO Yes - Published # 178Medical/Healthcare

ITRC20080822-02 Thompson Hospital nurse NY Yes - Unknown # 0Medical/Healthcare

ITRC20080821-03 WomanCare MI 3/1/2008 Yes - Published # 50Medical/Healthcare

ITRC20080821-02 University of Pennsylvania Health System PA Yes - Unknown # 0Medical/Healthcare

ITRC20080818-07 Treatment Associates TX 8/14/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080818-06 Wuesthoff Medical Center FL 8/11/2008 Yes - Published # 500Medical/Healthcare

ITRC20080807-05 Harris County Hospital District TX 7/25/2008 Yes - Published # 1,200Medical/Healthcare

ITRC20080805-07 Kelsey-Seybold Clinic TX Yes - Published # 1,600Medical/Healthcare

ITRC20080801-03 SavaSeniorCare #3 US Yes - Unknown # 0Medical/Healthcare

ITRC20080801-02 SavaSeniorCare US 1/1/2008 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20080731-01 Grady Memorial Hospital GA 7/24/2008 Yes - Published # 45Medical/Healthcare

ITRC20080730-02 unknown doctors- Folkston Dr. offices FL 7/21/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080729-01 Blue Cross/Blue Shield of GA GA 7:23:00 AM Yes - Published # 202,000Medical/Healthcare

ITRC20080728-04 Ohio Univ. Centers for Osteopathic Research and OH 3/20/2008 Yes - Published # 492Medical/Healthcare

ITRC20080724-01 Saint Mary's Regional Medical Center NV 4/28/2008 Yes - Published # 128,000Medical/Healthcare

ITRC20080721-05 Minneapolis Veterans Home MN 7/11/2008 Yes - (Password) Publi 336Medical/Healthcare

ITRC20080716-04 Greensboro Gynecology NC 5/29/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080708-01 Florida Organ and Tissue Registry FL 6/20/2008 Yes - Published # 55,000Medical/Healthcare

ITRC20080702-03 Baptist Health AR Yes - Published # 1,800Medical/Healthcare

ITRC20080702-02 New England Baptist Hospital MA 12/1/2007 Yes - Published # 9Medical/Healthcare

ITRC20080611-03 University of Utah Hospitals and Clinics UT 6/2/2008 Yes - Published # 2,200,000Medical/Healthcare

ITRC20080602-04 Walter Reed Army Medical Center MD 5/21/2008 Yes - Published # 1,000Medical/Healthcare

ITRC20080522-06 HealthSpring TN 3/30/2008 Yes - Published # 9,000Medical/Healthcare

ITRC20080520-09 Montgomery Greil Hospital AL 2/1/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080520-08 University of Florida College of Medicine FL 1/29/2008 Yes - Published # 1,900Medical/Healthcare
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ITRC20080509-02 Deschutes County Mental Health Dept. OR 5/2/2008 Yes - Published # 50Medical/Healthcare

ITRC20080505-01 J&J Home Health TX 5/3/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080502-02 Target America- U C San Francisco Hospital CA 10/9/2007 Yes - Published # 6,313Medical/Healthcare

ITRC20080501-08 Windham Brannon / Mariner Health Care US 1/2/2008 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20080501-06 DCI Donor Services US 12/20/2007 Yes - Unknown # 0Medical/Healthcare

ITRC20080501-01 Staten Island University Hospital NY 12/29/2007 Yes - Published # 88,000Medical/Healthcare

ITRC20080429-02 Concord Regional Visiting Nurse Assoc. NH 4/16/2008 None - Encrypted Data 0Medical/Healthcare

ITRC20080425-02 General Internal Medicine of Lancaster PA 4/17/2008 Yes - Published # 12,000Medical/Healthcare

ITRC20080424-04 University of Massachusetts MA Yes - Unknown # 0Medical/Healthcare

ITRC20080424-02 Univ. of Texas Health Science Center at Tyler- CB TX 4/17/2008 Yes - Published # 2,000Medical/Healthcare

ITRC20080421-04 Central New England HealthAlliance MA 3/12/2008 Yes - (Password) Publi 384Medical/Healthcare

ITRC20080421-02 Helping Homeless Veterans and Families IN 4/19/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080417-01 University of Miami FL 3/17/2008 Yes - Published # 2,100,000Medical/Healthcare

ITRC20080414-06 UniCare US 4/1/2007 Yes - Unknown # 0Medical/Healthcare

ITRC20080414-05 Siemens Healthcare Diagnostics IL 3/26/2008 Yes - Published # 3,542Medical/Healthcare

ITRC20080414-01 NY Presbyterian Hospital/Weill Cornell Medical C NY Yes - Published # 50,000Medical/Healthcare

ITRC20080411-02 WellPoint US Yes - Published # 128,000Medical/Healthcare

ITRC20080411-01 WellCare- GA DCH GA 3/31/2008 Yes - Published # 71,000Medical/Healthcare

ITRC20080410-01 NIH- National Institutes of Health US 2/23/2008 Yes - Published # 1,281Medical/Healthcare

ITRC20080403-01 former Illinois Eye Center IL 1/1/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080327-07 CVS Caremark TX 4/1/2007 Yes - Published # 1,000Medical/Healthcare

ITRC20080327-05 Presbyterian Intercommunity Hospital- Systemic CA 3/26/2008 Yes - Published # 5,000Medical/Healthcare

ITRC20080327-04 Labcorp TX 3/27/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080324-06 Mitchellville's Atlantic Chiropractic Office MD Yes - Unknown # 0Medical/Healthcare

ITRC20080320-07 The Dental Network- Blue Cross MD 2/20/2008 Yes - Published # 75,000Medical/Healthcare

ITRC20080314-01 University Healthcare UT 2/25/2008 Yes - (Password) Publi 4,800Medical/Healthcare

ITRC20080310-04 Central Florida Regional Hospital FL 12/1/2007 Yes - Published # 30Medical/Healthcare

ITRC20080310-01 Blue Cross /Blue Shield of Western NY NY 11/1/2007 Yes - Published # 40,000Medical/Healthcare

ITRC20080307-04 DVA Renal Healthcare - DaVita US 2/4/2008 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20080307-01 Cascade Healthcare Community OR 12/11/2007 Yes - Published # 11,500Medical/Healthcare

ITRC20080229-02 Wellesley Health Dept. MA 2/5/2008 Yes - Published # 500Medical/Healthcare

ITRC20080229-01 Salem Clinic OR Yes - Unknown # 0Medical/Healthcare
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ITRC20080225-02 Unknown counseling center OK 2/15/2008 Yes - Published # 100Medical/Healthcare

ITRC20080213-04 Lifeblood Mid-South TN 1/4/2008 Yes - (Password) Publi 321,000Medical/Healthcare

ITRC20080213-01 Tenet Healthcare TX Yes - Published # 37,000Medical/Healthcare

ITRC20080208-03 Memorial Hospital IN 11/1/2007 Yes - Published # 4,300Medical/Healthcare

ITRC20080208-02 New York Oncology in Gloversville NY Yes - Unknown # 0Medical/Healthcare

ITRC20080207-01 Sanctuary at Tuttle Crossing OH Yes - Unknown # 0Medical/Healthcare

ITRC20080201-02 Univ. of Minnesota Reproductive Medicine Center MN Yes - Published # 3,100Medical/Healthcare

ITRC20080131-01 Tuolumne General Medical- PHNS CA None - Encrypted Data 0Medical/Healthcare

ITRC20080130-01 Horizon Blue Cross Blue Shield New Jersey NJ 1/5/2008 Yes - (Password) Publi 300,000Medical/Healthcare

ITRC20080128-11 Wake County Emergency Medical Services NC 1/17/2008 Yes - (Password) Publi 5,000Medical/Healthcare

ITRC20080128-10 Spectrum Family Medical NV 1/26/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080128-02 Fallon Community Health Plan MA 1/2/2008 Yes - Published # 30,000Medical/Healthcare

ITRC20080124-03 Lee County Dr. Barringer FL 1/22/2008 Yes - Unknown # 0Medical/Healthcare

ITRC20080111-05 Select Physical Therapy Texas TX 10/1/2007 Yes - Published # 4,000Medical/Healthcare

Medical/HealthcareTotals for Category: 97# of Breaches: 7,311,833# of Records:

14.8% of Breaches: 20.5%%of Records:

 2008 Breaches Identified by the ITRC as of: 1/2/2009

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  These 
reports only cover breaches that occurred in 2008, or became public in 2008, but were not public in 2007 or before.  
Each selected incident must be previously published by a credible media source, such as TV, radio, press, etc.  The 
item will not be included at all if ITRC is not certain that the source is real and credible.  We include in each item a link 
or source of the article, and the information presented by that article.  Many times, we have attributions from a 
multitude of media sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract 
from the previously published information.  When the number of exposed records is not reported, we note that fact.  
When records are encrypted, we state that we do not (at this time) consider that to be a data exposure.  

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.
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