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Category: Banking/Credit/Financial Exposed #
ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20091224-01 Bank of America us Banking/Credit/Financial ~ Yes - Unknown #
ITRC20091222-05 Lone Star National Bank X Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091208-01 Textron Financial us Banking/Credit/Financial ~ Yes - Published # 54
ITRC20091207-02 Flagstar Bank Mi Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091207-01 HSBC us 7/9/2009  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091111-06 Washington Mutual - Atlanta GA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091111-04 Obsidian Financial Services NY  10/16/2009 Banking/Credit/Financial Yes - Unknown # 0
ITRC20091109-02 A.L. Sarroff NY  11/6/2009 Banking/Credit/Financial ~Yes - Unknown # 0
ITRC20091028-01 BNY Mellon, Bank of New York Mellon NY Banking/Credit/Financial ~ Yes - Published # 150
ITRC20091019-02 Creative Financial Services FL  10/17/2009 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20091012-01  FirstMerit Bank OH  10/7/2009 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091009-01 M & T Bank MD Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20091006-01 Federal Reserve Bank of New York NY Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090928-02 Rocky Mountain Bank WY Banking/Credit/Financial ~ Yes - Published # 1,325
ITRC20090911-03 Chase Bank, JPMorgan Chase us Banking/Credit/Financial ~ None - Other Protection 0
ITRC20090911-02 NCO Financial OH Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090908-03 Jonathan Boxman, title insurance agent NY 9/6/2009 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20090908-01 Capitol One Bank us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090902-04 Mortgage Companies - Bay Area of San Francisc CA 8/1/2009  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090821-06 Sun Valley Mortgage uT Banking/Credit/Financial ~ Yes - Published # 600
ITRC20090814-01 Wells Fargo us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090810-05 Wachovia Bank Atlanta GA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090810-02 Citigroup MA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090810-01 Bank of America MA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090806-01 Morrison Financial Corp KS Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090728-03 Continental Mortgage - Parker City CcOo Banking/Credit/Financial  Yes - Unknown # 0
ITRC20090724-02 American Express us Banking/Credit/Financial ~ Yes - Published # 300
ITRC20090716-14 Members Plus Credit Union MA  9/12/2008 Banking/Credit/Financial Yes - Unknown # 0
ITRC20090716-07 Wachovia Bank VA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090716-03 LPL Financial - OH us 4/8/2009  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090716-02 LPL Financial - GA US  3/17/2009 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090710-02 American Express us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090622-03 Beneficial IN 6/20/2009 Banking/Credit/Financial ~ Yes - Published # 80
ITRC20090619-03 Charles Schwab us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090518-03 Chase Bank New York NY Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090513-06 CompucCredit, Aspire credit cards US  5/11/2009 Banking/Credit/Financial Yes - Published # 120
ITRC20090512-01 Sovereign Bank NY Banking/Credit/Financial ~ Yes - Published # 250
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ITRC20090511-03 Branch Banking & Trust us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090507-01 WaMu Investments, Inc us Banking/Credit/Financial  Yes - Unknown # 0
ITRC20090505-02 First Republic Bank CA Banking/Credit/Financial ~ Yes - Published # 560
ITRC20090504-08 Staten Island Bank & Trust NY  4/15/2009 Banking/Credit/Financial ~ Yes - Published # 50
ITRC20090504-05 Centaurus Financial Inc. CA  7/15/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090504-04 Countrywide Financial X Banking/Credit/Financial ~ Yes - Published # 4,000
ITRC20090504-01 First Bank, Westminister CcO Banking/Credit/Financial  Yes - Unknown # 0
ITRC20090420-02 DFS Capital Funding IN 4/19/2009 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090406-03 Clearstar Financial Credit Union NV 3/25/2009 Banking/Credit/Financial ~ Yes - Published # 28
ITRC20090330-03 Jerry Van Le - mortgage broker CA Banking/Credit/Financial ~ Yes - Published # 25
ITRC20090330-02 Bank of America - Bethlehem PA  3/26/2009 Banking/Credit/Financial ~ Yes - Published # 286
ITRC20090318-01 Breakwater Mortgage Corporation VA 3/16/2009 Banking/Credit/Financial  Yes - Unknown #
ITRC20090316-01 Metro City Bank GA Banking/Credit/Financial ~ Yes - Unknown #
ITRC20090302-02 Developers Diversified Realty Corporation (DDR) US Banking/Credit/Financial ~ Yes - Unknown #
ITRC20090225-01 Seaview Financial of Corona del Mar CA Banking/Credit/Financial ~ Yes - Published # 350
ITRC20090219-09 American Education Services - Student Loan Xpr ~ US Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090219-06 Bank of America GA 9/1/2008  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090212-06 Commerce Bank - TD Bank PA Banking/Credit/Financial ~ Yes - Published # 240
ITRC20090212-03 Bank of the West WA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20090122-04 Gregory Navone - mortgage broker NV 12/1/2006 Banking/Credit/Financial ~ Yes - Unknown # 0
Totals for Category: Banking/Credit/Financial # of Breaches: 57 # of Records: 8,418
% of Breaches: 11.4  %of Records: 0.0%
Category: Business Exposed #
ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20091231-03 Target Company us Business Yes - Unknown # 0
ITRC20091231-02 North Carolina ATM and POS machines NC Business Yes - Unknown # 0
ITRC20091231-01 Collective2 LLC US  12/29/2009 Business Yes - Unknown # 0
ITRC20091224-02 Alaska retailer - Little Italy restaurant AK  11/15/2009 Business Yes - Unknown # 0
ITRC20091222-10 P2P networks us Business Yes - Unknown # 0
ITRC20091222-09 Dollar Tree GA  12/12/2009 Business Yes - Unknown # 0
ITRC20091209-01 MedSolutions NC Business Yes - Unknown # 0
ITRC20091203-02 Nationwide Credit Counseling MO Business Yes - Unknown # 0
ITRC20091203-01 Midtown Atlanta CPA firm GA Business Yes - Unknown # 0
ITRC20091201-04 Lockheed Martin us Business Yes - Unknown # 0
ITRC20091130-12 FCI USA US  9/14/2009 Business Yes - Published # 2,000
ITRC20091130-11 Esai Inc NJ  10/21/2009 Business Yes - Unknown # 0
ITRC20091130-10 Cobra.com US  7/14/2009 Business Yes - Published # 9,000
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ITRC20091130-09
ITRC20091130-08
ITRC20091130-06
ITRC20091130-05
ITRC20091130-02
ITRC20091125-01
ITRC20091123-09
ITRC20091123-05
ITRC20091123-03
ITRC20091111-01
ITRC20091109-03
ITRC20091030-01
ITRC20091028-02
ITRC20091027-01
ITRC20091019-03
ITRC20091016-02
ITRC20091016-01
ITRC20091008-01
ITRC20091005-03
ITRC20091005-01
ITRC20090928-06
ITRC20090928-05
ITRC20090928-04
ITRC20090917-02
ITRC20090917-01
ITRC20090915-01
ITRC20090911-01
ITRC20090902-03
ITRC20090831-06
ITRC20090831-04
ITRC20090831-03
ITRC20090831-02
ITRC20090824-02
ITRC20090824-01
ITRC20090821-04
ITRC20090821-02
ITRC20090819-01
ITRC20090817-06
ITRC20090817-05
ITRC20090817-02

Farmers Insurance

Radiant Systems, Aloha POS System - various re
Sea Ray Boats

Tip Top Restaurant

Alpha Software

Jacksonville Area Legal Aid

ACORN

Universal American Action Network - Universal A
TAD Gear

ATD Ameritrade (advisory only)

Goldman Sachs

Hollywood Video

Llywelyn's Pub

Redmond City Citizens

Cheers Liquor Mart

Marshfield's Hancock Fabrics

PayChoice

CLP Skilled Trade Solutions, Palm Springs Dump
K Hovnanian Homes

Verso Paper, PACE Industry

T Rowe Price

Mt. Pleasant radio industry

Rite Aid

Massachusetts Mutual Life Insurance

KMS Business Services - Fortune Industries, Cen
Downeast Energy

Hilton Grand Vacations

Compulinx Managed Services

Guardsmark

Normandeau Associates

American Barcode and RFID Inc., Scansmart
Fasco Machine Company

Titanium Metals Corp

Halcyon Jets

Cool Valley Schnucks

Los Mismos Restaurant

Radisson Hotel

Lockheed Martin

Chart Industries

Denver Unknown Realtor
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ITRC20090814-04
ITRC20090814-02
ITRC20090811-01
ITRC20090810-07
ITRC20090803-03
ITRC20090803-02
ITRC20090731-02
ITRC20090724-05
ITRC20090724-04
ITRC20090724-03
ITRC20090721-01
ITRC20090717-01
ITRC20090716-17
ITRC20090716-16
ITRC20090716-13
ITRC20090716-12
ITRC20090716-11
ITRC20090716-10
ITRC20090716-09
ITRC20090716-06
ITRC20090716-05
ITRC20090716-04
ITRC20090713-05
ITRC20090713-03
ITRC20090706-05
ITRC20090706-04
ITRC20090706-02
ITRC20090706-01
ITRC20090703-02
ITRC20090629-02
ITRC20090626-01
ITRC20090625-04
ITRC20090622-01
ITRC20090619-02
ITRC20090617-01
ITRC20090616-02
ITRC20090616-01
ITRC20090612-04
ITRC20090612-03
ITRC20090612-01

Dino Melendez Realty Co

NY Life Insurance

Nashville Career Advancement Center
King Wok Restaurant

Williams Cos. Inc.

Century Income Tax

Code Blue Staffing

Network Solutions

Henry Schein Inc

New York Life Insurance

Executive Inn Rivermont

Milgard Manufacturing Inc

Home Solution Pros

CIGNA

Hitachi Data Systems Corp

Procter & Gamble Co

Northrop Grumman

Associated Third Party Administrators
Boeing Stores Inc

Center for American Progress
Experian

H. D. Buttercup Furniture Mart

AT&T

LexisNexis - Seisint

Gexa Energy

Broadridge Financial Solutions Inc
William Bowen, attorney

Tyco Flow Control Americas

Bike Nashbar

Massachusetts Commonwealth Solar- Technolog
Toyota - Long Island

Beam Global Spirits and Wine

Desire Gordon - unknown Waltham-based compa
JFYNetworks

The Dennis Group

Custom House Coffee Portsmouth
Breakout Apparel Co

Shannell Bowser, unknown medical insurance pr
PT's Strip Club

CS Stars
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ITRC20090608-01
ITRC20090605-03
ITRC20090603-02
ITRC20090601-03
ITRC20090601-01
ITRC20090529-01
ITRC20090526-01
ITRC20090522-01
ITRC20090520-03
ITRC20090515-01
ITRC20090513-05
ITRC20090513-04
ITRC20090513-03
ITRC20090513-01
ITRC20090511-14
ITRC20090511-13
ITRC20090511-12
ITRC20090511-11
ITRC20090511-10
ITRC20090511-09
ITRC20090511-08
ITRC20090511-07
ITRC20090511-06
ITRC20090511-05
ITRC20090511-04
ITRC20090508-01
ITRC20090507-06
ITRC20090507-05
ITRC20090507-04
ITRC20090507-02
ITRC20090504-10
ITRC20090504-09
ITRC20090504-07
ITRC20090504-06
ITRC20090504-03
ITRC20090501-02
ITRC20090501-01
ITRC20090430-01
ITRC20090429-02
ITRC20090429-01

AARP

Vocus

Sony Card Marketing & Services Company
Aviva USA

Aetna

Batteries.com

Health Dialog Services

Four Peaks Financial Services
Anderson Kia

Colonial Penn

Newton Manufacturing

Pfizer

Claire's Accessories

Amway Global, Quixtar

Fox Entertainment Group

National Center for Children and Families
Ultimate Ears

Catalent Pharma Solutions

Penton Media

Godwin Pumps of America

State Farm Insurance

Continental Airlines

Newburyport Capital LLC - Experian
Westin Grand Hotel - Starwood Hotels

TravelCLICK Inc

Law Firm - Frenkel Lambert Weiss Weisman & G

East Burke Christian Ministries
DenteMax

Spencer House Apartment Complex
ATMs in Minneapolis

GSI| Commerce Call Center

Brooke Auto Insurance Co.
Southern Florida ATMs

Nashville Hotels

Five Cities Drive Unocal 76

United Food and Commercial Workers Internatio

Immigrant Legal Resource Center
Miller's Neighborhood Market
East 38th Street Office Building

West Virginia State Bar
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ITRC20090427-02
ITRC20090427-01
ITRC20090422-05
ITRC20090422-01
ITRC20090420-03
ITRC20090420-01
ITRC20090414-01
ITRC20090410-04
ITRC20090410-01
ITRC20090408-01
ITRC20090406-02
ITRC20090401-03
ITRC20090401-02
ITRC20090401-01
ITRC20090326-08
ITRC20090326-06
ITRC20090326-04
ITRC20090326-03
ITRC20090326-01
ITRC20090323-01
ITRC20090320-02
ITRC20090319-01
ITRC20090316-03
ITRC20090316-02
ITRC20090313-02
ITRC20090313-01
ITRC20090312-02
ITRC20090312-01
ITRC20090309-04
ITRC20090303-01
ITRC20090302-04
ITRC20090302-03
ITRC20090225-07
ITRC20090225-05
ITRC20090225-04
ITRC20090220-04
ITRC20090220-03
ITRC20090220-02
ITRC20090219-07
ITRC20090219-02

Warrior Xpress VA
Chateau Office Building CA
FairPoint Communications us
Atlas Collections IN

MySpace CA
Wal-Mart IL

McAlisters in Millington TN
Fujitsu Consulting us
Vavrinek, Trine, Day and Co. CA
iNet Interactive us
Attorney Joe Lehman IN

Xcel Energy MN
Metropolitan Life Insurance Company us
Symantec us
Royce Homes X
Westaff Employment FL
General Dynamics VA
Huntsville (Texas) Merchant Breach TX
Hancock Fabric AL
Melissa Parrish - contract agent NC
Unknown - payment processing gateway us
Walgreens Health Initiative KY
Fisher Broadcasting WA
Taco Bell CO
Norm Coleman Campaign MN
Dezonia Group - Chicago Fire Department IL

Pentel Online Store us
Sprint us
Homestead Studio Suites IN

T-Mobile us
North Star Realty uT
United Healthcare Workers West - Kaiser CA
Cornerstone Fitness Center TX
Revenue Assurance Professional, LLC us
Motorola Enterprise Mobility Solutions us
Rio Rancho Gas Station NM
Audio Visions, Inc. - Satellite Dish Service OK
California Pizza Kitchen PA
Parsons Infrastructure and Technology Group us
Rio Grande Food Project NM
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4/15/2009
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2/26/2009
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12/24/2008
2/11/2009
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ITRC20090212-15 Best Buy FL 1/5/2009  Business Yes - Unknown # 0
ITRC20090212-14 Rite Aid PA Business Yes - Unknown # 0
ITRC20090212-13 DOC Electric Wi 1/15/2009 Business Yes - Unknown # 0
ITRC20090212-12 R.P. Letourneau Accounting Services MA 2/5/2009  Business Yes - Unknown # 0
ITRC20090212-11 Kaiser Permanente HMO CA Business Yes - Published # 30,000
ITRC20090212-05 Anti-Gym Cco 2/9/2009  Business Yes - Unknown # 0
ITRC20090212-01 JetDirect Aviation Holdings us 2/3/2009  Business Yes - (Password) Publi 2,227
ITRC20090203-04 Southern Satellite FL 2/1/2009  Business Yes - Unknown # 0
ITRC20090203-02 United Way - Miami Dade FL  12/25/2008 Business Yes - Unknown # 0
ITRC20090202-12 Stanley Works CT  12/15/2008 Business Yes - (Password) Unkn 0
ITRC20090202-11 Seibels Bruce Group, Inc. US  12/15/2008 Business Yes - Unknown # 0
ITRC20090202-07 Educational Testing Service (ETS) US  12/15/2008 Business Yes - Unknown # 0
ITRC20090202-06 Massachusetts Mutual Life Insurance us 1/6/2009  Business Yes - Unknown # 0
ITRC20090202-05 Ameriprise Advisor Services - formerly H&R Bloc ~ US  12/24/2008 Business Yes - Unknown # 0
ITRC20090202-04 SRA International us Business Yes - Unknown # 0
ITRC20090202-03 HoneyBaked Hams IN  12/24/2008 Business Yes - Unknown # 0
ITRC20090202-02 San Antonio Emily Morgan Hotel X Business Yes - Published # 17,000
ITRC20090129-04 Woodstock Presbyterian Church GA  1/26/2009 Business Yes - Unknown # 0
ITRC20090129-03  Citi Habitats NY  1/26/2009 Business Yes - Unknown # 0
ITRC20090129-02 CityStage MA Business Yes - Published # 60
ITRC20090122-08 Smokers Choice WA Business Yes - Published # 300
ITRC20090122-02 Heartland Payment Systems us Business Yes - Published # 30,000,000
ITRC20090122-01 Dino Melendez Realty Company PA Business Yes - Unknown # 0
ITRC20090115-09 Family Fun Box uT Business Yes - Published # 2,500
ITRC20090115-08 Spokane Valley Northwest Bedding Store WA  1/10/2009 Business Yes - Unknown # 0
ITRC20090115-06 Occidental Petroleum Corporation OK  12/11/2008 Business Yes - Unknown # 0
ITRC20090115-05 Continental Airlines NY 1/1/2009  Business Yes - Published # 230
ITRC20090115-04 Innodata Isogen NJ  12/23/2008 Business Yes - Published # 144
ITRC20090115-03 North American Division of Seventh Day Adventis US  12/13/2008 Business Yes - Unknown # 0
ITRC20090115-02 Blue Ridge Community Action NC  12/31/2008 Business Yes - Published # 300
ITRC20090112-01 Vallarta Restaurant FL Business Yes - Published # 60
ITRC20090101-01 Lehigh Hanson X Business Yes - Unknown # 0
Totals for Category: Business # of Breaches: 205 # of Records: 131,032,177
% of Breaches: 41.2  %of Records: 58.9%

Category: Educational Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20091231-05 Eastern Washington University WA 12/10/2009 Educational Yes - Published # 130,000
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ITRC20091229-01
ITRC20091222-04
ITRC20091222-03
ITRC20091216-03
ITRC20091207-05
ITRC20091207-04
ITRC20091207-03
ITRC20091130-01
ITRC20091123-07
ITRC20091123-06
ITRC20091123-02
ITRC20091116-01
ITRC20091111-05
ITRC20091111-02
ITRC20091109-04
ITRC20091105-01
ITRC20091027-03
ITRC20091023-01
ITRC20091016-04
ITRC20091016-03
ITRC20091005-02
ITRC20090928-03
ITRC20090928-01
ITRC20090915-02
ITRC20090908-04
ITRC20090908-02
ITRC20090902-01
ITRC20090824-03
ITRC20090821-05
ITRC20090817-04
ITRC20090817-01
ITRC20090814-05
ITRC20090814-03
ITRC20090810-03
ITRC20090731-04
ITRC20090731-03
ITRC20090720-01
ITRC20090716-08
ITRC20090713-02
ITRC20090703-01

Penn State University - several Colleges

North Carolina Community College System

Penn State - Dickinson School of Law

Beijing Center for Chinese Studies Abroad

Eastern lllinois University

University of Nebraska

Wake County Schools

Pennsylvania State College
Bushland School District

University of Toledo

Notre Dame

Cal Poly - Pomona

Vancouver Public Schools
Bloomsburg University of Pennsylvania
Chaminade University

Williams College

Bullitt County Public Schools

Roane State Community College
California State University - Los Angeles
Virginia Tech Center for Assessment
Suffolk Community College

Eastern Kentucky University

Panola School District

University of Florida

University of Vermont

School for the Physical City

Bluegrass Community and Technical College

University of Massachusetts at Amherst
California State University Los Angeles
Calhoun Area Career Center

Northern Kentucky University
University of California - Berkeley
Miami Dade Schools

St Lucie Public Schools

University of Colorado at Colorado Springs

Fayetteville School District
Francis Howell School District
Leander School District
Canyons School District

ADN, Redford Union School District

PA
NC
PA

Ml

8/9/2009

10/15/2009

11/16/2009

8/3/2009

11/17/2009

8/20/2009

11/1/2009

3/1/2009

10/3/2009

10/12/2009

7/15/2009

9/21/2009

9/17/2009
9/29/2008

8/1/2009

7/22/2009

7/5/2009

7/15/2009

Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational

Educational
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Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #

Yes - (Password) Publi

Yes - Published #
Yes - Published #
Yes - Published #
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30,000
51,000
216

9,000
4,000
5,000

303

24,000
300
6,000

4,500
750
646
16,000
85
80,000
300

5,045

25
242

100

600
455
200
493

5,000
766
30
1,700
2,700
6,000
400
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ITRC20090629-01
ITRC20090625-03
ITRC20090616-04
ITRC20090608-02
ITRC20090605-01
ITRC20090603-03
ITRC20090601-02
ITRC20090508-02
ITRC20090505-01
ITRC20090501-03
ITRC20090417-01
ITRC20090413-04
ITRC20090410-05
ITRC20090410-02
ITRC20090406-01
ITRC20090401-05
ITRC20090323-02
ITRC20090318-05
ITRC20090318-03
ITRC20090317-02
ITRC20090313-03
ITRC20090304-02
ITRC20090303-02
ITRC20090227-01
ITRC20090225-06
ITRC20090225-02
ITRC20090219-05
ITRC20090219-01
ITRC20090212-10
ITRC20090203-01
ITRC20090202-09
ITRC20090130-01
ITRC20090122-07
ITRC20090122-05
ITRC20090115-07
ITRC20090113-01
ITRC20090112-02

University of Central Missouri

Cornell University

Kirkwood Community College

Ohio State University

Virginia Commonwealth University

University of Nevada, Las Vegas College of Scien
Chicago Public Schools

University of California - Berkeley

Kapiolani Community College

Binghamton University

Ysleta School District

Penn State Erie - Behrend College

Tennessee Department of Education - Public Con
City of Lawrence School Department

University of Washington

Owensboro Community and Technical College
Solano Community College

University of West Georgia

Pennsylvania State Office of Physical Plant (OPP)
University of Toledo

Binghamton University

Elk Grove Unified School District

Western Oklahoma State College

Streamboat Springs School District

Del Mar College

University of Florida - LDAP Directory

Broome Community College

University of Florida - Grove

Purdue University

Irving Independent School District

Harford Community College

Kansas State University

Southwestern Oregon Community College
Missouri State University (MSU)

University of Oregon - Youth Transition Program
Columbus City Schools

University of Rochester

MO
NY
IA
OH
VA
NV
IL
CA
HI
NY
TX
PA
TN
MA
WA
KY
CA
GA
PA
OH
NY
CA
OK
CcO
TX
FL
NY
FL
IN
TX
MD
KS
OR
MO
OR
OH
NY

4/15/2009

5/30/2009

4/15/2009

4/15/2009

3/23/2009

3/31/2009

12/30/2008

3/24/2009

2/20/2009

2/20/2009

2/27/2009

11/11/2008

2/24/2009

2/15/2009

1/30/2009

1/14/2009

12/5/2008

4/1/2001

1/14/2009

1/7/2009

Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational

Educational
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Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #

Yes - (Password) Publi

Yes - Unknown #
Yes - Published #
Yes - Published #

Yes - (Password) Publi

Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #

Yes - (Password) Unkn

Yes - Published #
Yes - Published #
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7,000
45,277
1,600
350
17,214
20

160,000
15,487

10,868
18,541

6,000
3,000

1,300
10,000
450

520
1,500
1,300

53

101

14,000
97,200
1,200
3,400
70

45

200
565

100
450
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Totals for Category: Educational

Category: Government/Military

ITRC Breach ID

Company or Agency

State

Est. Date

# of Breaches: 78
% of Breaches: 15.7

Breach Category

# of Records:

%of Records:

Records Exposed?

803,667
0.4%

Exposed #
of Records

ITRC20091231-04
ITRC20091228-01
ITRC20091222-08
ITRC20091222-07
ITRC20091222-06
ITRC20091217-01
ITRC20091216-02
ITRC20091201-03
ITRC20091130-04
ITRC20091130-03
ITRC20091123-08
ITRC20091116-02
ITRC20091113-01
ITRC20091109-01
ITRC20091019-01
ITRC20091012-02
ITRC20091002-02
ITRC20091002-01
ITRC20090928-07
ITRC20090925-03
ITRC20090902-02
ITRC20090831-05
ITRC20090831-01
ITRC20090820-01
ITRC20090810-08
ITRC20090810-06
ITRC20090810-04
ITRC20090804-04
ITRC20090804-03
ITRC20090804-02
ITRC20090804-01
ITRC20090803-01
ITRC20090728-02

Larch Corrections Center
Marana Police Department

Lookout Services

Detroit Health Department - Herman Kiefer Health

Detroit Health Department

Fort Belvoir Morale, Welfare and Recreation Acad

Tacoma-Pierce County Health Department

U.S. Department of Defense

Oregon State Parks and Recreational Department

Oregon Housing and Community Services
Nebraska Workers' Compensation

San Luis Obispo County District Attorney
US Army Corps of Engineers

Bronx Supreme Court

New Mexico Motor Vehicle Division
Flagler County

US Military

US Armed Services

Socorro County Housing Authority

City of Rutland

Naval Hospital Pensacola

Mississippi Department of Corrections
Cuyahoga County Information Services Center
Army ROTC - Boston University
Colorado Department of Corrections
Dobbins Air Force Base

lowa State website

U.S. Army National Guard

New Hampshire State Prison

US Federal Inmates

US Department of Commerce

Scranton Police Department

Brighton City

WA
AZ
MN
Ml
Ml
FL
WA
us
OR
OR
NE
CA
us
NY
NM
FL
us
us
NM
VT
us
MS
OH
MA
CcOo
us
IA
us
NH
us
us
PA
CO

12/28/2010

11/27/2009

11/27/2009
12/13/2009

11/6/2009

9/22/2009
9/2/2009
8/18/2009

7/28/2009
8/3/2009

7/27/2009

7/31/2009

7/13/2009

7/25/2009

Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military

Government/Military
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Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
None - Encrypted
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Unknown #

None - Encrypted

3,000
60,000

0

0

0
76,000,000
0

100

314

38,000

0

Data 0
0

1,084

0

2,000
131,000
1,000

0

27,000

0
Data 0
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ITRC20090728-01
ITRC20090724-01
ITRC20090723-01
ITRC20090717-02
ITRC20090713-04
ITRC20090713-01
ITRC20090625-02
ITRC20090625-01
ITRC20090619-01
ITRC20090605-02
ITRC20090604-01
ITRC20090603-01
ITRC20090526-02
ITRC20090521-01
ITRC20090520-02
ITRC20090520-01
ITRC20090519-01
ITRC20090511-01
ITRC20090430-03
ITRC20090430-02
ITRC20090427-04
ITRC20090427-03
ITRC20090422-04
ITRC20090422-03
ITRC20090422-02
ITRC20090410-03
ITRC20090408-02
ITRC20090403-02
ITRC20090403-01
ITRC20090402-01
ITRC20090326-05
ITRC20090326-02
ITRC20090319-02
ITRC20090318-04
ITRC20090318-02
ITRC20090309-03
ITRC20090309-02
ITRC20090309-01
ITRC20090306-02
ITRC20090304-01

City of Baytown

Hampton Redevelopment and Housing Authority
New York City Department of Buildings
Galveston Department of Public Safety

Florida Department of Education Office of Studen
Hamilton County Sheriff's Department

Florida Department of Revenue

Norfolk Redevelopment and Housing Authority
Clayton County Sheriff's Department

City of Duncan

Maine Department of Labor

Virginia Prescription Monitoring Program
Indiana Department of Workforce Development
Internal Revenue Service, IRS

U.S. Navy Recruiting Office

National Archives

New Jersey Department of Labor and Workforce
D.C. Office of the State Superintendent of Educati
Oklahoma Housing Finance Agency

lllinois Department of Aging

Oklahoma Department of Human Services

Ohio Department of Public Safety/BMV
Washington State Department of Labor and Indus
Oklahoma Employment Security Commission
New York State Department of Taxation and Fina
North Carolina Department of Motor Vehicles
Hawaii Department of Transportation

City of Culpeper Taxpayers

Policy Studies - Tennessee Department of Human
Maryland State Employees - SHPS Human Resour
Ohio Department of Administrative Services
Maryland Federal Court

New York City - Housing Authority

Central Ohio Transit Authority (COTA)

Ada County

Oklahoma Department of Human Services

New York City - Office of Payroll Administration
Idaho National Laboratory - US DOE

FEMA

New York Police Department (NYPD) - Pension F

TX
VA
NY
TX
FL
OH
FL
VA
GA
OK
ME
VA
IN
us
OH
us
NJ
DC
OK
IL
OK
OH
WA
OK
NY
NC
HI
VA
TN
MD
OH
MD
NY
OH
ID
OK
NY

NY

4/9/2009
6/24/2009

6/2/2009
5/27/2009
4/30/2009

5/19/2009
4/5/2009
4/18/2009
5/6/2009
4/22/2009
4/27/2009
4/3/2009

4/21/2009

10/17/2008

3/18/2009
3/27/2009

3/3/2009
3/14/2009

3/15/2009

3/17/2009

1/25/2009

1/30/2009

11/4/2008
2/21/2009

Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military

Government/Military
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Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #

Yes - Unknown #

Yes - (Password) Publi

Yes - Unknown #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #

Yes - (Password) Publi

Yes - Published #

Yes - (Password) Publi

Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #

Yes - (Password) Publi

Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #

Yes - Published #

Yes - (Password) Publi
Yes - (Password) Publi

Yes - Published #
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10,019
900

475

3,000

0

0

0

600
531,400
4,500

0

0
100,000
28,000
2,400
225,000
170
1,000,000
0

0

5,500

13
1,892
7,845
1,600
8,000

226

900
200

3,470
59,000
50
80,000
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ITRC20090302-01 City of Muskogee OK Government/Military Yes - Published # 4,500
ITRC20090224-01 Govtrip.com DC  2/11/2009 Government/Military Yes - Unknown # 0
ITRC20090220-01 Arkansas Department of Information Services AR 1/30/2009 Government/Military Yes - Published # 807,000
ITRC20090219-10 Clayton County Police GA Government/Military Yes - Unknown # 0
ITRC20090219-04 Denver Career Service Authority CO Government/Military Yes - Unknown # 0
ITRC20090213-02 Texas Veterans Commission X 2/4/2009  Government/Military Yes - Published # 20
ITRC20090212-08 Federal Aviation Administration (FAA) us 2/2/2009  Government/Military Yes - Published # 45,000
ITRC20090212-04 SemGroup LP - Bankruptcy Court in Delaware OK 1/30/2009 Government/Military Yes - Published # 60
ITRC20090204-01 Georgia State Board of Pardons and Paroles GA 1/26/2009 Government/Military Yes - (Password) Unkn 0
ITRC20090203-03 Metro-Davidson County - Juvenile Court TN Government/Military Yes - Published # 500
ITRC20090202-10 Oregon Department of Human Services OR  1/23/2009 Government/Military Yes - Published # 45
ITRC20090202-08 Indiana Department of Administration IN 1/20/2009 Government/Military Yes - Published # 8,775
ITRC20090129-01 City of Beaumont X 1/14/2009 Government/Military Yes - Published # 500
ITRC20090128-01 US Consulate us Government/Military Yes - Unknown # 0
ITRC20090126-01 City of Madison Wi 1/23/2009 Government/Military Yes - Published # 400
ITRC20090122-03 SUBASE CT Government/Military Yes - Unknown # 0
ITRC20090108-01 Indiana Department of Workforce Development IN Government/Military Yes - Published # 1,000
Totals for Category: Government/Military # of Breaches: 90 # of Records: 79,320,963
% of Breaches: 18.1  %of Records: 35.7%
Category: Medical/Healthcare Exposed #
ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20091223-01 Wentworth-Douglass Hospital NH Medical/Healthcare Yes - Published # 1,800
ITRC20091222-02 Akron Children's Hospital OH Medical/Healthcare Yes - Unknown # 0
ITRC20091217-02 University of Pennsylvania Medical System PA Medical/Healthcare Yes - Published # 1,000
ITRC20091216-01 University of San Francisco School of Medicine CA Medical/Healthcare Yes - Published # 600
ITRC20091201-02 Kern Medical Center, KMC Lab Dept. CA  10/31/2009 Medical/Healthcare Yes - Unknown # 0
ITRC20091201-01 Children's' Hospital of Philadelphia PA  10/20/2009 Medical/Healthcare Yes - (Password) Publi 943
ITRC20091130-07 Aurora St. Luke's Medical Center Wi Medical/Healthcare Yes - Published # 6,400
ITRC20091123-04 Health Net US  5/15/2009 Medical/Healthcare Yes - Published # 1,500,000
ITRC20091123-01 University Medical Center - Las Vegas NV 10/31/2009 Medical/Healthcare Yes - Published # 141
ITRC20091111-03 Mercy Medical Center - Baltimore MD Medical/Healthcare Yes - Unknown #
ITRC20091102-03 Round Corner Pharmacy KS Medical/Healthcare Yes - Unknown #
ITRC20091102-02 Palmetto General Hospital FL Medical/Healthcare Yes - Unknown #
ITRC20091102-01 Briarcliff Care Center KS  10/29/2009 Medical/Healthcare Yes - Unknown #
ITRC20091027-02 Baptist Hospital East KY Medical/Healthcare Yes - Published # 350
ITRC20091026-01 CalOptima CA Medical/Healthcare Yes - Published # 68,000
ITRC20091022-01 Enloe Medical Center CA  10/8/2009 Medical/Healthcare Yes - Unknown # 0

Copyright 2009 Identity Theft Resource Center
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ITRC20091006-02
ITRC20091005-04
ITRC20090928-10
ITRC20090928-09
ITRC20090928-08
ITRC20090925-02
ITRC20090925-01
ITRC20090918-01
ITRC20090828-01
ITRC20090821-03
ITRC20090821-01
ITRC20090817-03
ITRC20090731-01
ITRC20090716-15
ITRC20090716-01
ITRC20090710-01
ITRC20090706-03
ITRC20090703-03
ITRC20090622-02
ITRC20090616-03
ITRC20090612-02
ITRC20090601-05
ITRC20090601-04
ITRC20090518-02
ITRC20090518-01
ITRC20090513-02
ITRC20090511-02
ITRC20090507-03
ITRC20090504-02
ITRC20090423-01
ITRC20090413-03
ITRC20090413-02
ITRC20090413-01
ITRC20090408-03
ITRC20090401-04
ITRC20090330-01
ITRC20090326-09
ITRC20090326-07
ITRC20090320-01
ITRC20090317-01

BlueCross BlueShield -TN

BlueCross BlueShield - Highmark

Kern Medical Center, Sagebrush Medical Plaza
Penrose Hospital

Tennessee doctors

University of North Carolina Chapel Hill, Dept. of
Crawford & Company

Akron Children's Hospital

Our Lady of the Lake Regional Medical Center
Battleground Urgent Care, Prompt Med

Scripps Ranch Family Dentistry

Clarksville Surgical Associates

Jackson Memorial Hospital

Davis Vision

University of California San Diego Medical Center
Mountain Medical Center and others

Sutter Health

Carrell Clinic

Baptist Medical Center, Radiology Department
Oregon Health & Science University

Low Cost Pharmacy

University of Arkansas for Medical Sciences

Dr. Cavallaro, podiatrist

BlueCross BlueShield Georgia

Chattanooga Medical Records

Unknown medical provider, Cedar Park Dumpster
Johns Hopkins Health System

Saint Anthony Hospital

Virginia Department of Health Professions
Marian Medical Center

CBIZ Medical Management Professionals - Lakela
Peninsula Orthopaedic Associates

Moses Cone Memorial Hospital - VHR

Richmond Dermatology and Laser Specialists
Palo Alto Medical Foundation's Santa Cruz Office
Unknown - Holbrook Social Worker's billing assis
LifeWatch

Massachusetts General Hospital

Jackson Memorial Hospital

Dr. Frederick Knight

us
us
CA
CcOo
TN
NC
MD
OH
LA
NC
CA
TN
FL
us
CA
uT
CA
TX
AL
OR
IN
AR
OK
GA
TN
TX
MD
CO
VA
CA
MS
MD
NC
VA
CA
NY
IL
MA
FL
LA

10/2/2009

8/21/2009

6/26/2009
7/9/2009

5/18/2009
5/29/2009
5/14/2009
5/16/2009
5/12/2009

4/30/2009

2/23/2009
3/25/2009

4/7/2009
2/23/2009
11/13/2008
2/20/2009

2/11/2009
3/14/2009

Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare

Medical/Healthcare
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Yes - Unknown #

Yes - Published #
Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - (Password) Publi

Yes - Unknown #

Yes - (Password) Unkn

Yes - Unknown #
Yes - Unknown #
Yes - Unknown #

Yes - Unknown #

Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #
Yes - (Password) Publi

Yes - Unknown #

Yes - Published #
Yes - Published #

Yes - Unknown #

Yes - Published #
Yes - Published #

Yes - Unknown #
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0
850,000
31,000
175

0
163,000
89

0

46

623

18
14,500

1,367
30,000

6,000

1,000

O O O O o o

10,757
20
8,257,378
3,200

0
100,000
14,380
0

1,000
50

0

66
200,000
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ITRC20090306-01 Agape Healthcare CcOo 3/5/2009 Medical/Healthcare Yes - Unknown # 0
ITRC20090305-01  St. Rita's Medical Center OH Medical/Healthcare Yes - Published # 242
ITRC20090225-03 Children's Hospital - Boston MA  11/12/2008 Medical/Healthcare Yes - Unknown # 0
ITRC20090219-08 University of Alabama - Health Facility AL 11/1/2008 Medical/Healthcare Yes - Published # 37,000
ITRC20090219-03 Northeast Orthopaedics - Mrecord NC Medical/Healthcare Yes - Published # 1,000
ITRC20090213-01 Rhode Island Hospital - former guard RI 8/2/2008  Medical/Healthcare Yes - Unknown # 0
ITRC20090212-09 Nationwide Children's Hospital OH  2/11/2009 Medical/Healthcare Yes - Published # 23
ITRC20090212-07 Parkland Memorial Hospital > 2/3/2009  Medical/Healthcare Yes - Published # 9,300
ITRC20090212-02 Hegarty Chiropractic CA  2/10/2009 Medical/Healthcare Yes - Published # 200
ITRC20090202-01  St. Anthony Central Hospital CO 1/1/2009  Medical/Healthcare Yes - Published # 150
ITRC20090122-06 Austin Archives - Saint David's Medical Plaza > Medical/Healthcare Yes - Unknown # 0
ITRC20090115-01 Express EMS Services TX  1/14/2009 Medical/Healthcare Yes - Unknown # 0
Totals for Category: Medical/Healthcare # of Breaches: 68 # of Records: 11,311,818

% of Breaches: 13.7  %of Records: 5.1%

Totals for All Categories : # of Breaches: 498 # of Records: 222,477,043

% of Breaches: 100.0 %of Records: 100.0%

2009 Breaches Identified by the ITRC as of:

1/6/2010

Total Breaches:
Records Exposed: 222,477,043

498

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List", or
became public in the report name year, but were not public in the previous year. Each item must be previously
published by a credible source, such as Attorney General's website, TV, radio, press, etc. The item will not be

included at all if ITRC is not certain that the source is real and credible. We include in each item a link or source of

the article, and the information presented by that article. Many times, we have attributions from a multitude of media

sources and media outlets.

password protection as adequate, and we do consider those events to be a data exposure.

ITRC sticks to the facts as reported, and does not add or subtract from the previously
published information. When the number of exposed records is not reported, we note that fact. When records are
encrypted, we state that we do not (at this time) consider that to be a data exposure. However, we do not consider

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime,
Office of Justice Programs, U.S. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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