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Category: Banking/Credit/Financial Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20111206-04 Transcend Capital TX  10/31/2011 Banking/Credit/Financial Yes - Unknown # 0
ITRC20111206-02 Jeanne D'Arc Credit Union MA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20111206-01 Restaurant Depot us Banking/Credit/Financial ~ Yes - Published # 200,000
ITRC20111115-05 CEFCU Credit Union IL Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20111027-01 Bank lowa IA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20111024-01 Wells Fargo us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110906-02 First Federal Bank of Florida FL 7/23/2011 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20110902-02 LPL Financial us 8/19/2011 Banking/Credit/Financial None - Encrypted Data 0
ITRC20110817-01 Morgan Stanley Smith Barney NY Banking/Credit/Financial ~ Yes - Published # 34,000
ITRC20110801-01 Belmont Savings MA Banking/Credit/Financial ~ Yes - Published # 13,000
ITRC20110621-01 Lending Company of AZ us 5/4/2011 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110610-03 Citigroup us Banking/Credit/Financial ~ Yes - Published # 360,000
ITRC20110601-02 Bank of America ATMs, Diebold us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110531-08 Bank of America us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110531-06 Brooklyn and Manhattan banks, various banks and ~ NY Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110531-01 Valley National Bank ATMs NJ Banking/Credit/Financial ~ Yes - Published # 348
ITRC20110521-04 HarborOne Credit Union MA 5/9/2011 Banking/Credit/Financial ~ Yes - Published # 400
ITRC20110516-12 Huntington Bank wv Banking/Credit/Financial ~ Yes - Published # 2,000
ITRC20110516-02 SunTrust Bank - Columbus OH 10/1/2006 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20110421-01 Citizens Bank Philadelphia PA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110419-01 Hyundai Capital us Banking/Credit/Financial ~ Yes - Published # 13,000
ITRC20110404-06 Bank of America - Mi MI Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110318-01 Wachovia Bank - PA PA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110310-02 TD Bank of EImwood Park NJ Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20110222-05 Integrity Bank Plus - MicroBilt Wi Banking/Credit/Financial ~ Yes - Published # 500
ITRC20110128-01 Five County Credit Union ME Banking/Credit/Financial ~ Yes - Published # 3,000
ITRC20110121-01 Chase Bank CA 1/13/2011 Banking/Credit/Financial ~ Yes - Published # 100
ITRC20110107-02 Pentagon Federal Credit Union (PenFed) US  12/12/2010 Banking/Credit/Financial Yes - Unknown # 0
ITRC20110103-04 Sovereign Bank US  10/15/2010 Banking/Credit/Financial Yes - Unknown # 0
Totals for Category: Banking/Credit/Financial # of Breaches: 29 # of Records: 626,348
% of Breaches: 7.0%  %of Records: 2.7%

Category: Business Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20111227-07 Good News Garage VT Business Yes - Published # 14,000
ITRC20111227-05 Trion Worlds us Business Yes - Unknown # 0
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ITRC20111227-04
ITRC20111227-03
ITRC20111227-01
ITRC20111220-01
ITRC20111215-01
ITRC20111213-02
ITRC20111213-01
ITRC20111208-01
ITRC20111206-10
ITRC20111206-09
ITRC20111206-08
ITRC20111206-07
ITRC20111206-03
ITRC20111129-04
ITRC20111129-03
ITRC20111129-02
ITRC20111129-01
ITRC20111128-01
ITRC20111122-06
ITRC20111122-02
ITRC20111121-03
ITRC20111121-02
ITRC20111121-01
ITRC20111118-01
ITRC20111115-01
ITRC20111109-01
ITRC20111108-05
ITRC20111108-04
ITRC20111108-03
ITRC20111108-02
ITRC20111108-01
ITRC20111102-06
ITRC20111102-02
ITRC20111102-01
ITRC20111101-11
ITRC20111101-10
ITRC20111101-08
ITRC20111101-07
ITRC20111101-05
ITRC20111101-04

GuideYou.com
ADP - A\W. Hastings & Co.

Strategic Forecasting (Stratfor)

Butler Schein Animal Health System -

CA
us
X
myvetdirect. OH

Trilegiant Corporation us
International Checkout CA
Save Mart Super Supermarkets (Lucky) CA
Ultimate Bet us
African Imports KY
Ekatra Books MA
Songs Fever uT
Relay Specialties Inc. PA
NuCO2 FL
101Domain.com us
Carbajal Realty TX
Vagus Cosmetics wy
Monster Worldwide us
WineLibrary.com us
Maloney Properties, Inc. MA
YMCA of Metro Atlanta GA
Virtual Radiologic Professionals MN
Asia-Pacific Economic Cooperation HI
Metrolux Theaters CcO
Bright Directions IL
Steam us
Computershare us
Washington South Supervisory Union VT
Jackson Hewitt CA
ValueOptions, Inc. us
Fannie Mae us
Aaron's CA
Ashley D Bell Law Office GA
Diversified Resources, Inc. GA
Loveland's MetroLux 14 (ef0)
Hazelton Community Ambulance Association PA
Indalex CA
AdvancePierre Foods us
Indigo Joes AL
Eaton Group LA
Mama's Boy Italian Ristorante CO
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ITRC20111101-03
ITRC20111101-02
ITRC20111024-02
ITRC20111014-02
ITRC20111014-01
ITRC20111011-04
ITRC20111011-02
ITRC20111006-01
ITRC20111004-03
ITRC20111004-02
ITRC20111004-01
ITRC20110927-01
ITRC20110920-06
ITRC20110914-02
ITRC20110914-01
ITRC20110913-03
ITRC20110912-02
ITRC20110912-01
ITRC20110830-04
ITRC20110830-02
ITRC20110826-01
ITRC20110823-06
ITRC20110823-05
ITRC20110815-07
ITRC20110815-06
ITRC20110815-05
ITRC20110815-04
ITRC20110815-03
ITRC20110815-01
ITRC20110728-01
ITRC20110726-01
ITRC20110722-02
ITRC20110718-03
ITRC20110718-02
ITRC20110714-02
ITRC20110714-01
ITRC20110708-02
ITRC20110708-01
ITRC20110706-06
ITRC20110706-05

Ralph Lauren Corporation

Axsys Technologies

PSEG

Sikorsky Aircraft Corporation

Nebo Financial Services

Nemours Children's Health System
Oklahoma Casino

Betfair

Dentistry at the Crest

First Priority Life Insurance Company - Penn Foster
TechCentral

Benefits Administration Services

Yanez Dental Corporation

Sikorsky Aircraft Corporation

Society of Manufacturing Engineers (SME)
Jet Blue

Tampa Signal, ADT

Vacationland Vendors

Thompson Dunavant, PLC

Dialogic

Louisiana Department of Children and Family Servi
Lincoln Financial Group

Allstate Financial

Lincoln National Life Insurance Company
Ascensus Inc.

Eye Safety Systems

Energy Federation Incorporated

Reznick Group

BART Bay Area Rapid Transit
Margarita's

Estee Lauder

StudentCity.com

Upromise Investments

Toshiba

Booz Allen Hamilton

Kiplinger Magazine

All Pets Club

Spain & Spain law firm

Apple Retail Store, unknown location

ADP/Workscape, FedEx Smartpost
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7/1/2011

5/3/2011
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ITRC20110706-02
ITRC20110706-01
ITRC20110705-05
ITRC20110705-04
ITRC20110630-05
ITRC20110630-04
ITRC20110630-02
ITRC20110627-02
ITRC20110623-01
ITRC20110620-05
ITRC20110620-04
ITRC20110613-03
ITRC20110613-01
ITRC20110610-05
ITRC20110607-01
ITRC20110606-01
ITRC20110603-04
ITRC20110603-03
ITRC20110603-01
ITRC20110602-01
ITRC20110601-01
ITRC20110531-07
ITRC20110531-04
ITRC20110524-01
ITRC20110521-05
ITRC20110521-02
ITRC20110521-01
ITRC20110516-18
ITRC20110516-17
ITRC20110516-16
ITRC20110516-14
ITRC20110516-09
ITRC20110516-07
ITRC20110516-05
ITRC20110516-04
ITRC20110516-01
ITRC20110502-01
ITRC20110429-01
ITRC20110428-01
ITRC20110426-01
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U Promise

NY State Department of Taxation and Finance, Mor

Smashing Tomato

Pfizer

BlueCross BlueShield of FL

Rx America, Accendo Insurance Co.
PhyData LLC

Nashville Zoo

Conor O'Neills

Jackson National Life Insurance
Harrisburg Project - IL State Board of Education
Lafrance Hospitality Corporation

Southern California Medical-Legal Consultants
LexisNexis

Victor Victoria's Restaurant and Catering
Global Financial Aid Services

Tax Matters

Sooner Tea Party

San Francisco Public Utilities Commission
Epsilon Data Management

Joplin Tornado

Daniel Island residents and employees

LA Boxing

Eagle Ridge Resort & Spa

Delta Dental - Smile Center

Omaha metro business's POS

Flanigans Restaurant

Netflix

Merlin Information Services

Catholic Social Services

Baker Moving and Storage

Assurant Employee Benefits

Fishers/KP Pizza/Dominos Pizza

Anthem Blue Cross

Contractors in Laurence, MA

Michaels Stores

Peace Officers Research Association of CA
General Motors Assembly Plant

Allianz Life Insurance

Sony PlayStation
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MS
TX
OK
CA
us
MO
SC
AZ

IL

MN
NE

FL
us
us
AK
CA
KS
IN
us
MA
us
CA
Ml

MN
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4/17/2011
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ITRC20110425-01
ITRC20110422-03
ITRC20110422-02
ITRC20110422-01
ITRC20110421-03
ITRC20110421-02
ITRC20110418-01
ITRC20110415-04
ITRC20110415-02
ITRC20110414-03
ITRC20110408-02
ITRC20110407-01
ITRC20110405-03
ITRC20110405-02
ITRC20110405-01
ITRC20110404-09
ITRC20110404-04
ITRC20110404-02
ITRC20110404-01
ITRC20110323-03
ITRC20110323-01
ITRC20110318-04
ITRC20110318-03
ITRC20110318-02
ITRC20110316-01
ITRC20110315-02
ITRC20110315-01
ITRC20110310-05
ITRC20110310-04
ITRC20110310-01
ITRC20110304-04
ITRC20110304-03
ITRC20110304-01
ITRC20110225-05
ITRC20110225-03
ITRC20110225-02
ITRC20110225-01
ITRC20110222-04
ITRC20110222-02
ITRC20110222-01

Schield Family Brands
GoGrid LLC

Infogroup

ABM Industries

Blockbuster - San Diego

Institute of Electrical and Electronics Engineers - IE

Umass Memorial Healthcare
Blue Cross Blue Shield

Jade House Restaurant
AllianceBernstein

US Airways - pilots

Hartford Insurance Group
Ulysses Telemedia Networks Inc.
S&D Coffee

Applied Micro Circuits

Portland Center for the Performing Arts (PCPA)
iTunes

BP

Institute for Electrical and Electronics Engineers (IE

Lone Star Business Solutions - Restaurants
Waikiki gas stations

Instant Tax Service

Randstad Professionals

Wheeler & Associates CPA

Nation's Giant Hamburgers Restaurant
North Dallas "tax service"

Health Net - IBM

Penn Mutual Life

Los Altos and Mountain View Gas Pumps
Se San Diego Hotel

Oakland Park/Delray Beach Police & Firefighters
RaceTrac gas station

Cord Blood Registry

Jack in the Box

Snow Creek Ski Resort

Cambridge Who's Who Publishing
Prudential Patterson Realtors

99 Cents Only stores

Cigarette Box, Colton's General Store

Loud Technologies
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us
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us
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us
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us
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us
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us
LA
us
us
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us
PA
CA
CA
FL
FL
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TX
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Business
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Business
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11/15/2010 Business
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ITRC20110217-01 American Airlines us Business Yes - Unknown # 0
ITRC20110215-02 Affiliated Computer Services - Ohio Departmentof OH  2/14/2011 Business Yes - Published # 8,000
ITRC20110215-01 Day's Jewelers ME Business Yes - Unknown # 0
ITRC20110211-02 FirstGroup America - First Transit us Business Yes - Unknown # 0
ITRC20110210-02 Marriott Vacation Club International US  12/27/2010 Business Yes - Unknown # 0
ITRC20110204-03 Fajilan and Associates, dba Statewide Credit Servi us Business Yes - Unknown # 0
ITRC20110204-02 ACRAnet us Business Yes - Unknown # 0
ITRC20110204-01 SettlementOne Credit Corp., Sackett National Holdi  US Business Yes - Unknown # 0
ITRC20110203-01 McDonalds LA Business Yes - Published # 57
ITRC20110128-10 Coventry Health Care - University of Missouri MO 1/6/2011 Business Yes - Published # 750
ITRC20110128-08 KBR Construction us Business Yes - Unknown #

ITRC20110128-07 J. Press us 1/5/2011 Business Yes - Unknown # 0
ITRC20110128-06 Hamilton Beach / ProctorSilex us 1/5/2011 Business Yes - Unknown # 0
ITRC20110128-05 Ember Corporation - Ceridian MI 1/10/2011 Business Yes - Published # 50
ITRC20110128-02 University Book Exchange NC Business Yes - Published # 100
ITRC20110121-03 Michael's Rock Hill Grille SC Business Yes - Unknown # 0
ITRC20110121-02  Ingenix us Business Yes - Unknown # 0
ITRC20110118-03 Experian - lowa Telecommunications us Business Yes - Unknown # 0
ITRC20110114-01 BlueCross BlueShield - Michigan Ml 11/17/2010 Business Yes - Published # 6,500
ITRC20110112-01 HuskyDirect.com- Uconn CT Business Yes - Published # 18,000
ITRC20110110-01 RaceTrac - Melbourne FL Business Yes - Published # 600
ITRC20110107-07 Taco Bell - Grand Rapids M Business Yes - Published # 100
ITRC20110107-05 Gair Medical Transcription Services - PinnacleHealt PA  12/17/2010 Business Yes - Published # 1,086
ITRC20110107-03 Seabury & Smith - Marsh US Consumer US  11/1/2010 Business Yes - Unknown # 0
ITRC20110107-01 Heraeus Inc US  11/19/2010 Business Yes - Published # 514
ITRC20110104-01 White Rock Networks X 1/2/2011 Business Yes - Unknown # 0
ITRC20110103-07 Half Hitch Tackle FL Business Yes - Unknown # 0
ITRC20110103-06 CHS MN  11/15/2010 Business Yes - Unknown # 0
ITRC20110103-05 Experian US  12/22/2010 Business Yes - Unknown # 0
ITRC20110103-03 BlueCross BlueShield US  12/31/2010 Business Yes - Unknown # 0
ITRC20110103-02 EVG Quality Gas Station CA  12/30/2010 Business Yes - Published # 380
ITRC20110103-01 Kenetic Concepts Inc (KCI) TX  12/21/2010 Business Yes - Unknown # 0
Totals for Category: Business # of Breaches: 194 # of Records: 7,734,675
% of Breaches: 46.9  %of Records: 33.7%

Category: Educational Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20111206-06 Pulaski County Special School District AR Educational Yes - Unknown # 0
ITRC20111202-01 University of California - Riverside CA Educational Yes - Published # 5,000
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ITRC20111130-01
ITRC20111128-02
ITRC20111122-03
ITRC20111116-01
ITRC20111115-06
ITRC20111115-04
ITRC20111115-03
ITRC20111114-02
ITRC20111114-01
ITRC20111102-05
ITRC20111017-01
ITRC20111012-01
ITRC20111011-05
ITRC20110927-02
ITRC20110913-02
ITRC20110909-01
ITRC20110906-01
ITRC20110901-01
ITRC20110830-03
ITRC20110823-02
ITRC20110823-01
ITRC20110816-02
ITRC20110816-01
ITRC20110815-10
ITRC20110815-02
ITRC20110810-02
ITRC20110727-01
ITRC20110707-01
ITRC20110706-04
ITRC20110614-01
ITRC20110613-02
ITRC20110610-06
ITRC20110610-01
ITRC20110531-05
ITRC20110524-02
ITRC20110521-03
ITRC20110517-01
ITRC20110516-10
ITRC20110421-04
ITRC20110414-05

The College of New Jersey
MassBay Community College

Blairsville School District

Public School Employees' Retirement System (PSE

Brownsville Independent School District
Wakulla County School District

Warren County Community College
University of Texas-Pan American
Virginia Commonwealth University

San Antonio Independent School District
Florida International University

Indiana University School of Optometry
University of Georgia

University of Texas, San Antonio
Indiana University School of Medicine
Beaumont Independent School District
Birdville School District Breach

El Paso Independent School District
University of Wisconsin - Milwaukee
University of Missouri Health Care

Yale University

North Carolina State University, 3 elementary scho

Purdue University

Tufts University

University of Hawaii

UW Milwaukee

University of Nevada Las Vegas (UNLV)
Clark College

Plymouth State University

St. Louis University

Penn State Altoona

University of Mary Washington
Oconee County School District
San Juan School District
Memphis City Schools

Eagle Wings Academy
Midlands Technical College
Eastern lllinois University

Lancaster County School District

Killeen Independent School District, Ellison School

NJ
MA
PA
PA
TX
FL
NJ
TX
VA
TX
FL
IN
GA
TX
IN
TX
TX
TX
Wi
MO

SC
TX

9/26/2011

10/18/2011

8/2/2011

9/1/2011

6/14/2011

11/1/2010

4/5/2010

7/1/2011

5/25/2011
1/1/2008

6/13/2011

3/15/2011

5/29/2011
5/17/2011

5/9/2011

4/19/2011

Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational
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Educational
Educational
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Educational
Educational
Educational
Educational
Educational
Educational
Educational
Educational

Educational
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ITRC20110414-04  Albright College PA Educational Yes - Published # 10,000
ITRC20110407-02 Broward School Board FL Educational Yes - Unknown # 0
ITRC20110404-08 Maryville Academy IL 1/25/2011 Educational Yes - Published # 3,897
ITRC20110404-07 Killeen Independent School District TX  3/20/2011 Educational Yes - Unknown # 0
ITRC20110404-05 Wenatchee Valley College WA 3/24/2011 Educational Yes - Published # 3,800
ITRC20110323-02 Laredo Independent School District X 1/21/2011 Educational Yes - Published # 164,406
ITRC20110317-01 Walnut Township School District OH  3/15/2011 Educational Yes - Published # 80
ITRC20110311-02 Virginia Tech VA Educational Yes - Published # 370
ITRC20110310-06 Western Michigan University Ml 1/25/2011 Educational Yes - Unknown # 0
ITRC20110310-03 Eastern Michigan University MI Educational Yes - Published # 60
ITRC20110304-02 Missouri State University MO  2/22/2011 Educational Yes - Published # 6,030
ITRC20110225-04 Chapman University CA 2/15/2011 Educational Yes - Published # 13,000
ITRC20110128-09 Wentworth Institute of Technology MA Educational Yes - Published # 1,300
ITRC20110128-04 Universal Technical Institute (UTI) AZ 11/8/2010 Educational Yes - (Password) Publi 08
ITRC20110128-03 Warner Pacific College OR 1/3/2011  Educational Yes - Published # 1,536
ITRC20110118-02 Tulane University LA 12/29/2010 Educational Yes - (Password) Publi 10,000
ITRC20110103-08 Armstrong Atlantic State University Nursing Depart GA  11/1/2010 Educational Yes - Unknown # 0
Totals for Category: Educational # of Breaches: 59 # of Records: 817,358
% of Breaches: 14.3  %of Records: 3.6%

Category: Government/Military Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20111227-06 Oregon Department of Human Services OR Government/Military Yes - Published # 3,000
ITRC20111227-02 Virginia Department of General Services VA Government/Military Yes - Published # 639
ITRC20111206-05 State of Tennessee TN Government/Military Yes - Published # 1,770
ITRC20111122-04 Ohio Rehabilitation Services Commission OH Government/Military Yes - Unknown # 0
ITRC20111017-02 Securities Exchange Commission us Government/Military Yes - Unknown # 0
ITRC20111011-06 Absentee Ballots - Bangor Township Hall MI 9/24/2011 Government/Military Yes - Unknown # 0
ITRC20111011-03 James A. Haley Veterans' Hospital FL Government/Military Yes - Unknown # 0
ITRC20110930-01 TRICARE - SAIC X 9/14/2011 Government/Military Yes - Published # 4,900,000
ITRC20110920-05 US Army - NAF retirees us Government/Military Yes - Published # 25,000
ITRC20110920-04 Montgombery County Department of Job and Famil OH  8/24/2011 Government/Military Yes - Unknown # 0
ITRC20110920-03 California State Assembly CA  8/22/2011 Government/Military Yes - Published # 50
ITRC20110920-02 Michigan Secretary of State MI Government/Military Yes - Published # 13,966
ITRC20110920-01 Guilford County NC 9/9/2011  Government/Military Yes - Unknown # 0
ITRC20110913-01 Oregon Department of Transportation OR Government/Military Yes - Published # 62
ITRC20110902-01 Chesterfield Secretary of State Office Ml Government/Military Yes - Published # 14,000
ITRC20110823-04 Ohio Health Plans - Area Agency of Aging OH 6/3/2011 Government/Military Yes - Published # 78,042
ITRC20110815-08 Parenthesis Family Advocates - Franklin County Ch OH Government/Military Yes - Unknown # 0

Copyright 2011 Identity Theft Resource Center
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ITRC20110705-03
ITRC20110630-01
ITRC20110627-01
ITRC20110620-01
ITRC20110613-04
ITRC20110610-04
ITRC20110519-01
ITRC20110518-01
ITRC20110516-06
ITRC20110516-03
ITRC20110425-02
ITRC20110415-03
ITRC20110414-01
ITRC20110411-03
ITRC20110411-02
ITRC20110411-01
ITRC20110325-01
ITRC20110321-03
ITRC20110321-01
ITRC20110217-02
ITRC20110210-01
ITRC20110207-01
ITRC20110131-01
ITRC20110118-01
ITRC20110117-01
ITRC20110114-04
ITRC20110114-03
ITRC20110114-02
ITRC20110110-03
ITRC20110110-02

Colorado Department of Health Care Policy and Fin
Arizona State Police

California Department of Public Health

Teacher Retirement System of Texas

Texas Department of Assistive and Rehabilitative S
Burke County Courthouse

Securities and Exchange Commission (SEC)
Massachusetts Executive Office of Labor and Work
Ohio Auditor's Office

Oregon Department of Motor Vehicles

Middle District Court of Alabama

Social Security Administration

Oklahoma State Dept. of Health, Birth Defects Regi
Veterans Affairs - Aiken

PA Family Planning Council

Texas Comptroller

InfoSpherix - various state parks

City of Cleveland TX

Veteran Affairs - Portland Medical Center (VAMC)
Alabama Motor Vehicle Division

Oregon Department of Corrections

Human Services Agency of San Francisco

North Carolina Division of Services for the Deaf an
US Post Office

South Carolina State Employee Insurance Program
Green River District Health Department

National Guard Headquarters - Santa Fe NM
Omaha Public Schools

Duval Clerk of Court's website

Washington State's Employment Security Division

CcOo
AZ
CA
TX
TX
NC
us
MA
OH
OR
AL
us
OK
SC
PA
TX
ME
TX
OR
AL
OR
CA
NC
MO
SC
KY
NM
NE
FL
WA

5/6/2011

4/1/2011

5/2/2011
4/20/2011
5/12/2011

4/6/2011

12/27/2010
3/31/2011

1/31/2011
2/9/2011
1/27/2011

1/16/2011

11/9/2010

12/23/2010
12/21/2010

Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military
Government/Military

Government/Military

Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - (Password) Publi
Yes - Published #
Yes - (Password) Publi
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #

Yes - Published #
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3,590

0

9,000

0

4,900

0

4,000
210,000
0
1,000,000
40
36,657
133,000
2,600
70,000
3,500,000
970

10

75

0

550
2,400

0

0

6,400
9,986
650
4,300

0

1,000

Totals for Category: Government/Military

Category: Medical/Healthcare

ITRC Breach ID

Company or Agency

State Est. Date

# of Breaches: 47
% of Breaches: 11.4

Breach Category

# of Records:

%of Records:

Records Exposed?

10,036,657
43.7%

Exposed #
of Records

ITRC20111222-01
ITRC20111219-01
ITRC20111215-02
ITRC20111213-06

University of Mississippi Medical Center
Paul C Brown, MD
St. Charles Health System

Conway Regional Medical Center

MS
WA
OR
AR

10/17/2011

Medical/Healthcare
Medical/Healthcare
Medical/Healthcare

Medical/Healthcare

Copyright 2011 Identity Theft Resource Center

Yes - (Password) Publi
Yes - (Password) Unkn
Yes - (Password) Publi
Yes - Published #

1,500
0

140
1,472
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ITRC20111213-05
ITRC20111213-04
ITRC20111213-03
ITRC20111129-06
ITRC20111129-05
ITRC20111122-05
ITRC20111122-01
ITRC20111121-04
ITRC20111116-02
ITRC20111115-02
ITRC20111107-02
ITRC20111107-01
ITRC20111102-07
ITRC20111102-03
ITRC20111101-09
ITRC20111101-01
ITRC20111018-01
ITRC20111012-02
ITRC20111011-07
ITRC20111011-01
ITRC20110930-02
ITRC20110928-01
ITRC20110927-04
ITRC20110927-03
ITRC20110914-03
ITRC20110913-04
ITRC20110909-02
ITRC20110908-01
ITRC20110830-05
ITRC20110830-01
ITRC20110823-03
ITRC20110822-01
ITRC20110815-09
ITRC20110810-01
ITRC20110809-1

ITRC20110802-02
ITRC20110802-01
ITRC20110722-01
ITRC20110719-02
ITRC20110718-01

Paul Beane, DC

Logan County Emergency Ambulance Service Auth
Gene S.J. Liaw, MD

Medcenter One

Sitka Wellness Center - EMR4Doctors.com
Stone Oak Urgent Care & Family Practice
Lebanon Internal Medicine Associates

Parkland Memorial Hospital

Sutter Medical Foundation

Berkeley Heartlab

Lawrence Memorial Hospital

UCLA Health System

Neurological Institute of Savannah & Center for Spi
Health Research Institute, Inc. - Pfeiffer Treatment
Adult & Pediatric Dermatology

Avia Dental Plan

Spectrum Health Services

United Healthcare Medicare - Futurity First
Genentech

St. Joseph Medical Center - Baltimore Law Firm
Florida Hospital

Accretive Health

Unnamed Diagnostic Imaging Center

Veterans Affairs llliana Health Care System
Austin Center for Therapy and Assessment, LLC
Bonney Lake Medical Center

Treatment Services Northwest

Stanford University

Lexington (KY) VA Medical Center

Living Health Clinic Breach

Mount Sinai Hospital

Texas Health Presbyterian Hospital

Nyack Hospital

Brigham and Women's Hospital

Foothills Nephrology, PC

Mills-Peninsula Medical Center

Wellpoint - Anthem

Swedish Medical Center

Beth Israel Deaconess Medical Center

DeKalb Medical

AK
wv
WA
ND
AK
TX
PA
TX
CA
CA
IN
CA
GA
IL
us
us
MA
us
CA
MD
FL
IL
AL
VA
TX
WA
OR
CA
KY
Wi
NY
TX
NY
MA
SC
CA
CA
WA
MA
GA

10/1/2011
4/4/2011

10/23/2011

9/6/2011

8/24/2011

8/4/2011

7/25/2011

7/14/2011
8/7/2011
8/12/2011
7/29/2011
9/9/2010

7/1/2011
7/11/2011
6/22/2011

11/1/2009
3/1/2010
4/10/2011

Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare

Medical/Healthcare
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Yes - Published # 566
Yes - Published # 12,563
Yes - Published # 1,105
Yes - (Password) Publi 650
Yes - Published # 500
Yes - Published # 3,079
Yes - Unknown # 0
Yes - Published # 2,000
Yes - Published # 0
Yes - Unknown # 0
Yes - Published # 10,000
Yes - Published # 16,288
Yes - Published # 63,425
Yes - Unknown # 0
Yes - Published # 2,000
Yes - Published # 2,500
Yes - Unknown # 0
Yes - Published # 6,912
Yes - Unknown # 0
Yes - Published # 161
Yes - Published # 2,252
Yes - Published # 16,800
Yes - Unknown # 0
Yes - Published # 518
Yes - Published # 1,870
Yes - (Password) Publi 2,370
Yes - Published # 1,200
Yes - Published # 20,000
Yes - Published # 1,900
Yes - Published # 3,000
Yes - Published # 712
Yes - Published # 10,345
Yes - Published # 1,400
Yes - Published # 638
Yes - Published # 1,280
Yes - Published # 1,500
Yes - Published # 600,000
Yes - Published # 19,079
None - Encrypted Data 0
Yes - Published # 7,500
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ITRC20110715-01
ITRC20110706-03
ITRC20110705-02
ITRC20110705-01
ITRC20110630-03
ITRC20110620-03
ITRC20110620-02
ITRC20110614-02
ITRC20110610-02
ITRC20110603-02
ITRC20110531-03
ITRC20110531-02
ITRC20110530-01
ITRC20110521-06
ITRC20110516-19
ITRC20110516-15
ITRC20110516-13
ITRC20110516-11
ITRC20110516-08
ITRC20110502-02
ITRC20110429-02
ITRC20110420-01
ITRC20110415-01
ITRC20110414-02
ITRC20110408-01
ITRC20110407-03
ITRC20110404-10
ITRC20110404-03
ITRC20110311-01
ITRC20110302-01
ITRC20110225-06
ITRC20110222-03
ITRC20110216-01
ITRC20110214-01
ITRC20110211-01
ITRC20110204-04
ITRC20110201-01
ITRC20110124-01
ITRC20110113-02
ITRC20110107-06

Wake Forest Baptist Medical Center
Troy Regional Medical Center

Siteman Cancer Center, Barnes-Jewish Hospital
Sutter Gould Medical Foundation

Trinity Medical Center

Dr. Morgan Camp Medical Office
Boulder Community Hospital plus others
Jackson Health System

HealthCare Partners

Wake Forest Baptist Medical Center
Spartanburg Regional Hospital

Loyola University Medical Center
Provena Covenant Medical Center
Methodist Charlton Medical Center
Woman to Woman Healthcare

Rape & Brooks Orthodontics

Dr. Jeffry Barnes

Reid Hospital

Dunes Family Health Care

Daniels & Daniels DDS

Omnicare Inc

Southwest Ambulance

Fairview Health Services

Dr. Soulas

Dr. Linda Green

MidState Medical Center

Memorial Health Services

Eisenhower Medical Center

University of Massachusetts Amherst
Beebe Medical Center

Henry Ford Health System

Emory Healthcare

Charleston Area Medical Center (CAMC)
Jacobi Medical Center, North Bronx Healthcare Net
Saint Francis Broken Arrow Hospital
Texas Children's Hospital

Ankle + Foot Center

Grays Harbor Pediatrics

Seacoast Radiology

Grant Medical Center

NC
AL
WA
CA
AL
CA
CcO
FL
CA
NC
SC

OH

5/20/2011
12/4/2010
5/27/2011
3/22/2011

4/18/2011

3/28/2011

4/16/2011

5/5/2011

3/11/2011
3/2/2011
1/19/2011

2/19/2011

3/11/2011
6/30/2010
1/1/2011
1/31/2011

2/8/2011
12/23/2010

12/29/2010
11/10/2010
11/23/2010
11/12/2010
11/16/2010

Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare
Medical/Healthcare

Medical/Healthcare
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Yes - Published # 357
Yes - Published # 880
Yes - Unknown # 0
Yes - Published # 1,200
Yes - Published # 4,000
Yes - (Password) Unkn 0
Yes - Published # 300
Yes - Published # 1,800
Yes - Published # 15,727
Yes - Unknown # 0
Yes - (Password) Unkn 0
Yes - Published # 100
Yes - Unknown # 0
Yes - Published # 1,500
Yes - Published # 32
Yes - (Password) Publi 20,744
Yes - Published # 60
Yes - (Password) Publi 20,000
Yes - Published # 16,000
Yes - Published # 10,000
Yes - Published # 9,000
Yes - Published # 581
Yes - Published # 1,200
Yes - Published # 34
Yes - Unknown # 0
Yes - Published # 93,500
Yes - Published # 2,250
Yes - Published # 514,000
Yes - Unknown # 0
Yes - Published # 113
Yes - Published # 2,777
Yes - Published # 7,300
Yes - Published # 3,655
Yes - Published # 1,700,000
Yes - (Password) Publi 84,000
Yes - Published # 14,000
Yes - Published # 156,000
Yes - Unknown # 0
Yes - Published # 231,400
None - Encrypted Data 0
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ITRC20110107-04 Gary Spinks, DDS, PC MD  10/14/2010 Medical/Healthcare Yes - Published # 1,000
Totals for Category: Medical/Healthcare # of Breaches: 85 # of Records: 3,730,735

% of Breaches: 20.5  %of Records: 16.3%

Totals for All Categories : # of Breaches: 414 # of Records: 22,945,773

% of Breaches: 100.0 %of Records: 100.0%

2011 Breaches Identified by the ITRC as of: 12/27/2011 Total Breaches:

414

Records Exposed: 22,945,773

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List"), or

became public in the report name year, but were not public in the previous year. Each item must be previously
published by a credible source, such as Attorney General's website, TV, radio, press, etc. The item will not be

included at all if ITRC is not certain that the source is real and credible. We include in each item a link or source of

the article, and the information presented by that article. Many times, we have attributions from a multitude of media

sources and media outlets.

password protection as adequate, and we do consider those events to be a data exposure.

ITRC sticks to the facts as reported, and does not add or subtract from the previously
published information. When the number of exposed records is not reported, we note that fact. When records are
encrypted, we state that we do not (at this time) consider that to be a data exposure. However, we do not consider

What is a breach? A breach is defined as an event in which an individual’s name plus Social Security Number (SSN),

driver’s license number, medical record, or a financial record/credit/debit card is potentially put at risk — either in
electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.

The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime,
Office of Justice Programs, U.S. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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