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ITRC20061229--01  Wisconsin Department of Wi Paper Data ~ Government/Military Yes - Published # 170,000
Revenue

When Wisconsin taxpayers pull their packets of 2006 state income tax forms out of their mailboxes, tens of thousands of them will see
something even less welcome than the annual reminder of how much money they owe to Madison. About 170,000 tax booklets were mailed
with Social Security numbers on the address labels because of a computer programming error at a printing company hired by the state,
Meredith Helgerson, spokeswoman for the state Department of Revenue, said Friday.
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ITRC20061227-02  Deaconess Hospital us Electronic Medical/Healthcare Yes - Published # 128

Deaconess Hospital administrators are advising patients Tuesday night that their identity may have been compromised after a laptop,
containing information on 128 patients, is missing and presumed stolen from the respiratory therapy department.
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ITRC20061227-01  Montana State University MT Electronic Educational Yes - Published # 259

Montana State University has sent letters of apology to more than 250 students whose names and Social Security numbers were mistakenly
shared with other students. Eight students each mistakenly received a list of 30 or so students' names and Social Security numbers, school
officials said. School administrators said they do not believe the information was misused, but alerted the 259 students after being unable to
immediately reach all of the eight who received the information.
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ITRC20061223-02  Group Health Insurance us Electronic Business Yes - Published # 42.000

Group Health Insurance told 42,000 workers their personal information may have been accessed during a burglary back in October. Burglars
reportedly ran off with computer tapes containing workers' names and social security numbers. The break-in occurred at one of the insurance
company's vendors, Concentra, in Massachusetts.
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ITRC20061223-01  Texas Woman's University X Electronic Educational Yes - Published # 15,000

Attribution 1

The personal information of about 15,000 Texas Woman's University students has been exposed to potential identity theft, according to a
statement issued by the university Friday. The personal data of all students who were enrolled in the calendar year 2005 at TWU's campuses
in Denton, Dallas and Houston was exposed. The data includes names, addresses and Social Security numbers. University officials
discovered this week that the data was transmitted to an outside vendor via a nonsecure connection.
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ITRC20061222-02

Bank of America SC Electronic Banking/Credit/Financial  Yes - Unknown # 0

Bank of America, one of the region's largest financial institutions, said this week that Social Security numbers and other information about an
undisclosed number of its Charleston-area customers may have been stolen. The Charlotte-based financial giant declined to say how many
people were affected or what areas they live in, but it said it has notified all of them of the suspected breach in writing. The ill-gotten personal
information also includes names, addresses and telephone numbers, the company said. ... In a letter to a Charleston customer dated Dec.
14, the bank said that it ‘recently learned that some of your personal information may have been obtained by unauthorized persons for the
purpose of engaging in fraudulent activity.
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ITRC20061222-01  Utah Valley State College uT Electronic Educational Yes - Unknown # 0

A security breach at Utah Valley State College has potentially left thousands of students and faculty at risk. Personal information, including
Social Security numbers, started to show up on Yahoo's search engine in November. The information has since been removed from UVSC's
servers.
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ITRC20061221-01 ~ Santa Clara County CA Electronic Government/Military None - Other Protection 0

Employment Agency

A computer stolen from Santa Clara County's employment agency contained the Social Security numbers of 2,500 people who are being
advised to take steps to protect themselves from identity theft. The risk to clients is not believed to be high because the information was
encrypted.
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ITRC20061220-02  Lakeland Library Cooperative ~ Ml Electronic Government/Military Yes - Published # 15,000

A technical problem on the Lakeland Library Cooperative Web site made available personal information of more than 15,000 patrons across
West Michigan on the Internet. Information that was displayed included names, phone numbers, e-mail addresses, street addresses and
library card numbers of library patrons registered on the site. Minors were also indicated on the spreadsheet type document by a listing of
parents' names.
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ITRC20061220-01  Big Foot High School Wi Electronic Educational Yes - Published # 87

Attribution 1

On Oct. 18, Nykl was trying to post financial information on the district Web site, including cost of individual teacher and staff salaries and
benefits. Nykl didn't know that personal information, such as Social Security numbers and dates of birth, was attached. Salary and benefit
information is open to the public; the other information is not. Social Security numbers, last names and years of birth of 87 current and former
employees were published on the Internet.
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ITRC20061216-01

Mississippi State University MS Electronic Educational Yes - Published # 2,400

Social Security numbers and other private information from about 2,400 Mississippi State University students and employees were
‘inadvertently’ posted on a publicly accessible Web site, the university said Tuesday.
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ITRC20061214-02  Kingman Municipal Court AZ Electronic Government/Military Yes - Published # 1,700

More than 1,700 people had their credit files searched by someone using the Kingman Municipal Court's access code, court officials said. . .
. The probe found that an unknown person used the court's access code to view TransUnion credit reports, which can contain a wealth of
personal information, including social security numbers and birthdates. That information is often used by identity thieves to fraudulently
obtain credit.
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ITRC20061214-01  Geisinger Health Systems us Electronic Medical/Healthcare Yes - Published # 25,000

Geisinger Health Systems is mailing letters this week to about 25,000 patients whose medical records were stored on a stolen computer,
spokesman Justin Walden said. The computer was stolen from Electronic Registry Systems in a Thanksgiving break-in at a Cincinnati-area
office building, police said.
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ITRC20061213-02  Boeing us Electronic Business Yes - Published # 382,000
A Boeing Co. laptop containing the nhames and Social Security numbers of 382,000 workers and retirees has been stolen, putting the
employees at risk for identity theft and credit-card fraud. ... Files on the computer also contained home addresses, phone numbers and
birth dates. Some of the files listed salary information. ... The laptop was stolen earlier this month when an employee left it unattended,

Neale said. He would not reveal where the theft happened, but said no proprietary, customer or supplier data was on the computer.
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ITRC20061213-01  Aetna OH Electronic Medical/Healthcare Yes - Published # 130,000

Attribution 1

A ‘lockbox’ housing personal information on approximately 130,000 Aetna health insurance members, including 19,000 Ohioans, was stolen
Oct. 26 when thieves broke into an office building occupied by an Aetna vendor, Aetna officials said Tuesday.
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ITRC20061212-02

University of Texas - Dallas X Electronic Educational Yes - Published # 5,000

The University of Texas at Dallas discovered over the weekend that social security numbers and other sensitive information relating to 5,000
students, faculty members and staff may have been exposed by a computer network intrusion. Phone numbers, e-mail addresses and home
addresses also may have been exposed.
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ITRC20061212-01  University of California - Los CA Electronic Educational Yes - Published # 800,000
Angeles

In what appears to be one of the largest computer security breaches ever at an American university, one or more hackers have gained
access to a UCLA database containing personal information on about 800,000 of the university's current and former students, faculty and
staff members, among others. UCLA officials said the attack on a central campus database exposed records containing the names, Social
Security numbers and birth dates — the key elements of identity theft — for at least some of those affected. The attempts to break into the
database began in October 2005 and ended Nov. 21, when the suspicious activity was detected and blocked, the officials said.
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ITRC20061209-01  Virginia Commonweatlh VA 11/20/2006 Electronic Educational Yes - Published # 561
University

For the second time this year, the personal information and Social Security numbers of hundreds of Virginia Commonwealth University
students have been compromised. According to the university's technology services Web site, personal information on 561 VCU students in
the College of Humanities and Sciences was inadvertently included in two attachments in an e-mail. The information included names, Social
Security numbers, local and permanent addresses and grade-point averages. The e-mail was sent Nov. 20 to 195 students to inform them
about their eligibility for scholarships from Phi Kappa Phi, a national honor society. They were part of the larger group of 561 students whose
personal information was released, according to the university.” , December 9, 2006)
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ITRC20061208-01  State of Vermont VT Electronic Government/Military Yes - Unknown # 0

At least several hundred, likely more, Social Security numbers of health care providers were posted to the Internet in a state contractor's
mistake that officials were scrambling to fix Friday. Human Resources Commissioner Linda Mclntire said the names and Social Security
numbers of doctors, psychologists and others were posted on a Web site where the state had posted a request for bids by contractors to be
the state's health insurance administrator.
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ITRC20061206-01  Premier Bank us Paper Data  Banking/Credit/Financial ~ Yes - Published # 1,800

Attribution 1

Taken from the truck was a bound, blue book about the size of a laptop computer. It contained paper reports with the names and account
numbers of 1,800 customers who had opened Premier accounts in October. Bank executives said Tuesday they have written letters to the
customers, advising them to monitor those accounts for the next 12 to 24 months.
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ITRC20061205-01 ~ West Virginia Army National wv Electronic Government/Military Yes - Unknown # 0
Guard

A laptop computer with personal information about every member of West Virginia's Army National Guard 130th Airlift Wing in Charleston
recently was stolen. The government-owned laptop computer was stolen from a member of the unit while he was attending an official training
course. Maj. Todd Harrell said the computer's hard drive contains personal information, including Social Security numbers, names and birth
dates of everyone in the 130th Airlift Wing.
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ITRC20061203-01  City of Grand Pairie > Electronic Government/Military Yes - Unknown # 0
Some employees of a Grand Prairie business are concerned their personal records were not protected. ... She and other employees are on

edge all because of a mistake revealed in a letter that said employees’ personal information — including their social security numbers — ended
up on the city’s website. It all started when the city began working with a contractor to iron out details for workers’ compensation insurance
for city employees. The proposal was put on the city’s website, along with hundreds of employee names and social security numbers.
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ITRC20061130-03  California State University - CA Electronic Educational Yes - Published # 2,535
Los Angeles

Personal information of 48 faculty members and more than 2,500 students and applicants of a Cal State L.A. teacher credential program was
on a portable disk drive that was recently stolen, authorities said Tuesday. The university's Charter College of Education is notifying 2,534
people enrolled or who have applied to its credential program between 2003 and 2006 of the security breach.
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ITRC20061130-02  Pennsylvania Department of PA Electronic Government/Military Yes - Published # 11,400

Transportation

Thieves who broke into a driver's license center stole equipment to make fraudulent licenses and got away with computers containing
personal information on more than 11,000 customers, officials said Thursday. The break-in late Tuesday night netted the thieves a camera
and a printer, plus enough card stock and laminate to make about 750 fake licenses, Pennsylvania Department of Transportation Deputy
Secretary Betty Serian said at an afternoon news conference. They also stole two computers that contained information on nearly 11,400
customers.
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ITRC20061130-01  TransUnion Credit Bureau us Electronic Business Yes - Published # 1,700

Attribution 1

TransUnion Credit Bureau is investigating who was able to get into their database and illegally download hundreds of people's personal
information. The victims are now being told they'll have to monitor their credit report every month to make sure no one is abusing their
identity. ... According to the information we have, four different scam companies across the country got more than 1,700 people's credit
information after someone obtained the TransUnion log in information from a courthouse in Kingman, Arizona.
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ITRC20061128-02

Kaiser Permanente - Colorado CO Electronic Medical/Healthcare Yes - Published # 38,000

Kaiser Permanente Colorado began notifying approximately 38,000 members Tuesday of a possible breach of their private health
information. The information was on a laptop that was stolen from the personal car of a national Kaiser Permanente employee in California,
according to a news release from the health provider. Information on the laptop included names, member ID numbers, date of birth, age,
gender and provider/physician information. The data included on the laptop was part of a review of an internal health quality project and is
limited to two Kaiser Permanente Colorado medical offices: Skyline and Southwest.”
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ITRC20061128-01  Nassau Community College NY Paper Data  Educational Yes - Published # 21,000

Someone made off with a print-out of personal information about Nassau Community College's entire student body, more than 21,000
students, prompting the college to offer to pay for credit monitoring services for students for one year. College officials also have notified
several law enforcement agencies about the apparent theft of the list. .. . The list contained students' names, addresses, Social Security
Numbers, and phone numbers, said Sgt. Anthony Repalone, a Nassau County Police spokesman. He said the college informed the police
Nov. 28 about the missing computer list. The incident is being investigated by the Third Squad, Repalone said.
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ITRC20061127-03  Greenville County School NC Electronic Educational Yes - Published # 101,000
District

The Greenville County School District sold computers that contained Social Security numbers and birthdates for roughly 100,000 students
and at least 1,000 employees, according to a district official and the buyers' attorney.
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ITRC20061127-02  Chicago Public Schools - All IL Paper Data  Educational Yes - Published # 1,740

Printing & Graphics Inc.

A printing contractor for the Chicago Public Schools said Sunday that it mistakenly mailed a list of names, Social Security numbers and home
addresses of nearly 1,740 former school employees as part of a packet of health-insurance information to them. Broadview-based All
Printing & Graphics Inc., which was hired to print, stuff and mail the packets, said it did not realize an e-mail from the Chicago Public Schools
contained the personal data. The e-mail requested that the company send open enroliment information to former employees still receiving
health-care coverage through the schools.
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ITRC20061127-01  Johnston County NC Electronic Government/Military Yes - Unknown # 0

Attribution 1

Johnston County NC accidentally made available on their website the names, social security numbers and other personal information of their
city's taxpayers. They have since taken down the website and have notified consumers. They believe the information may have been online
for 4-5 weeks.
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ITRC20061125-01

Indiana Department of IN Electronic Medical/Healthcare Yes - Published # 7,500
Health - Breast and Cervical

More than 7,500 Hoosier women are at risk of identity theft after two computers containing protected health information collected for the state
were stolen earlier this month. The computers were taken from a health center in Jeffersonville, Ind., that contracted with the Indiana
Department of Health to manage information in the state's Breast and Cervical Cancer Program, department spokesman Erik Deckers said.
The personal information of women, whose BCCP-participating health-care providers are located in the lower third of the state, is stored on
the computers stolen sometime the night of Nov. 6.
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ITRC20061117-01  Jefferson College of Health VA Electronic Educational Yes - Published # 143
Sciences

With one click of the send button, 143 students are now at risk of identity theft. Kyle Bowmaster's name and social security number are
among those on a list emailed by Jefferson College of Health Sciences financial aid director Debra Johnson. The email was meant only for
one other employee. Instead, it went to every single one of the college's 900 students.
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ITRC20061114-01  Connors State College OK Electronic Educational Yes - Published # 22,500

State education officials say personal information on thousands of college students is on a laptop computer stolen from Connors State
College in Warner. Connors President Donnie Nero says the laptop has been recovered and a Connors State student is under investigation.
Information on the laptop included Social Security numbers and other data on students at Connors and some 22-thousand-500 students who
receive Oklahoma Higher Learning Access Program or OHLAP scholarships.”
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ITRC20061111-01  Hertz Global Holdings, Inc. us Electronic Business Yes - Unknown # 0

Hertz Global Holdings Inc., owners of the world's largest rental-car company, said the FBI found a computer containing the names and Social
Security numbers of most of Hertz's U.S. workers at the home of a former employee. The computer also had information including titles and
dates of hire of Hertz employees as late as 2002, the Park Ridge, N.J.-based company said in an Oct. 27 filing. Hertz, which had 22,800 U.S.
workers as of June, is cooperating with the FBI in the matter.”
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ITRC20061110-02  KSL Services, Inc. CA Electronic Business Yes - Published # 1,000

Attribution 1

As many as 1,000 contract employees who work in Los Alamos have been warned that a compact disk containing their personal information
could be missing. The disk belongs to KSL Services Inc., a contractor to Los Alamos National Laboratory, lab spokesman Jeff Berger said
Thursday. The compact disk did not contain any lab information, Berger said. Instead, it has what's known as personally identifiable
information.
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ITRC20061110-01

City of Lubbock X Electronic Government/Military Yes - Published # 5,800

Thousands of private and personal identification numbers may have been stolen from the city of Lubbock’s website. City officials say more
than 5800 social security and driver’s license numbers can now be in the hands of hackers. ... Now officials say nearly 6,000 social security
and drivers’ license numbers could be in the hands of bad guys.
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ITRC20061106-01  Bowling Green, Ohio Police OH Electronic Government/Military Yes - Published # 200
Department

In Ohio last month, a police department accidentally published intimate details about every person officers encountered during a single day,
including Social Security Numbers, driver's license numbers and more. A stray click led the Bowling Green, Ohio, Police Department to
publish the wrong report to the agency's police blotter Web site on Oct. 21, according to operations Lt. Brad Biller. Instead of posting a
sanitized blotter, with all the personal information redacted, the agency published what is known as an ‘end of day report.” That report
includes birth dates, SSNs, race descriptions, license numbers and more on each of the nearly 200 people the cops had contact with that
day. It also included extended narratives about each incident, written by the responding police officer.”
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ITRC20061103-05  Starbucks us Electronic Business Yes - Published # 60,000

Attribution 1

Attribution 2

Starbucks Corporation today announced that four retired (no longer in regular use) laptops have been identified as missing from the
Starbucks Corporate Support Center in Seattle. Two of the laptops contained the private information, including names and social security
numbers, of nearly 60,000 United States partners (employees) and less than 80 Canadian partners and contractors at all levels employed
across the organization prior to Dec.31, 2003. ... In accordance with Starbucks standards for information security, the laptops were
password protected.”
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ITRC20061103-04

University of Virginia VA Electronic Educational Yes - Published # 632

Notifications from Student Financial Services intended for students whose registration was blocked were erroneously sent to the wrong
students in emails that included others' Social Security numbers. Student Financial Services intended to send 1,264 emails to alert students
of registration blocks. Only 632 e-mails were actually sent out late Tuesday evening. These e-mails contained the student IDs of the 632
other students, who never received an e-mail. The mistake was not discovered until the next morning.
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ITRC20061103-03  West Shore Bank MI Electronic Banking/Credit/Financial ~ Yes - Published # 1,000

Roughly 1,000 West Shore Bank customers have been notified this week that their debit card number may have been compromised after the
bank was notified of the issue by Master Card. ‘Master Card said there was a security break at a common point-of-purchase provider . ..
sometime this summer,’ said West Shore Bank’s Jeremy Holmes. ‘It wasn’t our system — our system wasn’t compromised. It was a third
party that the customers went to. The information was accessed in their system.” ... According to Holmes, someone apparently gained
access to the West Shore Bank’s card numbers, which could have given them access to the card holder’s bank account.
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ITRC20061103-02  Affiliated Computer Services, US Electronic Business Yes - Published # 32,000
Inc.

In one case in August, personal information on about 32,000 student loan recipients was exposed to other users of a federal Web site
because of ACS software glitch
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ITRC20061103-01  Wesco Ml Electronic Business Yes - Unknown # 0

Officials for Wesco gas stations say they are working with federal authorities and customers to investigate an apparent breach in credit card
confidentiality in recent months. The Muskegon-based company, which runs about 50 Michigan gas station/convenience stores, recently
posted statements on its pumps urging customers to verify credit card transactions because of possible fraud. Suspect transactions may
have happened between July 25 and Sept. 7, The Muskegon Chronicle and the Grand Haven Tribune reported. It wasn't known whether
cards used at pumps, inside stores or both were affected

Attribution 1 Publication: Associated Press Newswires Author: Date Published: 11/3/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061102-06  Intermountain Health Care us Electronic Medical/Healthcare Yes - Published # 6,244

Tonight, the tale of a West Valley man who decided to Get Gephardt when he found the names, social security numbers, and other personal
information on a computer once used by one of Utah's largest employers. We're talking about 6,244 people, all employees of intermountain

health care who, until now, had no idea their private employee records were literally given away. Their most precious information, perfect for
an identity thief, sat in a laptop computer at a local Deseret Industries store available for anyone to buy for just $20. ... All of them current

or former employees of Intermountain Health Care, one of the largest employers in Utah.

Attribution 1 Publication:  Kutv.com, Author: Date Published: 11/2/2006
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Article URL:
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ITRC20061102-05  Greater Media, Inc. us Electronic Business Yes - Unknown # 0

Greater Media Inc. recently began alerting employees that their personal information might have landed in thieving hands. The radio
broadcasting company has sent out letters warning that a laptop holding Social Security numbers of current and former staffers was stolen
out of Greater Media's Philadelphia offices, sources who have received the letter said. ... Just how many employees are at risk is unclear,
but letters have been mailed to Greater Media staff in Greater Boston.

Attribution 1 Publication: Boston Herald Author: Date Published: 11/2/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061102-04  Villanova University PA Electronic Educational Yes - Published # 1,243

A laptop computer stolen from an insurance brokerage firm contained the names, birth dates and driver's license numbers of more than 1,200
Villanova University students and staff members, the school confirmed Thursday. No Social Security numbers were involved, said Kenneth
G. Valosky, Villanova's vice president for finance. ... The computer contained data on 1,243 Villanova students and staff members who are
insured to drive university vehicles. About three-quarters of those affected were students, Valosky said, although he noted that his name was
also in the laptop.
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Attribution 1 Publication: Associated Press Newswires, Author: Date Published: 11/2/2006
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ITRC20061102-02  Manhattan Veterans Affairs NY Electronic Government/Military Yes - Unknown # 0

Medical Center

The feds are warning hundreds of war veterans that they could become victims of identity theft because a computer was stolen from the
Manhattan Veterans Affairs Medical Center. The computer storing veterans' personal information was snatched Sept. 6 from the E. 23rd St.
hospital, according to an Oct. 20 letter sent to veterans.

Attribution 1 Publication: www.nydailynews.com Author: Date Published:  11/2/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061102-01  Veterans Affairs Hospital OK Electronic Medical/Healthcare Yes - Published # 1,400

(Muskogee, OK)

More than 1,400 veterans are at risk for identity theft after the disappearance of three computer disks containing their Social Security
numbers and other personal data. The Veterans Affairs Hospital in Muskogee confirmed the loss in a letter mailed Tuesday to patients of a
McAlester clinic. The lost information includes patients’ names, Social Security numbers, and the amounts billed and paid for services they
received at an outpatient clinic operated by the Choctaw Nation. ... Although the letter indicates just one disk was lost, hospital officials
confirmed Wednesday that three disks are missing.”

Attribution 1 Publication: The Daily Oklahoman Author: Date Published: 11/2/2006
Article Title:
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ITRC20061101-01  US Army Cadet Command VA Electronic Government/Military Yes - Published # 4.600

“A laptop containing personal information about 4,600 high school seniors from across the country was stolen last week from the U.S. Army
Cadet Command's headquarters at Fort Monroe, a spokesman confirmed Tuesday. The students are applicants for the Army's four-year
ROTC college scholarship. Their applications included their Social Security numbers, birth dates, home addresses, phone numbers, parents'
names and mother's maiden names. A database containing that information was on the missing computer.”

Attribution 1 Publication: DailyPress.com Author: Date Published:  11/1/2006
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ITRC20061030-01  TD Ameritrade Holding us Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

Attribution 1

Corporation - ET Trade

“Two of the top online stock brokerages in the U.S. disclosed that overseas hackers broke into some of their customer accounts during the
past three months, resulting in combined losses of at least $22million and leading both firms to take steps to bolster their security measures.
Jerry Bartlett, CIO at TD Ameritrade Holding Corp., said in an interview last week that the attacks were launched by identity thieves in Eastern
Europe and Asia who used keylogging software delivered via Trojan horses or other malware to steal the account information of users logging
onto public computers or their own infected PCs. ... Customers of ETrade Financial Corp. were also victimized by the so-called pump-and-
dump scheme, according to ETrade officials. Bartlett said no data was stolen from TD Ameritrade’s own databases, nor were its servers
breached during the attacks. But he acknowledged that the company’s antifraud efforts, which include a security team that uses special
software to monitor for anomalous activity such as users logging in from unusual IP addresses, failed to detect the stock scams quickly
enough.” October 30, 2006)

Publication: Computerworld Author: Date Published:  10/30/2006
Article Title:
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ITRC20061028-02

Hancock Askew & Co. LLP GA  10/15/2006 Electronic Business Yes - Unknown # 0

A laptop owned by a Savannah accounting firm containing 401(k) information for employees of at least one company was stolen during a
recent trip to New York City. The laptop, belonging to Hancock Askew & Co. LLP partner Michael McCarthy, was stolen Oct. 5. The
accounting firm notified at least one of the companies - Atlanta-based Atlantis Plastics Inc. - on Oct. 9. ... McCarthy declined to provide
most details, including how many companies had information on the computer.

Attribution 1 Publication: Savannahnow.com Author: Date Published: 10/28/2006
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ITRC20061028-01  Children's Hospital - Akron OH Electronic Medical/Healthcare Yes - Published # 230,000

“Hackers broke into Akron Children's Hospital computer files over Labor Day weekend, potentially accessing names, addresses, birth dates,
and Social Security numbers of about 230,000 patients and their families, as well as a database containing the bank-account information of
about 12,000 donors. The hospital began notifying the families on Wednesday -- seven weeks after the breach was discovered -- by sending
out 10,000 letters, followed by 120,000 more on Friday. The remaining 100,000 notifications will be sent Monday. ... The breach was
detected on Sept. 6, but the hospital did not contact the FBI until Oct. 20.”

Attribution 1 Publication: Beacon Journal Author: Date Published:  10/28/2006
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Article URL:
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ITRC20061027-01  Gymboree CA Electronic Business Yes - Published # 20,000

San Francisco's Gymboree, the kids' clothing retailer, took a more proactive stance after a thief recently hit the company twice in the same
week, making off with three laptops and potentially endangering as many as 20,000 employees. The company hired a private investigator to
track down the perpetrator -- and this month identified to police someone it believes is a suspect in the case. . .. In letters this month to as
many as 20,000 employees affected by the incident, Gymboree says only that ‘three laptop computers were stolen from the corporate
headquarters.

Attribution 1 Publication:  Sfgate.com Author: Date Published:  10/27/2006
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Article URL:
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ITRC20061026-02  Colorado Department of Cco Electronic Government/Military Yes - Published # 1,400,000

Human Services

“A computer containing personal information of some clients of the Colorado Department of Human Services was stolen from a Dallas-based
firm that operates the Family Registry. The desktop computer, which was stolen during the weekend of October 13, had data on clients who
were involved with child support payments. It was stored in a secure area monitored by surveillance cameras accessible only by password,
said Dallas-based Affiliated Computer Services Inc.”

Attribution 1 Publication:  Associated Press Newswires Author: Date Published:  10/20/2006
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ITRC20061026-01  LexisNexis us Electronic Business Yes - Unknown # 0

Attribution 1

Potentially hundreds or thousands of Social Security numbers of Tuscarawas County voters are available to subscribers served by the
Internet database service LexisNexis. A former Tuscarawas County resident and LexisNexis subscriber alerted The Times-Reporter after
she discovered voters’ Social Security numbers while searching the site. A staffer in the Washington bureau of Copley News Service, which
subscribes to LexisNexis accessed the database Wednesday, confirming that Social Security numbers of some, but not all, Tuscarawas
County voters could be obtained.

Publication: The Times-Reporter Author: Date Published:  10/26/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061025-01  US Department of Homeland us Electronic Government/Military Yes - (Password) Unkno 0
Security

Lost or stolen from the Census Bureau since 2003 are 217 laptop computers, 46 portable data storage devices and 15 handheld devices
used by survey takers. Although the number of people affected isn't known, the Commerce Department reports that passwords, encryptions
and other safe guards were in place. Nothing so far indicates a misuse of any information.”

Attribution 1 Publication: KOIN6 News Author: Date Published:  10/25/2006
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Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061024-02  Chicago Board of Elections IL Electronic Government/Military Yes - Published # 1,000,000

For at least the last six years, a loophole in the Chicago Board of Elections Web site has exposed the Social Security numbers and birth
dates of more than 1 million registered voters to anyone with a computer, a Web connection and rudimentary programming knowledge. Until
Saturday, this data — all that is necessary for an identity thief to apply for a credit card, mortgage or even acquire and arrest record in
someone else’s name — has been available through a Web site intended to ell voters their registration status.

Attribution 1 Publication: Chicago Sun Times Author: Date Published:  10/24/2006
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Article URL:
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ITRC20061024-01  Sisters of St. Francis Health IL Electronic Medical/Healthcare Yes - Published # 260,000
Services

At least 260,000 Indiana and lllinois residents have begun receiving letters alerting then that their Social Security numbers and other personal
data may have been compromised through a medical records error. The Sisters of St. Francis Health Services Inc. began contacting
customers on Oct. 9 regarding a July 28 incident with a contracted employee that representatives say left sensitive data ‘out of hospital
hands’ for several days.

Attribution 1 Publication:  Journal & Courier Author: Date Published:  10/24/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061020-02  T-Mobile us Electronic Business Yes - Published # 43,000

A laptop containing the Social Security numbers and other personal information of T-Mobile USA Inc. employees recently disappeared,
putting as many as 43,000 current and former workers at risk of identity theft.”

Attribution 1 Publication: www.OrgeonLive.com Author: 10/20/06 Date Published:
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Article URL:
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ITRC20061020-01  Allina Hospital and Clinics MN  10/8/806 Electronic Medical/Healthcare Yes - Published # 14,000

Attribution 1

A laptop computer containing the names and Social Security numbers of thousands of Allina Hospitals and Clinics obstetrics patients was
stolen from a nurse's car Oct. 8, prompting alerts this week from the health-care provider to the patients. Company spokesman David
Kanihan said Thursday night that there has been no indication any data have been accessed. Two passwords are needed to access the
information on the laptop, he said. ... Kanihan said that the actual number of households for which data would have been stored in the
computer would be about half of the 28,000 in the program -- or about 14,000 households in all. The information dates to June 2005, he said.
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ITRC20061018-01  Germanton Elementary NC Electronic Educational Yes - (Password) Unkno 0
School

A Dell computer stolen from the Germanton Elementary School cafeteria last week contains students' Social Security numbers, Stokes
County schools officials said at a board of education meeting Monday. However, any of the students' personal information on the computer is
encrypted and cannot be accessed without several passwords, said Capt. Junior Palmer of the Stokes County Sheriff's Office. School
surveillance cameras caught a white male wearing a gray hooded sweatshirt and a blue backpack breaking and entering at the school about
5 p.m. Oct. 8.

Attribution 1 Publication:  Winston-Salem Journal Author: Date Published:  10/18/2006
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Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061017-01  City of Visalia CA Paper Data  Government/Military Yes - Published # 200

City officials are alerting current and former Recreation Division employees that some of their information, including Social Security numbers,
may have been compromised when someone tossed copies of city records onto a Visalia street over the weekend. Police are continuing to
investigate how the copies of the city payroll records and other documents ... got out into the public.

Attribution 1 Publication: Fresno Bee, Author: Date Published:  10/17/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061013-01  US Census Bureau us Electronic Government/Military Yes - Published # 360

Hundreds of Central Texans who participated in door-to-door U.S. Census Bureau surveys recently discovered that their personal information
may have been exposed to more than just census employees. The bureau in September mailed letters to nearly 360 Austin-area residents
informing them that the hand-held computers used to collect personal information including names, addresses, phone numbers and dates of
birth had been stolen.

Attribution 1 Publication:  Austin-American Statesman Author: Date Published:  10/13/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061012-01  University of Texas - Arlington  TX Electronic Educational Yes - Published # 2,500

University of Texas at Arlington officials are warning 2,500 students that their grades, Social Security numbers and other information were on
two computers stolen from a faculty member’s home on Sept. 29.

Attribution 1 Publication: The Fort-Worth Star-Telegram Author: Date Published:  10/12/2006
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Article URL:
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ITRC20061011-02  Florida Department of Labor FL Electronic Government/Military Yes - Published # 4,624

Attribution 1

Florida's Labor Department unwittingly posted the names and Social Security numbers of more than 4,600 of its clients on the Internet last
month, only to discover the error when a Fort Walton Beach man Googled his own name, an agency spokesman said Tuesday. ... Butasa
precaution it sent out letters last week to the 4,624 individuals, all of whom had enrolled for services with one of the 24 regional workforce
boards across the state, spokesman Warren May said.
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061011-01  Republican National us Electronic Business Yes - Published # 76
Committee

—0“In a breach of privacy, the Republican National Committee erroneously e-mailed a list that contained the names, races, and Social
Security numbers of dozens of top Republican donors and that identified two of the contributors as Muslim to this reporter. In the course of
preparing for a Washington fund-raiser on Friday headlined by President Bush, an RNC staffer, Dee Dee Lancaster, intended to e-mail a
security list of confirmed guests to other event planners and the Secret Service. But Ms. Lancaster mistyped one of the addresses, and the e-
mail wound up in the Gmail account of this reporter. ... The attached spreadsheet of 76 guests included category headings with Social
Security numbers, dates of birth, and ‘race.’” (October 11, 2006)

Attribution 1 Publication: The New York Sun, Author: Date Published: 10/11/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061010-01 ~ Adams State College Cco Electronic Educational Yes - Published # 184

—0"A laptop computer stolen from Adams State College contained personal data on participants in the college’s Upward Bound program.
The laptop and an LCD projector were reported stolen from a locked closet in the administration building on Aug. 14, but it wasn't until last
month that the staff realized the computer held a report listing 184 high school students who participated in the federally funded Upward
Bound program during the past four years.”

Attribution 1 Publication: The Pueblo Chieftain (CO) Author: Date Published:  10/10/2006
Article Title:
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061009-01  Troy Athens High School Mi Electronic Educational Yes - Unknown # 0

—0O“Alumni of Troy Athens High School learned on Friday that their identity may be at risk. The Troy School District and Superintendent
mailed out a letter to former students of the high school who graduated from 1994 to present indicating that a hard drive that was inside a
guidance room was stolen. The hard drive was stolen from a computer that was having technical work done Officials made the discovery of
the stolen hard drive in mid-August but failed to inform those affected because, as stated in the letter, they weren't sure what specific
information was stored on the drive. Through an investigation, the school learned that students’ transcripts, test scores, addresses and
Social Security numbers were saved on the stolen drive.” (, October 9, 2006)

Attribution 1 Publication:  ClickOnDetroit.com Author: Date Published: 10/9/2006
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ITRC20061006-03  Cleveland Air Route Traffic OH Electronic Government/Military None - Other Protection 0

Control Center

The names and Social Security numbers of at least 400 air traffic controllers are missing from a computer at the Cleveland Air Route Traffic
Control Center in Oberlin, a union official says. Bill Liberty, president of the facility's National Air Traffic Controllers Association unit, said he
was told on Monday by Eric Fox, Oberlin's air traffic control manager, that a computer hard drive with the personal information was stolen. . .
. ‘We believe the hard drive was encrypted so that any personal information that might have been on it would be protected,” she said, adding
that the incident is under investigation. A computer technician discovered the loss on Friday when he opened the computer to install a new
DVD drive, Liberty said. The missing data could be used to apply for credit cards or loans.

Attribution 1 Publication:  The Plain Dealer, Author: Date Published: 10/6/2006
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ITRC20061006-02  Camp Pendleton Marine Corp  CA Electronic Government/Military Yes - Published # 2,400
Base

A laptop computer loaded with personal information on 2,400 residents of the Camp Pendleton Marine Corps base has been lost, authorities
said Friday. The computer was reported missing Tuesday by Lincoln B.P. Management Inc., which helps manage base housing. The
company and Camp Pendleton are investigating. As of Friday, investigators had not found evidence that the data had been accessed, the
base said in a statement. Authorities would disclose what kind of information was on the computer.”
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Attribution 1 Publication: Las Vegas Sun Author: Date Published:  10/6/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061006-01  Louisiana State University - LA Electronic Educational Yes - Published # 1,000
Alexandria

Louisiana State University at Alexandria students now may check through the university's Web site to see if their personal information was
accessed illegally. Rapides Parish sheriff's detectives arrested a 31-year-old student Sept. 26 in connection with viewing and downloading
student information without permission. As many as 1,000 current and former students could be impacted. The university has set up on its
Web site -- www.Isua.edu -- a confidential section where students may check to see if any of their personal information had been
downloaded.”

Attribution 1 Publication:  Alexandria Daily Town Talk Author: Date Published: ~ 10/6/2006
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ITRC20061003-01 ~ Cumberland County PA Electronic Government/Military Yes - Published # 1,200

Cumberland County officials did a quick computer two-step yesterday after learning the Social Security numbers of some of their 1,200
employees were on the county Web site. The information likely had been on the site for years, Chief Operating Officer John Byrne said. . ..
The glitch was noticed yesterday morning by an employee who was scanning the Web site, [Chief Operating Officer John] Byrne said. He
said the Social Security numbers were included in minutes from salary board meetings dating from 1999 and earlier. Those minutes . ..
included records listing Social Security numbers of workers who were hired or promoted or had their salaries changed by the board, he said.
At that time, Social Security numbers were used by the salary board for worker identification.

Attribution 1 Publication: Patriot-News Author: Date Published: ~ 10/3/2006
Article Title:
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20061002-01 ~ Seattle-Tacoma International ~ WA Electronic Government/Military Yes - Published # 7,000
Airport

Six computer disks containing the personal information of nearly 7,000 people working at Seattle-Tacoma International Airport have gone
missing, the Port of Seattle said Monday. The disks contained information that had been scanned from paper I.D. forms -- applications for
airport badges from employees of the port, the airlines, concessions and other Sea-Tac employers -- and were from the Airport I.D. Badging
office. Some of the names on the disk may be of former employees. Airport director Mark Reis said he had no reason to believe the
information had been misused, but he also did not know if the disks were simply misplaced or stolen outright. Reis said the information --
including name, date of birth, address, social security and driver's license numbers -- could not be used to actually make an airport worker
badge.”

Attribution 1 Publication:  SeattlePl.com Author: Date Published: 10/2/2006
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ITRC20060929-02  University of lowa IA Electronic Educational Yes - Published # 14,500

Attribution 1

The University of lowa is contacting subjects in research studies following attacks on a computer in which personal information about those
subjects was stored. The computer ... contained the Social Security numbers of some 14,500 subjects who were participants in research
studies on maternal and child health from 1995 until the present. ... Steve Fleagle, Ul associate vice president and university chief
information officer, said the attacks against the computer were launched and discovered last week. He emphasized, however, that there is no
evidence that any information on the computer was obtained in the incidents.”
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ITRC20060929-01

Kentucky Personnel Cabinet KY Paper Data  Government/Military Yes - Published # 146,000

Letters sent to 146,000 government employees in Kentucky inadvertently displayed each of their Social Security numbers on the front,
prompting Attorney General Greg Stumbo to issue a warning about possible identity theft. ... The Kentucky Personnel Cabinet sent the
letters to employees in state agencies, community and technical colleges, school districts, health departments and other offices covered by
the state's insurance program. The letters provided routine information about enrollment in the coverage plan for next year. The Social
Security numbers were included as the first nine digits in 14-digit codes that were clearly visible in the address window of each of the
envelopes.

Attribution 1 Publication: The Associated Press, Author: Date Published: 9/29/2006
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Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060928-01  North Carolina Division of NC Electronic Government/Military Yes - Published # 16,000

Motor Vehicles

The state Division of Motor Vehicles is notifying 16,000 motorists that someone broke into the agency's driver's license office in Louisburg
and took a computer containing their personal information. The computer was used to store information for driver's licenses issued over the
past 18 months, between March 2005 and Sept. 10, according to the DMV. The information includes names, addresses, dates of birth,
driver's license numbers, Social Security numbers and, in some cases, immigration visa information, DMV officials said. ... The break-in
occurred nearly two weeks ago. DMV officials think many of the drivers affected don't know about it yet.” , September 28, 2006)

Attribution 1 Publication: Raleigh News and Observer Author: Date Published:  9/28/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060927-02  General Electric Co. us Electronic Business Yes - Published # 50,000

The names and Social Security numbers of 50,000 current and former General Electric Co. employees were on an employee's laptop
computer that was stolen earlier this month from a locked hotel room, GE officials confirmed Tuesday. The company said it launched an
‘extensive investigation in an attempt to recover the laptop.” But the laptop remains missing, and on Friday, GE began sending letters to
those whose information was lost notifying them of the theft. ... The stolen computer is password-protected, said Russell Wilkerson, a
spokesman for GE, so anyone seeking to gain access to the information would have to get past that barrier first.

Attribution 1 Publication:  Albany Times Union Author: Date Published: 9/27/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060927-01  Florida National Guard FL Electronic Government/Military Yes - Published # 100

The Florida National Guard was conducting a security review Thursday after a laptop computer assigned to one of its soldiers was stolen in a
car burglary. No classified information was on the computer stolen Tuesday from a soldier's personal vehicle, said Florida Department of
Military Affairs spokesman Jon Myatt. The laptop contains training and administrative records - including social security numbers - of up to
100 Florida National Guard soldiers.

Attribution 1 Publication:  Associated Press Newswires Author: Date Published: 9/27/2006
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ITRC20060923-02  Purdue - College of Science IN Electronic Educational Yes - Published # 2,500

Nearly 2,500 people who were students in Purdue's College of Science in February 2000 are being warned that their personal information
may have been accessed recently in a possible computer security breach. University officials discovered the possible breach during a routine
security check this month of an administrative computer in the Department of Chemistry. The incident involved a file, dated Feb. 4, 2000, that
contained personal identifying information, including Social Security numbers, names, school, classification, major and e-mail addresses for
2,482 students. A preliminary analysis of the computer determined an unauthorized person may have gained access to the hard drive
remotely and installed software that would have permitted files to be downloaded.
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ITRC20060923-01  Erlanger Hospital TN 9/15/2006  Electronic Medical/Healthcare Yes - Published # 4,150

Thousands of Erlanger hospital employees’ names and personal identifying information stored electronically disappeared from a locked office
on Sept. 15, and employees are hearing about the loss in letters sent to their homes this weekend, hospital officials said. ... According to
the letters, sent Friday afternoon to about 4,150 current and former employees thought to be affected and about 2,050 current employees
who were not, the names and accompanying personal information were stored on a USB storage device, also known as a ‘jump drive.” The
database information was limited to names and Social Security numbers, Erlanger officials said.

Attribution 1 Publication: Chattanooga Times Free Press Author: Date Published:  9/23/2006
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ITRC20060922-02  US Census Bureau us Electronic Government/Military Yes - Unknown # 0

Lost or stolen from the Census Bureau since 2003 are 217 laptop computers, 46 portable data storage devices and 15 handheld devices
used by survey takers. Although the number of people affected isn't known, the Commerce Department reports that passwords, encryptions
and other safe guards were in place. Nothing so far indicates a misuse of any information.

Attribution 1 Publication: Associated Press Newswires, Author: Date Published: 9/22/2006
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ITRC20060922-01  University of Colorado Cco Electronic Educational Yes - Published # 1,400

Two computers containing Social Security numbers and other personal information on nearly 1,400 students or former students are missing
from the University of Colorado's business school, the university said Friday. No cases of identity theft have been reported, and no financial
or credit card data was on the computers, university spokeswoman Jeannine Malmsbury said. ... Letters were mailed Friday to each person
whose data was on the computers, Malmsbury said. She said the university no longer uses Social Security numbers and has converted all its
student records to new identification numbers, but the records on the missing computers had not been changed over.

Attribution 1 Publication: The Associated Press Author: Date Published:  9/22/2006
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ITRC20060921-01  Life is Good, Inc. NH Electronic Business Yes - Published # 9,250

Life wasn’t so good this week for Life is Good, Inc., a local apparel company whose Web site database was hacked. The company, which
has a manufacturing, distribution and T-shirt printing facility at 15 Hudson Park Drive, said Wednesday that Lifeisgood.com is now secure. ..
. Like is Good immediately notified all 9,250 affected customers that their personal information — including credit card numbers and
addresses — may have been accessed.

Attribution 1 Publication: Nashua Telegraph (NH) Author: Date Published: ~ 9/21/2006
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ITRC20060920-01  Berry College GA Electronic Educational Yes - Published # 2,093

Berry College President Dr. Stephen R. Briggs informed the campus community of a potential security breach this morning. College officials
were notified late Monday afternoon that student information included on applications for need-based federal aid filed during the 2005-06
academic year has been misplaced by an external financial aid consultant on Friday. This data, including student name, Social Security
number and reported family income, involves 2,093 students or potential students who submitted a Free Application for Federal Student Aid
(FAFSA) to Berry in 2005-06. Of those, 1,322 are currently enrolled at the colleg.

Copyright 2009 Identity Theft Resource Center



.trc Identity Theft Resource Center Rir;f/r;;a;e:

2006 Breach List: Breaches: 321 Exposed: 19,137,844 Page 18 of 66

How is this report produced? What are the rules? See last page of report for details.

Attribution 1 Publication: Rome (Ga.) News-Tribune, Author: Date Published: ~ 9/20/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060919-01  DePaul Medical Center VA Electronic Medical/Healthcare Yes - Published # 100

Two computers have been stolen from the radiation therapy department at DePaul Medical Center. On them, critical personal information for
more than one hundred people. On two Mondays, two weeks apart, two computers were taken from DePaul Medical Center's radiation
therapy department. ... On these computers - one a laptop placed in an office, one a desktop located in a patient treatment area - patients'
names, date of birth, treatment information, and some social security numbers.

Attribution 1 Publication: WAVY-TV Author: Date Published: ~ 9/19/2006
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ITRC20060918-01  University of Texas - San > Electronic Educational Yes - Published # 64,000
Antonio

An unknown person recently gained unauthorized access to a server containing electronic records — information that includes students’ social
security numbers. John McGowan, chief information officer and assistant vice president for the office of information technology, said no
evidence indicates that any information was taken. ... University officials sent 64,000 letters Friday to notify students, faculty and staff
about the security breach. This number includes 53,000 current and former students, and 11,000 faculty members.”

Attribution 1 Publication: The Pasiano (University of Texas at San  Author: Date Published: ~ 9/18/2006
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ITRC20060917-01  Direct Loan us Electronic Government/Military Yes - Published # 21,000

Complications from a computer software upgrade caused a security breach that left loan borrowers' private information, such as their Social
Security numbers, unprotected online. The problem occurred from the evening of Aug. 20 to the morning of Aug. 22 on the Web site of Direct
Loans. Direct Loans is part of the William D. Ford Federal Direct Loan Program within the Dept. of Education and Federal Student Aid. She
estimated that 21,000 accounts of the more than six million on the system could have been affected. All those potentially affected already
would have been notified, she said.
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Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060916-02  Michigan Department of Ml 8/4/2006 Electronic Government/Military Yes - Published # 4,000

Attribution 1

Community Health

The state plans to offer identity theft protection to more than 4,000 participants in a long-term scientific study after an apparent theft may have
put some of their personal information at risk. The information, missing since Aug. 4 from a secured floor in a Michigan Department of
Community Health building, was on a flash drive that contained study participants' names, addresses, telephone numbers, Social Security
numbers and dates of birth.
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ITRC20060916-01

Howard, Rice, Nemerovski, CA Electronic Business Yes - Published # 500
Canady, Falk & Rabkin

As many as 500 current and former employees of San Francisco's Howard, Rice, Nemerovski, Canady, Falk & Rabkin may be at risk of
identity theft after a laptop computer containing confidential employee pension plan information was stolen from an auditor. The firm sent a
notice to current and former partners, associates and staff in mid-August alerting them of the security breach. ... The laptop, owned by an
employee of accounting firm Morris, Davis & Chan in Oakland, contained thousands of documents, including three spreadsheets with the
name and Social Security number of all active and terminated Howard, Rice employees with a remaining balance in the firm's pension plans,
as well as 401(k) and profit-sharing account information. The computer was taken from the trunk of the auditor's car, parked in a public lot.”
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ITRC20060915-02  Mercy Medical Center - CA Electronic Medical/Healthcare Yes - Published # 259
Merced

A computer memory card with 295 patient names, Social Security numbers, birthdates and medical record numbers was lost by a Mercy
Medical Center Merced employee and found months after the card was created. Because of the possibility that someone could have
accessed the unencrypted small memory card, all of the patients were notified Wednesday by certified mail that their privacy may have been
invaded. Only one patient's actual medical record was on the card.

Attribution 1 Publication: Mercedsunstar.com Author: Date Published: ~ 9/15/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060915--01  Berks County PA Electronic Government/Military Yes - Published # 25,000

Berks County Sheriff Barry J. Jozwiak was trying to comply with a court order to create a more secure list of gun-permit holders when an
outside contractor left at least some of the list exposed on the Internet, officials said Thursday. ... He previously said a Canon Technology
Solutions employee was creating a more secure Web-based gun-permit list and inadvertently failed to turn on security software to protect the
information over the Labor Day weekend. ... The site contained the names, addresses, Social Security numbers and other personal
information of some of the 25,000 gun-permit holders

Attribution 1 Publication: Tmcnet.com, Author: Date Published:  9/15/2006
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ITRC20060915-01  Nikon World Magazine us Electronic Business Yes - Unknown # 0

Attribution 1

The manager of a Montgomery Camera shop discovered Wednesday that Nikon World magazine exposed thousands of magazine
customers’ credit card information online to would-be subscribers. Michael Nimmer, retail manager of Capitol Filmworks, learned of the
security breach from an employee who had tried unsuccessfully to subscribe to the quarterly magazine online. She found pages and pages
of personal data — home addresses and telephone numbers as well as credit card numbers and expirations dates — by clicking on a Web link
included in an automated subscription status e-mail from Nikon World. Before the site was shut down mid-morning, Nimmer said he could
have accessed subscribers’ credit data all the way back to 2000.” (Montgomery Advertiser (AL), September 14, 2006)

The breach, which lasted nine hours on Tuesday, revealed the personal and financial information of 3,235 subscribers.” (, September 15,
2006)
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ITRC20060914-01

lllinois Department of IL Paper Data  Government/Military Yes - Unknown # 0
Corrections

The lllinois Department of Corrections has asked its employees to take precautions against identity theft after a department report that
contained some workers’ personal information recently was found outside the agency’s ground. The report, which has not been publicly
identified, contained the names, salaries and Social Security numbers of what department characterized as ‘many’ of its employees.
Corrections spokesman Derek Schnapp said Wednesday he couldn’t release how many employee names were on the document or when or
where it was found. Schnapp did say the document is back in the agency’s possession.”

Attribution 1 Publication:  Lincoln (lll.) Courier Author: Date Published: ~ 9/14/2006
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ITRC20060913-01 ~ American Family Insurance us Electronic Business Yes - Published # 2,000

American Family Insurance is warning customers to be wary of identity theft after computer equipment was stolen in a burglary in Madison.
American Family is the state's biggest insurer of homes and vehicles. It mailed letters to more than two-thousand customers alerting them to
the theft at the office of an insurance agent. ... The break-in was back in July. American Family spokesman Steve Witmer says it took the
company a while to determine the contents of the missing computer and assess the risk. Of most concern is a stolen laptop. Witmer says it
had customers' Social Security numbers and driver's license numbers.

Attribution 1 Publication: Associated Press Newswires Author: Date Published:  9/13/2006
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ITRC20060912-02  University of Minnesota - MN Electronic Educational Yes - Published # 13,000

Institute of Technology

As if the first week of college and living in a new city isn’t challenging enough, some 2006 Rochester high school graduates likely for a bit of a
scare when the University of Minnesota notified them they would be victims of identity theft. ... The college is notifying 13,000 students
that in mid-August, thieves snatched two Apple computers containing personal information about new students from one of the institute’s
administrative offices in Lind Hall. The information included the Social Security numbers of about 600 of the affected students. For the
majority, however, the data is name, phone number, student I.D. number, birth date, citizenship and some other personal information.

Attribution 1 Publication: Post-Bulletin (Rochester) Author: Date Published:  9/12/2006
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ITRC20060912-01  City of Paris (KY) KY Electronic Government/Military Yes - Published # 130

A small computer device possibly containing the personal information of dozens of current and former Paris city employees is missing. City
Manager Bob Casher confirmed the thumb drive has been missing for nearly a month. It might contain the names, birthdates and social
security numbers of approximately 100 people. About 130 people work in Paris city government, he said.

Attribution 1 Publication:  Lexington Herald Author: Date Published:  9/12/2006
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ITRC20060911-01  Second Life - Linden Lab CA Electronic Business Yes - Published # 660,000

Second Life, a three-dimensional virtual world for entrepreneurs, is asking its 660,000 members to change passwords after a security breach
may have exposed users’ confidential data, including credit card numbers and passwords. Executives at the privately held company said
Monday they contacted the FBI and are trying to determine whether the hacker was already a member of the popular multiplayer game. The
company has determined that a hacker — not a robot or automated software program — accessed at least one Web server for up to several
hours. Its unclear whether the attacker stole data, sold data or engaged in identity theft or other fraud, said Philip Rosedale, CEO and
founder of San Francisco-based Linden Lab, which operates Second Life.
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ITRC20060909-01  Cleveland Clinic FL Paper Data  Medical/Healthcare Yes - Published # 1,100

Combining an ‘unwholesome criminal trilogy’ of identity theft, medical privacy violations and health-care fraud, two cousins stole the personal
information of more than 1,100 Cleveland Clinic patients and billed more than $2.8 million in Medicare charges, federal prosecutors said
Friday. Isis Machado, a coordinator at the Weston clinic, printed out information from electronic files that included Social Security numbers,
dates of birth, addresses and other details about Medicare patients at the clinic's Naples location, prosecutors said. She then sold the
information to her cousin, Fernando Ferrer Jr., owner of Advanced Medical Claims in Naples, who let the information be used to file fraudulent

Medicare claims, prosecutors said. ... On Friday, the Cleveland Clinic sent letters to patients who might have been affected.
Attribution 1 Publication:  Sun-sentinel.com Author: Date Published: 9/9/2006
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ITRC20060908-01  Barnard College Academic NY Electronic Educational Yes - Published # 4,900

Technologies

On June 6, a hacker accessed a Barnard computer that ran the ID swipe-access system, leaving the name-Social Security number
combinations of all 4,800 Barnard students and approximately 100 Columbia students vulnerable to theft.”
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ITRC20060907-01  Chase Card Services us Electronic Banking/Credit/Financial ~ None - Other Protection 0

Chase Card Services, a unit of JPMorgan Chase & Co. said Thursday it is notifying 2.6 million Circuit City credit card holders that computer
tapes containing their personal information were mistakenly thrown in the trash. After an investigation by federal and local authorities, Chase
said it believes the tapes — which were stored in a locked box and contained some card holders’ Social Security numbers — were compacted,
destroyed and buried in a landfill. The company said it has been monitoring the affected accounts, including current and former card holders,
and has not found and misuse of personal information.

Attribution 1 Publication: Associated Press Newswires, Author: Date Published: 9/7/2006
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ITRC20060906-01  Transportation Security us Paper Data ~ Government/Military Yes - Published # 1,195

Administration (TSA)

The Transportation Security Administration is warning 1,195 of its former employees that a contractor may have mailed their Social Security
numbers and birth dates to the wrong addresses and left them open to identity fraud. The error, acknowledged in letters the TSA mailed in
late August to each of the former employees, is the latest in a series of data breaches that may have exposed workers in both private and
government jobs to identity thieves.”
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ITRC20060902-01  Nationwide Retirement MI Electronic Banking/Credit/Financial ~ Yes - Published # 60,000
Services

Nearly 60,000 current and retired local public employees, most of them city and Cook County workers, are being notified of a possible
compromise of confidential personal information, including Social Security numbers and birthdates. The sensitive data was contained on a
laptop computer stolen from the home of an employee of Nationwide Retirement Solutions, city officials said Friday. The Nationwide
employee reported the computer theft to the company police in April 2005. But because of an internal communications problem, the
Nationwide unit that is supposed to investigate such incidents did not learn of the theft until July.
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ITRC20060901-02  Wells Fargo us Electronic Banking/Credit/Financial ~ Yes - Published # 1,400

A two-page letter obtained by SecurityProNews claimed a notebook computer containing personal information about Wells Fargo employees
has been stolen from an auditor's vehicle. The letter, dated August 28th, said the computer and a data disk were stolen from the locked trunk
of an unnamed auditor. The auditor contacted Wells Fargo and law enforcement, and both are investigating the theft.

Attribution 1 Publication: www.securitypronews.com Author: Date Published: 9/1/2006
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Article URL:
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ITRC20060901-01  Virginia Commonwealth VA Electronic Educational Yes - Published # 2,100
University

Human error caused the names, Social Security numbers and e-mail addresses of about 2,100 current and former Virginia Commonwealth
University students to be available online for eight months, the school says. VCU announced yesterday that it is contacting affected students,
but there is no indication that their information has been viewed or used. According to VCU, the personal information of freshmen and
graduate engineering students from the fall semester of 1998 through 2005 was unintentionally placed in a folder available on the Internet.
VCU said the problem was discovered Tuesday by a student who Googled her name and found personal information. The data became
exposed in January when files on a School of Engineering server were moved to an insecure folder.”
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ITRC20060831-01  LabCorp us Electronic Medical/Healthcare Yes - Unknown # 0

A medical lab is notifying patients that a computer with sensitive personal information was stolen from its Prospect Plains Road sample-
collection center. LabCorp is identifying patients who may have had their names and Social Security numbers on a computer stolen from its
Monroe Patient Service Center and notifying those people by mail, said Pamela Sherry, LabCorp's senior vice president of corporate
communications. ... The information, which was scrambled and password protected, did not include birth dates or test results, Sherry said.
... OnJune 5, LabCorp reported a break-in at the facility that occurred sometime between 3:30 p.m. June 4 and 6:15 a.m. June 5, in which
a computer was stolen, according to a report supplied by Monroe Township Police detective Sgt. Lawrence J. Linke.

Attribution 1 Publication: Thnt.com Author: Date Published: 8/31/2006
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ITRC20060830-01  Louisiana State University LA Electronic Educational Yes - Published # 12,000

Attribution 1

A mistake in formatting new Louisiana State University student football tickets has left some concerned about the risk of identity theft. The
print-out version of the student tickets furnish students’ names and Social Security numbers, which act as the ticket’s confirmation number.
Athletic Department officials said they are fixing the problem. Some students have voiced concerns about the tickets because they could put
a student’s identity in jeopardy and directly contradicts the University’s policy statement 113, which went into effect in July. ... Broussard
said e-mailing another set of tickets to all of the 12,000 students may cause confusion.
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ITRC20060829-04

AT&T us Electronic Business Yes - Published # 19,000

Hackers illegally accessed a computer system and stole credit card information and other personal data from thousands of customers of
AT&T Inc.’s online Web store for DSL equipment, the company said Tuesday. AT&T said the system was hacked into over the weekend and
the files of fewer than 19,000 customers were affected. The company said it shut down the online DSL store and would pay for credit
monitoring services for the people whose files were accessed. ... The company said the unauthorized access was found within hours of the
breach over the weekend.”

Attribution 1 Publication: Associated Press Newswire, Author: Date Published: 8/29/2006
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ITRC20060829-03 ~ US Department of Education DC  8/11/2006  Electronic Government/Military Yes - Published # 43

Two laptop computers believed to contain unencrypted personal information about 43 grant reviewers were stolen from an Education
Department contractor in Washington, D.C., earlier this month. The laptops, stolen Aug. 11, contained information about grant reviewers for
the Teacher Incentive Fund. An official for the contractor overseeing the reviews, DTI Associates of Arlington, Va., said the firm could not
rule out the possibility that Social Security numbers, used in the processing of the reviewers' payments, were on the computers

Attribution 1 Publication: GovExec.com Author: Date Published: 8/29/2006
Article Title:
Article URL:
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ITRC20060829-02  Valley Baptist Medical Center ~ TX Electronic Medical/Healthcare Yes - Published # 73

A computer glitch on a hospital web site left some people at risk for identity theft. Names, birth dates, and social security numbers of various
healthcare workers were posted on Valley Baptist Medical Center's web site late last week. The personal information came from an online
application filled out by workers who provide services and bill the hospital. ... Hinojosa provided NewsChannel 5 with four names of the
potential 73 victims.

Attribution 1 Publication: Newschannel5.tv.com, Author: Date Published: 8/29/2006
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ITRC20060829-01  Compass Health WA Electronic Medical/Healthcare Yes - Unknown # 0

Everett-based Compass Health has issued a security advisory to clients that one of its laptop computers was stolen in late June - but there is
no indication that the personal data and social security numbers contained in the computer were used for identity theft. The advisory affects

a limited number of people, including those served by Catholic Community Services and SeaMar. Both groups have Seattle offices. People

affected by this theft should have received letters from Compass Health, an agency that helps people who suffer from mental iliness.
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ITRC20060827-02  Sovereign Bank us Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

Sovereign Bank is warning thousands of its customers that some of their account information might have been stolen in the theft of three
employees’ laptop computers earlier this month. Bank spokesman Carl Brown declined to specify precisely how many customers might have
been affected other than to say the total represented about 1 percent of the bank’s customers. ... Brown said the laptops were stolen from
three employees’ cars at two locations in Massachusetts, which he declined to identify. He said police and bank officials have each launched
investigations. The computers have not been recovered. On Aug. 21, Sovereign sent letters to the customers who it believes might have
been affected, advising them to closely monitor their accounts and notify the bank of any problems. ... The stolen data might have included
tax identification numbers and account information, he said, as well as customers’ names and addresses.
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ITRC20060827-01  New Mexico Administrative NM Electronic Government/Military Yes - Published # 1,500

Office of the Courts

For eight days last spring, an unsecured document containing names, birth dates, Social Security numbers, home addresses and other
personal information on some 1,500 employees of the state judicial branch was posted on a state computer server.
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ITRC20060826-02  PortTix us Electronic Business Yes - Published # 2,000

Credit card information for about 2,000 people who ordered tickets online through PortTix, Merrill Auditorium’s ticketing agency, was stolen
this week when someone hacked into the PortTix Web site. The breach was discovered Wednesday after someone called to report the

possibility that the information was compromised, said Janice Bailey, PortTix executive director. She declined to reveal the caller’s identity.
Bailey said the Web site was secured immediately and an outside audit was performed to make sure the site could not be breached again.

Attribution 1 Publication:  (Portland Press Herald Author: Date Published: 8/26/2006
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ITRC20060826-01  University of South Carolina SC Electronic Educational Yes - Published # 6,000

About 6,000 current and former USC students have been notified their identification information might have been accessed by “an
unauthorized external entity” about a year ago. University of South Carolina spokesman Russ McKinney said Friday a security audit this
summer found that a USC network server was accessed from outside the system in September 2005. The intruder could have accessed a
database used by the university post office that contained names, Social Security numbers and birthdays of about 6,000 students, McKinney
said.”
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Attribution 1

Verizon Wireless this week accidentally distributed a file with limited details on more than 5,000 customers outside the company, potentially
giving identity thieves a toehold. The Microsoft Excel spreadsheet file was e-mailed on Monday and includes names, e-mail addresses, cell
phone numbers and cell phone models of 5,210 Verizon Wireless customers.

Publication: CNET News.com Author: Date Published: 8/25/2006
Article Title:
Article URL:
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ITRC20060825-01

Federal Motor Carrier Safety us Electronic Government/Military Yes - Published # 196
Adminstration

A laptop that might contain personally identifiable information on 193 people who have commercial driver's licenses was stolen in Baltimore
this week, transportation officials said Friday. The Federal Motor Carrier Safety Administration, part of the Department of Transportation, said
the laptop was stolen Tuesday from a government-owned vehicle and was reported to Baltimore police. FMCSA said the computer might
contain names, dates of birth and commercial driver's license numbers of 193 people from 40 motor carrier companies. It does not contain
financial or medical information, the agency said.

Attribution 1 Publication:  Associated Press Newswire, Author: Date Published: 8/25/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060823-02  US Department of Education us Electronic Educational Yes - Published # 21,000

The Education Department said Wednesday it would arrange for free credit monitoring for as many as 21,000 student loan borrowers after
their personal data appeared on its Web site. Terri Shaw, the department's chief operating officer for federal student aid, said the people
involved are holders of federal direct student loans who used the department's loan Web site -- http://www.dIssonline.com -- between Sunday
and Tuesday. ... The Web site program includes names, birthdates, Social Security numbers, addresses, phone numbers and in some
cases account information for holders of federal direct student loans. It does not involve those who have loans managed through private
companies.

Attribution 1 Publication: Associated Press Newswires Author: Date Published: 8/23/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060823-01  Columbus Income Tax OH  8/4/2006 Paper Data  Government/Military Yes - Published # 7,601
Division

The Columbus Income Tax Division mailed more than 7,5000 letters with the recipients’ Social Security Numbers visible through the envelope
window. A computer glitch caused the problem, but the nine-digit numbers, followed by one or two additional characters, were not easily

identifiable as Social Security numbers, said city tax administrator Melinda Frank. ... Atotal of 7,601 letters were mailed with the number
visible from the outside. ... The letters were mailed Aug. 4 to people who had filed tax estimates for 2006 but still had payments to make.”
Attribution 1 Publication: (The Columbus Dispatch Author: Date Published:  8/23/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060822-03 ~ American Family Life us Electronic Business Yes - Published # 612

Assurance Co. (AFLAC)

Insurance giant Aflac said Monday that a laptop computer containing personal information on hundreds of customers was stolen from an
agent's car in the Greenville area. The computer contained names, addresses, Social Security numbers and birth dates of 612 policy
holders, said spokeswoman Laura Kane.”

Attribution 1 Publication:  The Post and Courier Author: Date Published: 8/22/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060822-02  Troy Beaumont Hospital Mi Electronic Medical/Healthcare Yes - Published # 28,400

Attribution 1

Michigan police are searching for a stolen laptop computer containing information about more then 28,000 hospital patients. Troy Beaumont
Hospital officials say the computer was in the vehicle of a Beaumont Home Care when the vehicle was stolen from outside a senior center in
Detroit earlier this month, WDIV-TV reported. ... Chris Hengstebeck, director of security at Troy Beaumont Hospital, said the computer was
used to document patient care and includes personal information such as names, addresses, Social Security numbers and insurance
information on 28,400 Home Care patients served over the last three years.

Publication:  Science Daily Author: Date Published:  8/22/2006
Article Title:
Article URL:
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ITRC20060822-01

Beaverton School District OR Paper Data  Educational Yes - Published # 1,600

Beaverton school officials have notified about 1,600 employees that time slips revealing personal information were missing following a July 24
break-in. ... The documents, which noted extra hours worked by employees between January and April 2003, were stolen from a storage
shed on the Beaverton School District administration office's property. The slips had names and Social Security numbers, but not addresses,
Robertson said.”

Attribution 1 Publication: The Oregonian, Author: Date Published:  8/22/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060818-03  California Department of CA Electronic Government/Military Yes - Published # 9,468

Mental Heatlh

A computer tape containing the names, mailing address and Social Security numbers of 9,468 employees at the California Department of
Mental Health cannot be located, director Stephen Mayberg said late Thursday. Department officials do not believe employees’ personal
information has been accessed because specific equipment is needed to read the computer tape.

Attribution 1 Publication: Sacramento Business Journal, Author: Date Published:  8/18/2006

Article Title:
Article URL:

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20060818-02  Hospital Corporation of us Electronic Medical/Healthcare Yes - Published # 15,000
America
Thieves stole 10 computers from an HCA regional office, potentially compromising the personal data of thousands of Medicare and Medicaid
patients in eight states, including Kansas. ... HCA did not disclose where or when the thefts took place. ... HCA officials said the theft

affects Medicare and Medicaid patients who stayed in HCA hospitals in Kansas, Colorado, Louisiana, Mississippi, Oklahoma, Oregon, Texas
and Washington between 1996 and 2006 and did not pay their co-pays or deductibles, resulting in an overdue account. Between 15,000 and
18,000 patient records are vulnerable, officials said. The records contain names and Social Security numbers, but no birth dates or home
addresses.

Attribution 1 Publication: The Wichita Eagle Author: Date Published:  8/18/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060818-01  Vassar Brothers Medical NY Electronic Medical/Healthcare Yes - Published # 257,800
Center

Vassar Brothers Medical Center has sent out a second letter to help patients whole personal data was on a laptop computer stolen from the
hospital in late June. The laptop was taken from the hospital's emergency department and contains the names, Social Security numbers,
dates of birth, sex and telephone numbers of 257,800 former patients. City of Poughkeepsie police are investigating.”

Attribution 1 Publication: Poughkeepsie Journal Author: Date Published: 8/18/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060817-01  PSA HealthCare GA  7/15/2006  Electronic Medical/Healthcare Yes - Published # 51,000

Attribution 1

In another national case of data theft, a Georgia health care company reported a laptop containing 51,000 patients' personal information was
stolen. PSA HealthCare, based in Norcross, Ga., said a laptop computer was stolen from an employee's car on July 15. The computer
contained personal information on current and former patients, including their names, addresses, Social Security numbers and medical case
information. It did not include banking information or credit card numbers, and the computer was password-protected, the company said.
The company quietly announced the data theft in an Aug. 4 press release titled ‘PSA HealthCare Announces Data Security Update.

Publication: Sarasota Herald-Tribune Author: Date Published:  8/17/2006
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Article URL:
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ITRC20060816-02

University of Kentucky KY Electronic Educational Yes - Published # 710

The social security numbers of University of Kentucky students were accidentally released publicly in two separate incidents recently, school
officials said yesterday. That brought to four the number of times this year in which personal information was released at UK. ... In one of
the most recent incidences, the names and Social Security numbers of 626 students were posted on UK'’s financial-aid Web sire between
Friday and Monday, Blanton said. The mistake was discovered Monday afternoon and the information was removed, officials said.

Attribution 1 Publication:  Louisville Courier-Journal Author: Date Published: 8/16/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060816-01  Chevron us Electronic Business None - Other Protection 0

Chevron may have pocketed record profits of $4.35 billion in the most recent quarter, but that wasn't enough to protect the names and Social
Security numbers of potentially tens of thousands of employees. The San Ramon oil giant sent an e-mail to U.S. workers Monday warning
that a laptop computer ‘was stolen.” Nearly half of the company's 59,000 workers worldwide are from North America.

Attribution 1 Publication: San Francisco Gate Author: Date Published: 8/16/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060815-01  Williams Sonoma, Inc. CA Electronic Business Yes - Published # 1,200

Williams-Sonoma Inc. said on Tuesday that 1,200 employees were put at risk of identity theft in July after a Deloitte & Touche worker
conducting an annual audit of the home furnishings and accessory company either lost a laptop computer or had it stolen in Los Angeles.
The personal and financial information on the employees included payroll data such as names and Social Security numbers, Patricia
Sellman, a spokeswoman for the San Francisco-based Williams-Sonoma, said. ... The Los Angeles Police Department is investigating the
theft or loss of the computer, Sellman said, but so far there's no sign that the identities have been used improperly.

Attribution 1 Publication: Dow Jones, Author: Date Published: 8/15/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060814-01  Weyerhaeuser NC Paper Data  Business Yes - Published # 1,600

Weyerhaeuser workers at the company’s Plymouth and New Bern mills have been warned they could be victims of identity theft, a company
spokeswoman said Friday. A woman was arrested in Yonkers, N.Y., this week after trying to open a line of credit by using a false identity.
After she was taken into custody, officials from the Yonkers Police Department discovered she had a computer printout containing names of
three Weyerhaeuser employees.

Attribution 1 Publication: Washington Daily News Author: Date Published:  8/14/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060811-01  Madrona Medical Group us Electronic Medical/Healthcare Yes - Published # 6,000

Attribution 1

Madrona Medical Group is asking thousands of patients to watch their credit reports after a former employee was charged with illegally
downloading patient files onto his personal laptop computer. Madrona officials don't believe the files were copied or used for identity theft, but
they sent letters this week to more than 6,000 patients anyway, asking them to take steps to make sure no one uses the information illegally.
The records include patients' names, addresses, Social Security numbers and dates of birth.”

Publication: Bellingham Herald Author: Date Published:  8/11/2006
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ITRC20060810-01

US Department of FL Electronic Government/Military Yes - Published # 133,000
Transportation

A laptop computer containing personal information of more than 133,000 Floridians was stolen in late July from a government SUV parked in
front of a popular Doral cafeteria, the U.S. Department of Transportation announced Wednesday. Acting DOT Inspector General Todd J.
Zinser said the laptop contained names, birth dates, Social Security numbers and addresses for 80,677 South Florida commercial driver's
license-holders whose licenses were issued out of Miami-Dade offices. Other potential victims include: 42,792 Floridians holding pilot's
licenses, 9,006 people who received regular Class E driver's licenses from an examining office in Largo, and another 471 who received
commercial licenses from the same office 15 miles north of St. Petersburg. There is no evidence that the data have been used illegally, DOT
officials stressed Wednesday in Washington and Miami.

Attribution 1 Publication: The Miami Herald Author: Date Published: 8/10/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060809-01  America Online us Electronic Business Yes - Published # 650,000

On August 4th, 2006, AOL released a compressed text file on one of its websites containing twenty million search keywords for over 650,000
users over a 3-month period, intended for research purposes. . . Whilst none of the records on the file are personally identifiable per se,
certain keywords contain personally identifiable information by means of the user typing in their own name (ego-searching), as well as their
address, social security number or by other means.”

Attribution 1 Publication: The New York Times Author: Date Published: 8/9/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060808-03 ~ US Department of Veterans us Electronic Government/Military Yes - Published # 38,000
Affairs

—0O“Another Department of Veteran Affairs computer is missing — this one containing the personal information of as many as 38,000 patients
at VA hospitals in Pennsylvania, the department said yesterday. The FBI and the VA inspector general are investigating the disappearance
last week of a desktop computer from the Reston office of Unisys Corp., a subcontractor that assists in insurance collections for VA medical
centers in Philadelphia and Pittsburgh, VA Secretary Jim Nicholson said in a statement. ... The computer is believed to have contained
unencrypted patients’ names, addresses, Social Security numbers, birthdates, insurance information, dates of military service and claims
data that may include medical information, the department said.”

Attribution 1 Publication: Washington Post, Author: Date Published: 8/8/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060808-02  Linens n' Things VA Electronic Business Yes - Published # 90

Loudoun County authorities have a warning for shoppers who used a credit or debit card Saturday at a Linens 'n Things store in Sterling.
Sheriff's spokesman Kraig Troxell says a folder holding about 90 receipts was taken from the store sometime around 8 p.m. The receipts
show both the full account number and the name of the credit or debit card holder.”

Attribution 1 Publication:  Associated Press Author: Date Published: 8/8/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060808-01  Virginia Bureau of Insurance VA Electronic Government/Military Yes - Unknown # 0

Virginia's Bureau of Insurance is advising all insurance agents in the state that their social security number may have been accessible on the
bureau's website for a six-week period of time. The social security numbers were not shown on any web page, but officials fear a savvy
computer user could have found them using the source code tool of a web browser. Although officials said the likelihood of finding an SSN
was remote, access would have been possible from June 13 through July 31, 2006. The bureau said it immediately corrected the
programming error the same day it was discovered.
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Attribution 1 Publication: Insurance Journal, Author: Date Published: 8/8/2006
Article Title:
Article URL:
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ITRC20060804-02  Matrix Bancorp, Inc. us Electronic Banking/Credit/Financial ~ Yes - (Password) Unkno 0

Matrix Bancorp Inc. disclosed late Friday that it was investigating the theft of two personal computers from the bank's downtown branch on
Friday, July 28, one of which contained personal account information on an undisclosed number of customers. . . .The data, the bank said, is
fully encrypted and password-protected, and there's no evidence that any confidential information has been compromised or used illicitly.

Attribution 1 Publication: The Denver Business Journal Author: Date Published: 8/4/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060804-01  Toyota us Electronic Business Yes - Published # 1,500

A security breach at the Toyota plant was being investigated Thursday after a laptop computer containing personal information for more than
a thousand people was stolen, News 4 WOAI learned. The laptop belonged to an independent contractor who was testing people applying for
jobs at the plant, officials said. The computer was stolen after-hours. Toyota officials were sending out notices to people whose information
may have been compromised. More than 100,000 people have applied for jobs at the Toyota plant, and the personal information of
applicants and employees could be in jeopardy, officials said. The stolen laptop contained the names and social security nhumbers of 1,500
people.

Attribution 1 Publication: WOAI (San Antonio, TX) Author: Date Published: 8/4/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060802-02  West Virginia Division of Wwv Electronic Government/Military Yes - Unknown # 0

Rehabilitation Services

The West Virginia Division of Rehabilitation Services is warning clients that one of its laptop computers containing their personal information
has been stolen. The information includes clients' names, addresses, Social Security numbers and telephone numbers.

Attribution 1 Publication: Associated Press Author: Date Published: 8/2/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060802-01 ~ Belhaven College MS Electronic Educational Yes - Published # 300

A laptop computer stolen last month from a Belhaven College employee contained names and Social Security numbers of college
employees, leaving them vulnerable to identity theft. Belhaven College President Roger Parrott said he didn’t know how many of the private
school’s roughly 300 employees’ personal information was compromised by the theft. Parrott notified faculty and staff of the situation in a
memo July 25.

Attribution 1 Publication:  Jackson Clarion-Ledger Author: Date Published: 8/2/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060801-03  Wichita State University KS Electronic Educational Yes - Published # 2,040

Someone gained unauthorized access to three computers in Wichita State University's College of Fine Arts box office and to a university
server in the psychology department, the university said Tuesday. The box-office workstations contained credit card information for about
2,000 patrons. The psychology department server held data regarding about 40 applicants to the department's doctoral program.

Copyright 2009 Identity Theft Resource Center



.trc Identity Theft Resource Center Rir;f/r;;a;e:

2006 Breach List: Breaches: 321 Exposed: 19,137,844 Page 30 of 66

How is this report produced? What are the rules? See last page of report for details.

Attribution 1 Publication: The Wichita Eagle Author: Date Published: 8/1/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060801-02  US Bank us Paper Data  Banking/Credit/Financial ~ Yes - Unknown # 0

Bank spokesman Steve Dale said the names, phone numbers and Social Security numbers of a "very small" number of customers were in
the briefcase that was stolen in Covington from the employee's car.

Attribution 1 Publication:  The Cincinnati Post Author: Date Published: 8/1/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060801-01  Cal Poly - San Luis Obispo CA Electronic Educational Yes - Published # 3,020

Cal Poly has notified current and former students that their names and Social Security numbers were on a laptop computer stolen earlier this
month from a physics professor's home.

Attribution 1 Publication:  The Tribune, Author: Date Published: 8/1/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060729-01  Sentry Insurance us Electronic Business Yes - Published # 112,270

Personal information on 72 worker's compensation claimants was stolen from Sentry Insurance and later sold over the Internet, the company
said. The data sold included names and Social Security numbers but not medical records, Sentry said. Data on an additional 112,198
claimants was also stolen but there is no evidence it was sold, the company said.

Attribution 1 Publication: Associated Press Author: Date Published:  7/29/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060728-02  Riverside City Hall CA Electronic Government/Military Yes - Published # 2,000

Personal and financial data of nearly 2,000 Riverside city employees were sent out across City Hall's e-mail system because of a computer
operator's error, officials confirmed this week. The message, intended for payroll department databases, reached the inboxes of about 2,300
city employees late last week, said Assistant City Manager Tom DeSantis. The correspondence contained workers' Social Security numbers
and financial deduction information for 401(k) and other accounts, as well as ‘specific identification information.

Attribution 1 Publication: Los Angeles Times Author: Date Published:  7/28/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State  Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060728-01  Lancaster General Hospital PA Electronic Medical/Healthcare Yes - Unknown # 0

Attribution 1

A computer with personal information about hundreds of local physicians was stolen last month from an office at Lancaster General Hospital.
.. In the Lancaster General case, the thief took a free-standing personal computer that stored the names, practice addresses and Social
Security numbers of physicians on its medical and dental staff.”

Publication: Lancaster New Era Author: Date Published: 7/28/2006
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ITRC20060727-03

Kaiser Permanente CA Electronic Medical/Healthcare Yes - Published # 160,000

Kaiser Permanente mailed letters this week to 160,000 of its Northern California-based HMO subscribers, informing them that a laptop
containing their personal information, including their phone numbers and Kaiser numbers, had been stolen."”

Attribution 1 Publication:  Wired News Author: Date Published:  7/27/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060727-02  Los Angeles County - Adult CA Electronic Government/Military Yes - Unknown # 0

Protective Services

In the latest security breach, 11 laptops were stolen from an Adult Protective Services office in Burbank over the weekend, said Pat Senette-
Holt, spokeswoman for the Department of Community and Senior Services. ‘The extent of what information was actually retrieved, we have
no way of knowing,” Senette-Holt said. ‘The laptops did contain information that was not for public consumption.

Attribution 1 Publication: Los Angeles Daily News, Author: Date Published:  7/27/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060727-01  Los Angeles County - CA Electronic Government/Military Yes - Published # 4,800

Community Development

Earlier this month a computer hacker in Germany gained access to a computer system at the Community Development Commission in
Monterey Park that contained personal information on 4,800 public-housing residents throughout the county.

Attribution 1 Publication: Los Angeles Daily News, Author: Date Published:  7/27/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060726-02  US Citizenship and us Electronic Government/Military Yes - Published # 8,700

Immigration Services

An employee of U.S. Citizenship and Immigration Services distributed the personal and private employment information of thousands of her
fellow workers last week. ... Top officials at CIS and the Department of Homeland Security spent last weekend and this week evaluating the
extent of the security breach for the 8,700 employees of CIS. ... Homeland Security officials, union officers and others familiar with the
situation said an employee in the CIS budget office accidentally posted the information of all agency employees including the Social Security
numbers and compensation levels on the Intranet that is accessible to anyone in the 184,000-employee Homeland Security Department.

Attribution 1 Publication: The Washington Times Author: Date Published:  7/26/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060726-01  US Navy Recruiting Station NJ Electronic Government/Military Yes - Published # 31,000

Attribution 1

Two laptops used for recruiting were stolen from the New Jersey Navy Recruiting Station offices in Trenton and Jersey City recently, and local
police have turned over investigation of the matter to Navy Criminal Investigative Service. These laptops, and several programs on them,
were password protected on multiple levels and the likelihood of unauthorized access to the personal data is extremely low; however, the
Navy is reviewing the data contained in the computers, including personal information on approximately 31,000 individuals (such as
recruiters, prospects from school lists and applicants). Approximately 4,000 individuals had social security numbers on the computer. The
Trenton laptop was reported stolen in early June, and the recruiting stations reported the theft to the police and local authorities.

Publication: (U.S. Navy News Release Author: Date Published:  7/26/2006
Article Title:
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ITRC20060725-05

Old Mutual us Electronic Banking/Credit/Financial ~ Yes - Published # 6,500

Old Mutual Capital Inc., a midsize distributor of mutual funds, has sent letters to 6,500 fund shareholders informing them that a laptop was
stolen that contained personal information about clients' names, addresses, account numbers and in some cases Social Security numbers.

Attribution 1 Publication: The Wall Street Journal Author: Date Published: 7/25/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060725-04  Georgetown University DC Electronic Medical/Healthcare Yes - Published # 23,000

Hospital - InstanDX

Georgetown University Hospital suspended a trial program with an electronic prescription-writing firm last week after a computer consultant
stumbled upon an online cache of data belonging to thousands of patients, Wired News has learned. The leaked information included

patients' names, addresses, Social Security numbers and dates of birth. ... between 5,600 and 23,000 patients were affected.
Attribution 1 Publication: Wired News Author: Date Published:  7/25/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060725-02  Cablevision us Electronic Business Yes - Published # 13,700

Cablevision Systems said late Tuesday that a computer tape containing personal information of some of its current and former employees
was lost in transit between two external vendors. ... A person familiar with the matter said the computer tape included social security and
401(k) election information for about 13,700 current and former Cablevision employees.

Attribution 1 Publication:  Multichannel.com, Author: Date Published: 7/25/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060725-01  Armstrong World PA Electronic Business Yes - Published # 12,000

Industries - Deloitte &

Armstrong World Industries informed workers last week that a thief had stolen a laptop computer containing personal information on about
12,000 current and former employees. ... The personal information on the stolen laptop contained names, home addresses, phone
numbers, Social Security numbers, employee identification numbers, annual salary/hourly wage data and the bank account numbers of
employees who have their checks directly deposited.

Attribution 1 Publication: Intelligencer Journal Author: Date Published:  7/25/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060724-03  CS Stars IL Electronic Government/Military Yes - Published # 540,000

Attribution 1

The names, address and social security numbers of as many as 540,000 injured workers have been lost and the state and its contracted
company are trying to protect the workers from identity theft. Company and state officials confirmed Monday that the data was on computer
hardware that is missing from a secured facility of the company, Chicago-based CS Stars.

Publication: Associated Press Newswires, Author: Date Published: 7/24/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060724-01  New York City - Department NY Electronic Government/Military Yes - Published # 8,400
of Homeless Services
The personal information of more than 8,000 of New York City's homeless accidentally was leaked in an email Friday. ... The email

attachment, errantly sent out by an unnamed city Department of Homeless Services employee, landed in the inboxes of an unknown number
of homeless advocates and city officials.

Attribution 1 Publication: SC Magazine Author: Date Published:  7/24/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060719-01  US Department of Agriculture  KS Electronic Government/Military Yes - Published # 350

Local police are investigating the theft of a computer here Saturday they say contained sensitive information about hundreds of United States

Department of Agriculture employees. The laptop computer was reported missing from a vehicle parked at the Oak Tree Inn. ... The
computer, investigators say, contained names, addresses and social security numbers of employees and state contractors involved in federal
meat grading programs. ... When police arrived, they discovered the computer may have contained personal information on as many as
350 people.
Attribution 1 Publication:  Wellington Daily News Author: Date Published:  7/19/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20060717-02  Nelnet Inc. NE Electronic Banking/Credit/Financial ~ Yes - Published # 188,000

Student loan company Nelnet Inc. said on Monday that a computer data tape containing the personal information of approximately 188,000
customers is missing. The tape, in the possession of United Parcel Service (UPS), included data on loans serviced by Nelnet that were
previously serviced by the College Access Network between Nov. 1, 2002, and May 31, 2006, the Lincoln, Nebraska-based company said. . .
. While Nelnet does not believe that the information on the tape has been acquired by an unauthorized person, Nelnet is taking steps to
notify potentially affected student loan customers to make them aware of the missing data tape and to encourage them to monitor their credit
and protect their identity.

Attribution 1 Publication: Reuters, Author: Date Published: 7/17/2006
Article Title:
Article URL:
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ITRC20060717-01  Merlin Information Services MT Electronic Business Yes - Published # 5,875

A Simi Valley man pleaded guilty today to federal criminal charges for fraudulently obtaining personal information for thousands of victims
from Merlin Information Services and using that information to commit identity theft by opening up credit card accounts. ... Dill conducted at
least 1,873 queries through the Merlin system to obtain information on approximately 5,875 people.

Attribution 1 Publication: U.S. Department of Justice Author: Date Published:  7/17/2006
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ITRC20060716-02  Mississippi Secretary of MS Electronic Government/Military Yes - Unknown # 0

Attribution 1

State Web site

Until Friday morning, the secretary of state’s Web site was a potential gold mine for would-be identity thieves. More than 2 million
documents — thousands containing individuals’ Social Security numbers — called Uniform Commercial Code filings had been available for
public perusal. But after calls from concerned residents, privacy advocates and The Clarion-Ledger, the secretary of state’s office on Friday
disabled links to the documents.
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ITRC20060716-01

Northwestern University IL Electronic Educational Yes - Published # 17,000

Northwestern University began sending letters and e-mails Friday to about 17,000 student applicants whose personal information may have
been stolen from the university’'s computer system. Officials realized in May that hackers had access to names, addresses and Social
Security numbers stored on nine desktop computers, and they have spent the last two months investigating the incident. The security
breach happened after troubleshooting software, which allowed technical support staff to access computers remotely, was installed on the
computers. The affected computers were in the Office of Admissions and Financial Aid. The computers were shut down after the security
breach was discovered.

Attribution 1 Publication: Chicago Tribune Author: Date Published: 7/16/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060715-01  Hampton Roads - Virginia VA Electronic Government/Military Yes - Published # 100,000

Circuit Court

A public computer could have put more than 100,000 city tax records — not just properties — on display. If you paid car, boat or real estate
taxes in Hampton, your Social Security number might have been in a database that was available on a public computer until earlier this
week. City Commissioner of Revenue Ross A. Mugler confirmed Friday that the security breach was much more extensive than initially

thought. ... City officials removed the computer from the Circuit Court building after they found out the numbers were on display.”
Attribution 1 Publication: Daily Press, Author: Date Published:  7/15/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060712-02  Moraine Park Technical Wi Electronic Educational Yes - Published # 1,500
College

A technical college with branches in three Wisconsin cities is reporting a missing computer disk that contains personal information on about
1,500 students. Moraine Park Technical College President Gayle Hytrek said she has no reason to believe that someone has inappropriately
used the information, and the school has received no reports of identity theft.” The disk contained names, addresses, telephone numbers
and Social Security numbers of students in the college’s apprenticeship programs since 1993, said Judy Urben, a college spokeswoman.

Attribution 1 Publication: The Associated Press Author: Date Published: 7/12/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060712-01  University of lowa 1A 6/30/2006  Electronic Educational Yes - Published # 280

Authorities are still investigating the theft of a laptop computer containing important personal information of 280 current and former students
in the M.B.A. for professionals and managers program. A Dell Latitude D-820 was stolen from a University of lowa faculty member’s private
office in Davenport on June 30. ... The laptop’s contents are of particular interest because the computer includes M.B.A. students’ names,
Social Security numbers, and contact information, including the ominous possibility of mass identity theft.”

Attribution 1 Publication:  The Daily lowan Author: Date Published: 7/12/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060707-03 ~ US Navy us Electronic Government/Military Yes - Published # 100,000

Attribution 1

Personal information on 100,000 US Navy and Marine Corp aviators was discovered on a publicly available website, the US Navy said Friday,
putting them at risk of identity theft. The information, which included full names and Social Security numbers, was found on a Naval Center
website that was open to the public, the navy said. The information was discovered Thursday and removed from the site the same day, the
Navy said, adding that an investigation is underway.
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ITRC20060707-02

Hattiesburg City Hall MS Electronic Government/Military Yes - Unknown # 0

“Two men allegedly stole hard drives from 18 computers, apparently stuffing them into back packs visible on the tape. The hard drives
contained the names, addresses and Social Security numbers of city employees and registered voters and banking information for employees
paid through direct deposit and water system customers who paid their bills electronically."

Attribution 1 Publication: Hattiesburg American, Author: Date Published: 717/2006
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Article URL:
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ITRC20060707-01  National Association of us Electronic Banking/Credit/Financial ~ Yes - Published # 1,073
Securities Dealers
Ten laptop computers were stolen from a team of securities regulators conducting an investigation last February. ... Two months later, the

agency warned 73 securities dealers who were questioned during personal interviews and supplied their Social Security numbers during
questioning. About 1,000 consumers’ names and investment account numbers also were on the laptops, but none of those accounts was
active, said NASD spokesman Herb Perone.”

Attribution 1 Publication: MSNBC News Author: Date Published: 7/7/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060706-03 ~ Federal Bureau of us Electronic Government/Military None - Other Protection 0

Investigation (FBI)

A government consultant, using computer programs easily found on the internet, managed to crack the FBI's classified computer system and
gain the passwords of 38,000 employees, including that of FBI Director Robert S. Muller Ill. The break-ins, which occurred four times in 2004,
gave the consultant access to records in the Witness Protection Program and details on counterespionage activity, according to documents
filed in U.S. District Court in Washington. As a direct result the bureau said it was forced to temporarily shut down its network and commit
thousands of man-hours and millions of dollars to ensure no sensitive information was lost or misused.

Attribution 1 Publication: The Washington Post Author: Date Published: 7/6/2006
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Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060706-02  University of Tennessee TN Electronic Educational Yes - Published # 36,000

A hacker broke into a University of Tennessee computer containing names, addresses and Social Security numbers of past and present
employees. The hacker apparently used the computer over a nine-month period, from August until May, only to store and transmit movies.

Attribution 1 Publication: WBIR, Knoxville (TN) Author: Date Published: 7/6/2006
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ITRC20060706-01 ~ Automatic Data Processing us Electronic Business Yes - Published # 138,800
(ADP)

Attribution 1

Automatic Data Processing, one of the world’s largest payroll service companies, confirmed to ABC News that it was swindled by a data thief
looking for information on hundreds of thousands of American investors. According to a company spokeswoman, ADP provided a scammer
with personal information of investors who had purchased stock through brokerages that use ADP’s investor communications services. Initial
reporting indicates that these firms include a number of brand-name brokers, including Fidelity Investments and Morgan Stanley. A Fidelity
spokesman said the breach compromised 125,000 of the 72 million active accounts at the brokerage. Morgan Stanley says 3,800 of its
clients were affected. ... A spokesman for banking and financial group UBS confirms that about 10,000 of its brokerage clients were among
those disclosed. ... ADP said that the loss, which occurred between November 2005 and February 2006, resulted in the ‘inadvertent
disclosure’ of investors’ names, mailing addresses and the number of shares they held in certain companies. No Social Security numbers
were disclosed.
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ITRC20060701-01  American Red Cross us Electronic Business Yes - (Password) Unkno 0

A laptop containing personal information from thousands of blood donors — including Social Security numbers and medical information — was
stolen from a local office of the American Cross, but officials say the data was encrypted.”

Attribution 1 Publication: MSNBC Author: Date Published: 7/1/2006
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ITRC20060630-03 ~ US Department of Veterans us Electronic Government/Military Yes - Published # 16,000
Affairs
The Department of Veterans Affairs is missing a backup tape with more than 16,000 legal case records from an Indianapolis office serving
veterans in Indiana and Kentucky. ... The Indianapolis tape contains personally identifiable information on veterans, their dependents or

department employees, such as dates of birth, Social Security numbers, patient records and other documentation related to legal cases
handled by the Regional General Counsel's Office.

Attribution 1 Publication: ~ Star Washington Bureau Author: Date Published:  6/30/2006
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Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060630-02  Washington Regional AR Electronic Medical/Healthcare Yes - Published # 5,000

Medical Center

The problem hit close to home in April, when a laptop was stolen from the Human Resources Division of Washington Regional Medical
Center in Fayetteville. . . According to hospital spokesman Terry Fox, the theft could have affected nearly 5,000 current and past employees.

Attribution 1 Publication:  Northwest Arkansas Times, Author: Date Published: 6/30/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060630-01  Oklahoma State University OK Electronic Government/Military Yes - Published # 20

June 19, 2006, the Construction Management Technology (CMT) department was notified that the personal information of a small number of
students had been found on Google. ... Twenty students who applied for entry into the Fall 2005 CMT upper division program. ... The
spreadsheet was put on the CMT website in early April 2006 and removed the morning of June 19, 2006. All cached files were removed from
the search engines. This was verified the morning of June 30, 2006.

Attribution 1 Publication: Oklahoma State University Press Releas Author: Date Published:  6/30/2006
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ITRC20060629-04  Nebraska Treasurer’s Office NE Electronic Government/Military Yes - Published # 309,000

Attribution 1

A hacker broke into the child-support computer system run by the state Treasurer's office and may have obtained names, Social Security
numbers and other information of 300,000 people and 9,000 employers. ... The computer network also contained tax identification numbers
for 9,000 businesses who collect and send in child-support payments to the Treasurer's Office.
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ITRC20060629-03

National Institute on Health us Electronic Banking/Credit/Financial  Yes - Unknown # 0
Federal Credit Union

The National Institutes on Health's federal credit union has notified some customers that their personal information has been compromised by
an identity theft scheme, officials said yesterday. Lindsay A. Alexander, chief executive of the credit union, would not disclose how many of
the institution’s 41,000 customers were affected, but she did say it was a small number.

Attribution 1 Publication: The Washington Post Author: Date Published:  6/29/2006
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ITRC20060629-02  Medical Excess LLC us Electronic Medical/Healthcare Yes - Published # 930,000

Employees started getting letters early this week from Medical Excess LLC saying a ‘recent’ theft of a computer file server at a regional office
might have contained their personal information — including their name, Social Security number and birth date. The letter said the server also
stored medical and disability information for a small percentage of people. ... When the break-in occurred in March, a camera and two
laptop computers also were stolen, [Chris] Winans said. The file server contained information on 930,000 people from 690 brokers from all
over the country, [John] McGauley said.

Attribution 1 Publication: Fort Wayne News Sentinel, Author: Date Published:  6/29/2006
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ITRC20060629-01  Minnesota Department of MN Electronic Government/Military Yes - Published # 2,400
Revenue
State officials revealed Wednesday that a mailed package containing private taxpayer information, including the Social Security numbers of
2,400 people, is missing and probably stolen. ... An employee in the Revenue Department’s Brainerd office mailed three checks, a
computer backup tape and other paperwork May 16 from the Baxter post office to Revenue Department headquarters in St. Paul. ... On

June 13, Revenue Department employees realized the package had not arrived in St. Paul. The department has mailed letters to the affected
taxpayers, as required by law.

Attribution 1 Publication: ~ St. Paul Pioneer Press, Author: Date Published:  6/29/2006
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ITRC20060627-02 ~ Government Accountability us Electronic Government/Military Yes - Published # 1,000
Office
The Government Accountability Office has pulled from its Web site personal information on certain government employees after discovering
that the archived data had been inadvertently posted online. . .. [The data] included some service members' names, Social Security

numbers and addresses. GAO estimates that fewer than 1,000 people were impacted.

Attribution 1 Publication: GCN Author: Date Published: 6/27/2006
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ITRC20060627-01  AAAAA Rent-A-Space us Electronic Business Yes - Published # 13,000

Attribution 1

A CBS 5 investigation has confirmed a security breach at a popular self-storage company that may have exposed customers' private
information on its website.

While trying to make an online payment, Fortner says he accidentally typed in someone else's storage unit number along with his password,
which is his phone number. Up popped another customer's private information, including a name, address, credit card, and Social Security
number.
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ITRC20060626-01

King County Elections WA Electronic Government/Military Yes - Unknown # 0

King County Elections has posted the social security numbers for potentially thousands of current and former county residents, County
Council member Reagan Dunn said Monday. ‘Within forty-five minutes, my staff was able to retrieve online documents with the social
security numbers of numerous local elected officials and other high-profile individuals,” Dunn said.

Attribution 1 Publication: ~ Seattle Post-Intelligencer, Author: Date Published:  6/26/2006
Article Title:
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ITRC20060624-01 ~ Catawaba County Schools NC Electronic Educational Yes - Published # 619

A number of Catawba County high school students received an unwanted adult-world graduation present: Their Social Security numbers were
exposed on the Web. The mother of a graduate found the numbers along with test scores of 619 students on a school Web site this week.

Attribution 1 Publication: Charlotte Observer, Author: Date Published:  6/24/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060623-03  California Department of CA Electronic Medical/Healthcare Yes - Published # 323

Health Services

For the second time in two weeks, the state Department of Health Services has issued warnings that the private, personal information of
Californians could have landed in the wrong hands. On Thursday, the department disclosed that it sent letters to 323 Medi-Cal beneficiaries
to alert them that documents detailing their personal information were found in the possession of a state employee who lacked the
authorization to have them.

Attribution 1 Publication: Sacramento Bee Author: Date Published: 6/23/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060623-02  San Francisco State CA Electronic Educational Yes - Published # 2,800
University

The Social Security Numbers of more than 2,800 current and former San Francisco State University students were stolen when a thief broke
into a faculty member's car and swiped a laptop computer.

Attribution 1 Publication: AP News Author: Date Published:  6/23/2006
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060623-01  US Navy us Electronic Government/Military Yes - Published # 28,000

Attribution 1

Personal data on approximately 28,000 Sailors and family members was discovered on a civilian Web site in later June, and the Chief of
Naval Personnel is working to identify those individuals affected, to notify them individually. The Chief of Naval Personnel was notified June
22 that an open Web site contained five spreadsheet files with personal information including the name, birth date, and social security
number on Navy members and dependents.
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ITRC20060622-02

Attribution 1

USDA us Electronic Government/Military Yes - Published # 26,000

A computer hacker may have stolen "personal identity information” for 26,000 current and former Agriculture Department headquarters
employees, agency officials said. USDA announced the security breach shortly before midnight on Wednesday, nearly three weeks after it
occurred. The agency said that its computer systems were illegally accessed during the first weekend of June. Officials said that at first they
thought the personal information was still protected, but now they are not sure the data is safe.

Publication: Reuters News Author: Date Published:  6/22/2006
Article Title: USDA says hacker may have stolen employees' data
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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060622-01  Federal Trade Commission us Electronic Government/Military Yes - Published # 110
(FTC)

The Federal Trade Commission — an agency whose mission includes consumer protection and occasionally involves suing companies for
negligence in protecting customer information — today disclosed a recent theft of two laptop computers containing personal and financial data
on consumers. In a statement, the FTC said two employee laptops were stolen from a locked vehicle. The PCs contained data on about 110
people that was ‘gathered in law enforcement investigations and included, variously, names, addresses, Social Security numbers, dates of
birth, and in some instances, financial account numbers.

Attribution 1 Publication: The Washington Post Author: Date Published:  6/22/2006
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ITRC20060621-04  Visa USA, Inc. us Electronic Banking/Credit/Financial  Yes - Unknown # 0

Visa USA on Tuesday confirmed an ATM security breakdown has exposed more consumers to potential mischief, the latest in a long line of
lapses that have illuminated the often flimsy controls over the personal information entrusted to businesses, schools and government
agencies. The latest breach dates back to February when San Francisco-based Visa began notifying banks of a security problem affecting a
U.S.-based contractor that processed automated teller machine transactions.

Attribution 1 Publication: Associated Press, Author: Date Published: 6/21/2006
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ITRC20060621-03 ~ Cumberland County NC  6/8/2006 Electronic Medical/Healthcare Yes - Published # 24,350

Emergency Medical Services,

A portable computer containing the personal information of more than 24,000 people was stolen from a Cumberland County ambulance June
8. The computer contained the information of 24,350 people treated in the past year by Cumberland County Emergency Medical Services. . .
. The computer contained the names, addresses and birth dates of all the patients treated since August 2005 and the Social Security
numbers of about 84 percent of those patients.

Attribution 1 Publication: The Fayetteville Observer Author: Date Published:  6/21/2006
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ITRC20060621-02  New Jersey Department of NJ Electronic Government/Military Yes - Published # 498

Attribution 1

Labor and Workforce

The personal information of nearly 500 unemployed New Jerseyans was mailed to the homes of other jobless people in the state because of
a malfunction in a mail process machine, state officials said yesterday. The state Department of Labor and Workforce Development
announced that form letters or interview appointment notifications bearing the names, addresses and Social Security numbers of up to 498
people in the early stages of obtaining state unemployment insurance were unintentionally stuffed into envelopes addressed to other
claimants and mailed to them.
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ITRC20060621-01

Equifax GA Electronic Banking/Credit/Financial ~ Yes - Published # 2,500

A laptop computer containing the names and Social Security numbers of all of Equifax’s 2,500 U.S. employees — from chief executive to
janitor — was stolen from an employee in London in late May, the company said Tuesday. ... The employee was riding on a train when the
thief took the laptop, Equifax spokesman David Rubinger said. The data were not encrypted, but Rubinger said names and numbers were
stored in a jumble that would make it hard to know which numbers went with which employee.

Attribution 1 Publication: The Atlanta Journal-Constitution Author: Date Published:  6/21/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060620-01  University of Alabama AL Electronic Medical/Healthcare Yes - Published # 9,800

Birmingham - School of

A computer in the UAB School of Medicine research department was stolen, potentially jeopardizing confidential information of 9,800 donors,
recipients and potential recipients in the university's kidney transplant program. The theft occurred in February but the affected people were
notified June 8 because it took months for school officials to reconstruct the missing database, a UAB official said.”

Attribution 1 Publication:  Birmingham News Author: Date Published: 6/20/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060619-01  ING us Electronic Business Yes - Published # 13,000

Letters will be mailed out today to about 13,000 District workers and retirees whose personal data — including Social Security numbers — were
contained in a laptop stolen during a burglary a week ago at the Southeast Washington home of an ING U.S. Financial agent. ... The stolen
laptop was not protected by a password or encryption.

Attribution 1 Publication: The Washington Post, Author: Date Published:  6/19/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060617-01  Western lllinois University IL Electronic Educational Yes - Published # 240,000

The names, addresses and Social Security numbers for as many as 240,000 people connected to Western lllinois University were
compromised by a hacker earlier this month, school officials said. ... The incident occurred on June 5 when someone accessed the WIU
system that stores students' personal data, Davidson said. The system also holds credit card information for anyone who used the Web to
buy items from the school's bookstore or who stayed in the hotel in the school's union.

Attribution 1 Publication:  Associated Press Newswires Author: Date Published: 6/17/2006
Article Title:
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ITRC20060616-04  ADP TotalSource us Paper Data  Business Yes - Published # 80

Attribution 1

Sensitive personal and payroll information belonging to at least 80 workers at companies in Illinois, California and Florida was sent unsolicited
to a Nashua financial adviser yesterday, exposing workers to potential identity theft. Paul Dullea received three separate faxes containing the
names, addresses, Social Security numbers and income information from ADP TotalSource, a national payroll processing company.
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ITRC20060616-03

Albuquerque Human NM Electronic Government/Military Yes - Unknown # 0
Services Department

Thousands of low-income people and about 50 state employees could be at risk for identity theft after thieves stole a state computer

containing their personal information, including Social Security numbers. The theft occurred around 4 a.m. Wednesday at the Northeast
Albuqguerque office of the state Human Services Department when someone smashed the windows and grabbed the computer hard drive,

said Albuquerque police spokeswoman Trish Hoffman.”

Attribution 1 Publication:  Albuquerque Journal Author: Date Published:  6/16/2006
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ITRC20060616-02  New York State Comptroller's  NY  5/30/2006  Electronic Government/Military Yes - Published # 1,300
Office
Some 1,300 state employees are being notified this week by the state comptroller's office that they are at risk of identity theft after a computer
cartridge containing their payroll information - including Social Security numbers and home addresses - was lost. ... In the letter, Berry

said the payroll data, which contained names, salaries, Social Security numbers and home addresses, was shipped May 30 from the state
comptroller's data center in Rensselaer to the W. Averell Harriman State Please see ID A12 Office Campus in Albany ‘but was not received at
its intended destination.
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Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060616-01  University of Kentucky KY Electronic Educational Yes - Published # 6,500

The academic and personal information of as many as 6,500 current and former University of Kentucky students was stolen late last month,
making them vulnerable to identity theft, university officials said today. In letters, the university urged the students and alumni to review all
credit card and financial information for suspicious activity. The information was on a flash drive, which a professor in the School of Human
and Environmental Sciences left in a classroom. ... The professor, who was not identified by the university, told officials he thought the
drive contained class rosters from 1988 through the spring of 2006.

Attribution 1 Publication: Lexington Herald Leader (KY), Author: Date Published:  6/16/2006
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ITRC20060614-01  Oregon Department of OR  1/5/2006 Electronic Government/Military Yes - Published # 1,300
Revenue
Oregon Department of Revenue officials thought they were tightly secured against data theft. ... But the technology did not stop an

Attribution 1

employee from using an office computer to surf porn sites and download a Trojan horse, a hidden spyware program not yet known to
intrusion-detection software. The Trojan installed itself Jan. 5 and for the next four months secretly captured and relayed data to the hackers
who created it. More than 1,300 taxpayers are now at risk of identity theft. The Department of Revenue, which disclosed the security breach
Tuesday, said the confidential data consisted of Social Security numbers, names and addresses but included no tax records or financial or
credit card information.

Publication: Computerworld Author: Todd Weiss Date Published:  6/14/2006
Article Title:  Trojan horse captured data on 2,300 Oregon taxpayers from infected gov't PC
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ITRC20060613-02

Office of Patricia Anderson, MN Electronic Government/Military Yes - Published # 2,411
Minnesota State Auditor

Three computers that contain private data on municipal employees and some recipients of government aid have been reported stolen from
the office of State Auditor Patricia Anderson. . .. Information on the three laptop computers could be tapped by identity thieves only by
hacking into a password-protected program, Sutton said. ... The private data includes Social Security numbers, dates of birth, tax-
withholding payments and information on recipients of housing aid. ... In all, the auditor's office said 493 Social Security numbers were on
the computers as was 1,918 instances of private financial data.”
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ITRC20060613-01  Fluor Hanford us Electronic Business Yes - Published # 4,000

4,000 people who worked for Fluor Hanford 10 years ago are being told a list including their names and Social Security numbers was found in
a drug house raid in Yakima. Officials said there's no indication the information was used for identity theft, but are urging those affected to
carefully monitor their financial accounts. Federal Drug Enforcement Administration agents found the printed list in a June 1 raid at which
several people were arrested.

Attribution 1 Publication:  Tri-City Herald (WA), Author: Date Published:  6/13/2006
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ITRC20060612-01  Denver Election Commission  CO Electronic Government/Military Yes - Published # 63,000

About 87,000 of 150,000 voting records reported missing from city election offices have been found, raising hopes that the records were
simply misplaced during a move in February, not lost or stolen, election officials said Monday. The lost microfilmed voter registration files
records contain Social Security numbers, addresses and other personal information from 1989 to 1998, raising the possibility of identity theft.
Denver Election Commission staff searched its former building late Friday and found 58 percent of the records in a plastic box marked for the
move to the agency's new headquarters.
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ITRC20060609-02  Ohio University OH Electronic Educational Yes - Published # 70,000

This time, someone has again tapped into their computer systems, taking private information from their files. Reports indicate that two
additional electronic security breaches have been discovered. This one involves over 70,000 people, including subcontractors paid by OU
over the past two years.
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ITRC20060609-01  National Nuclear Safety us Electronic Government/Military Yes - Published # 1,500

Adminstration

A computer hacker got into the U.S. agency that guards the country's nuclear weapons stockpile and stole the personal records of at least
1,500 employees and contractors, a senior U.S. lawmaker said on Friday.
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ITRC20060608-01  Internal Revenue Service us Electronic Government/Military Yes - Published # 291

An Internal Revenue Service employee lost an agency laptop early last month that contained sensitive personal information on 291 workers
and job applicants, a spokesman said yesterday. The IRS's Terry L. Lemons said the employee checked the laptop as luggage aboard a
commercial flight while traveling to a job fair and never saw it again. The computer contained unencrypted names, birth dates, Social
Security numbers and fingerprints of the employees and applicants, Lemons said. Slightly more than 100 of the people affected were IRS
employees, he said. No tax return information was in the laptop, he said.
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ITRC20060607-05  US Department of Energy us Electronic Government/Military Yes - Published # 1,500

A hacker stole a file containing the names and Social Security numbers of 1,500 people working for the Energy Department's nuclear
weapons agency. But in the incident last September, somewhat similar to recent problems at the Veterans Affairs Department, senior
department officials were told only two days ago, officials told a congressional hearing Friday. None of the victims was notified, they said.

Attribution 1 Publication: ~ Akron Beach Journal Author: Date Published: 6/7/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060607-04  East Orange County High NJ Electronic Educational Yes - Published # 1,200
School

Documents containing Social Security numbers for 1,200 people taking a law-enforcement entry exam were stolen after a test at East Orange
High School on Saturday, the state Department of Personnel announced late Tuesday. The personnel department reported the theft to the
state Department of Law and Public Safety, Division of State Police and consumer reporting agencies.
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ITRC20060607-03  University of Texas - El Paso > Electronic Educational Yes - Published # 4,719

Computer files containing the names and Social Security numbers of more than 4,500 current and former UTEP students and staff members
have been viewed without authorization, university officials said Tuesday. The personal data of 4,467 students who voted in a 2002 Student
Government Association election and 252 current and former UTEP employees who voted in a 2002 Staff Council election were viewed by a
group of UTEP students, said Richard Adauto, assistant to the president at the University of Texas at El Paso. ... Adauto said the group of
fewer than eight students who viewed the information came forward to tell UTEP officials about the security breach May 24.
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ITRC20060607-02  Colorado Mental Health CO  4/21/2006  Paper Data  Medical/Healthcare Yes - Published # 287
Institute

Files containing personal information on 287 employees, patients and former patients at a state mental hospital have been stolen - creating
the risk of identity theft. The paper files were in a briefcase taken April 21 from a hospital employee's car while it was parked at Bear Creek
Park in southwest Denver. ... The department sent out letters Tuesday notifying 247 patients whose files were taken, McDonough said.
The 40 employees affected were alerted the next business day after the theft.
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ITRC20060607-01  University of Michigan Credit MI Paper Data  Banking/Credit/Financial ~ Yes - Published # 5,000
Union

Ann Arbor police received two reports Tuesday from local residents who said they fell victim to identity theft scams after personal data was
stolen from the University of Michigan Credit Union this spring. Detective Brian Zasadny said police have received about 12 similar reports
since the theft of personal data at the credit union was discovered in March, although not all of the victims have lived in Ann Arbor and not all
of the crimes have occurred here. The U-M Credit Union sent a letter to 5,000 of its 44,000 members warning them that their information may
have been stolen during the process of destroying documents.
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ITRC20060606-02  AllState Insurance AL Electronic Business Yes - Published # 27,000

A Huntsville branch of a major insurance company has a breach of security. A computer stolen from the office, released valuable customer
information, and now it's in the hands of a criminal. The computer was stolen from an AllState office in Bailey Cove. More than 27,000
AllState customers in Alabama got a letter.
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ITRC20060606-01  Humana Health Plans Inc. us Electronic Medical/Healthcare Yes - Published # 17,250

The private information of about 17,250 Humana Health Plans Inc. customers -- including their Social Security numbers and birth dates -- was
compromised in two separate incidents recently, the Centers for Medicare & Medicaid Services said June 5. ... In the first incident, Social
Security numbers and other personal information for almost 17,000 beneficiaries enrolled in Humana's Medicare prescription-drug plan were
left on a hotel computer in Baltimore after a Humana employee called the data up and neglected to delete the file. ... In the second
incident, about 250 member applications were stolen from an insurance agent's car in Minnesota sometime in May; CMS didn't give an exact
location or date.
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ITRC20060605-02  Royal Ahold USA us Electronic Business Yes - Unknown # 0

After a ‘security breach’ by one of its vendors, Ahold USA here sent letters last week to some former employees telling them that their
personal information, including birth dates and Social Security numbers, could possibly be accessed by others. Ahold didn't disclose how
many people were potentially affected by the breach, but they're limited to retirees and terminated associates, Ahold USA spokesman Barry
Scher told Progressive Grocer. The information in question was in a laptop computer that was lost -- perhaps stolen -- early last month during
a flight from Philadelphia to Boston by an employee of Plano, Texas-based Electronic Data Systems Corp. (EDS), which provides data-
processing services for Ahold's pension plan. The computer, which was checked with the baggage in violation of EDS policy, was password-
protected, although the information wasn't encrypted.
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ITRC20060605-01 ~ American Insurance Group us Electronic Business Yes - (Password) Publish 930,000
(AIG)
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Thieves broke into an AlG office in March and took a computer containing personal information on 930,000 people, a spokesman for the
insurance company said. The spokesman said various equipment was stolen from a Midwest office, including a camera and the laptop
computer. The server files on the computer contained sensitive information about employees of companies seeking health insurance. The
files were password protected.
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ITRC20060604-01

Hotels.com us Electronic Business Yes - Published # 243,000

Thousands of Hotels.com customers may be at risk for credit card fraud after a laptop computer containing their personal information was
stolen from an auditor, a company spokesman said Saturday. The password-protected laptop belonging to an Ernst & Young auditor was
taken in late February from a locked car, said Paul Kranhold, spokesman for Hotels.com, a subsidiary of Expedia.com based in Bellevue,
Wash. ... The transactions recorded on the laptop were mostly from 2004, although some were from 2003 or 2002, the companies said.
The computer contained personal information including names, addresses and credit card information of about 243,000 Hotels.com
customers. It did not include their Social Security numbers.

Attribution 1 Publication: Associated Press Newswires Author: Date Published: 6/4/2006
Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060603-01  Medicaid us Electronic Medical/Healthcare Yes - Published # 72,000

Laptop computers containing demographic information on 72,000 Medicaid HMO customers, including tens of thousands in Summit and Stark
counties, were stolen from one of Ohio's largest Medicaid insurance providers, officials said Friday. Four laptops were stolen Thursday
morning from the Buckeye Community Health Plan plant in Columbus, according to a news release issued early Friday evening. ... The
laptops contained customer names, Social Security numbers and addresses, the company said in its news release. The computers also had
personal health information on the 13,000 customers in Stark.”
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Article Title:
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20060602-01  YMCA us Electronic Business Yes - Published # 65,000

A laptop computer containing personal information about thousands of YMCA members from across Rhode Island and in Seekonk, Mass.,
was stolen last week, a YMCA spokeswoman said yesterday. The laptop, taken from inside a locked office at the YMCA's administrative
offices on Richmond Street, contained credit-card and debit-card numbers, checking account information, Social Security numbers, the
names and addresses of children in YMCA daycare programs and medical information about the children, such as allergies and the medicine
they take, according to spokeswoman Michelle A. Riendeau. In all, slightly more than 65,000 members are affected, although the type of
information about each person varies, Riendeau said.
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ITRC20060601-01  University of Kentucky KY Electronic Educational Yes - Published # 1,300

The University of Kentucky inadvertently posted about 1,300 employee Social Security numbers on a public Web site that was accessible to
the public for several weeks last month. The school learned late last week that a spreadsheet containing the personal data was available
online. It immediately was removed from the school’s server.
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ITRC20060531-02  Texas Guaranteed Student > Electronic Banking/Credit/Financial ~ Yes - Published # 1,300,000

Loan Corporation

Texas Guaranteed Student Loan Corp. says it lost a piece of equipment May 24 containing the names and Social Security numbers of about
1.3 million borrowers. The loss occurred when a company TG contracted to prepare a document management system lost the piece of
equipment. The company, Hummingbird Ltd. notified TG of the loss May 26. The amount of data lost represents about 10 percent of TG's
borrowers.
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ITRC20060531-01  Miami University FL Electronic Educational Yes - Published # 851

An employee at a Miami University branch campus lost a personal digital assistant device containing private information on 851 students, but
school officials said they don't believe the data has been used unlawfully. ... It's the second security breach at Miami since last September,
when officials said a report containing some private information on students was accidentally placed in a file accessible through the Internet.
It included names, Social Security numbers and information on the 21,762 students enrolled on all Miami campuses in the fall of 2002.
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ITRC20060530-01  Florida International FL Electronic Educational Yes - Unknown # 0
University

Thousands of students at Florida International University have received notices in the mail warning that their personal records might have
been compromised because of a computer hacker. The postcard sized letters were sent out last week warning of the breach that occurred
two months ago. Some students were concerned because the size of the letter might make some think it's just junk mail. Students are also
concerned because of the time that passed before the warning was put out. Thousands of students at Florida International University have
received notices in the mail warning that their personal records might have been compromised because of a computer hacker.
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ITRC20060527-02  VyStar Credit Union FL Electronic Banking/Credit/Financial ~ Yes - Published # 34,400

VyStar Credit Union announced Thursday that hackers stole VyStar member’s personal account information. Fewer than 10 percent of
VyStar's 344,000 customer accounts were affected. The pilfered information includes names, addresses, social security numbers, birth
dates, mother's maiden names and e-mail addresses.
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ITRC20060527-01  California State University - CA Electronic Educational Yes - Published # 1,294
Stanislaus

For the second time this year, officials at California State University, Stanislaus, have had to notify people about personal information being
compromised. This week, the school sent letters to 1,294 faculty and staff members, and some of their dependents, whose names,
birthdates and Social Security numbers wound up in a Google file cache.
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ITRC20060525-02  Sacred Heart University CT Electronic Educational Yes - Published # 135,000

A computer security breach at Sacred Heart may have exposed more than just the personal information of some alumni, students and others
unaffiliated with them. ... The letter informed her daughter that she was one of 135,000 people whose personal information, things like their
Social Security number, may have been stolen when the security system on one of their computers was breached.
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ITRC20060525-01  University of Delaware DE Electronic Educational Yes - Published # 1,000

A security breach at the University of Delaware involving a Department of Public Safety computer server has resulted in the possible
exposure of more than 1,000 students' names, Social Security numbers and driver's license numbers. ... It appears the intruders were
interested in copying at least some of the information in the database, Flatley said, and it's possible that information could lead to identify
theft.

Attribution 1 Publication: The News Journal Author: Date Published:  5/25/2006
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ITRC20060523-04  US Department of Veterans us Electronic Government/Military None - Other Protection 0
Affairs

As many as 26.5 million veterans were placed at risk of identity theft after an intruder stole an electronic data file this month containing their
names, birth dates and Social Security numbers from the home of a Department of Veterans Affairs employee.” (The Washington Post, May
23, 2006) The government over the weekend said personal information on about 50,000 active-duty, National Guard and Reserve
personnel may also have been involved in the theft. But now Veterans Affairs said that as it and the Pentagon compared electronic files,
officials discovered that personal information on as many as 1.1 million military members on active duty, 430,000 National Guard troops and
645,000 members of the Reserves may have been taken in the theft.” (Reuters News, June 6, 2006)

—[O“Veterans groups say they will keep pressing for improved data security -- and free credit monitoring -- after the government found the
stolen Veterans Affairs laptop computer containing sensitive data on 26.5 million people. The government announced Thursday that a person
officials would not identify had turned in the laptop and external drive, which were stolen from a VA data analyst on May 3. The FBI said an
initial review determined that the contents had not been accessed or copied.” ( June 30, 2006)
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ITRC20060523-02  Mortgage Lenders Network us Electronic Banking/Credit/Financial ~ Yes - Unknown # 0
USA

Police say one man . . . blackmailed Mortgage Lenders Network USA for 6.9 million dollars. Police say Schenkel stole files containing
sensitive customer information over the 16 months he worked there. If the company didn’t pay up, he threatened to release it. Mortgage
Lenders Network USA is a multi-state billion dollar corporation with at least 81 thousand accounts.
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ITRC20060523-01  Butler County - Department OH Electronic Government/Military Yes - Published # 100
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of Mental Retardation

Laptop computers containing personal data on at least 100 people were stolen from a Butler County office, leaving mental health clients
vulnerable to identity theft. The three computers contained information -- including Social Security numbers -- on clients of the Department of
Mental Retardation Developmental Disabilities.”
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ITRC20060521-01

Columbus Bank & Trust OH Electronic Banking/Credit/Financial ~ Yes - Published # 2,000

Letters were sent to Columbus Bank & Trust customers this week warning that credit and check card information may have been stolen. . .
Visa alerted CB&T about a data security problem that may have led to credit card information being stolen from a major retailer. In a letter to
potentially affected customers, CB&T says they don't know which retailer is involved. At this time, all we know is 2,000 accounts have been
flagged

Attribution 1 Publication: WTVM,Columbus (OH) Author: Date Published:  5/21/2006
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ITRC20060519-01  Frost Bank us Electronic Banking/Credit/Financial ~ Yes - Published # 100

Hackers dipped into the accounts of about 100 Frost Bank customers after they took Visa debit card information from the database of an
unnamed national retailer and went on a spending spree, Frost officials said Thursday. The information system breach compromised credit
card accounts with banks across the nation, Frost Bank officials said.

Attribution 1 Publication: ~ San Antonio Express-News Author: Date Published:  5/19/2006
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ITRC20060517-01  Riverbank Unified School CA Electronic Educational Yes - Published # 20
District

Riverbank Unified School District officials are scouring records and computer systems for a security breach that could have allowed someone
to lift the identities of personnel. Since Thursday, about 20 school district employees have reported fraudulent credit cards opened in their
names, investigators said.

Attribution 1 Publication: (The Modesto Bee, Author: Date Published:  5/17/2008
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ITRC20060516-02  University of California - CA Electronic Educational Yes - Published # 1,200
Berkeley
A computer vulnerability has been identified that may have compromised personal data for approximately 1,200 current and former UC
Berkeley students, faculty, and staff. ... Although it initially appeared that no sensitive data could have been viewed, further analysis

revealed the presence of archived spreadsheets with names and Social Security Numbers.
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ITRC20060516-01  American Institute of CPAs us Electronic Banking/Credit/Financial ~ Yes - Published # 333,000
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The American Institute of CPAs sent a letter to its 330,000 members notifying them that a computer hard disk containing their personal
information, including Social Security numbers, has been lost in transport. ... The hard drive contained names, addresses and Social
Security numbers of AICPA members -- but not credit card information, the institute emphasized.”
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ITRC20060512-01

Mercantile Bankshares us Electronic Banking/Credit/Financial ~ Yes - Published # 48,000

Mercantile Bankshares Corp. said late Friday that a laptop computer containing personal information for more than 48,000 customers was
stolen from an employee of subsidiary Mercantile Potomac Bank.

Attribution 1 Publication:  Baltimore Business Journal Author: Date Published: 5/12/2006
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ITRC20060511-01  Ohio University OH Electronic Educational Yes - Published # 60,000

Private information for all students enrolled at Ohio University since fall 2001 was stolen in the third electronic security breach discovered in
three weeks, the school reported Thursday. Names, birth dates, Social Security numbers and medical information for 60,000 people were
accessed in records at the school's Hudson Health Center, the university discovered last Thursday.”

Attribution 1 Publication:  Associated Press Newswires Author: Date Published: 5/11/2006
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ITRC20060506-02  Wells Fargo MN Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

Wells FargoOUndisclosed

Wells Fargo & Co., the largest bank in Minnesota and the nation's fifth largest, said Friday that a computer containing sensitive data for some
of its mortgage customers is missing and might have been stolen. The computer, which was being transported by an unidentified global
shipping company between Wells Fargo locations, had names, addresses, Social Security numbers and mortgage loan account numbers of
some Wells Fargo mortgage customers and potential customers.
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A Union Pacific employee’s personal computer was stolen Saturday, April 29, which contained a report with the names, Social Security
numbers and birth dates of many non-agreement and TE&Y employees at Union Pacific.

Union Pacific Corp., the nation's largest railroad, said it's investigating the theft of a computer containing the names and Social Security
numbers of 30,000 current and retired employees
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More than 137,800 Ohio University alumni and donor social security numbers might have been compromised in a security breach discovered
April 23, which left these files vulnerable to theft. The server on which the Social Security information was compromised contained more than
300,000 files for alumni, donors and companies with university ties, said Bill Sams, OU's associate provost for information technology and
chief information officer.
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Purdue University officials are notifying 25 faculty, staff and graduate students whose information may have been compromised online. . ..
The information was in a file that was inadvertently stored on a university business services computing Web site in late 2002. The file, which
included names and Social Security numbers, was removed last Wednesday, immediately after staff in business services were made aware
of its existence.
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An intruder gained access to a Defense Department computer server and compromised confidential health care insurance information for
more than 14,000 people, the department said Friday. William Winkenwerder Jr., the assistant defense secretary for health affairs, said the
affected individuals have been advised by letter that the compromise of personal information could put them at risk for identity theft.
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A Boston-based company that stores records for the Long Island Rail Road lost personal data including Social Security numbers for about
17,000 of the commuter line's current and former employees, apparently while the information was being delivered by a driver in New York. .
. Iron Mountain said its investigators believe the loss was the result of an accident, rather than theft.
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State of Georgia Unknown/Not Disclosed

Thousands of records containing Georgians' personal information wound up in the wrong hands. ... A Channel 2 Consumer Investigation]
found more than 150 surplus state computers, sitting in Robert Shane's work shed. ... On hard drives from the computers, Shane found
reams of personal data on employees and Georgia citizens which the state had failed to erase before selling the equipment. ... It listed full
dates of birth and social security numbers.
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Purdue University's School of Electrical and Computer Engineering has notified 1,351 individuals of a computer security breach involving their
Social Security numbers. Mark Smith, head of the school, said someone gained electronic access to a computer containing information
belonging to current and former graduate students, applicants to graduate school and a small number of applicants for undergraduate
scholarships.
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