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ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110405-03  Ulysses Telemedia Networks ~ MN Paper Data  Business Yes - Unknown # 0
Inc.

Attribution 1

A bidder at an action bought file cabinets full of dozens of boxes of corporate records, chock full of sensitive employee data, customer
information and internal documents. The now defunct Minneapolis-based Ulysses Telemedia Networks Inc former employees were shocked
to discover that their names, Social Security numbers, bank account numbers and medical information went to the highest bidder for $10.

Publication: Minneapolis / St. Paul Business Journal  Author: Jim Hammerand Date Published: 4/4/2011
Article Title: Data breach illustrates disclosure disparity
Article URL: http://www.bizjournals.com/twincities/blog/law/2011/04/data-breach-illustrates-disclosure.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110405-02

Attribution 1

S&D Coffee us Electronic Business Yes - Unknown # 0

S&D Coffee recently notified the New Hampshire Attorney General’s Office that a security breach involving its online e-commerce site
resulted in the compromise of customers’ names, addresses, email addresses, and credit card numbers. ITRC- It is not clear if it is a
hacking or insider attack.

Publication: notice to NH AG Author: David Rice Date Published: 3/25/2011
Article Title: S&D Coffee
Article URL: http://doj.nh.gov/consumer/pdf/s _and d coffee.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110405-01

Attribution 1

Applied Micro Circuits us Electronic Business Yes - Unknown # 0

Applied Micro Circuits Corporation recently notified some of its current and former employees that a laptop with their names and Social
Security Numbers was stolen from an employee’s car. In a letter to those affected dated March 23, the technology firm indicated that the theft
occurred on February 23.

Publication: notice to NH AG Author: Catherine Meyer Date Published:  3/24/2011
Article Title: Applied Micro Circuits
Article URL: http://doj.nh.gov/consumer/pdf/applied micro circuits.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-10

Attribution 1

Memorial Health Services CA Electronic Medical/Healthcare Yes - Published # 2,250

Memorial Health Services announced it notified 2,250 patients who may have been impacted by a privacy breach in 2009 and 2010 by a
former employee working in the central business office. The information accessed included the name, Social Security number, date of birth,
home address, phone number, account number and admit reason.

ITRC has independently confirmed this information with the Press Office of Memorial Health Services.

Publication:  phiprivacy.net Author: also R. Weiss Date Published:  3/26/2011
Article Title: Memorial Health Services
Article URL:  http://www.phiprivacy.net/?paged=2

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-09

Attribution 1

Portland Center for the OR Electronic Business Yes - Unknown # 0
Performing Arts (PCPA)

Credit card numbers and other personal information from several hundred Portland Center for the Performing Arts customers have been
stolen due to a breach of website security, the center announced Friday. Ticket purchases for PCPA events, which are handled exclusively
through Ticketmaster, were not affected. The problem was with the PCPA's own site and records of 864 gift-card purchases from January 1,
2006 to March 15, 2011. The information accessed without authorization includes names, street and email addresses, phone and credit card
numbers, card types, expiration dates and billing addresses.

Publication: Oregon Live Author: Marty Hughley Date Published:  3/25/2011
Article Title: Credit card info stolen from Portland Center for the Performing Arts website
Article URL: www.oregonlive.com/performance/index.ssf/2011/03/credit card info stolen from p.html
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ITRC20110404-08  Maryville Academy IL 1/25/2011 Electronic Educational Yes - Published # 3,897

Attribution 1

Maryville Academy has suffered a theft of a secondary back-up hard drive involving the records of children and adolescents who have
received services between 1992 and January 25, 2011. Although the records included information from Maryville programs operated at
various times, Maryville believes from its investigation into the matter that the breach primarily involved records generated in connection with
programs conducted by Maryville at its Des Plaines and Bartlett campuses and various programs in Chicago and Des Plaines campuses that
are no longer operating. SSNs were in some of the records.

Publication: school website Author: Date Published: 3/24/2011
Article Title: Maryville Academy
Article URL: http://www.maryvilleacademy.org/subpages.asp?id=352&parentid=29

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110404-07  Killeen Independent School X 3/20/2011 Paper Data  Educational Yes - Unknown # 0
District

Attribution 1

KISD spokeswoman Leslie Gilmore confirmed on Tuesday that documents containing Social Security numbers and other student information
were found Sunday evening near Old FM 440 and Stan Schlueter Loop in Killeen. Gilmore said the school district has only seen a classroom
textbook list that contained Social Security numbers next to names of students. She said the school district stopped using Social Security
numbers in 2008 as a means to identify students.

Publication:  Killeen Daily Herald Author: Andy Ross Date Published:  3/22/2011
Article Title: Student records found in field near Ellison High
Article URL: http://www.kdhnews.com/news/story.aspx?s=52996

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-06

Attribution 1

Bank of America - Ml MI Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

Thousands of Bank of America customers' account information could be in jeopardy after a major security breach. A spokesperson for Bank
of America said they are trying to figure out exactly how widespread the problem is. The bank issued this statement to Local 4, “In the event
that a skimming device has been used, we are reaching out to those customers to block their cards.”

Publication:  Click on Detroit Author: Date Published:  3/26/2011
Article Title: Bank Of America Accounts Hacked
Article URL: http://www.clickondetroit.com/news/27328557/detail.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-05

Attribution 1

Wenatchee Valley College WA 3/24/2011 Electronic Educational Yes - Published # 3,800

WVC in responding to a public records request from a local law firm asking for 10 years of financial records sent student SSNs instead of ID
numbers. In December, the college sent 84,000 pages of data in the response to the request and inadvertently included the Social Security
numbers. A student analyzing the data found the numbers and alerted the college on March 24, said Fiscal Services Director Jonah Nicholas.
The records also included legal names of students since 2000, along with their corresponding student identification numbers.

Publication: Wenatchee World Author: Rachel Schleif Date Published:  3/31/2011
Article Title: WVC accidentally releases Social Security numbers
Article URL: http://www.wenatcheeworld.com/news/2011/mar/31/wvc-accidentally-releases-social-security-numbers/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-04

Attribution 1

iTunes us Electronic Business Yes - Unknown # 0

Computer criminals are compromising users’ iTunes accounts and purchasing hundreds of dollars worth of music, apps, gift cards, ringtones
and games, the security firm Kaspersky Lab reported. The hacks all share similar characteristics: The assailants gain access to the victims’
credit card information, modify the billing address and use the stolen info to make the fraudulent purchases.

Publication: MSNBC Security News Author: Matt Liebowitz Date Published: 4/1/2011
Article Title: Hackers compromising some iTunes accounts
Article URL: http://www.msnbc.msn.com/id/42381718/ns/technology and science-security/

Copyright 2011 Identity Theft Resource Center



.trc Identity Theft Resource Center Repor et

2011 Breach List: Breaches: 112 Exposed: 5,460,925 Page 3 of 25
How is this report produced? What are the rules? See last page of report for details.
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110404-03  Eisenhower Medical Center CA  3/11/2011 Electronic Medical/Healthcare Yes - Published # 514,000

Attribution 1

A computer housing the information of thousands of Eisenhower Medical Center has been stolen, potentially compromising a half of a million
records, which listed patients names, ages, dates of birth, medical record numbers and the last four digits of their social security numbers..

Publication: Author: Date Published:
Article Title: Thief Gets Away with Eisenhower Medical Center Computer
Article URL: http://www.kpsplocal2.com/news/local/story/Thief-Gets-Away-with-Eisenhower-Medical-Center/iHzO9UARs|02K cejAk|2in

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-02

Attribution 1

BP LA Electronic Business Yes - (Password) Publish 13,000

A BP employee lost a laptop containing personal data belonging to thousands of residents who filed claims for compensation after the Gulf oil
spill, a company spokesman said Tuesday. BP spokesman Curtis Thomas said the oil giant on Monday mailed out letters to roughly 13,000
people whose names, Social Security numbers, phone numbers and addresses were stored on the computer. The data belonged to
individuals who filed claims with BP before the Gulf Coast Claims Facility took over the processing of claims in August. BP paid roughly $400
million in claims before the switch.

Publication:  SecuritylnfoWatch Author: MICHAEL KUNZELM  Date Published: 4/1/2011
Article Title: Missing BP laptop had personal data of claimants
Article URL: http://www.securityinfowatch.com/node/1320298

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110404-01

Attribution 1

Institute for Electrical and US  11/17/2010 Electronic Business Yes - Published # 828
Electronics Engineers (IEEE)

The Institute for Electrical and Electronics Engineers suffered a data breach last year that compromised credit card information of 828 people
who registered for an IEEE conference. In a letter to those whose information was compromised, the IEEE describes the incident as a
sophisticated network intrusion. It offers the victims a year's subscription to an identity-theft protection service.

Publication: Reseller News Author: Tim Greene Date Published: 4/1/2011
Article Title: 1EEE suffers a data breach
Article URL: http://reseller.co.nz/reseller.nsf/inews/ieee-suffers-a-data-breach

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110325-01  InfoSpherix - various state ME Electronic Government/Military Yes - Published # 970
parks

Attribution 1

Attribution 2

A security breach exposed credit card information from people who bought Maine state park passes through an online vendor used by the
state Conservation Department. The subcontractor was InfoSpherix, a Maryland company and subsidiary of San Diego-based Active Network
which manages online registration, payment processing, donations and transactions for businesses and organizations nationwide. The cards
exposed were used between March 21 - Dec 22, 2010.

Publication:  Columbus Dispatch Author: Charlie Boss Date Published: 4/2/2011
Article Title: Credit-card data from parks users are at risk
Article URL: http://www.dispatch.com/live/content/local news/stories/2011/04/02/credit-card-data-from-parks-users-are-at-risk.html|?

Publication:  Mercury News Author: David Sharp, AP Date Published: ~ 3/24/2011
Article Title: Maine park users warned of credit card breach
Article URL: http://www.mercurynews.com/california/ci 17691495?nclick check=1

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110323-03

Lone Star Business usS  3/20/2011 Paper Data  Business Yes - Unknown # 0
Solutions - Restaurants

Lone Star Business Solutions, a third party payroll and human resource company for Lone Star restaurants, dumped the documents in a
large dumpster behind its building in downtown Wichita. FactFinder 12 found thousands of personal documents from 2004-5 including W-4
forms, employee applications, and employee files including Social Security numbers, addresses, and phone numbers from across the
country. It was discovered that the company filled several dumpsters already collected as recycle. It is recommended that if you're an
employee or former employee of Lone Star Steakhouse you should monitor your credit closely. The group’s restaurants include Lone Star
Steakhouse & Saloon, Texas Land & Cattle Steak House, Del Frisco’s Double Eagle Steak House and Sullivan’s Steakhouse.

ITRC warning: Google found malware on the Lone Star Business Solution website.
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Attribution 1

Publication: KWCH 12 Eyewitness News Author: Michael Schwanke Date Published:  3/21/2011
Article Title: FactFinder 12: Wichita company exposes thousands of identities
Article URL: http://articles.kwch.com/2011-03-21/large-dumpster 29172876

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110323-02 Laredo Independent School X Electronic Educational Yes - Published # 24,903
District

Attribution 1

A disk holding the Social Security numbers of thousands of current and former high school students in the Laredo Independent School
District — a total of 24,903 — has gone missing, according to the Texas Education Agency.

Publication: Texas Tribune Author: Morgan Smith and Jul Date Published:  3/22/2011
Article Title: SSNs of Laredo ISD Students Missing In Data Breach
Article URL: http://www.texastribune.org/texas-education/public-education/ssns-of-laredo-isd-students-missing-in-data-breach/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110323-01

Attribution 1

Waikiki gas stations HI 9/10/2010  Electronic Business Yes - Published # 200

Honolulu prosecutors on Tuesday secured an eight-count indictment against three California men suspected of stealing financial information
from nearly 200 people in Hawaii. Honolulu prosecutors say during a two-week period last September, three men used credit card skimming
devices to collect account numbers and PINs at four gas stations in the Waikiki area.

Publication: Hawaii News Now Author: Minna Sugimoto Date Published:  3/22/2011
Article Title: CA men indicted for allegedly stealing credit card info from 194 people in Hawaii
Article URL: http://www.hawaiinewsnow.com/Global/story.asp?S=14302563

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110321-03

Attribution 1

City of Cleveland TX X Paper Data  Government/Military Yes - Published # 10

The job applications for 10 people who applied for the position of Cleveland Municipal Court Judge were found in a public recycling bin inside
an envelope that was labeled for Cleveland Councilman Eddie Lowery. The documents contained sensitive personal information about the
applicants, including their Social Security and driver’s license numbers, home addresses and signatures.

Publication:  Your Houston News.com Author: VANESA BRASHIER  Date Published:  3/17/2011
Article Title: Personal documents found in dumpster
Article URL: http://www.yourhoustonnews.com/search/?t=article&d1=1+year+ago&g=dumpster+applications

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110321-01

Attribution 1

Veteran Affairs - Portland OR  1/31/2011 Paper Data ~ Government/Military Yes - Published # 75
Medical Center (VAMC)

A press release from the VA explains that the agency has lost or misplaced appointment cards for 50 to 75 veterans. While the cards don't
include personal information in visible form, the embedded code does. On January 31, 2011, cards of approximately 50 to 75 Veterans that
were mailed and then returned between Jan. 1, 2011 and Jan. 27, 2011 were discovered missing from the hospital's enroliment office.
Despite a thorough search and investigation, the missing cards have not been found. While not visible, embedded in the mag strip that can

be read by some over the counter barcode readers is the SSN and date of birth of the Vet. Their name and picture is on the front of the
appointment card

Publication:  The Oregonian Author: Mike Francis Date Published:  3/21/2011
Article Title: VA Portland loses some personal information
Article URL: http://blog.oregonlive.com/oregonatwar/2011/03/va _portland loses some persona.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110318-04

Instant Tax Service IN 3/17/2011 Paper Data  Business Yes - Unknown # 0

Partially burnt tax documents revealing Social Security numbers, incomes, names and addresses were found scattered behind an Anderson
tax preparer’s office both Wednesday evening and Thursday morning. Employees inside Instant Tax Service denied having any knowledge of
documents being burnt outside their building however there was a dark, black burn mark on the pavement outside of the door, and there
were pieces of burnt documents throughout the alleyway.
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Publication: Herald Bulletin Author: Abey Doyle Date Published: ~ 3/17/2011
Article Title: Burnt-tax-documents-found-in-alley
Article URL: http://heraldbulletin.com/business/x1498155497/Burnt-tax-documents-found-in-alley

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110318-03

Attribution 1

Randstad Professionals MA Electronic Business Yes - Unknown # 0

Massachusetts-based Randstad Professionals recently notified the New Hampshire Attorney General’s Office of a security incident after an
email error resulted in images of individuals’ 1099 forms being inadvertently attached to an email sent to one of their outside contractors.
1099 forms are federal forms that include a consultant’'s name, address, Social Security Number, and wages or monies earned during the
calendar year.

Publication:  notice to NH AG Author: Kenneth Spigle Date Published: 3/9/2011
Article Title: Randstad Professionals
Article URL: http://doj.nh.gov/consumer/pdf/randstad.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110318-02

Attribution 1

Wheeler & Associates CPA FL 1/3/2011 Electronic Business Yes - (Password) Publish 0

According to the letter dated March 8, computers and hard drives stolen during the break-in included names, addresses, and Social Security
numbers of an unspecified number of people. The drives were password-protected and it "required specialized accounting software” to
access the files. The police were able to recover all of the hardware that had contained personally identifiable information. Two of the
drives, however, had had the data overwritten by new programs and data. The suspects reportedly informed police that they had never
attempted to access the information on the drives and were only interested in reselling the equipment.

Publication: notice to NH AG Author: Gary Shendell Date Published: 3/8/2011
Article Title: Wheeler & Associates
Article URL: http://doj.nh.gov/consumer/pdf/wheeler.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110318-01

Attribution 1

Wachovia Bank - PA PA Electronic Banking/Credit/Financial  Yes - Unknown # 0

From July 2006 through January 2007, while working as a Wachovia Bank customer service representative, Morales sold confidential bank
account information and signature cards to another person enabling fraudulent checks to be written and withdrawals to be made on those
accounts.

Publication:  7th Space Author: FBI and US Attorney's Date Published:  3/18/2011
Article Title:  Pennsylvania Bank Employee Sentenced in Identity Theft, Bank Fraud Scheme
Article URL: http://7thspace.com/headlines/375908/pennsylvania bank employee sentenced in identity theft bank fraud scheme

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110317-01  Walnut Township School OH  3/15/2011 Electronic Educational Yes - Published # 80
District

Attribution 1

Ron Thornton, superintendent of Walnut Township Local Schools, said the district discovered someone had hacked into the payroll files and
school staff was notified. Someone had gained access into the 2008 - current payroll records between 1:15 p.m. Monday and 10 a.m.
Tuesday, according to a Fairfield County Sheriff's Office report.

Publication: Lancaster Eagle Gazette Author: Carl Burnett Jr. Date Published: ~ 3/16/2011
Article Title:  Walnut Township school payroll records hacked
Article URL: http://www.lancastereaglegazette.com/article/20110316/NEWS01/110316012

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110316-01  Nation's Giant Hamburgers CA Electronic Business Yes - Published # 200
Restaurant

Attribution 1

Vacaville police have traced a string of ID thefts back to a Nation's Giant Hamburgers Restaurant, according to the Contra Costa Times. They
say a problem with the credit card machine is to blame.

Publication: NBC Bay Area Author: Erika Okano Date Published:  3/16/2011
Article Title: Bay Area Restaurant Center Of ID Theft Investigation
Article URL: http://www.nbcbayarea.com/news/local/Bay-Area-Restaurant-Center-Of-ID-Theft-Investigation-118077949.html
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Attribution 2

Publication: TMC Net Author: Date Published:  3/15/2011
Article Title: BRIEF: 200 ID Theft Cases Traced to Burger Joint
Article URL:  http://www.tmcnet.com/usubmit/2011/03/15/5380114.htm

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110315-02

Attribution 1

North Dallas "tax service" X Paper Data  Business Yes - Unknown # 0

Dozens and dozens of tax documents blew through a north Fort Worth neighborhood with tax information including personal information,
including names, phone numbers and Social Security numbers. Nearly all said they had their taxes prepared at a North Dallas tax service. An
employee there told News 8 he was aware of the security breach, and blamed a stolen briefcase.

Publication: KHOU Author: Jonathan Betz - WFA  Date Published: 3/14/2011
Article Title: Confidential tax documents litter neighborhood
Article URL: http://www.khou.com/news/texas-news/Confidential-tax-documents-litter-neighborhood-117935599.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110315-01

Attribution 1

Health Net - IBM us Electronic Business Yes - Published # 1,900,000

In a press release, Insurer Health Net said its investigation of the latest breach incident "follows notification by IBM, Health Net's vendor
responsible for managing IT infrastructure, that it could not locate several server drives" at a data center in Rancho Cordova, Calif. "After a
forensics analysis, Health Net has determined that personal information of some former and current Health Net members, employees and
health care providers is on the drives," the company stated. That information may include names, addresses, health information, Social
Security numbers and/or financial information.

Publication: HealthcarelnfoSecurity.com Author: Howard Anderson Date Published:  3/15/2011
Article Title: Health Net Breach Affects 1.9 Million
Article URL: http://www.healthcareinfosecurity.com/articles.php?art id=3428&rf=2011-03-15-eh&hg_e=el&hg m=998142&hg |I=5&hqg

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110311-02

Attribution 1

Virginia Tech VA Electronic Educational Yes - Published # 370

The Zeus virus was found during a security audit on computers that store Social Security numbers and other sensitive data on current and
former Tech employees, university spokesman Mark Owczarski said.
About 370 people were affected, and all have been notified by mail of the security breach.

Publication: Roanoke News Author: Tonia Moxley Date Published:  3/11/2011
Article Title: Zeus computer virus nabs Social Security numbers from Virginia Tech computer
Article URL: http://www.roanoke.com/news/nrv/wb/279590

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110311-01  University of Massachusetts MA  6/30/2010  Electronic Medical/Healthcare Yes - Unknown # 0
Amherst

Attribution 1

The University of Massachusetts Amherst is notifying clients of University Health Services (UHS) whose protected health information was
possibly revealed after a workstation was inadvertently infected with a malware program. The malware infection occurred on June 30, 2010
on a UHS workstation, which contained patient’s names, their health insurance company names, medical record numbers and information on
prescriptions dispensed between Jan. 2, 2009 and Nov. 17, 2009, including the medication, dispensing pharmacist, quantity, length of
prescription and the physician’s name.

Publication:  school website Author: Ed Blaguszewski Date Published: 3/7/2011
Article Title:  University of Masachusetts Amherst
Article URL: http://umass.edu/newsoffice/newsreleases/articles/123707.php

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110310-06

Western Michigan University Mi 1/25/2011 Electronic Educational Yes - Unknown # 0

A backup hard drive containing names and social security numbers of several hundred current and former students and faculty members is
missing, Western Michigan University spokeswoman Cheryl Roland said Tuesday. The hard drive, which contained a WMU department’s
academic records, was first noticed missing from an office desk on Jan. 25.
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Attribution 1

Publication: mlive Author: Gabrielle Russon Date Published: 3/8/2011
Article Title: Hard drive containing personal information of some Western Michigan University students and faculty missing
Article URL: http://www.mlive.com/news/kalamazoo/index.ssf/2011/03/some_western _michigan_universi.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110310-05

Attribution 1

Penn Mutual Life PA Electronic Business Yes - Unknown # 0

Penn Mutual Life Insurance reports that a former employee may have accessed and disclosed customer information. Through their lawyers,
Penn Mutual informed the New Hampshire Attorney General’s Office on February 1 that despite their forensic efforts, they were not able to
determine definitively which customer accounts were improperly accessed, but they believe that the employee may have improperly accessed
and disclosed names, addresses, Social Security numbers, dates of birth, and bank account information for “a number of our accounts.”

Publication:  notice to NH AG Author: Colm Connollly Date Published: 3/8/2011
Article Title: Penn Mutual Life
Article URL: http://doj.nh.gov/consumer/pdf/penn-mutual.pdf

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110310-04  Los Altos and Mountain View  CA Electronic Business Yes - Published # 3,600
Gas Pumps

Attribution 1

Two men from Southern California face felony charges after they placed credit-card skimmers inside several gas pumps in Los Altos and
Mountain View in December, according to the Santa Clara District Attorney's Office. The four gas stations in Mountain View where skimmers
were found are Valero, 334 San Antonio Rd.; Shell, 1280 W. EI Camino Real; Shell, 110 N. Rengstorff Ave., and Shell, 807 N. Shoreline Blvd.
In Los Altos, the Chevron at 401 Main St. was found with two skimmers.

Publication: Los Altos Patch Author: Claudia Cruz Date Published: 3/9/2011
Article Title: Men Charged With Theft of 3,600 Credit-Card Numbers From Los Altos and Mountain View Gas Pumps
Article URL: http://losaltos.patch.com/articles/men-charged-with-theft-of-3600-credit-card-numbers-from-los-altos-mountain-view-ga

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110310-03

Attribution 1

Eastern Michigan University MI Electronic Educational Yes - Published # 60

Eastern Michigan University is investigating two former student employees who are believed to have taken personal identifiable information of
approximately 45 students during the course of their employment. The University said the names, date of birth and Social Security numbers
were improperly accessed by those students. Update- 60 employees potentially affected.

Publication: Eastern Echo Author: Katrease Stafford Date Published: 3/9/2011
Article Title:  Students' info lifted, provided to third party
Article URL: http://www.easternecho.com/index.php/article/2011/03/students info lifted provided to third party - comment1763

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110310-02

Attribution 1

TD Bank of EImwood Park NJ Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

On Feb. 28, police department officers arrested TD Bank of EImwood Park employee Davasia Williamson, 22, of Bogota, in connection with
the selling of private bank account numbers. An investigation, undertaken by both the ElImwood Park Police Department and TD Bank
revealed Williamson had been selling account numbers since early November 2010.

Publication: New Jersey.com Author: BRAD LEIBOWITZ Date Published: ~ 3/10/2011
Article Title: Bank employee accused of selling account numbers
Article URL: http://www.northjersey.com/news/117715403 Bank employee is accused of selling account numbers.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110310-01

Attribution 1

Se San Diego Hotel CA Electronic Business Yes - Unknown # 0

A San Diego hotel/spa's database servers was hacked into and credit card/debit card information was available for sale to crime rings due to
malware. Secret Service agents say seven members of a Central Florida crime ring spent hundreds of thousands of dollars with stolen credit
card numbers, which were purchased over the Internet from people who hacked into business computers and obtained the data.

Publication: Orlando Sentinel Author: Amy Pavuk Date Published: 3/9/2011
Article Title: Feds: Ring bought stolen credit card numbers, spent thousands in Central Florida
Article URL: http://www.orlandosentinel.com/news/crime/os-orlando-credit-card-fraud-20110309,0,4777301.story

Copyright 2011 Identity Theft Resource Center



.trc Identity Theft Resource Center Repor et

2011 Breach List: Breaches: 112 Exposed: 5,460,925 Page 8 of 25
How is this report produced? What are the rules? See last page of report for details.
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110304-04  Oakland Park/Delray Beach FL Electronic Business Yes - Unknown # 0

Attribution 1

Police & Firefighters

A Miami man has been arrested and charged in an identity theft case that put hundreds of Oakland Park and Delray Beach firefighters and
police officers at financial risk. According to a Broward Sheriff's Office report released Monday, illegal tax refunds were obtained from the IRS
through the use of pre-paid debit cards. Oakland Park and Delray Beach briefly used the same retirement plan administrator, according to an
internal Sheriff's Office memo. Officials are trying to determine if that's where the security breach originated.

Publication:  Sun Sentinel Author: Lisa J. Huriash Date Published: 2/28/2011
Article Title: Miami man arrested in ID theft case that put police and firefighter financial information at risk
Article URL: http://www.sun-sentinel.com/news/broward/oakland-park/fl-oakland-park-irs-20110228,0,4532327.story

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110304-03

Attribution 1

RaceTrac gas station FL Electronic Business Yes - Unknown # 0

A few thousand Seacoast National Bank customers have received new credit or debit cards in recent weeks because a handful of them were
victims of a "skimming" incident at a Racetrac gas station. St. Lucie County investigators recovered a skimmer device that had been installed
in a fuel pump in a Racetrac on the busy stretch of Okeechobee Road between Interstate 95 and Florida's Turnpike, according to Fort Pierce
Police spokesman Dennis McWilliams.

Publication: TC Palm Author: Date Published: 3/3/2011
Article Title:
Article URL: http://www.tcpalm.com/news/2011/feb/18/seacoast-bank-customers-cards-replaced-after/?preventMobileRedirect=1

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110304-02

Attribution 1

Attribution 2

Missouri State University MO 2/22/2011 Electronic Educational Yes - Published # 6,030

Missouri State is investigating a possible security breach that let the Social Security numbers of thousands of students in the College of
Education between 2005 and 2009 be posted on an unsecure server.

Publication:  University website Author: Date Published: 3/3/2011
Article Title: College of Education students notified of security breach
Article URL: http://news.missouristate.edu/2011/03/03/coe-security-breach/?utm_source=feedburner&utm medium=feed&utm camp

Publication: KTTS Author: Date Published: 2/2/2011
Article Title: 6,000 MSU Students Have Social Security Numbers Show Up On Google
Article URL:  http://www.ktts.com/news/117332763.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110304-01

Attribution 1

Cord Blood Registry us Electronic Business Yes - Published # 300,000

About 300,000 clients of the Cord Blood Registry, a stem cell bank, have been notified of a breach involving stolen unencrypted backup tapes
which were stolen in December from a employee's locked car. In its letter to clients, the registry says, "The stolen tapes may have contained
your name, Social Security number, driver's license number, credit card information and/or credit expiration date. The stolen computer
contained no personal information."

Publication: HealthcarelnfoSecurity.com Author: Howard Anderson Date Published: 3/3/2011
Article Title: 300,000 Alerted to Stem Cell Bank Breach
Article URL: http://www.healthcareinfosecurity.com/articles.php?art id=3403&rf=2011-03-04-eh&hg e=el&hg m=983645&hg 1=5&hg

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110302-01

Attribution 1

Beebe Medical Center DE 1/1/2011 Electronic Medical/Healthcare Yes - Published # 113

Beebe Medical Center said a financial document was reported stolen in January.

The report was stolen from an employee's vehicle in Florida and included the names and Medicare numbers, same as Social Security
numbers, of 113 patients. A briefcase holding the report was somehow packed into the family's vehicle for a vacation. The briefcase was
stolen on Jan. 1 in Orange County, Fla., and has yet to be recovered, the hospital said.

Publication: WBOC Author: Michael Lopardi Date Published: 3/2/2011
Article Title: Dozens of Del. Patients Impacted by Stolen Hospital Report
Article URL:  http://www.wboc.com/Global/story.asp?S=14164340

Copyright 2011 Identity Theft Resource Center
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ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110225-06

Attribution 1

Henry Ford Health System Mi 1/31/2011 Electronic Medical/Healthcare Yes - Published # 2,777

For the second time in less than a year, a security lapse within the Henry Ford Health System has compromised patient information. In the
latest incident, an employee lost a flash drive with information on 2,777 patients on Jan. 31, triggering an investigation, according to the
hospital. For the second time in less than a year, a security lapse within the Henry Ford Health System has compromised patient information.
In the latest incident, an employee lost a flash drive with information on 2,777 patients on Jan. 31, triggering an investigation, according to the
hospital.

Publication:  Detroit Free Press Author: Robin Erb Date Published: 2/24/2011
Article Title: Henry Ford Health System employee loses flash drive containing patient information
Article URL:  http://www.freep.com/article/20110224/BUSINESS06/110224061/0/SPORTS03/Henry-Ford-Health-System-employee-lose

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110225-05

Attribution 1

Jack in the Box X Electronic Business Yes - Unknown # 0

Police have arrested 21-year-old Dayvon Clement in connection to numerous thefts of credit and debit card numbers in Pearland. He
allegedly used a portable, battery-powered skimmer to get the numbers. Lt. Onesimo Lopez with Pearland PD described how they tracked
him down. All victims had used the same Jack in the Box at Dixie Farm and Broadway.

Publication: My Fox Houston Author: PATTIE SHIEH Date Published:  2/22/2011
Article Title: Credit/Debit Card Theft at the Drive-Thru
Article URL: http://www.myfoxhouston.com/dpp/news/consumer/110222-credit-debit-card-theft-at-the-drive-thru

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110225-04

Attribution 1

Chapman University CA  2/15/2011 Electronic Educational Yes - Published # 13,000

A document containing sensitive information on 13,000 students of Chapman University and its affiliate, Brandman University, was
accidentally accessible to students last week, the university said. The electronic document — which contained the Social Security numbers,
student identification numbers and financial aid information of approximately 11,000 current and former Chapman students, 1,900 applicants
to the college, and a few students from Brandman University — was discovered by a Chapman student Feb. 15. They discovered that the
document had accidentally been placed in a nonsecure folder

Publication: LA Times Author: Date Published: 2/22/2011
Article Title: Chapman University students' personal information leaked
Article URL: http://latimesblogs.latimes.com/lanow/2011/02/data-leaked-on-chapman-university-students.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110225-03

Attribution 1

Snow Creek Ski Resort MO Electronic Business Yes - Unknown # 0

Snow Creek ski resort in Weston and many of its credit card customers appear to be victims of an attack by Internet hackers. the problems
stem from the electronic credit card transactions performed at the site in northwest Platte County. Fraudulent charges to credit cards
belonging to customers and employees of Snow Creek came from around the world,

Publication: Kansas City Star Author: Scott Canon Date Published:  2/21/2011
Article Title: Hacking creates chaos for Snow Creek and its customers
Article URL: http://www.kansascity.com/2011/02/21/2672504/hacking-creates-chaos-for-snow.html

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110225-02  Cambridge Who's Who us Electronic Business Yes - Published # 400,000
Publishing

Attribution 1

A breach has been discovered that involves Cambridge Who's Who. Apparently tapes containing names, addresses, social security
numbers, drivers license numbers, payroll data, checking account numbers, and credit card information was lost or stolen. This has been
discovered due to a court action: Also submitted is an email dated October 25 2010 from defendant to the Consumer Frauds Bureau of the
New York Attorney General. In the email, defendant stated that he believed that tapes containing personal data on 400 000 members was
lost or stolen from Cambridge Who s Who Publishing.

Publication: Law.com Author: Andrew Keshner, NY  Date Published: 2/24/2011
Article Title: Ex-Employee's Posts About Data Loss Are Ruled Protected
Article URL:  http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202483132672& ExXEmployees Posts About Data L
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Attribution 2

Publication:  Supreme Court state of NY Author: Date Published: 1/25/2011
Article Title: Court Order
Article URL: http://decisions.courts.state.ny.us/10JD/Nassau/decisions/INDEX/INDEX new/BUCARIA/2011FEB/009175-10.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110225-01

Attribution 1

Prudential Patterson Realtors MO  2/24/2011 Paper Data  Business Yes - Unknown # 0

Private real estate records turned up in a condominium dumpster in Hazelwood Thursday. Three banker boxes full of files from the Prudential
Patterson Realtors firm were tossed into a trash bin. A resident who retrieved some of the files passed them along to FOX Two News.
Personal addresses, phone numbers and a few copies of private checks were among the documents. The files were marked "closed" and
most were dated from 2005.

Publication: Fox 2 Now St. Louis Author: Betsy Bruce Date Published:  2/24/2011
Article Title: Private Records Found In Dumpster
Article URL:  http://www.fox2now.com/news/ktvi-dumpster-records-22411,0,4949628.story

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110222-05

Attribution 1

Integrity Bank Plus - MicroBilt ~ WI Electronic Banking/Credit/Financial ~ Yes - Published # 500

Sometime between December 23 — 28, 2010,MicroBilt Corp, a reseller of credit bureau information experienced a breach involving one of
their customers, Integrity Bank Plus. IBP’s breach affected about 500 consumers whose credit information may have been improperly
accessed. It is unclear if an insider had the log-in or if this was a mal-attack with access to log-ins.

Publication: notice to WI Author: Date Published: 2/22/2011
Article Title: Integrity Bank Plus - MicroBilt
Article URL: http://privacy.wi.gov/databreaches/pdf/MicroBiltCorplntegrityBanksampleletter012011.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110222-04

Attribution 1

99 Cents Only stores CA Electronic Business Yes - Unknown # 0

Authorities on Wednesday announced the arrest of 99 people as part of an investigation into the Armenian Power organized crime ring.
According to the indictment, which was unsealed on Wednesday, among its many crimes, the gang skimmed hundreds of credit and debit
card numbers after installing skimmers on cash registers in 99 Cents Only stores across southern California. They then used this information
to create counterfeit credit cards, with which they stole $2 million.

Publication: Inormation Week Author: Mathew J. Schwartz Date Published:
Article Title: Feds Arrest 99 For Identity Theft, Card Fraud
Article URL: http://www.informationweek.com/news/security/attacks/showArticle.jhtml?articlelD=229218933&cid=RSSfeed IWK All

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110222-03

Attribution 1

Emory Healthcare GA Electronic Medical/Healthcare Yes - Published # 2,400

Emory Healthcare alerted thousands of patients about a fraud scheme Monday. Hospital officials said someone stole personal patient
information and used that information illegally. Emory officials said 77 people had their social security numbers stolen and used in a tax return
scam. Officials said 2,400 other patients were given 12 month identity protection in case they are targeted in the future.

Publication: 11 Alive Author: Date Published:  2/21/2011
Article Title: Emory Healthcare
Article URL: http://www.1lalive.com/news/local/story.aspx?storyid=178745&catid=3

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110222-02

Attribution 1

Cigarette Box, Colton's NV Electronic Business Yes - Published # 350
General Store

Several credit card skimming devices were recovered at three businesses, along with approximately 350 credit cards, A.T.M. cards and gift
cards which contained compromised account information. The Cigarette Box, 5891 West Craig Road in Las Vegas, Colton’s General Store,
675 U.S. Highway 95 in Searchlight and, The Cigarette Box, 2311 S. Casino Drive in Laughlin.

Publication: CBS Vegas Author: Date Published: 2/7/2011
Article Title: Police Seek Victims After Credit Card Fraud Arrest
Article URL: http://lasvegas.cbslocal.com/2011/02/07/police-seek-victims-after-fraud-arrest/
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ITRC20110222-01 Loud Technologies us 11/15/2010  Electronic Business Yes - (Password) Unkno 0

Attribution 1

Through their lawyers, Loud Technologies has notified the New Hampshire Attorney General’'s Office that a computer stolen from their
premises contained current and former employee information including names and Social Security numbers. LOUD Technologies Inc. LOUD
Technologies Inc. is one of the world’s largest dedicated pro audio and music products companies. As the corporate parent for world-
recognized brands Alvarez®, Ampeg®, Blackheart®, Crate®, EAW®, Mackie® and Martin Audio®, LOUD engineers, markets and distributes
a wide range of professional audio and musical instrument products worldwide.

Publication: notice to NH AG Author: Susan Lyon Date Published:  2/19/2011
Article Title: Loud Technologies
Article URL: http://doj.nh.gov/consumer/pdf/loud-technologies.pdf

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110217-02  Alabama Motor Vehicle AL 2/9/2011 Electronic Government/Military Yes - Unknown # 0
Division

Attribution 1

A glitch in a new online state program allowed people to retrieve personal identification data associated with vehicle registration without
asking users to verify they had legal authorization to access the records. The online search tool was removed from the Alabama Motor
Vehicle Division website last week after being on the Internet for nearly three months. The omission on the website allowed anyone to access
personal information tied to a vehicle license plate for $6 per tag.

Publication: Tuscaloosa News Author: Adam Jones Date Published: 2/16/2011
Article Title: Web glitch allowed access to others' vehicle data
Article URL: http://www.tuscaloosanews.com/article/20110216/NEWS/110219715/1007?Title=Web-glitch-allowed-access-to-others-82

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110217-01

Attribution 1

American Airlines us Electronic Business Yes - Unknown # 0

A former American Airlines employee at Mineta San Jose International Airport is facing 66 felony charges for allegedly stealing and using
customer credit card numbers. Prosecutors claim Micheline Johnson, 49, of Concord, skimmed customers' credit card numbers for several
years while she worked as a customer service agent. Safeway Store analysts allegedly linked Johnson to at least 2,800 transactions using
350 credit card numbers. Several victims claimed their accounts were used at other retailers as well.

Publication: ABC 7 Author: Date Published:  2/16/2011
Article Title: AA employee accused of stealing credit card numbers
Article URL: http://abclocal.go.com/kgo/story?section=news/local/south bay&id=7963698

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110216-01

Attribution 1

Charleston Area Medical Wwv  2/8/2011 Electronic Medical/Healthcare Yes - Published # 3,655
Center (CAMC)

West Virginia Attorney General Darrell McGraw Wednesday announced actions by his office and the Charleston Area Medical Center
(CAMC) to secure the private information of 3,655 patients affected by a data breach on a website set up for CAMC. The breach occurred
within the research subsidiary of CAMC -- the CAMC Health Education Research Institute (CHERI). Patient's name, address, birth date,
Social Security number, patient ID and other sensitive data was easily accessible on the website

Publication:  Charleston Daily Mail Author: AP and Andrea Lanno Date Published:  2/16/2011
Article Title: Mistake on medical website left private data unsecured
Article URL: http://www.dailymail.com/ap/ApTopStories/201102160622

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110215-02

Attribution 1

Affiliated Computer OH  2/14/2011 Paper Data  Business Yes - Published # 8,000
Services - Ohio Department

A mass mailing by Affiliated Computer Services for the Ohio Dept. of Job and Family Services sent out more than 8,000 envelopes with the
SSN of state child-care providers (Type B providers) on the outside of the envelope.

Publication: WBNS 10 TV Author: Date Published:  2/15/2011
Article Title: Envelopes Display Workers' Social Security Numbers
Article URL:  http://www.10tv.com/live/content/local/stories/2011/02/15/story-columbus-social-security-numbers-exposed-workers.ht
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ITRC20110215-01  Day's Jewelers ME Electronic Business Yes - Unknown # 0

Attribution 1

Attribution 2

Day's Jewelers recently became aware of possible unauthorized and illegal access to credit and debit card information by third parties. Day's
Jewelers cannot release details about the suspected breach because there is an ongoing investigation, according to the Maine State Police
Computer Crimes Unit. One article said that this may be "affecting the bank accounts of what is potentially thousands of Mainers." The issue
is affecting credit and debit cards issued by both banks and credit unions.

Publication: WCSH6 Author: Mark Gould Date Published: ~ 2/15/2011
Article Title: Day's Jewelers statement regarding Maine data breach
Article URL: http://www.wcsh6.com/news/story.aspx?storyid=148173&catid=2

Publication: WLBZ2 Author: Ken Christian Date Published:  2/14/2011
Article Title: Data breach affects Mainers' bank and credit union accounts
Article URL:  http://www.wlbz2.com/news/local/story.aspx?storyid=148162&catid=3

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110214-01

Attribution 1

Attribution 2

Jacobi Medical Center, North  NY  12/23/2010 Electronic Medical/Healthcare Yes - Published # 1,700,000
Bronx Healthcare Network

On December 23, 2010, computer backup tapes from the North Bronx containing electronic data were stolen from a truck operated by our
vendor, GRM Information Management Services (“GRM”), while the files were being transported to a secure storage location. This information
may include the following: name; social security number; Drug Enforcement Agency registration number; professional license number; and
National Provider Identifier, if such information was provided. The affected facilities are Jacobi Medical Center, North Central Bronx Hospital,
Tremont Health Center and Gunhill Health Center. Patients who have received care at North Bronx Healthcare Network hospitals since 1991
could have had their information stolen

Publication: HHC website Author: staff Date Published: 2/14/2011
Article Title: Data Theft Notification to Jacobi Medical Center and North Central Bronx Hospital Patients, Staff, Contractors, Vendors, and Ot
Article URL:  http://www.nyc.gov/html/hhc/html/pr/notice-to-patients.shtml

Publication: NBC New York Author: Susannah Griffee Date Published: 2/11/2011
Article Title: Health Records Stolen From Van, 1.7 Million People Affected
Article URL: http://www.nbcnewyork.com/news/local-beat/Personal-Health-Information-of-17-Million--115963434.html|

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110211-02  FirstGroup America - First us Electronic Business Yes - Unknown # 0
Transit

Attribution 1

An unencrypted flash drive with First Transit applicants’ personal information was recently lost on a bus in Cincinnati. According to a
notification sent to the New Hampshire Attorney General’s Office on February 4, the stick was lost on January 21. It contained applicants’
names, addresses, dates of birth, Social Security Numbers, information about applicants’ criminal convictions (if applicable) and results of
drug testing (if applicable).

Publication: notice to NH AG Author: Jeremy Klotz Date Published:  2/11/2011
Article Title: First Transit
Article URL: http://doj.nh.gov/consumer/pdf/first-transit.pdf

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110211-01  Saint Francis Broken Arrow OK Electronic Medical/Healthcare Yes - (Password) Publish 84,000
Hospital

Attribution 1

A computer containing patient information and some employee records was stolen from Saint Francis Broken Arrow several weeks ago. The
computer that was stolen was last used in 2004 and contained password protected data, including patient billing information and some
employee records. The data contained the names, social security numbers, addresses and diagnostic information on 84,000 patients who
were treated prior to 2004.

Publication:  Broken Arrow Ledger Author: Date Published:  2/11/2011
Article Title:  St. Francis-BA computer stolen, identity theft protection offered
Article URL: http://baledger.com/news/article df20c4f4-3629-11e0-8f75-001cc4c03286.html
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ITRC20110210-02  Marriott Vacation Club us 12/27/2010 Paper Data  Business Yes - Unknown # 0

Attribution 1

International

On December 27, Marriott Ownership Resorts (d/b/a Marriott Vacation Club International) learned that x amount of timeshare maintenance
fee payment slips that had been processed were in a box that had been damaged in transit to Marriott’s corporate offices and that some of
the payment slips had been lost.

The payment slips included timeshare owners’ names, addresses, full credit card numbers and card expiration dates.

Publication: notice to NH AG Author: Douglas Kelly Date Published: 2/7/2011
Article Title: Marriott Vacation Club Intl
Article URL: http://doj.nh.gov/consumer/pdf/marriott vacation club.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110210-01

Attribution 1

Attribution 2

Oregon Department of OR  1/27/2011  Electronic Government/Military Yes - Published # 550
Corrections

Quote: On Thursday, Jan. 27, 2011, DOC officials received word that there had been a potential information security breach, when a non-
employee member of the general public reported being in possession of a portable digital storage device that contained DOC payroll reports
from Warner Creek Correctional Facility, Deer Ridge Correctional Institution and Shutter Creek Correctional Institution. Information included
SSNs.

Publication: ~ StatesmanJournal Author: Dennis Thompson Jr.  Date Published: 2/9/2011
Article Title: Payroll data of 550 DOC employees found on thumb drive in Madras
Article URL: http://www.statesmanjournal.com/article/20110209/UPDATE/110209030/Payroll-data-550-DOC-employees-found-thumb-

Publication: ODOC website Author: Date Published: 2/9/2011
Article Title: Oregon Department of Corrections
Article URL: http://www.oregon.gov/DOC/PUBAFF/docs/pdf/info_breach.pdf?ga=t

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110207-01

Attribution 1

Human Services Agency of CA Electronic Government/Military Yes - Published # 2,400
San Francisco

About 2,400 Medi-Cal recipients in San Francisco had their names, Social Security numbers and other identifying information breached as
part of an employee dispute at Human Services Agency of San Francisco, officials said. A former city employee, considering legal action
against The City after being fired from the agency that disperses welfare benefits, e-mailed the records to her personal computer, two
attorneys and two union representatives, according to the agency's director, Trent Rhorer.

Publication: ~ San Francisco Examiner Author: Brent Begin Date Published: 2/4/2011
Article Title: Thousands of Medi-Cal records of San Franciscans breached
Article URL: http://www.sfexaminer.com/local/crime/2011/02/thousands-medi-cal-records-san-franciscans-breached

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110204-04

Attribution 1

Attribution 2

Texas Children's Hospital X 12/29/2010  Electronic Medical/Healthcare Yes - Published # 14,000

On December 29, Texas Children’s Hospital was notified by the Harris County District Attorney’s Office that its Accounts Payable system may
have suffered a security breach. Names and Social Security Numbers of some employees and vendors who received checks between 1999
and 2011 may have been accessed by an unauthorized third party and the information misused to open electricity accounts.

Publication: Houston Chronicle Author: Brian Rogers Date Published: ~ 3/11/2011
Article Title: Pearland man accused of ID theft
Article URL: http://www.chron.com/disp/story.mpl/metropolitan/7468040.html

Publication: notice to NH AG Author: Eric Packel Date Published: 2/2/2011
Article Title: Texas Children's Hospital
Article URL: http://doj.nh.gov/consumer/pdf/texas childrens hospital.pdf
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ITRC20110204-03  Fajilan and Associates, dba us Electronic Business Yes - Unknown # 0

Attribution 1

Statewide Credit Services

According to the FTC complaint, because of lax security regarding client access, hackers were able to get access to more than 1,800 credit
reports collected by the three resellers, which aggregate credit reports from the three major consumer reporting agencies and sell them to
mortgage brokers. The resellers named in the complaint are SettlementOne Credit Corp. and its parent company, Sackett National Holdings;
ACRAnet; and Fajilan and Associates, doing business as Statewide Credit Services, and Robert Fajilan.

Publication: infosecurity.com Author: Date Published: 2/4/2011
Article Title: FTC requires credit report resellers to beef up data security after breaches
Article URL: http://www.infosecurity-us.com/view/15705/ftc-requires-credit-report-resellers-to-beef-up-data-security-after-breaches-/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110204-02

Attribution 1

ACRAnet us Electronic Business Yes - Unknown # 0

According to the FTC complaint, because of lax security regarding client access, hackers were able to get access to more than 1,800 credit
reports collected by the three resellers, which aggregate credit reports from the three major consumer reporting agencies and sell them to
mortgage brokers. The resellers named in the complaint are SettlementOne Credit Corp. and its parent company, Sackett National Holdings;
ACRAnet; and Fajilan and Associates, doing business as Statewide Credit Services, and Robert Fajilan.

Publication: infosecurity Author: Date Published: 2/4/2011
Article Title: FTC requires credit report resellers to beef up data security after breaches
Article URL: http://www.infosecurity-us.com/view/15705/ftc-requires-credit-report-resellers-to-beef-up-data-security-after-breaches-/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110204-01

Attribution 1

SettlementOne Credit Corp., us Electronic Business Yes - Unknown # 0
Sackett National Holdings

According to the FTC complaint, because of lax security regarding client access, hackers were able to get access to more than 1,800 credit
reports collected by the three resellers, which aggregate credit reports from the three major consumer reporting agencies and sell them to
mortgage brokers. The resellers named in the complaint are SettlementOne Credit Corp. and its parent company, Sackett National Holdings;
ACRAnet; and Fajilan and Associates, doing business as Statewide Credit Services, and Robert Fajilan.

Publication: infosecurity-us Author: Date Published: 2/4/2011
Article Title: FTC requires credit report resellers to beef up data security after breaches
Article URL: http://www.infosecurity-us.com/view/15705/ftc-requires-credit-report-resellers-to-beef-up-data-security-after-breaches-/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110203-01

Attribution 1

McDonalds LA Electronic Business Yes - Published # 57
57 people were victims of skimming at the same McDonald's restaurant in Mandeville. The investigation is concluded and suspects arrested

Publication: WGNO ABC 26 News Author: Date Published: 2/2/2011
Article Title: Credit Card Fraud Ring
Article URL:  http://www.neworleans.com/news/local-news/558131.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110201-01

Attribution 1

Ankle + Foot Center FL 11/10/2010  Electronic Medical/Healthcare Yes - Published # 156,000

Ankle + Foot Center of Tampa Bay said in a statement on its website that on Nov. 10, 2010, "outside third-party attempts had been made
against the practice management system" that stores 156,000 patient information, including names, Social Security numbers, dates of birth,
addresses, account numbers, healthcare services information and related diagnostic codes.

Publication: Healthcareinfosecurity Author: Howard Anderson Date Published:  1/31/2011
Article Title: Healthcare Information Security Articles156,000 Notified of Hacking Incident
Article URL: http://www.healthcareinfosecurity.com/articles.php?art id=3309&rf=2011-02-01-eh&hq e=el&hg m=926192&hg |=5&hqg
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ITRC20110131-01  North Carolina Division of NC Electronic Government/Military Yes - Unknown # 0

Attribution 1

Services for the Deaf and the

According to the North Carolina Department of Health and Human Services, a set of computer disks belonging to the Division of Services for
the Deaf and the Hard of Hearing (DSDHH) may have been discarded at a landfill during a recent office renovation. The disks contain
personal information of clients who applied for services from the Equipment Distribution Service within DSDHH from January 2005 through
December 2008.

Publication: WBTV Author: staff Date Published: 1/28/2011
Article Title: Medical records tossed into landfill during office renovation
Article URL:  http://www.wect.com/Global/story.asp?S=13928853

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-10

Attribution 1

Attribution 2

Coventry Health Care - MO 1/6/2011 Paper Data  Business Yes - Published # 750
University of Missouri

Hundreds of employee participants of University of Missouri’s health insurance program are being told to be on the look-out for insurance
fraud after several hundred insurance communications were mailed to the wrong person. Health benefit statements, health services letters
and new ID cards were among the correspondence mailed to incorrect addresses between January 6th and 10th of this year.

Publication:  e-security planet Author: Date Published:  1/27/2011
Article Title: Security Lapse at University of Missouri
Article URL: http://www.esecurityplanet.com/headlines/article.php/3922396/article.htm

Publication:  Connect MidMissouri Author: Date Published: ~ 1/24/2011
Article Title:  Error sends University of Missouri insurance mail to wrong addresses
Article URL: http://www.connectmidmissouri.com/news/story.aspx?id=571605

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110128-09  Wentworth Institute of MA Electronic Educational Yes - Published # 1,300
Technology

Attribution 1

WIT's system was inadvertently put online. The letter said that an "electronic file was accessible on the Institute's website that contained
personal information for a group of current and former students, including full name, social security number, and date of birth.

Publication: WCVB TV 5 ABC Author: Date Published: 1/24/2011
Article Title: Students' Personal Data Posted Online
Article URL: http://www.thebostonchannel.com/news/26599566/detail.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-08

Attribution 1

KBR Construction us Electronic Business Yes - Unknown # 0

A stolen laptop with current and former employee and contractor information belonging to Houston-based engineering and construction firm
KBR contained names, dates of birth, addresses, Social Security Numbers and Employee ID numbers on the laptop. KBR has employees in
five continents and did not state how the theft occurred or which employee groups were affected.

Publication: notice to NH AG Author: Celia Balli Date Published: 1/21/2011
Article Title: KBR Construction
Article URL: http://doj.nh.gov/consumer/pdf/kbr.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-07

Attribution 1

J. Press us  1/5/2011 Electronic Business Yes - Unknown # 0

J. Press, an online store, notified the NH AG about an intrusion that reportedly resulted in access to and/or acquisition of customer names,
addresses, order information and credit card information for orders placed between January 5 and January 10. When the company learned
of the breach, the ordering feature was disabled while they changed the password to access customer data stored by their web hosting
service

Publication: notice to NH AG Author: Shiro Murakami Date Published: 1/26/2011
Article Title: J. Press
Article URL: http://doj.nh.gov/consumer/pdf/ijpressonline.pdf
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ITRC20110128-06 ~ Hamilton Beach / ProctorSilex US 1/5/2011 Electronic Business Yes - Unknown # 0

Attribution 1

Hamilton Beach reports that they discovered some “hacker code” had been inserted on a dedicated server that hosts
www.hamiltonbeach.com and www.proctorsilex.com. The code resulted in the capture of customer names, addresses, telephone numbers,
email addresses, and credit card information before the data would be encrypted for transmission.

Publication: Notice to NH AG Author: Dana Sykes Date Published:  1/26/2011
Article Title: Hamilton Beach/ProctorSilex
Article URL: http://doj.nh.gov/consumer/pdf/hamilton-beach.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-05

Attribution 1

Ember Corporation - Ceridian Ml 1/10/2011 Paper Data  Business Yes - Published # 50

Boston-based Ember Corporation is notifying 50 current and former employees of a possible breach after a package shipped by its payroll
provider, Ceridian, via FedEx appeared to have been tampered with during shipment. Ember’s counsel indicated that the package arrived on
January 10 containing individual W-2 forms for current and some former employees, each in their own envelope, and a summary form for the
employer that was not in its own envelope. Although all of the individual W-2 forms appeared intact, the summary forms were “wrinkled, out of
order, and had been tampered with.”

Publication: notice to NH AG Author: Cynthia Larose Date Published:  1/26/2011
Article Title: Ember Corp - Ceridian
Article URL: http://doj.nh.gov/consumer/pdf/ember-corporation.pdf

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110128-04  Universal Technical Institute ~ AZ  11/8/2010  Electronic Educational Yes - (Password) Publish 08
(T

Attribution 1

Universal Technical Institute recently notified 98 applicants that their names and Social Security Numbers were on a password protected
laptop stolen from UTI’s Phoenix office on November 18. In some cases, applicants’ contact details and dates of birth were also included in
the file.

Publication: notice to NH AG Author: Eric Packel Date Published: 1/26/2011
Article Title: Universal Technical Institute
Article URL: http://doj.nh.gov/consumer/pdf/universal technical institute.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-03

Attribution 1

Warner Pacific College OR  1/3/2011 Electronic Educational Yes - Published # 1,536

By letter dated January 19, ID Experts notified the New Hampshire Attorney General’s Office that the laptop stolen from an employee’s home
on January 3 contained unencrypted information of 1,536 students, including their names, addresses, dates of birth, telephone numbers, and
Social Security Numbers.

Publication: notice to NH AG Author: Christine Arevalo Date Published: 1/25/2011
Article Title: Warner Pacific College
Article URL: http://doj.nh.gov/consumer/pdf/warner-pacific-college.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110128-02

Attribution 1

Attribution 2

University Book Exchange NC Electronic Business Yes - Published # 100

Customers who used debit cards to buy books at the University Book Exchange or U.B.E store in Greenville about two weeks ago or so have
discovered fraudulent charges on their accounts- linked to Florida. ITRC- could this be the same hacker as the retailer in ME that hit the
credit union?

Publication: Daily Reflector Author: Jackie Drake Date Published:  2/13/2011
Article Title: Security breach cases at 100-plus
Article URL: http://www.reflector.com/news/security-breach-cases-100-plus-309267

Publication:  WITN Author: Dave Jordan Date Published: 1/26/2011
Article Title: Police Investigate Bank Card Breach At Greenville Store
Article URL: http://www.witn.com/pittcounty/headlines/114687114.html

Copyright 2011 Identity Theft Resource Center



itrc Identity Theft Resource Center Repor et

2011 Breach List: Breaches: 112 Exposed: 5,460,925 Page 17 of 25
How is this report produced? What are the rules? See last page of report for details.
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110128-01  Five County Credit Union ME Electronic Banking/Credit/Financial ~ Yes - Published # 3,000

Attribution 1

Five County says about 3,000 credit and debit card customers are getting new cards because of the breach, which happened with a third
party, not the credit union. Several debit cards did have suspicious transactions out of Florida, leading the credit union to shut down and
reissue about 2,500 debit cards.

ITRC- this will be changed if a retailer/POS is found, see next breach.

Publication: MyFOXMaine News 13 Author: Date Published:  1/28/2011
Article Title: Thousands of Five County Credit Union Customers Issued New Cards Following Security Breach
Article URL:  http://www.myfoxmaine.com/news/maine/Thousands-of-Five-County-Credit-Union-Customers-Issued-New-Cards-Follo

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110124-01

Attribution 1

Grays Harbor Pediatrics WA 11/23/2010 Electronic Medical/Healthcare Yes - Unknown # 0

Grays Harbor Pediatrics discovered on November 23, 2010 that a computer backup device was stolen from a Grays Harbor Pediatric
employee. The backup device was used for storing copies of paper records. Grays Harbor Pediatrics has notified all patients and patient
billing guarantors. An investigation of the data has revealed that information stored on the back up device may have included personal
information ranging from Social Security numbers, insurance details, driver’s license information, medical history forms, immunization
records, previous doctor records, and patients’ medical records

Publication: company website Author: ID Experts Date Published: 1/24/2011
Article Title: Grays Harbor Pediatrics
Article URL: http://www.pediatricssecure.com/FAQ.aspx

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110121-03

Attribution 1

Michael's Rock Hill Grille SC Electronic Business Yes - Unknown # 0

A popular Rock Hill restaurant is the one common thread in a growing number of credit card fraud cases. This could be a POS situation or
hacking; it is still under investigation. Police said every one of the cards that was compromised was a combination credit/debit card

Publication: WSOCTV Author: Date Published: 1/18/2011
Article Title: Restaurant Customers’ Credit Card Info Stolen
Article URL:  http://www.wsoctv.com/news/26533660/detail.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110121-02

Attribution 1

Ingenix us Electronic Business Yes - Unknown # 0

Ingenix recently discovered that in some cases, the health plans or preferred providers had used the providers’ Social Security Numbers as
provider identification numbers. Thus, when someone looked up that provider through Ingenix’s search tool, the provider's SSN was
exposed, even though it was not identified as a Social Security Number and may not have been readily apparent as such. In some cases,
providers’ SSN may have been available for five years

Publication: notice to NH AG Author: Granberg Date Published:  1/19/2011
Article Title:  Ingenix
Article URL: http://doj.nh.gov/consumer/pdf/ingenix.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110121-01

Attribution 1

Chase Bank CA  1/13/2011 Electronic Banking/Credit/Financial ~ Yes - Published # 100
Three people were arrested for placing cameras and skimmers on county banks in San Luis Obispo primarily at Chase banks.

Publication: Cal Coast News Author: Date Published: 1/19/2011
Article Title: Three arrested for credit card fraud
Article URL: http://calcoastnews.com/2011/01/three-arrested-for-credit-card-fraud/
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ITRC20110118-03  Experian - lowa us Electronic Business Yes - Unknown # 0

Attribution 1

Telecommunications
Someone used the lowa Telecommunications log-in without permission to access numerous credit reports.

Publication: notice to NH AG Author: Laura Mundy Date Published:  1/18/2011
Article Title: Experian - lowa Telecommunications
Article URL: http://doj.nh.gov/consumer/pdf/experian 20110121.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110118-02

Attribution 1

Attribution 2

Tulane University LA 12/29/2010  Electronic Educational Yes - (Password) Publish 10,000

Tulane University notified the New Hampshire Attorney General’'s Office regarding a stolen laptop. The employee had the data on a laptop
because he was supposed to work on it over the winter break to prepare the W-2's including names, Social Security numbers, address and
salary for every employee, including student and part-time employees and anyone who will receive a 2010 W-2. The password laptop was in
a briefcase stolen from his (then unoccupied) car while he was away. The data were unencrypted.

Publication: notice to NH AG Author: Eric Packel Date Published: 1/18/2011
Article Title:  Tulane University
Article URL: http://doj.nh.gov/consumer/pdf/tulane university.pdf

Publication: WWLTV Author: Date Published: 1/7/12011
Article Title: Tulane: Laptop stolen with W-2 info, S.S. numbers of each employee
Article URL:  http://www.wwltv.com/news/Tulane-Laptop-stolen-with-SS-numbers-of-every-employees-113115159.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110118-01

Attribution 1

US Post Office MO 1/16/2011 Paper Data ~ Government/Military Yes - Unknown # 0

Hundreds of pieces of U.S. mail were scattered to the wind Sunday after the back door flew open on a tractor trailer in Missouri. The truck
went about 70 miles before realizing what happened. "People were out in the cold picking up mail and it looks like we've got all of it," Postal
Inspector Dan Taylor said. "It all seems to be one or two companies that it was their outgoing mail that was affected," he added.

Postal Inspectors say it was mostly statements and billings that those two companies may now have to re-send.

ITRC has called the USPI and was never told if the statements and bills had account numbers. They also said all mail was recovered though
some articles seem to imply otherwise. They also refused to disclose what type of companies sent the billings and statements. Due to IRS
mailings of statements, ITRC has included this on its breach list.

Publication: 11 Alive Author: Gannet News Date Published: 1/17/2011
Article Title: Semi Spills Mail on MO Highways
Article URL: http://www.1lalive.com/news/local/story.aspx?storyid=173396&catid=40

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110117-01

Attribution 1

South Carolina State SC  11/9/2010  Electronic Government/Military Yes - Published # 6,400
Employee Insurance Program

SC State Employee Insurance Program director Stephen Van Camp said a computer virus attack on a single computer could have allowed
the hacker to access to names, addresses, Social Security numbers and birth dates of up to 5,600 insured employees, retirees dependents
and survivors on that computer. Those records also included about 800 people who are dead, he said.

Publication: ~ Augusta Chronicle Author: AP Date Published:  1/14/2011
Article Title: Workers' records breached
Article URL: http://chronicle.augusta.com/news/metro/2011-01-14/workers-records-breached

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110114-04  Green River District Health KY Electronic Government/Military Yes - Published # 9,986
Department

The names, Social Security numbers and dates of birth of thousands of people who visited the Green River District Health Department were
available unsecured online for months, at least since October. The database was shut down ONLY after being notified by a concerned
resident months later.
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.trc Identity Theft Resource Center Repor et

2011 Breach List: Breaches: 112 Exposed: 5,460,925 Page 19 of 25

How is this report produced? What are the rules? See last page of report for details.

Attribution 1

Publication: iStockAnalyst Author: James Mayse Date Published: ~ 1/13/2011
Article Title: Information on health department patients found on Web
Article URL: http://www.istockanalyst.com/article/viewiStockNews/articleid/4806931

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110114-03

Attribution 1

National Guard NM  12/23/2010 Electronic Government/Military Yes - Published # 650
Headquarters - Santa Fe NM

New Mexico soldiers deploying to Kosovo may have had their SSN and deployment records exposed after a computer containing personal
information was stolen from the National Guard Headquarters in Santa Fe.

Publication: KRQU Author: Celina Westervelt Date Published: 1/13/2011
Article Title: Soldiers' personal information stolen
Article URL: http://www.krge.com/dpp/news/local/southeast/soldiers'-personal-information-stolen-

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110114-02

Attribution 1

Omaha Public Schools NE  12/21/2010 Electronic Government/Military Yes - Published # 4,300

A computer hacker may have obtained names, birthdates, beneficiaries and Social Security numbers of more than 4,300 current and former
Omaha Public Schools employees. An investigation into the attack on the Omaha School Employees Retirement System website, detected
Dec. 21, was unable to determine whether information was stolen, Michael Smith, executive director of the system, said Thursday.

Publication: Omaha World Herald Author: Joe Dejka Date Published:  1/14/2011
Article Title: OPS employees warned of hacker
Article URL: http://www.omaha.com/article/20110114/NEWS01/701149885

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110114-01  BlueCross/BlueShield - MI 11/17/2010  Electronic Business Yes - Published # 6,500
Michigan

Attribution 1

Blue Cross Blue Shield of Michigan is notifying about 6,500 members whose information was exposed on a third-party website, Harper
Woods- based Tstream Software, doing work on behalf of Warren-based Agent Benefits Corp. The information included names, addresses,
birthdates and Social Security numbers of people applying for individual health insurance from 2006 to 2008 — was used inappropriately, said
Helen Stojic, a Blue Cross spokeswoman.

Publication:  Detroit News Author: Melissa Burden Date Published: 1/14/2011
Article Title: 6,500 Blues members' personal info exposed
Article URL:  http://www.detnews.com/article/20110114/B1Z/101140446/1361/6-500-Blues-members%E2%80%99-personal-info-expose

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110113-02

Attribution 1

Seacoast Radiology NH 11/12/2010  Electronic Medical/Healthcare Yes - Published # 231,400

On January 11, 2011, notification letters were mailed on behalf of Seacoast Radiology to a group of individuals whose medical billing related
information was stored on a Seacoast Radiology office server, following the discovery of unauthorized access to that server on November 12,
2010. Names and SSNs were on that server. Seacoast said: But the group said there's no evidence any of the information has been
misused, and that identity theft probably wasn't the motivation. An investigation discovered the breach was likely caused by gamers based in
Scandinavia, who were just looking for servers to run the best-selling video game, the group said.

Publication: company website and DOTmed.com Author: Brendon Nafziger Date Published:  1/13/2011
Article Title: Radiology office's server hacked to play Call of Duty: Black Ops
Article URL: http://www.dotmed.com/news/story/15117

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110112-01

HuskyDirect.com- Uconn CT Electronic Business Yes - Published # 18,000

Uconn is warning 18,000 customers who bought items on it's HuskyDirect.com website that their credit card and billing information may have
been exposed in a data security breach on HuskyDirect.com (sports gear). Update: The breach involved an unauthorized person accessing
the database by using a Fandotech administrative password. “Fandotech has sole access, authority, and control over that administrative
password,” Aaron Bayer of Wiggin and Dana wrote to the New Hampshire Attorney General.
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Attribution 1

Attribution 2

Attribution 3

Publication: notice to NH AG Author: Aaron Bayer Date Published: ~ 1/31/2011
Article Title: Husky Direct
Article URL: http://doj.nh.gov/consumer/pdf/uconn-cooperative.pdf

Publication:  The Daily Campus Author: John Sherman Date Published: ~ 1/30/2011
Article Title: Hackers steal Co-op patrons' personal information
Article URL: http://www.dailycampus.com/news/hackers-steal-co-op-patrons-personal-information-1.1949423

Publication: NBC Connecticut Author: Bob Connors Date Published: 1/11/2011
Article Title: UConn Customer Database Hacked
Article URL: http://www.nbcconnecticut.com/news/local-beat/UConn-Customer-Database-Hacked-113307219.html

ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110110-03  Duval Clerk of Court's FL Electronic Government/Military Yes - Unknown # 0
website

Attribution 1

In at least one case, there was a Social Security number on the Duval Clerk of Court's website. "Old cases, you will find it there because they
were required back then to be in there," said Jim Fuller, clerk of the court for Duval County. The case with the number was recorded with the
clerk in 1997, when that private information was required. Fuller said documents recorded from about 2002 through today have been carefully
checked for personal and banking information, but the system isn't foolproof.

Publication: ABC 25 First Coast News Author: Date Published: 1/8/2011
Article Title: Social Security Numbers Found on Duval County Website
Article URL: http://www.firstcoastnews.com/news/local/news-article.aspx?storyid=185255&catid=3

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110110-02

Attribution 1

Washington State's WA Paper Data  Government/Military Yes - Published # 1,000
Employment Security Division

An Olympia man arrested Thursday may have planned to steal the identities of 1,000 people, said Thurston County Sheriff John Snaza.
Detectives found 40 boxes of files stolen from a car parked on the state Capitol campus last year including names and SSN of employees
with the SSSD.

Publication: NWCN King 5 Author: Drew Mikkelsen Date Published: 1/7/2011
Article Title: Suspected ID thief may have over 1,000 victims
Article URL: http://www.nwcn.com/news/washington/Suspected-ID-thief-may-have-1000-victims-113103059.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110110-01

Attribution 1

RaceTrac - Melbourne FL Electronic Business Yes - Published # 600

Hundreds of credit card numbers were compromised at a Melbourne gas station after a credit card skimmer was hidden inside a rigged pump
last month. Police found the skimmer -- attached with Velcro -- at the RaceTrac at 4641 W. Eau Gallie Blvd. after getting complaints of
fraudulent credit and debit card charges.

Publication:  Florida Today Author: J D Gallop Date Published: 1/6/2011
Article Title: Credit-card skimmer found in Melbourne gas pump
Article URL: http://www.floridatoday.com/article/20110106/NEWS01/101060312/1006/Credit-card+skimmer+found+in+Melbourne+gas

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110107-07

Attribution 1

Taco Bell - Grand Rapids MI Electronic Business Yes - Published # 100

Onil Rivas-Perez, a man police say took part in a scheme to digitally skim credit card numbers from Taco Bell customers, has pleaded guilty
to identity theft. Detectives estimated 50-100 customers were affected by the fraud.

Publication: Grand Rapids Press Author: John Tunison Date Published: 1/5/2011
Article Title: One of two suspects in Taco Bell credit card scheme pleads guilty
Article URL: http://www.mlive.com/news/grand-rapids/index.ssf/2011/01/one of two suspets in taco bel.html
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ITRC20110107-06 ~ Grant Medical Center OH 11/16/2010  Electronic Medical/Healthcare None - Encrypted Data 0

Attribution 1

Some computers were stolen by a now fired employee of Grant Medical Center. They have been recovered. All information had been
encrypted and password protected. OhioHealth officials announced yesterday that they will provide one year of credit protection to anyone
who was a patient at Grant Medical Center from Jan. 1, 2008, through Nov. 5, 2010.

Publication:  Columbus Dispatch Author: Suzanne Hoholik Date Published: 1/6/2011
Article Title: OhioHealth patient data exposed
Article URL: http://www.dispatch.com/live/content/local news/stories/2011/01/06/ohiohealthpatientdataexposed.html?sid=101

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110107-05

Attribution 1

Gair Medical Transcription PA  12/17/2010 Electronic Business Yes - Published # 1,086
Services - PinnacleHealth

PinnacleHealth sent notification to 1,086 outpatients whose personal medical information may have been accessed through an independent
medical transcription company. PinnacleHealth explained that a company that provided the system with medical transcription services had a
data security incident involving its computer server. The incident occurred in 2008 when the company’s server was inadvertently opened to
access through the internet. The information in the dictated reports included social security numbers, dates of birth, dates of interviews or
examinations, medications, and the dates that the reports were dictated.

Publication: company website Author: press release Date Published: 1/7/2011
Article Title: PinnacleHealth Reports Outpatient Data Breach At Transcription Service.
Article URL: http://www.pinnaclehealth.org/news/phs-pr-dbs-Dec17/

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110107-04

Attribution 1

Gary Spinks, DDS, PC MD  10/14/2010 Electronic Medical/Healthcare Yes - Published # 1,000

On October 14, 2010, the computer system of the dental Practice of Gary C. Spinks, DMD, PC had the computer system and server of the
Practice hacked.

Personal health information, including patient names, addresses, health and dental insurance member numbers, Social Security numbers,
dates of birth, dental care records, and dental x-rays may have been accessed.

Publication: website created by ID Experts Author: ID Experts Date Published: 1/6/2011
Article Title: Gary Spinks DDS
Article URL:  http://www.gsprotect.com//FAQ.aspx

Attribution 2 Publication: Author: Date Published:
Article Title: Notified HHS
Article URL:
ITRC Breach ID Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd
ITRC20110107-03 ~ Seabury & Smith - Marsh US us 11/1/2010 Electronic Business Yes - Unknown # 0
Consumer

Attribution 1

Marsh U.S. Consumer, a Seabury & Smith service, recently reported a security breach to the New Hampshire Attorney General’s Office. The
benefits plan provider reported that due to a programming error and transmission of incorrect URLs, a dedicated server for its client, ITT
Corporation, was exposing some ITT employees’ benefits plan personal information to other employees who accessed the server. The
unencrypted exposed information included Social Security Numbers — and for individuals enrolled in life insurance benefits programs, medical
history information. Personal information of spouses and dependents may also have been accessed.

Publication: notice to NH AG Author: Terri Harrison Date Published: 1/6/2011
Article Title: Seabury & Smith - Marsh US Consumer
Article URL: http://doj.nh.gov/consumer/pdf/marsh.pdf
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ITRC20110107-02  Pentagon Federal Credit us 12/12/2010  Electronic Banking/Credit/Financial  Yes - Unknown # 0

Attribution 1

Attribution 2

Union (PenFed)

According to a letter sent to the state on December 30, on December 12, PenFed discovered that a laptop had been infected with malware.
The compromise allowed access to a database containing names, addresses, Social Security Numbers, credit card and/or debit card
numbers, and PenFed account numbers for PenFed members, joint owners, former members, employees, and beneficiaries. No PINs or
passwords were accessed or acquired. Although the total number of individuals affected was not indicated, 514 residents of New Hampshire
were among those affected.

Update: The full extent of the breach may not be known for years, security experts said. PenFed serves almost one million members of the
active-duty military, Department of Defense, Coast Guard, Department of Homeland Security and the Veterans of Foreign Wars. lts
customers also include defense contractors. The credit union offers mortgages, loans, credit cards, home equity lines of credit and other
financial services, often at lower rates than traditional banks. It has more than $15 billion in assets, according to its Web site.

Publication: Washington Post Author: Lisa Rein Date Published:  1/18/2011
Article Title: PenFed hacking leaves possibility of troop identity thefts
Article URL: http://www.washingtonpost.com/wp-dyn/content/article/2011/01/17/AR2011011703975.html

Publication: notice to NH AG Author: Mark Schrieber Date Published: 1/6/2011
Article Title: PenFed
Article URL: http://doj.nh.gov/consumer/pdf/pentagon.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110107-01

Attribution 1

Heraeus Inc us 11/19/2010  Electronic Business Yes - Published # 514

According to the letter, the company noticed on November 18 that a steel cabinet that contained a safe with backup tapes was missing.
The company believes (but cannot be sure) that the cabinet was discarded as part of a massive cleanup prior to building demolition. If the
cabinet was discarded, it was sent to a transfer station, crushed, sent to Pennsylvania where it was crushed again and then buried in a
landfill. Approximately 514 people had personal information on the tapes, including names, addresses, Social Security Numbers, driver’s
license numbers, financial account numbers, medical information, and other personal information.

Publication: notice to NH AG Author: Jackson Lewis LLP Date Published: 1/6/2011
Article Title: Heraeus Inc
Article URL: http://doj.nh.gov/consumer/pdf/heraeus.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110104-01

Attribution 1

White Rock Networks X 1/2/2011 Paper Data  Business Yes - Unknown # 0

A woman hunting for a box for her daughter's school project found a pile of nearly 50 extra large storage cartons. Inside the cartons, News 8
reviewed hundreds of names, Social Security numbers, medical records, home addresses and phone numbers of former employees of a
company named White Rock Networks between 2000 and 2005. The Richardson tech company went bankrupt in 2006 and was eventually
purchased by another firm that later merged with a third company.

Publication: WFAA Author: Brad Watson Date Published: 1/3/2011
Article Title: Personnel records found dumped outside Plano library
Article URL: http://www.wfaa.com/news/consumer/Personnel-records-found-dumped-outside-Plano-library-112833484.html

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-08

Attribution 1

Armstrong Atlantic State GA  11/1/2010  Electronic Educational Yes - Unknown # 0
University Nursing

Several hundred Armstrong Atlantic State University alumni's Social Security numbers have been compromised following the theft of a hard
drive from the school's campus in early October. The numbers stored on the device belonged to former nursing students who attended the
university before late 2006, said Armstrong spokesperson Francisco Duque. That was when the university stopped using Social Security
numbers for student identification. See school website for updates: http://www.armstrong.edu/Departments/police/police_welcome

Publication: ~ Augusta Chronicle Author: Eric Curl Date Published: 1/1/2011
Article Title: Security breach at Savannah college
Article URL: http://chronicle.augusta.com/latest-news/2010-12-31/security-breach-savannah-college
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ITRC20110103-07  Half Hitch Tackle FL Electronic Business Yes - Unknown # 0

Attribution 1

Bay County Sheriff Frank McKeithen issued an update Monday in the investigation regarding the fraudulent use of debit and credit cards from
multiple area credit unions and banks. Nearly all customers have done business with Half Hitch Tackle. Despite using precautions, the
business recently experienced a systems security breach possibly originating overseas.

Publication: News Channel 7 WJHG Author: Date Published: 1/3/2011
Article Title: BCSO says debit card security breach not tied to local banks
Article URL:  http://www.wjhg.com/news/headlines/BCSO_says debit card security breach not tied to local banks 112827174.ht

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-06

Attribution 1

CHS MN  11/15/2010 Paper Data  Business Yes - Unknown # 0

After Minnesota-based CHS Inc. mailed PATR-1099 forms to its patrons in mid-November, they received a call from one recipient alerting
them that both the name and Social Security Number was visible through the window in unhyphenated form.

Publication: notice to NH AG Author: Josh Blaisdell Date Published: 1/1/2011
Article Title: CHS
Article URL: http://doj.nh.gov/consumer/pdf/chs.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-05

Attribution 1

Experian US  12/22/2010 Electronic Business Yes - Unknown # 0

Experian notified the New Hampshire Attorney General’s Office on December 22nd that someone using the access login credentials of the
law firm of Samuels, Green, and Steel, LLP had accessed an unspecified number consumer credit reports.

Publication: notice to NH AG Author: Laura Mundy Date Published: 1/1/2011
Article Title: Experian
Article URL: http://doj.nh.gov/consumer/pdf/experianl.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-04

Attribution 1

Sovereign Bank us 10/15/2010  Electronic Banking/Credit/Financial ~ Yes - Unknown # 0

"On October 15, Sovereign Bank, a federal bank, became of aware of unusual activity based on IP traffic. On December 15 it was
determined that an unknown entity placed a key logger on a laptop that allowed the information of two New Hampshire customers to be
viewed inappropriately. The accessed information included the customer name, address, and Social Security Number." From notice to NH AG

Publication: notice to NH AG Author: Carol Pockrus Date Published: 1/1/2011
Article Title: Sovereign Bank
Article URL: http://doj.nh.gov/consumer/pdf/sovereignl.pdf

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-03

Attribution 1

BlueCross/BlueShield US  12/31/2010 Paper Data  Business Yes - Unknown # 0

Private investigator William Cobra Staubs, was doing some dumpster diving conducting some “research” this week and happened upon a big
box of discarded medical files and applications tossed there by what appears to be a Blue Cross Blue Shield agent who didn’t need them any
longer. He found over 30 documents and approximately 50 Social Security numbers. The article does not state where these documents were
found.

Publication:  Bloggernews Author: Robert Siciliano Date Published: 1/1/2011
Article Title: Blue Cross Blue Shield Applications Found in Trash
Article URL:  http://www.bloggernews.net/125798
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ITRC20110103-02  EVG Quality Gas Station CA  12/30/2010 Electronic Business Yes - Published # 380

Attribution 1

Attribution 2

Attribution 3

Attribution 4

About 80 customers of this Sierra Madre had credit and debit card information stolen. The most likely event is card skimming. Update in
second article, now over 175 complaints. As of 1/5/2011 is 250 victims. Law enforcement expects the number of victims to grow as
customers who bought gas at the station within the last six months check their credit card statements. Losses are already running in excess
of $60,000. Police say 75% of the victims are local residents who used credit cards at the station.

As of 1/10 now 380 victims.

Publication: LA Times Author: Date Published: 1/10/2011
Article Title: Number of victims rises to 380 in Sierra Madre gas station fraud
Article URL: http://latimesblogs.latimes.com/lanow/2011/01/number-of-victims-rises-to-380-in-sierra-madre-gas-station-fraud.html

Publication: LA Times Author: Date Published: 1/5/2011
Article Title: Sierra Madre gas station: List of credit-card fraud victims soars to 230
Article URL: http://latimesblogs.latimes.com/lanow/2011/01/credit-card-fraud-at-sierra-madre-gas-station-number-of-victims-grows-t

Publication: Pasadena Star News Author: Date Published: 1/3/2011
Article Title: Fraud reports linked to Sierra Madre gas station top 175
Article URL: http://www.pasadenastarnews.com/news/ci 16999125

Publication: SGV Tribune Author: Date Published: 1/1/2011
Article Title: Customers of Sierra Madre gas station victims of ID theft
Article URL: http://www.sgvtribune.com/news/ci 16977410

ITRC Breach ID

Company or Agency State Est. Date Breach Type Breach Category Records Exposed? # Records Rptd

ITRC20110103-01

Attribution 1

Kenetic Concepts Inc (KCI) X 12/21/2010  Electronic Business Yes - Unknown # 0

An employee in the call center stole KCI customer information. The database contained names, addresses, dates of birth, insurance
information, and in some cases, Social Security Numbers and payment card information.

Publication:  notice to NH AG Author: Nancy Scheifele Date Published: 1/1/2011
Article Title: KCI
Article URL: http://doj.nh.gov/consumer/pdf/kci-usa.pdf
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‘ 2011 Breaches Identified by the ITRC as of: | 4/6/2011 Total Breaches: 112
Records Exposed: 5,460,925

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List"), or
became public in the report name year, but were not public in the previous year. Each item must be previously
published by a credible source, such as Attorney General's website, TV, radio, press, etc. The item will not be
included at all if ITRC is not certain that the source is real and credible. We include in each item a link or source of
the article, and the information presented by that article. Many times, we have attributions from a multitude of media
sources and media outlets. ITRC sticks to the facts as reported, and does not add or subtract from the previously
published information. When the number of exposed records is not reported, we note that fact. When records are
encrypted, we state that we do not (at this time) consider that to be a data exposure. However, we do not consider
password protection as adequate, and we do consider those events to be a data exposure.

What is a breach? A breach is defined as an event in which an individual’s name plus Social Security Number (SSN),
driver’s license number, medical record, or a financial record/credit/debit card is potentially put at risk — either in
electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime,
Office of Justice Programs, U.S. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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