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Banking/Credit/Financial
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20051226-01 BancorpSouth US Yes - Published # 6,500Banking/Credit/Financial

ITRC20051225-01 People First - Convergys FL Yes - Unknown # 0Banking/Credit/Financial

ITRC20051221-01 LaSalle Bank - ABN Amro Mortage Group IL Yes - Published # 2,000,000Banking/Credit/Financial

ITRC20051219-02 Oregon Community Credit Union OR Yes - Published # 200Banking/Credit/Financial

ITRC20051203-01 Firstrust Bank PA 11/9/2005 Yes - Unknown # 0Banking/Credit/Financial

ITRC20051129-01 Scottrade - Troy Group US Yes - Published # 140,000Banking/Credit/Financial

ITRC20051109-01 Trans Union LLC CA Yes - Published # 3,623Banking/Credit/Financial

ITRC20051007-01 Bank of America US 8/29/2005 Yes - Unknown # 0Banking/Credit/Financial

ITRC20050927-01 RBC Dain Rauscher US Yes - Published # 100Banking/Credit/Financial

ITRC20050917-01 North Fork Bank NY Yes - Published # 9,000Banking/Credit/Financial

ITRC20050830-01 J. P. Morgan Private Bank TX Yes - Unknown # 0Banking/Credit/Financial

ITRC20050817-01 Huntington National Bank OH Yes - Published # 6,000Banking/Credit/Financial

ITRC20050719-01 MasterCard International US Yes - Published # 40,000,000Banking/Credit/Financial

ITRC20050706-01 City National Bank CA Yes - Unknown # 0Banking/Credit/Financial

ITRC20050606-01 Citi Financial US Yes - Published # 3,900,000Banking/Credit/Financial

ITRC20050523-02 Wachovia, Bank of America - PNC Bank of Pittsb NJ Yes - Published # 680,000Banking/Credit/Financial

ITRC20050519-01 Westbourgh  Bank MA Yes - Published # 750Banking/Credit/Financial

ITRC20050323-01 Mutual Funds US Yes - Unknown # 0Banking/Credit/Financial

ITRC20050226-01 Bank of America NC Yes - Published # 1,200,000Banking/Credit/Financial

ITRC20050221-03 GMAC Financial Services US Yes - Published # 200,000Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 20# of Breaches: 48,146,173# of Records:

12.7% of Breaches: 72.0%%of Records:

Business
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20051228-01 Marriott International FL Yes - Published # 206,000Business

ITRC20051222-01 Ford Motor Company MI Yes - Published # 70,000Business

ITRC20051219-01 Guidance Software CA 12/7/2005 Yes - Published # 3,800Business

ITRC20051212-01 Sam's Club AR Yes - Unknown # 600Business

ITRC20051118-01 Boeing WA Yes - Published # 161,000Business

ITRC20051105-02 Safeway HI Yes - Published # 1,400Business

ITRC20050922-01 ChoicePoint US Yes - Published # 5,000Business

ITRC20050630-01 DSW AK Yes - Published # 1,400,000Business

ITRC20050622-01 Eastman Kodak US Yes - Published # 5,800Business

ITRC20050610-01 Motorola IL Yes - Published # 30,000Business

ITRC20050523-01 MCI US Yes - Published # 16,500Business

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center Page 2 of  6
4/1/2009

Report Date:

2005 Data Breach Stats
How is this report produced?  What are the rules?  See last page of report for details.

ITRC20050513-01 Merlin Information Services MT Yes - Published # 9,000Business

ITRC20050507-01 Foster Wheeler NJ Yes - Published # 6,700Business

ITRC20050505-02 Arbella Mutual Insurance MA Yes - Unknown # 0Business

ITRC20050502-01 Time Warner US Yes - Published # 600,000Business

ITRC20050419-01 Ameritrade US Yes - Published # 200,000Business

ITRC20050418-01 Eastern National (vendor for National Park Servic US Yes - Published # 15,000Business

ITRC20050414-01 HSBC North America - Polo Ralph Lauren US Yes - Published # 180,000Business

ITRC20050412-01 Lexis-Nexis (Reed Elsevier Group PLC) OH Yes - Published # 310,000Business

ITRC20050409-01 Automatic Data Processing (ADP) US Yes - Published # 1,000Business

ITRC20050304-01 Choicepoint GA Yes - Published # 157,000Business

ITRC20050225-02 WestLaw US Yes - Unknown # 0Business

ITRC20050225-01 PayMaxx MA Yes - Published # 100,000Business

ITRC20050221-02 T-Mobile MA Yes - Published # 500Business

ITRC20050212-01 Science Applications International Corporation (S CA 1/25/2005 Yes - Published # 45,000Business

BusinessTotals for Category: 25# of Breaches: 3,524,300# of Records:

15.9% of Breaches: 5.3%%of Records:

Educational
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20051215-01 University of Ohio - Dayton OH Yes - Published # 74Educational

ITRC20051212-02 Iowa State University IA Yes - Published # 5,500Educational

ITRC20051209-01 Idaho State - Pocatello ID Yes - Unknown # 100Educational

ITRC20051208-02 San Antonio Independent School District TX Yes - Published # 1,000Educational

ITRC20051208-01 J. Sargent Reynolds Community College,(Richmo VA Yes - Published # 26,000Educational

ITRC20051203-2 University of San Diego CA Yes - Published # 7,800Educational

ITRC20051202-01 Cornell Information Technology NY Yes - Published # 900Educational

ITRC20051130-01 University of Delaware DE Yes - Published # 952Educational

ITRC20051123-01 University of Delaware MD Yes - Published # 772Educational

ITRC20051117-01 Indiana University - Kelley School of Business IN Yes - Published # 5,300Educational

ITRC20051111-01 Georgia Tech Office of Enrollment Services GA 10/16/2005 Yes - Published # 13,000Educational

ITRC20051104-02 University of Southern California - Keck School o CA Yes - Published # 50,000Educational

ITRC20051031-01 University Of Virginia VA Yes - Published # 2,600Educational

ITRC20051029-01 University of Tennessee TN Yes - Published # 1,900Educational

ITRC20051020-03 Monmouth Unversity NJ Yes - Published # 667Educational

ITRC20051020-02 Vermont Technical College - Randolph Center VT Yes - Published # 1,100Educational

ITRC20051015-01 Montclair State University NJ Yes - Published # 9,100Educational

ITRC20050928-02 City College Of New York (CUNY) NY Yes - Published # 9,000Educational

ITRC20050928-01 University of Georgia GA Yes - Published # 2,429Educational
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ITRC20050916-01 Miami University (Ohio) OH Yes - Published # 21,762Educational

ITRC20050910-01 Kent State University OH Yes - Published # 100,000Educational

ITRC20050906-01 University of Delaware DE Yes - Published # 343Educational

ITRC20050901-01 Iowa Student Loan Program IA Yes - Published # 165,000Educational

ITRC20050830-02 Stark State College of Technology OH Yes - Unknown # 0Educational

ITRC20050829-01 California State University - Chancellor's Office CA Yes - Published # 154Educational

ITRC20050819-02 University of Colorado CO Yes - Published # 49,000Educational

ITRC20050815-01 California State University - Stanislaus CA 8/11/2005 Yes - Published # 877Educational

ITRC20050810-01 University of Utah UT Yes - Published # 100,000Educational

ITRC20050809-03 Aims Community College CO Yes - Published # 2,000Educational

ITRC20050809-02 University of North Texas - Denton TX Yes - Published # 38,607Educational

ITRC20050809-01 Sonoma State University - Rohnert Park CA Yes - Published # 61,709Educational

ITRC20050804-02 Anderson College SC Yes - Published # 834Educational

ITRC20050804-01 Cal Poly - Pomona CA 6/29/2005 Yes - Published # 31,077Educational

ITRC20050803-01 Universtiy of Colorado CO Yes - Published # 36,000Educational

ITRC20050729-01 California State University - Dominguez Hills CA Yes - Published # 9,613Educational

ITRC20050722-01 University of Colorado CO Yes - Published # 42,000Educational

ITRC20050720-01 Iowa State University IA 7/6/2005 Yes - Published # 4,700Educational

ITRC20050714-02 University of Colorado CO Yes - Published # 900Educational

ITRC20050711-01 University of Southern California CA Yes - Published # 270,000Educational

ITRC20050707-02 Michigan State University - Human Resources De MI Yes - Unknown # 0Educational

ITRC20050707-01 Michigan State University - College of Education MI Yes - Published # 27,000Educational

ITRC20050705-04 Brigham Young University UT Yes - Published # 600Educational

ITRC20050705-01 Austin Peay State University TN Yes - Published # 1,500Educational

ITRC20050701-01 University of California - San Diego CA Yes - Published # 3,300Educational

ITRC20050628-01 University of Connecticut CT Yes - Published # 72,000Educational

ITRC20050622-02 East Carolina University NC Yes - Published # 250Educational

ITRC20050618-01 Kent State University OH Yes - Published # 1,400Educational

ITRC20050617-02 University of Hawaii HI Yes - Published # 150,000Educational

ITRC20050606-02 Polk Community College -Winter Park FL Yes - Published # 3Educational

ITRC20050602-01 University of Iowa IA 5/18/2005 Yes - Published # 30,000Educational

ITRC20050527-01 Jackson High School OH Yes - Unknown # 0Educational

ITRC20050525-03 Stanford University CA 5/11/2005 Yes - Published # 10,000Educational

ITRC20050523-03 Jackson Community College MI Yes - Published # 8,000Educational

ITRC20050521-01 Valdosta  State University GA Yes - Published # 40,000Educational

ITRC20050520-01 Purdue University IN Yes - Published # 11,360Educational

ITRC20050513-02 Hinsdale Central High School IL Yes - Published # 2,400Educational

ITRC20050505-01 Michigan State University - Wharton Center US 4/26/2005 Yes - Published # 40,000Educational

ITRC20050430-01 Oklahoma State University OK Yes - Published # 23,000Educational

ITRC20050429-01 Florida International University FL Yes - Unknown # 0Educational
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ITRC20050428-01 Georgia Southern University - Statesboro GA Yes - Unknown # 0Educational

ITRC20050421-01 Carnegie Mellon University PA Yes - Published # 19,000Educational

ITRC20050416-01 California State University - Chico CA Yes - Published # 59,000Educational

ITRC20050412-02 Tufts University MA Yes - Published # 106,000Educational

ITRC20050406-01 University  of California - San Francisco CA Yes - Published # 7,000Educational

ITRC20050405-01 University of California - Davis CA Yes - Published # 1,100Educational

ITRC20050328-01 University of California - Berkeley CA 3/11/2005 Yes - Published # 100,000Educational

ITRC20050325-02 Purdue University IN Yes - Published # 1,200Educational

ITRC20050325-01 Northwestern University IL Yes - Published # 21,000Educational

ITRC20050319-01 University of Nevada - Las Vegas NV Yes - Published # 5,000Educational

ITRC20050317-01 Boston College MA Yes - Published # 120,000Educational

ITRC20050303-01 Harvard University MA Yes - Published # 200Educational

ITRC20050202-01 Indiana University IN Yes - Unknown # 0Educational

ITRC20050121-02 University of Northern Colorado CO 1/19/2005 Yes - Published # 30,000Educational

ITRC20050118-01 University of California - San Diego CA Yes - Published # 3,500Educational

ITRC20050113-01 George Mason University VA Yes - Published # 30,000Educational

EducationalTotals for Category: 75# of Breaches: 1,996,583# of Records:

47.8% of Breaches: 3.0%%of Records:

Government/Military
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20051218-01 San Joaquin County -Human Serices CA Yes - Unknown # 0Government/Military

ITRC20051206-01 Washington Employment Security Department WA Yes - Published # 800Government/Military

ITRC20051119-01 City of Fernandina Beach FL Yes - Published # 267Government/Military

ITRC20051106-01 Illinois Department of Human Services IL Yes - Published # 208Government/Military

ITRC20051105-01 Oregon Driver and Motor Vehicle Services OR Yes - Unknown # 0Government/Military

ITRC20051021-01 Georgia Technology Auhority (Driver's license dat GA Yes - Published # 465,000Government/Military

ITRC20050913-01 US Army - Fort Carson CO Yes - Published # 15,000Government/Military

ITRC20050819-01 US Air Force TX Yes - Published # 33,000Government/Military

ITRC20050804-03 Pennsylvania Unified Judical System PA Yes - Unknown # 0Government/Military

ITRC20050730-01 San Diego County Employees Retirement Associa CA Yes - Published # 32,000Government/Military

ITRC20050629-01 Virginia Department of Criminal Justice Services VA Yes - Published # 3,500Government/Military

ITRC20050628-02 Lucas County Children Services OH Yes - Published # 900Government/Military

ITRC20050617-01 Federal Deposit Insurance Corporation  (FDIC) DC 6/10/2005 Yes - Published # 6,000Government/Military

ITRC20050603-02 Department of Motor Vehicles (DMV) - Nevada NV Yes - Published # 8,800Government/Military

ITRC20050603-01 Cleveland State University OH Yes - Published # 44,000Government/Military

ITRC20050601-01 US Department of Justice DC Yes - Published # 80,000Government/Military

ITRC20050528-01 California Department of Health Services CA 5/27/2005 Yes - Published # 21,600Government/Military
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ITRC20050525-02 North Carolina Division of Motor Vehicles NC Yes - Published # 3,800,000Government/Military

ITRC20050502-02 Colorado Department of Health CO Yes - Published # 1,600Government/Military

ITRC20050418-02 Internal Revenue Service US Yes - Unknown # 0Government/Military

ITRC20050318-01 State Of Michigan MI Yes - Published # 8,200,000Government/Military

Government/MilitaryTotals for Category: 21# of Breaches: 12,712,675# of Records:

13.4% of Breaches: 19.0%%of Records:

Medical/Healthcare
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20051104-01 Ohio State University Medical Center OH Yes - Published # 2,800Medical/Healthcare

ITRC20051101-01 University of Tennessee - Medical Center, Knoxvil TN 8/25/2005 Yes - Published # 5,700Medical/Healthcare

ITRC20051020-01 Wilcox Memorial Hospital HI Yes - Published # 130,000Medical/Healthcare

ITRC20051001-01 World Trade Center Medical Monitoring Program NY 7/10/2005 Yes - Published # 10,000Medical/Healthcare

ITRC20050919-01 Children's Health Council CA Yes - Published # 6,700Medical/Healthcare

ITRC20050901-02 BlueCross BlueShield - Florida FL Yes - Published # 194Medical/Healthcare

ITRC20050827-01 Chart One - University of Florida Health Services FL 8/1/2005 Yes - Published # 3,851Medical/Healthcare

ITRC20050725-01 St. John's Regional Medical Center MO Yes - Published # 27,000Medical/Healthcare

ITRC20050713-01 BlueCross BlueShield - Arizona AZ 6/29/2005 Yes - Published # 57,000Medical/Healthcare

ITRC20050702-01 BlueCross BlueShield - North Carolina NC Yes - Unknown # 0Medical/Healthcare

ITRC20050630-02 Ohio State University Medical Center OH Yes - Published # 15,000Medical/Healthcare

ITRC20050605-01 Duke University - Medical Center NC Yes - Published # 14,000Medical/Healthcare

ITRC20050426-01 Christus St. Joseph Hospital TX Yes - Published # 16,000Medical/Healthcare

ITRC20050404-01 San Jose Medical Group CA 3/28/2005 Yes - Published # 185,000Medical/Healthcare

ITRC20050314-01 Kaiser Permanente CA Yes - Published # 140Medical/Healthcare

ITRC20050218-01 University of Chicago Hospital IL Yes - Published # 85Medical/Healthcare

Medical/HealthcareTotals for Category: 16# of Breaches: 473,470# of Records:

10.2% of Breaches: 0.7%%of Records:
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 2005 Breaches Identified by the ITRC as of: 4/1/2009

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted 
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List", or 
became public in the report name year,  but were not public in the previous year.  Each item must be previously 
published by a credible source, such as Attorney General's website, TV, radio, press, etc.  The item will not be 
included at all if ITRC is not certain that the source is real and credible.  We include in each item a link or source of 
the article, and the information presented by that article.  Many times, we have attributions from a multitude of media 
sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the previously 
published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider 
password protection as adequate, and we do consider those events to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories : 157# of Breaches: 66,853,201# of Records:

100.0% of Breaches: 100.0%%of Records:

157
66,853,201

Total Breaches:
Records Exposed:
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