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Banking/Credit/Financial
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20061222-02 Bank of America SC Yes - Unknown # 0Banking/Credit/Financial

ITRC20061206-01 Premier Bank US Yes - Published # 1,800Banking/Credit/Financial

ITRC20061103-03 West Shore Bank MI Yes - Published # 1,000Banking/Credit/Financial

ITRC20061030-01 TD Ameritrade Holding Corporation - ET Trade Fi US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060907-01 Chase Card Services US None - Other Protection 0Banking/Credit/Financial

ITRC20060902-01 Nationwide Retirement Services MI Yes - Published # 60,000Banking/Credit/Financial

ITRC20060901-02 Wells Fargo US Yes - Published # 1,400Banking/Credit/Financial

ITRC20060827-02 Sovereign Bank US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060804-02 Matrix Bancorp, Inc. US Yes - (Password) Unkn 0Banking/Credit/Financial

ITRC20060801-02 US Bank US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060725-05 Old Mutual US Yes - Published # 6,500Banking/Credit/Financial

ITRC20060717-02 Nelnet Inc. NE Yes - Published # 188,000Banking/Credit/Financial

ITRC20060707-01 National Association of Securities Dealers US Yes - Published # 1,073Banking/Credit/Financial

ITRC20060629-03 National Institute on Health Federal Credit Union US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060621-04 Visa USA, Inc. US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060621-01 Equifax GA Yes - Published # 2,500Banking/Credit/Financial

ITRC20060607-01 University of Michigan Credit Union MI Yes - Published # 5,000Banking/Credit/Financial

ITRC20060531-02 Texas Guaranteed Student Loan Corporation TX Yes - Published # 1,300,000Banking/Credit/Financial

ITRC20060527-02 VyStar Credit Union FL Yes - Published # 34,400Banking/Credit/Financial

ITRC20060523-02 Mortgage Lenders Network USA US Yes - Unknown # 0Banking/Credit/Financial

ITRC20060521-01 Columbus Bank & Trust OH Yes - Published # 2,000Banking/Credit/Financial

ITRC20060519-01 Frost Bank US Yes - Published # 100Banking/Credit/Financial

ITRC20060516-01 American Institute of CPAs US Yes - Published # 333,000Banking/Credit/Financial

ITRC20060512-01 Mercantile Bankshares US Yes - Published # 48,000Banking/Credit/Financial

ITRC20060506-02 Wells Fargo MN Yes - Unknown # 0Banking/Credit/Financial

ITRC20060414-01 Fifth Third Bank MI Yes - Published # 1,000Banking/Credit/Financial

ITRC20060206-02 Olympic Funding Chicago IL Yes - Unknown # 0Banking/Credit/Financial

ITRC20060206-01 Regions Bank US Yes - Published # 100,000Banking/Credit/Financial

ITRC20060126-02 Ameriprise Financial US Yes - Published # 226,000Banking/Credit/Financial

ITRC20060111-01 People's Bank CT Yes - Published # 90,000Banking/Credit/Financial

ITRC20060110-01 New York City - Teachers Retirement System NY Yes - Unknown # 0Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 31# of Breaches: 2,401,773# of Records:

9.7%% of Breaches: 12.5%%of Records:

Business
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:
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ITRC20061223-02 Group Health Insurance US Yes - Published # 42,000Business

ITRC20061213-02 Boeing US Yes - Published # 382,000Business

ITRC20061130-01 TransUnion Credit Bureau US Yes - Published # 1,700Business

ITRC20061111-01 Hertz Global Holdings, Inc. US Yes - Unknown # 0Business

ITRC20061110-02 KSL Services, Inc. CA Yes - Published # 1,000Business

ITRC20061103-05 Starbucks US Yes - Published # 60,000Business

ITRC20061103-02 Affiliated Computer Services, Inc. US Yes - Published # 32,000Business

ITRC20061103-01 Wesco MI Yes - Unknown # 0Business

ITRC20061102-05 Greater Media, Inc. US Yes - Unknown # 0Business

ITRC20061028-02 Hancock Askew & Co. LLP GA 10/15/2006 Yes - Unknown # 0Business

ITRC20061027-01 Gymboree CA Yes - Published # 20,000Business

ITRC20061026-01 LexisNexis US Yes - Unknown # 0Business

ITRC20061020-02 T-Mobile US Yes - Published # 43,000Business

ITRC20061011-01 Republican National Committee US Yes - Published # 76Business

ITRC20060927-02 General Electric Co. US Yes - Published # 50,000Business

ITRC20060921-01 Life is Good, Inc. NH Yes - Published # 9,250Business

ITRC20060916-01 Howard, Rice, Nemerovski, Canady, Falk & Rabki CA Yes - Published # 500Business

ITRC20060915-01 Nikon World Magazine US Yes - Unknown # 0Business

ITRC20060913-01 American Family Insurance US Yes - Published # 2,000Business

ITRC20060911-01 Second Life - Linden Lab CA Yes - Published # 660,000Business

ITRC20060829-04 AT&T US Yes - Published # 19,000Business

ITRC20060826-02 PortTix US Yes - Published # 2,000Business

ITRC20060825-02 Verizon Wireless US Yes - Published # 5,210Business

ITRC20060822-03 American Family Life Assurance Co. (AFLAC) US Yes - Published # 612Business

ITRC20060816-01 Chevron US None - Other Protection 0Business

ITRC20060815-01 Williams Sonoma, Inc. CA Yes - Published # 1,200Business

ITRC20060814-01 Weyerhaeuser NC Yes - Published # 1,600Business

ITRC20060809-01 America Online US Yes - Published # 650,000Business

ITRC20060808-02 Linens n' Things VA Yes - Published # 90Business

ITRC20060804-01 Toyota US Yes - Published # 1,500Business

ITRC20060729-01 Sentry Insurance US Yes - Published # 112,270Business

ITRC20060725-02 Cablevision US Yes - Published # 13,700Business

ITRC20060725-01 Armstrong World Industries -  Deloitte & Touche PA Yes - Published # 12,000Business

ITRC20060717-01 Merlin Information Services MT Yes - Published # 5,875Business

ITRC20060706-01 Automatic Data Processing (ADP) US Yes - Published # 138,800Business

ITRC20060701-01 American Red Cross US Yes - (Password) Unkn 0Business

ITRC20060627-01 AAAAA Rent-A-Space US Yes - Published # 13,000Business

ITRC20060619-01 ING US Yes - Published # 13,000Business

ITRC20060616-04 ADP TotalSource US Yes - Published # 80Business

ITRC20060613-01 Fluor Hanford US Yes - Published # 4,000Business
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ITRC20060606-02 AllState Insurance AL Yes - Published # 27,000Business

ITRC20060605-02 Royal Ahold USA US Yes - Unknown # 0Business

ITRC20060605-01 American Insurance Group (AIG) US Yes - (Password) Publi 930,000Business

ITRC20060604-01 Hotels.com US Yes - Published # 243,000Business

ITRC20060602-01 YMCA US Yes - Published # 65,000Business

ITRC20060506-01 Union Pacific Corporation US 4/29/2006 Yes - Published # 30,000Business

ITRC20060428-01 Iron Mountain - Long Island Railroad MA Yes - Published # 17,000Business

ITRC20060421-01 Boeing WA Yes - Published # 3,600Business

ITRC20060415-01 Voluntary Employees Benefit Association of Haw HI Yes - Published # 43,000Business

ITRC20060413-02 Ross-Simons US Yes - Published # 32,000Business

ITRC20060407-01 DiscountDomain Registry.com US Yes - Unknown # 0Business

ITRC20060406-01 Progressive Casualty Insurance US Yes - Published # 13Business

ITRC20060401-01 Con Edison US Yes - Published # 15,000Business

ITRC20060331-03 Fidelity Investments CA 3/15/2006 Yes - Published # 196,000Business

ITRC20060316-02 Bananas.com US Yes - Published # 274Business

ITRC20060314-02 General Motors MI Yes - Published # 100Business

ITRC20060314-01 Buffalo Bisons Baseball Club NY Yes - Unknown # 0Business

ITRC20060311-01 Verizon Communications NY Yes - (Password) Unkn 0Business

ITRC20060307-01 Unknown - National Retailer US Yes - Published # 200,000Business

ITRC20060305-01 Ernst & Young - Aetna US Yes - (Password) Publi 38,000Business

ITRC20060224-01 Deloitte & Touche - McAfee US Yes - Published # 9,000Business

ITRC20060204-01 FedEx Freight West US Yes - Published # 8,500Business

ITRC20060201-01 Boston Globe - Worcester Telegram & Gazette MA Yes - Published # 202,000Business

ITRC20060125-01 Honeywell International US Yes - Published # 19,000Business

ITRC20060115-01 Illinois Education Association IL Yes - Published # 2,400Business

ITRC20060108-01 Atlantic Resort - Kerzner International US Yes - Published # 55,000Business

ITRC20060103-01 H&R Block US Yes - Unknown # 0Business

BusinessTotals for Category: 67# of Breaches: 4,433,350# of Records:

20.9% of Breaches: 23.2%%of Records:

Educational
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20061227-01 Montana State University MT Yes - Published # 259Educational

ITRC20061223-01 Texas Woman's University TX Yes - Published # 15,000Educational

ITRC20061222-01 Utah Valley State College UT Yes - Unknown # 0Educational

ITRC20061220-01 Big Foot High School WI Yes - Published # 87Educational

ITRC20061216-01 Mississippi State University MS Yes - Published # 2,400Educational

ITRC20061212-02 University of Texas - Dallas TX Yes - Published # 5,000Educational
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ITRC20061212-01 University of California - Los Angeles CA Yes - Published # 800,000Educational

ITRC20061209-01 Virginia Commonweatlh University VA 11/20/2006 Yes - Published # 561Educational

ITRC20061130-03 California State University - Los Angeles CA Yes - Published # 2,535Educational

ITRC20061128-01 Nassau Community College NY Yes - Published # 21,000Educational

ITRC20061127-03 Greenville County School District NC Yes - Published # 101,000Educational

ITRC20061127-02 Chicago Public Schools - All Printing & Graphics IL Yes - Published # 1,740Educational

ITRC20061117-01 Jefferson College of Health Sciences VA Yes - Published # 143Educational

ITRC20061114-01 Connors State College OK Yes - Published # 22,500Educational

ITRC20061103-04 University of Virginia VA Yes - Published # 632Educational

ITRC20061102-04 Villanova University PA Yes - Published # 1,243Educational

ITRC20061018-01 Germanton Elementary School NC Yes - (Password) Unkn 0Educational

ITRC20061012-01 University of Texas - Arlington TX Yes - Published # 2,500Educational

ITRC20061010-01 Adams State College CO Yes - Published # 184Educational

ITRC20061009-01 Troy Athens High School MI Yes - Unknown # 0Educational

ITRC20061006-01 Louisiana State University - Alexandria LA Yes - Published # 1,000Educational

ITRC20060929-02 University of Iowa IA Yes - Published # 14,500Educational

ITRC20060923-02 Purdue - College of Science IN Yes - Published # 2,500Educational

ITRC20060922-01 University of Colorado CO Yes - Published # 1,400Educational

ITRC20060920-01 Berry College GA Yes - Published # 2,093Educational

ITRC20060918-01 University of Texas - San Antonio TX Yes - Published # 64,000Educational

ITRC20060912-02 University of Minnesota - Institute of Technology MN Yes - Published # 13,000Educational

ITRC20060908-01 Barnard College Academic Technologies NY Yes - Published # 4,900Educational

ITRC20060901-01 Virginia Commonwealth University VA Yes - Published # 2,100Educational

ITRC20060830-01 Louisiana State University LA Yes - Published # 12,000Educational

ITRC20060826-01 University of South Carolina SC Yes - Published # 6,000Educational

ITRC20060823-02 US Department of Education US Yes - Published # 21,000Educational

ITRC20060822-01 Beaverton School District OR Yes - Published # 1,600Educational

ITRC20060816-02 University of Kentucky KY Yes - Published # 710Educational

ITRC20060802-01 Belhaven College MS Yes - Published # 300Educational

ITRC20060801-03 Wichita State University KS Yes - Published # 2,040Educational

ITRC20060801-01 Cal Poly - San Luis Obispo CA Yes - Published # 3,020Educational

ITRC20060716-01 Northwestern University IL Yes - Published # 17,000Educational

ITRC20060712-02 Moraine Park Technical College WI Yes - Published # 1,500Educational

ITRC20060712-01 University of Iowa IA 6/30/2006 Yes - Published # 280Educational

ITRC20060706-02 University of Tennessee TN Yes - Published # 36,000Educational

ITRC20060624-01 Catawaba County Schools NC Yes - Published # 619Educational

ITRC20060623-02 San Francisco State University CA Yes - Published # 2,800Educational

ITRC20060617-01 Western Illinois University IL Yes - Published # 240,000Educational

ITRC20060616-01 University of Kentucky KY Yes - Published # 6,500Educational

ITRC20060609-02 Ohio University OH Yes - Published # 70,000Educational
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ITRC20060607-04 East Orange County High School NJ Yes - Published # 1,200Educational

ITRC20060607-03 University of Texas - El Paso TX Yes - Published # 4,719Educational

ITRC20060601-01 University of Kentucky KY Yes - Published # 1,300Educational

ITRC20060531-01 Miami University FL Yes - Published # 851Educational

ITRC20060530-01 Florida International University FL Yes - Unknown # 0Educational

ITRC20060527-01 California State University - Stanislaus CA Yes - Published # 1,294Educational

ITRC20060525-02 Sacred Heart University CT Yes - Published # 135,000Educational

ITRC20060525-01 University of Delaware DE Yes - Published # 1,000Educational

ITRC20060517-01 Riverbank Unified School District CA Yes - Published # 20Educational

ITRC20060516-02 University of California - Berkeley CA Yes - Published # 1,200Educational

ITRC20060511-01 Ohio University OH Yes - Published # 60,000Educational

ITRC20060502-01 Ohio University OH 4/23/2006 Yes - Published # 137,800Educational

ITRC20060427-01 Purdue University IN Yes - Published # 1,351Educational

ITRC20060424-02 University of Virginia VA Yes - Unknown # 0Educational

ITRC20060424-01 University of Texas - Austin TX Yes - Published # 106,000Educational

ITRC20060420-03 University of Alaska - Fairbanks AK Yes - Published # 39,000Educational

ITRC20060414-02 University of South Carolina SC Yes - Published # 1,400Educational

ITRC20060409-01 Vermont State Colleges VT 2/28/2006 Yes - Published # 20,000Educational

ITRC20060331-02 Shorter College GA Yes - Unknown # 0Educational

ITRC20060329-01 University of Nebraska - Lincoln NE Yes - Published # 342Educational

ITRC20060325-03 University of Southern Mississippi MS Yes - Published # 2,100Educational

ITRC20060324-01 California State University - Dominguez Hills CA Yes - Published # 2,486Educational

ITRC20060316-01 Pekin High School IL Yes - Published # 2,170Educational

ITRC20060313-02 Kent State University OH Yes - Published # 19,000Educational

ITRC20060310-01 University of Delaware DE Yes - Published # 51Educational

ITRC20060305-02 Georgetown University DC Yes - Published # 41,000Educational

ITRC20060302-03 Metropolitan State College of Denver CO Yes - Published # 93,000Educational

ITRC20060222-01 University of Nothern Iowa IA Yes - Published # 6,000Educational

ITRC20060215-02 Old Dominion University VA Yes - Published # 601Educational

ITRC20060201-02 University of Colorado - Colorado Springs CO Yes - Published # 2,500Educational

ITRC20060131-03 Purdue University IN Yes - Published # 240Educational

ITRC20060131-01 University of Delaware DE Yes - Published # 159Educational

ITRC20060128-01 College of St. Scholastica MN Yes - Published # 12,000Educational

ITRC20060120-03 University of Kansas KS 12/16/2005 Yes - Published # 1,400Educational

EducationalTotals for Category: 80# of Breaches: 2,198,830# of Records:

24.9% of Breaches: 11.5%%of Records:
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Government/Military
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20061229--01 Wisconsin Department of Revenue WI Yes - Published # 170,000Government/Military

ITRC20061221-01 Santa Clara County Employment Agency CA None - Other Protection 0Government/Military

ITRC20061220-02 Lakeland Library Cooperative MI Yes - Published # 15,000Government/Military

ITRC20061214-02 Kingman Municipal Court AZ Yes - Published # 1,700Government/Military

ITRC20061208-01 State of Vermont VT Yes - Unknown # 0Government/Military

ITRC20061205-01 West Virginia Army National Guard WV Yes - Unknown # 0Government/Military

ITRC20061203-01 City of Grand Pairie TX Yes - Unknown # 0Government/Military

ITRC20061130-02 Pennsylvania Department of Transportation PA Yes - Published # 11,400Government/Military

ITRC20061127-01 Johnston County NC Yes - Unknown # 0Government/Military

ITRC20061110-01 City of Lubbock TX Yes - Published # 5,800Government/Military

ITRC20061106-01 Bowling Green, Ohio Police Department OH Yes - Published # 200Government/Military

ITRC20061102-02 Manhattan Veterans Affairs Medical Center NY Yes - Unknown # 0Government/Military

ITRC20061101-01 US Army Cadet Command VA Yes - Published # 4,600Government/Military

ITRC20061026-02 Colorado Department of Human Services CO Yes - Published # 1,400,000Government/Military

ITRC20061025-01 US Department of Homeland Security US Yes - (Password) Unkn 0Government/Military

ITRC20061024-02 Chicago Board of Elections IL Yes - Published # 1,000,000Government/Military

ITRC20061017-01 City of Visalia CA Yes - Published # 200Government/Military

ITRC20061013-01 US Census Bureau US Yes - Published # 360Government/Military

ITRC20061011-02 Florida Department of Labor FL Yes - Published # 4,624Government/Military

ITRC20061006-03 Cleveland Air Route Traffic Control Center OH None - Other Protection 0Government/Military

ITRC20061006-02 Camp Pendleton Marine Corp Base CA Yes - Published # 2,400Government/Military

ITRC20061003-01 Cumberland County PA Yes - Published # 1,200Government/Military

ITRC20061002-01 Seattle-Tacoma International Airport WA Yes - Published # 7,000Government/Military

ITRC20060929-01 Kentucky Personnel Cabinet KY Yes - Published # 146,000Government/Military

ITRC20060928-01 North Carolina Division of Motor Vehicles NC Yes - Published # 16,000Government/Military

ITRC20060927-01 Florida National Guard FL Yes - Published # 100Government/Military

ITRC20060922-02 US Census Bureau US Yes - Unknown # 0Government/Military

ITRC20060917-01 Direct Loan US Yes - Published # 21,000Government/Military

ITRC20060916-02 Michigan Department of Community Health MI 8/4/2006 Yes - Published # 4,000Government/Military

ITRC20060915--01 Berks County PA Yes - Published # 25,000Government/Military

ITRC20060914-01 Illinois Department of Corrections IL Yes - Unknown # 0Government/Military

ITRC20060912-01 City of Paris (KY) KY Yes - Published # 130Government/Military

ITRC20060906-01 Transportation Security Administration (TSA) US Yes - Published # 1,195Government/Military

ITRC20060829-03 US Department of Education DC 8/11/2006 Yes - Published # 43Government/Military

ITRC20060827-01 New Mexico Administrative Office of the Courts NM Yes - Published # 1,500Government/Military

ITRC20060825-01 Federal Motor Carrier Safety Adminstration US Yes - Published # 196Government/Military

ITRC20060823-01 Columbus Income Tax Division OH 8/4/2006 Yes - Published # 7,601Government/Military
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ITRC20060818-03 California Department of Mental Heatlh CA Yes - Published # 9,468Government/Military

ITRC20060810-01 US Department of Transportation FL Yes - Published # 133,000Government/Military

ITRC20060808-03 US Department of Veterans Affairs US Yes - Published # 38,000Government/Military

ITRC20060808-01 Virginia Bureau of Insurance VA Yes - Unknown # 0Government/Military

ITRC20060802-02 West Virginia Division of Rehabilitation Services WV Yes - Unknown # 0Government/Military

ITRC20060728-02 Riverside City Hall CA Yes - Published # 2,000Government/Military

ITRC20060727-02 Los Angeles County - Adult Protective Services CA Yes - Unknown # 0Government/Military

ITRC20060727-01 Los Angeles County - Community Development C CA Yes - Published # 4,800Government/Military

ITRC20060726-02 US Citizenship and Immigration Services US Yes - Published # 8,700Government/Military

ITRC20060726-01 US Navy Recruiting Station NJ Yes - Published # 31,000Government/Military

ITRC20060724-03 CS Stars IL Yes - Published # 540,000Government/Military

ITRC20060724-01 New York City -  Department of Homeless Service NY Yes - Published # 8,400Government/Military

ITRC20060719-01 US Department of Agriculture KS Yes - Published # 350Government/Military

ITRC20060716-02 Mississippi Secretary of State Web site MS Yes - Unknown # 0Government/Military

ITRC20060715-01 Hampton Roads - Virginia Circuit Court VA Yes - Published # 100,000Government/Military

ITRC20060707-03 US Navy US Yes - Published # 100,000Government/Military

ITRC20060707-02 Hattiesburg City Hall MS Yes - Unknown # 0Government/Military

ITRC20060706-03 Federal Bureau of Investigation (FBI) US None - Other Protection 0Government/Military

ITRC20060630-03 US Department of Veterans Affairs US Yes - Published # 16,000Government/Military

ITRC20060630-01 Oklahoma State University OK Yes - Published # 20Government/Military

ITRC20060629-04 Nebraska Treasurer’s Office NE Yes - Published # 309,000Government/Military

ITRC20060629-01 Minnesota Department of Revenue MN Yes - Published # 2,400Government/Military

ITRC20060627-02 Government Accountability Office US Yes - Published # 1,000Government/Military

ITRC20060626-01 King County Elections WA Yes - Unknown # 0Government/Military

ITRC20060623-01 US Navy US Yes - Published # 28,000Government/Military

ITRC20060622-02 USDA US Yes - Published # 26,000Government/Military

ITRC20060622-01 Federal Trade Commission (FTC) US Yes - Published # 110Government/Military

ITRC20060621-02 New Jersey Department of Labor and Workforce NJ Yes - Published # 498Government/Military

ITRC20060616-03 Albuquerque Human Services Department NM Yes - Unknown # 0Government/Military

ITRC20060616-02 New York State Comptroller's Office NY 5/30/2006 Yes - Published # 1,300Government/Military

ITRC20060614-01 Oregon Department of Revenue OR 1/5/2006 Yes - Published # 1,300Government/Military

ITRC20060613-02 Office of Patricia Anderson, Minnesota State Audi MN Yes - Published # 2,411Government/Military

ITRC20060612-01 Denver Election Commission CO Yes - Published # 63,000Government/Military

ITRC20060609-01 National Nuclear Safety Adminstration US Yes - Published # 1,500Government/Military

ITRC20060608-01 Internal Revenue Service US Yes - Published # 291Government/Military

ITRC20060607-05 US Department of Energy US Yes - Published # 1,500Government/Military

ITRC20060523-04 US Department of Veterans Affairs US None - Other Protection 0Government/Military

ITRC20060523-01 Butler County - Department of Mental Retardation OH Yes - Published # 100Government/Military

ITRC20060501-02 Purdue University IN Yes - Published # 25Government/Military

ITRC20060501-01 US Department of Defense US Yes - Published # 14,000Government/Military
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ITRC20060427-02 State of Georgia GA Yes - Unknown # 0Government/Military

ITRC20060425-02 US Marine Corps US None - Other Protection 0Government/Military

ITRC20060425-01 Ohio Secretary of State's Office OH Yes - Unknown # 0Government/Military

ITRC20060410-01 Broward County - Records Division FL Yes - Unknown # 0Government/Military

ITRC20060331-01 Los Angeles County - Department of Public Socia CA Yes - Published # 94,000Government/Military

ITRC20060330-01 Connecticut Department of Education CT Yes - Published # 1,250Government/Military

ITRC20060326-01 Florida Department of Management Services/Con FL Yes - Published # 108,000Government/Military

ITRC20060325-02 Georgia Technology Authority GA Yes - Published # 570,000Government/Military

ITRC20060325-01 California Employment Development Division CA Yes - Published # 64,000Government/Military

ITRC20060323-01 Board of Elections DC Yes - Published # 300,000Government/Military

ITRC20060311-02 California Department of Consumer Affairs CA Yes - Unknown # 0Government/Military

ITRC20060310-02 North Carolina Department of Transportation NC Yes - Published # 16,000Government/Military

ITRC20060303-02 Hamilton County - Clerk of Courts OH Yes - Published # 1,300,000Government/Military

ITRC20060222-02 Department of Motor Vehicles (DMV) - New Hamp NH Yes - Unknown # 0Government/Military

ITRC20060220-01 US Agriculture Department US Yes - Published # 350,000Government/Military

ITRC20060217-02 Pelican Bay State Prison CA Yes - Unknown # 0Government/Military

ITRC20060215-03 Suffolk County Clerk's Office NY Yes - Published # 8,000Government/Military

ITRC20060131-02 State of Washington Health Care Authority WA Yes - Published # 6,000Government/Military

ITRC20060127-01 State of Rhode Island - New England Interactive RI Yes - Published # 4,118Government/Military

ITRC20060121-01 California Army National Guard CA 1/7/2006 Yes - Unknown # 0Government/Military

ITRC20060118-01 City of San Diego Water Department CA Yes - Published # 250,000Government/Military

Government/MilitaryTotals for Category: 98# of Breaches: 7,362,790# of Records:

30.5% of Breaches: 38.5%%of Records:

Medical/Healthcare
ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20061227-02 Deaconess Hospital US Yes - Published # 128Medical/Healthcare

ITRC20061214-01 Geisinger Health Systems US Yes - Published # 25,000Medical/Healthcare

ITRC20061213-01 Aetna OH Yes - Published # 130,000Medical/Healthcare

ITRC20061128-02 Kaiser Permanente - Colorado CO Yes - Published # 38,000Medical/Healthcare

ITRC20061125-01 Indiana Department of Health - Breast and Cervic IN Yes - Published # 7,500Medical/Healthcare

ITRC20061102-06 Intermountain Health Care US Yes - Published # 6,244Medical/Healthcare

ITRC20061102-01 Veterans Affairs Hospital (Muskogee, OK) OK Yes - Published # 1,400Medical/Healthcare

ITRC20061028-01 Children's Hospital - Akron OH Yes - Published # 230,000Medical/Healthcare

ITRC20061024-01 Sisters of St. Francis Health Services IL Yes - Published # 260,000Medical/Healthcare

ITRC20061020-01 Allina Hospital and Clinics MN 10/8/806 Yes - Published # 14,000Medical/Healthcare

ITRC20060923-01 Erlanger Hospital TN 9/15/2006 Yes - Published # 4,150Medical/Healthcare

ITRC20060919-01 DePaul Medical Center VA Yes - Published # 100Medical/Healthcare
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ITRC20060915-02 Mercy Medical Center - Merced CA Yes - Published # 259Medical/Healthcare

ITRC20060909-01 Cleveland Clinic FL Yes - Published # 1,100Medical/Healthcare

ITRC20060831-01 LabCorp US Yes - Unknown # 0Medical/Healthcare

ITRC20060829-02 Valley Baptist Medical Center TX Yes - Published # 73Medical/Healthcare

ITRC20060829-01 Compass Health WA Yes - Unknown # 0Medical/Healthcare

ITRC20060822-02 Troy Beaumont Hospital MI Yes - Published # 28,400Medical/Healthcare

ITRC20060818-02 Hospital Corporation of America US Yes - Published # 15,000Medical/Healthcare

ITRC20060818-01 Vassar Brothers Medical Center NY Yes - Published # 257,800Medical/Healthcare

ITRC20060817-01 PSA HealthCare GA 7/15/2006 Yes - Published # 51,000Medical/Healthcare

ITRC20060811-01 Madrona Medical Group US Yes - Published # 6,000Medical/Healthcare

ITRC20060728-01 Lancaster General Hospital PA Yes - Unknown # 0Medical/Healthcare

ITRC20060727-03 Kaiser Permanente CA Yes - Published # 160,000Medical/Healthcare

ITRC20060725-04 Georgetown University Hospital - InstanDX DC Yes - Published # 23,000Medical/Healthcare

ITRC20060630-02 Washington Regional Medical Center AR Yes - Published # 5,000Medical/Healthcare

ITRC20060629-02 Medical Excess LLC US Yes - Published # 930,000Medical/Healthcare

ITRC20060623-03 California Department of Health Services CA Yes - Published # 323Medical/Healthcare

ITRC20060621-03 Cumberland County Emergency Medical Services NC 6/8/2006 Yes - Published # 24,350Medical/Healthcare

ITRC20060620-01 University of Alabama Birmingham - School of M AL Yes - Published # 9,800Medical/Healthcare

ITRC20060607-02 Colorado Mental Health Institute CO 4/21/2006 Yes - Published # 287Medical/Healthcare

ITRC20060606-01 Humana Health Plans Inc. US Yes - Published # 17,250Medical/Healthcare

ITRC20060603-01 Medicaid US Yes - Published # 72,000Medical/Healthcare

ITRC20060420-01 Home Health Agency CA Yes - Published # 109Medical/Healthcare

ITRC20060409-02 University of Medicine and Dentistry of New Jers NJ Yes - Published # 1,850Medical/Healthcare

ITRC20060321-01 Red Cross - Missouri-Illinois Blood Services Regi US Yes - Unknown # 0Medical/Healthcare

ITRC20060303-01 BlueCross BlueShield - Florida FL Yes - Published # 27,000Medical/Healthcare

ITRC20060228-01 Medco Health Solutions US Yes - Published # 4,599Medical/Healthcare

ITRC20060223-01 PricewaterhouseCoopers - University f Texas M.D TX Yes - Published # 4,000Medical/Healthcare

ITRC20060217-01 Mount St. Mary's Hospital NY Yes - Published # 17,000Medical/Healthcare

ITRC20060215-01 Providence Health System OR Yes - Published # 365,000Medical/Healthcare

ITRC20060204-02 BlueCross BlueShield - North Carolina NC Yes - Published # 629Medical/Healthcare

ITRC20060202-01 Presbyterian Health Care Service NM Yes - Published # 450Medical/Healthcare

ITRC20060126-01 University of Washington Medical Center WA Yes - Published # 1,600Medical/Healthcare

ITRC20060102-01 University of Pittsburgh Medical Center PA Yes - Published # 700Medical/Healthcare

Medical/HealthcareTotals for Category: 45# of Breaches: 2,741,101# of Records:

14.0% of Breaches: 14.3%%of Records:
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Report Date:

2006 Data Breach Stats
How is this report produced?  What are the rules?  See last page of report for details.

 2006 Breaches Identified by the ITRC as of: 3/31/2009

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted 
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List", or 
became public in the report name year,  but were not public in the previous year.  Each item must be previously 
published by a credible source, such as Attorney General's website, TV, radio, press, etc.  The item will not be 
included at all if ITRC is not certain that the source is real and credible.  We include in each item a link or source of 
the article, and the information presented by that article.  Many times, we have attributions from a multitude of media 
sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the previously 
published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider 
password protection as adequate, and we do consider those events to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories : 321# of Breaches: 19,137,844# of Records:

100.0% of Breaches: 100.0%%of Records:

321
19,137,844

Total Breaches:
Records Exposed:
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