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Category: Banking/Credit/Financial Exposed #
ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20071221-09 Student Loan Corporation CT 8/1/2007  Banking/Credit/Financial ~ Yes - Published # 519
ITRC20071220-11 Henry Schein Financial Servi NY 2/23/2007 Banking/Credit/Financial ~ Yes - (Password) 340
ITRC20071218-03 Randall Mortgage Services OH 8/27/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071205-03 Fidelity Investments us 11/12/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071203-01 WA Bank of America WA 12/1/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071126-01 Brookhaven area MS Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071119-04 Commerce Bancorp PA 11/7/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071112-05 Henry County VA 11/5/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071107-02 Butte Community Bank CA 10/24/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071105-07 Royal Management Loan Co  TX 10/31/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20071024-11 Ameriquest GA GA 10/18/2007 Banking/Credit/Financial ~ Yes - Published # 1,200
ITRC20071024-06 Perkins Loan-Bates ME 10/13/2007 Banking/Credit/Financial ~ Yes - Published # 500
ITRC20071009-03 Commerce Bank KS Banking/Credit/Financial ~ Yes - Published # 20
ITRC20070924-02 ABN Amro Mortgage Group - FL 9/20/2007 Banking/Credit/Financial ~ Yes - Published # 5,208
ITRC20070917-02 Voxant us 8/31/2007 Banking/Credit/Financial ~ Yes - Published # 4,500
ITRC20070807-01 Merrill Lynch NJ 7/25/2007 Banking/Credit/Financial ~ Yes - Published # 33,000
ITRC20070806-03 Kellogg Community Federal Ml 7/18/2007 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20070729-02 American Education Services PA 7/17/2007 Banking/Credit/Financial ~ Yes - Published # 5,184
ITRC20070628-01 Texas First Bank- S1 Corp X 5/19/2007 Banking/Credit/Financial ~ None - Other Protection 0
ITRC20070607-13 Dai Nippon Printing Compan US 2/20/2007 Banking/Credit/Financial ~ Yes - Published # 8,637,405
ITRC20070607-12 New Horizons Community Cr CO 4/3/2007  Banking/Credit/Financial ~ Yes - (Password) 9,000
ITRC20070607-07 Metro Credit Services X 2/3/2007  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20070607-04 Chase/Bank One LA Banking/Credit/Financial ~ Yes - Published # 4,100
ITRC20070604-01 Priority One Credit Union CA 4/23/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20070601-02 Jax Federal Credit Union FL 5/30/2007 Banking/Credit/Financial ~ Yes - Published # 7,500
ITRC20070521-09 Columbia Bank NJ 5/15/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20070501-04 JP Morgan Chase IL 4/15/2007 Banking/Credit/Financial ~ Yes - Published # 47,000
ITRC20070413-04 Bank of America NC 4/1/2007  Banking/Credit/Financial  Yes - Unknown # 0
ITRC20070409-04 Security Title Agency AZ 3/1/2007  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20070305-06 Money Gram International us 12/12/2006 Banking/Credit/Financial  Yes - Published # 79,000
ITRC20070305-04 Altria/United Tech/Towers Pe NY 12/7/2006 Banking/Credit/Financial ~ Yes - Unknown # 0
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Totals for Category: Banking/Credit/Financial # of Breaches: 31 # of Records: 8,834,476
% of Breaches: 7.0% %of Records: 6.9%

Category: Business Exposed #

ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20071224-04 MoneyGram MN 12/1/2006 Business Yes - Published # 79,000
ITRC20071224-02 WI Assoc. of Lakes, Inc Wi 6/1/2007  Business Yes - Published # 180
ITRC20071221-12 UnitedHealthcare MO Business Yes - Published # 17,000
ITRC20071221-11 Textron RI Business Yes - (Password) 0
ITRC20071221-10 Sungard Higher Education PA 2/12/2007 Business Yes - Unknown # 0
ITRC20071221-08 Public Storage, Glendale CA 12/11/2006 Business Yes - Unknown # 0
ITRC20071221-07 Professional Education Instit IL Business Yes - Unknown # 0
ITRC20071221-06 mytreo.net; Palm Inc CA 5/2/2007  Business Yes - Published # 679
ITRC20071221-05 Merchant America-ID TheftS  US 12/1/2006 Business Yes - Unknown # 0
ITRC20071221-04 Intergraph Corp. AL 7/1/2007  Business None - Encrypted Data 0
ITRC20071221-03 Embassy Hotels La Quinta CA 3/22/2007 Business Yes - Unknown # 0
ITRC20071220-12 Mercury Interactive-Hewlett P US 7/25/2007 Business Yes - (Password) 1,425
ITRC20071220-10 GfK Custom Research North  US 5/29/2007 Business Yes - Unknown # 0
ITRC20071220-08 Electronic Data Systems- ED CA 1/19/2007 Business Yes - Published # 30
ITRC20071220-07 Carus Publishing us 4/1/2007  Business Yes - Unknown # 0
ITRC20071220-06 Biolase Technology-BDO Sei US 5/4/2007  Business Yes - Unknown # 0
ITRC20071220-05 AW Direct CT 8/1/2007  Business Yes - Unknown # 0
ITRC20071220-04 Advent Software Maintenanc CA 11/20/2006 Business Yes - (Password) 21
ITRC20071220-03 ADC Telecommunications MN 2/22/2007 Business Yes - (Password) 2,600
ITRC20071219-02 S & K Famous Brands us 10/24/2007 Business Yes - Unknown # 0
ITRC20071218-02 Menomonie County Wi 11/19/2007 Business Yes - Published # 20
ITRC20071217-01 Deloitte & Touche-IKON NY 11/24/2007 Business Yes - (Password) 0
ITRC20071210-01 Roman's Café- Baton Rouge LA 10/1/2007 Business Yes - Unknown # 0
ITRC20071206-01 Forrester Research MA 11/26/2007 Business Yes - Unknown # 0
ITRC20071205-06 Oracle Corporation us Business Yes - Published # 132
ITRC20071205-05 KimsCrafts us 8/13/2007 Business Yes - Published # 4,500

ITRC20071204-01 Indianapolis Power and Light IN Business Yes - Published #

3,000
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ITRC20071105-02

ITRC20071031-01
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Yes - Published # 400
Yes - Unknown # 0
Yes - (Password) 10,000
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ITRC20070308-08 Xerox OR 8/23/2006 Business Yes - Published # 297
ITRC20070308-05 KB Home SC 1/12/2007 Business Yes - Published # 2,700
ITRC20070308-02 TJX us 12/20/2006 Business Yes - Published # 94,000,000
Totals for Category: Business # of Breaches: 129 # of Records: 105,544,377
% of Breaches: 28.9 %of Records: 82.6%

Category: Educational Exposed #

ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20071221-01 Greenville County School Dis SC Educational Yes - Published # 500
ITRC20071220-01 Dormitory Authority of the St NY 12/18/2007 Educational Yes - Published # 800
ITRC20071205-01 Duke Law School NC 12/1/2007 Educational Yes - Published # 1,400
ITRC20071126-04 Fox Valley Technical College WI Educational Yes - Unknown # 0
ITRC20071121-02 University of Florida FL Educational Yes - Published # 415
ITRC20071119-03 Wake Technical Community  NC Educational Yes - Unknown # 0
ITRC20071116-01 Indiana University-Purdue Un IN Educational Yes - Published # 32
ITRC20071115-04 University of TennesseeatM TN 11/3/2007 Educational Yes - Published # 41
ITRC20071115-02 Virginia Tech VA 9/5/2007  Educational Yes - Published # 12
ITRC20071107-01 Montana State University MT 11/2/2007 Educational Yes - Published # 271
ITRC20071105-06 New England School of Law ~ MA 10/15/2007 Educational Yes - Published # 5,098
ITRC20071105-04 Dallas Independent School Di TX 11/1/2007 Educational Yes - Unknown # 0
ITRC20071105-01 UC Davis CA 9/24/2007 Educational Yes - Published # 168
ITRC20071101-02 CUNY- City University of NY ~ NY 10/19/2007 Educational Yes - (Password) 20,000
ITRC20071030-02 University of Nevada, Reno NV 10/19/2007 Educational Yes - Published # 16,000
ITRC20071029-02 University of Akron OH Educational Yes - Published # 1,200
ITRC20071024-12 Duquesne University PA 10/8/2007 Educational Yes - Published # 8,000
ITRC20071024-08 University of Cincinnati #2 OH Educational Yes - Unknown # 0
ITRC20071024-04 Dixie State College uT 9/11/2007 Educational Yes - Published # 11,000
ITRC20071024-01 University of Cincinnati OH 9/18/2007 Educational Yes - Published # 7,000
ITRC20071018-01 University of Cincinnati OH Educational Yes - Published # 7,366
ITRC20071016-02 Kiski Area School District PA 10/6/2007 Educational Yes - Unknown # 0
ITRC20071016-01 Louisiana Office of Student F LA 9/19/2007 Educational None - Other Protection 0
ITRC20071015-05 University of Texas > 9/25/2007 Educational Yes - Published # 22
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ITRC20070831-04

ITRC20070827-03
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ITRC20070719-05

ITRC20070719-03

ITRC20070719-01
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ITRC20070620-01

Montana State University MT

Pembroke schools

Tennessee students

MA

TN

Carnegie Mellon University PA

University of lowa

Shelton School

West Mifflin Schools

1A

CT

PA

Central Piedmont Community NC

University of Kansas

KS

Queens-University of Charlott NC

Carmel High School

CA

Tennessee Tech University TN

Purdue University IN
Brevard Public Schools FL
De Anza College CA

University of South Carolina SC

University of New Hampshire NH

Loomis Chaffee School CT
Loyola University IL

Yale University CT
University of Toledo OH
University of Michigan Ml
Purdue University IN

Jackson Local Schools OH

Louisiana Board of Regents LA

Westminster College uT

Texas A&M - #2

TX

Ohio State University- Bucke OH

Highlands University NM
Harrison County Schools \WAY
University of Calif. Davis CA

Bowling Green State Universi OH

Shamokin Area School Distri  PA
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7/17/2007
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7/3/2007

7/1/2007
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6/16/2007

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational
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ITRC20070608-06
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ITRC20070528-05
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ITRC20070521-04

ITRC20070521-02

ITRC20070516-04
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ITRC20070501-03

ITRC20070427-04
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ITRC20070413-02

ITRC20070409-03

ITRC20070405-01

ITRC20070401-01

Texas A&M
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North Dakota State University
University of lowa

University of Virginia

Central Connecticut State Uni
Greenville County School Dis
Cedarburg High School
Gadsden State Community C
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College of St. Catherine
Waco Independent School di
University of Colorado Bould
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6/2/2007

6/1/2007
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5/12/2007

5/11/2007

5/7/2007

4/11/2007

5/16/2007

4/15/2007

2/1/2007

5/5/2007

5/4/2007

4/4/2007

5/1/2007

4/27/2007

4/24/2007

4/5/2007

4/5/2007

2/24/2007

3/31/2007

3/29/2007

4/6/2007

3/1/2007

3/27/2007

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Educational

Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Unknown #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - Published #
Yes - (Password)
Yes - Published #

Yes - Published #

Report Date:
12/31/2007
Page 8 of 15

8,000
3,000

1,100
5,735
750

900
400
4,000
25
17,400
44,998
0

91
90,000
25
1,700
197,000
7,300
22,396
750
450
3,000
175
5,600
380
3,500
14,000
56
40,000
46,000
500



itrc Identity Theft Resource Center

Report Date:

12/31/2007
Page 9 of 15
2007 Data Breach Stats
How is this report produced? What are the rules? See last page of report for details.

ITRC20070329-04 St. Mary Parish public school LA 3/19/2007 Educational Yes - Published # 380
ITRC20070320-08 Springfield City Schools OH 2/22/2007 Educational Yes - (Password) 2,000
ITRC20070320-06 University of Idaho-2 ID 2/8/2007  Educational None - Other Protection 0
ITRC20070320-04 Los Rios Community College CA 1/1/2007  Educational Yes - Published # 2,000
ITRC20070320-02 Metropolitan State College of CO 2/28/2007 Educational Yes - (Password) 088
ITRC20070319-07 Georgia Tech University GA 2/21/2007 Educational Yes - Published # 3,000
ITRC20070319-04 Clarksville-Montgomery Cou TN 2/15/2007 Educational Yes - Published # 633
ITRC20070319-02 City College of San Francisco CA 2/8/2007  Educational Yes - Published # 11,000
ITRC20070316-10 Radford University- Health an VA Educational Yes - Published # 2,400
ITRC20070316-09 East Carolina University NC 1/29/2007 Educational Yes - Published # 65,000
ITRC20070316-07 University of Nebraska NE 2/5/2007  Educational Yes - Published # 72
ITRC20070316-01 University of Missouri MO 1/16/2007 Educational Yes - Published # 2,500
ITRC20070309-09 Eastern lllinois University IL 1/20/2007 Educational Yes - (Password) 1,400
ITRC20070309-07 Vanguard University CA 1/16/2007 Educational Yes - Published # 5,105
ITRC20070309-03 Rutgers-Newark University NJ 9/5/2006  Educational Yes - Published # 200
ITRC20070309-02 Clay High School OR 1/12/2007 Educational Yes - Unknown # 0
ITRC20070308-04 University of Texas, Dallas X 12/10/2006 Educational Yes - Published # 35,000
ITRC20070306-02 University of New Mexico NM 1/2/2007  Educational Yes - Unknown # 0
ITRC20070305-05 University of Idaho-1 ID 11/25/2006 Educational Yes - Published # 331,000
ITRC20070305-03 University of Notre Dame IN 12/24/2006 Educational Yes - (Password) 0
ITRC20070305-01 Academic Magnet High Scho SC 12/25/2006 Educational None - Encrypted Data 0
Totals for Category: Educational # of Breaches: 111 # of Records: 1,184,575
% of Breaches: 24.9 %of Records: 0.9%

Category: Government/Military Exposed #

ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20071231-02 Minnesota Department of Co MN 12/6/2007 Government/Military Yes - (Password) 219
ITRC20071231-01 US Air Force us 11/19/2007 Government/Military Yes - Published # 10,501
ITRC20071228-01 Davidson County Election Co TN 12/24/2007 Government/Military Yes - Published # 337,000
ITRC20071224-01 Ventura County Superior Cou CA 11/1/2007 Government/Military Yes - Published # 4
ITRC20071221-02 Franklin County Court OH Government/Military Yes - Published # 270
ITRC20071220-02 CT Department of Motor Vehi CT 12/14/2007 Government/Military None - Other Protection 155
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ITRC20070308-07 Chicago Board of Elections IL 1/22/2007 Government/Military Yes - Published # 1,300,000
ITRC20070308-06 IRS- Kansas City Gvt MO 1/19/2007 Government/Military None - Other Protection 0
ITRC20070308-01 Rincon del Diablo Municipal CA 1/16/2007 Government/Military Yes - Published # 500
ITRC20070306-01 NC Department of Revenue NC 12/20/2006 Government/Military Yes - Published # 30,000
ITRC20070305-02 Johnston County Firemen NC 1/1/2007  Government/Military Yes - (Password) 0
Totals for Category: Government/Military # of Breaches: 110 # of Records: 8,156,682
% of Breaches: 24.7 %of Records: 6.4%
Category: Medical/Healthcare Exposed #
ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20071224-03 Bellin Health Family Medical =~ WI 3/15/2007 Medical/Healthcare Yes - Published # 650
ITRC20071220-09 Fresenius Medical Care MA 12/13/2006 Medical/Healthcare Yes - Unknown # 0
ITRC20071218-01 West Penn Allegheny Health  PA 11/24/2007 Medical/Healthcare Yes - Published # 42,000
ITRC20071212-01 Gulf Coast Medical Center FL 2/28/2007 Medical/Healthcare Yes - (Password) 8,086
ITRC20071211-04 Philadelphia Office of Mental PA 8/22/2007 Medical/Healthcare Yes - Published # 1,819
ITRC20071211-01  Sutter Lakeside Hospital-SLH CA 12/10/2007 Medical/Healthcare Yes - (Password) 45,000
ITRC20071205-04 Memorial Blood Centers MN 11/28/2007 Medical/Healthcare Yes - Published # 268,000
ITRC20071205-02 McAllen Primary Care Clinic  TX 12/4/2007 Medical/Healthcare Yes - Unknown # 0
ITRC20071203-03 Ortho-Clinical Diagnostics us 5/15/2007 Medical/Healthcare Yes - Published # 4,300
ITRC20071126-02 Dr. Jeffery Mueller FL 11/23/2007 Medical/Healthcare Yes - Unknown # 0
ITRC20071112-04 Dr. Andrew Campbell > 11/8/2007 Medical/Healthcare Yes - Published # 300
ITRC20071112-01 Carolinas Medical Center Nor NC 11/4/2007 Medical/Healthcare Yes - (Password) 28,000
ITRC20071107-03 Atty Joe Gamez > 5/1/2007  Medical/Healthcare Yes - Unknown # 0
ITRC20071101-01 Clarian Health Partners, Inc. IN 10/22/2007 Medical/Healthcare Yes - Published # 1,200
ITRC20071024-10 Saint Vincent Catholic Medic  NY Medical/Healthcare Yes - Published # 100,000
ITRC20071024-07 Dr. O'Donnell IN 10/22/2007 Medical/Healthcare Yes - Unknown # 0
ITRC20071015-06 Blessing Hospital IL 9/17/2007 Medical/Healthcare Yes - Published # 230
ITRC20071005-01 Athens Regional Health Servi GA 9/24/2007 Medical/Healthcare Yes - Published # 85
ITRC20070924-10 Presbyterian Hospital in Dalla TX 9/5/2007  Medical/Healthcare Yes - Published # 8,300
ITRC20070924-06 Chester County Hospital PA 8/1/2007  Medical/Healthcare Yes - Published # 150
ITRC20070924-04 Albert Einstein Medical Cente PA 1/1/2007  Medical/Healthcare Yes - Published # 300
ITRC20070917-05 University of Michigan clinics Ml 9/6/2007  Medical/Healthcare Yes - (Password)

8,585
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ITRC20070329-01 Swedish Urology Group WA 3/22/2007 Medical/Healthcare Yes - Unknown # 0
ITRC20070320-07 Empire Blue Cross and Blue  NY 1/9/2007  Medical/Healthcare Yes - Published # 75,000
ITRC20070320-01 Westerly Hospital RI 1/4/2007  Medical/Healthcare Yes - Published # 2,242
ITRC20070319-10 Gulf Coast Medical Center X 2/28/2007 Medical/Healthcare Yes - (Password) 1,900
ITRC20070319-05 Seton Family of Hospitals > 2/16/2007 Medical/Healthcare Yes - (Password) 7,800
ITRC20070316-11 Kaiser Permanente CA 11/15/2006 Medical/Healthcare Yes - Published # 22,000
ITRC20070316-08 St Mary's Hospital MD 2/7/2007  Medical/Healthcare Yes - Published # 135,000
ITRC20070316-06 Johns Hopkins Hospital DC 1/18/2007 Medical/Healthcare Yes - Published # 52,000
ITRC20070309-10 Salina Regional Health Cente KS 1/25/2007 Medical/Healthcare Yes - (Password) 1,100
ITRC20070309-08 Anthem Blue Cross/Blue Shie VA 1/27/2007 Medical/Healthcare Yes - Published # 50,000
Totals for Category: Medical/Healthcare # of Breaches: 65 # of Records: 3,997,133

% of Breaches: 14.6 %of Records: 3.1%

2007 Breaches Identified by the ITRC as of:

12/31/2007

Total Breaches:
Records Exposed: 127,717,243

446

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. These
reports only cover breachs that occurred in 2007, or became public in 2007, but were not public in 2006. Each item

must be previously published by a solid media source, such as TV, radio, press, etc. The item will not be included at
all if ITRC is not certain that the source is real and credible. We include in each item a link or source of the article,
and the information presented by that article. Many times, we have attributions from a multitude of media sources and
media outlets. ITRC sticks to the facts as reported, and does not add or subtract from the previously published
information. When the number of exposed records is not reported, we note that fact. When records are encrypted,
we state that we do not (at this time) consider that to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime,
Office of Justice Programs, U.S. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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