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Category: Banking/Credit/Financial Exposed #
ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20080627-02 Envision Credit Union FL Banking/Credit/Financial ~ Yes - Published # 612
ITRC20080625-02 EZMONEY/ EZPAWN > 5/1/2007  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080624-02 Bank Atlantic FL 6/18/2008 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080623-09 Citibank NY 10/1/2007 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080623-04 LPL Financial us 5/5/2008 Banking/Credit/Financial  Yes - (Password) Publi 185
ITRC20080617-02 Commerce Bank PA 3/1/2007  Banking/Credit/Financial ~ Yes - Published # 240
ITRC20080617-01 South Bend Teacher's Credit IN 6/14/2008 Banking/Credit/Financial ~ Yes - Published # 100
ITRC20080616-10 CAI Hedge Fund Partners us 4/14/2008 Banking/Credit/Financial ~ Yes - Published # 113
ITRC20080616-09 FINRA- Financial Industry Re  US 5/17/2008 Banking/Credit/Financial ~ Yes - Published # 100
ITRC20080611-01 HSBC Card/ Retail Services a US 4/14/2008 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080602-03 BNY Mellon- #2 us 4/29/2008 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080602-01 1st Source Bank IN 5/12/2008 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080516-06 Houston banker X Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080429-03 Cove Creek Mortgage CO 4/26/2008 Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080424-09 First Bank and Trust sD Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080424-05 LendingTree MD 2/5/2008 Banking/Credit/Financial ~ Yes - Published # 56,000
ITRC20080421-06 Fishback Financial Corp SD Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080421-05 Community Bank us 4/10/2008 Banking/Credit/Financial ~ Yes - Published # 867
ITRC20080421-01 Central Collection Bureau IN 3/21/2008 Banking/Credit/Financial ~ Yes - (Password) Publi 700,000
ITRC20080414-04 Interbank FX uT 4/2/2007  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080407-09 People's United Bank CT 1/1/2008  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080327-03 BNY Mellon Shareowner Serv MD 2/27/2008 Banking/Credit/Financial ~ Yes - Published # 4,504,690
ITRC20080327-02 Compass Bank AL 5/1/2007  Banking/Credit/Financial ~ Yes - Published # 1,000,000
ITRC20080324-02 Agilent - Stock & Option Solu US 3/1/2008  Banking/Credit/Financial ~ Yes - (Password) Publi 51,000
ITRC20080227-01 Health Facilities Fed. Credit ~ SC Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080226-01 Union Mortgage OH 2/22/2008 Banking/Credit/Financial  Yes - Unknown # 0
ITRC20080219-04 First Magnus Financial FL Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080208-08 Target National Bank us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080206-01 Beacon Community Credit Un KY Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080130-02 Davidson Companies MT 1/10/2008 Banking/Credit/Financial ~ Yes - Published # 226,000
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ITRC20080124-02 OmniAmerican NY 1/18/2008 Banking/Credit/Financial ~ Yes - Published # 100
ITRC20080111-13 Citizens/Commerce Bank/Nor PA 3/1/2007  Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20080111-09 Iron Mountain- GE Money-Am US 12/21/2007 Banking/Credit/Financial ~ Yes - Published # 650,000
ITRC20080111-01 Bank of the West WA Banking/Credit/Financial ~ Yes - Published # 19
Totals for Category: Banking/Credit/Financial # of Breaches: 34 # of Records: 7,190,026
% of Breaches: 9.9%  %of Records: 42.7%

Category: Business Exposed #

ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20080627-03 Xlibris Corp us Business Yes - Unknown # 0
ITRC20080627-01 BetonSports.com us 6/23/2008 Business Yes - Published # 150
ITRC20080623-08 Facebook us 5/2/2008 Business Yes - Unknown # 0
ITRC20080623-07 Colt Express Outsourcing Se CA 5/26/2008 Business Yes - Published # 6,500
ITRC20080623-06 SunGard Availability Services PA 3/5/2008 Business Yes - (Password) Publi 160
ITRC20080623-05 Balmar Inc us 4/4/2008  Business Yes - Unknown # 0
ITRC20080623-03 Petroleum Wholesale - Suns  TX Business Yes - Unknown # 0
ITRC20080618-01 Domino's Pizza AZ 6/17/2008 Business Yes - Unknown # 0
ITRC20080616-12 United Transportation Union | US Business Yes - Unknown # 0
ITRC20080616-11 R E Moulton us 3/7/2008 Business Yes - Published # 19,000
ITRC20080616-08 Quest Diagnostics NJ 5/1/2008  Business Yes - (Password) Unkn 0
ITRC20080616-06 H&R Block us 4/10/2008 Business Yes - Unknown # 0
ITRC20080616-01 Bearing Point Inc VA 5/14/2008 Business Yes - Unknown # 0
ITRC20080616-01 Texas Insurance Claims Servi TX 6/13/2008 Business Yes - Unknown # 0
ITRC20080611-08 Nationwide - Farm Bureau OH 4/1/2008 Business Yes - Published # 10,000
ITRC20080605-01 AT&T us 5/15/2008 Business Yes - Unknown # 0
ITRC20080604-01 Axcess Financial us 10/23/2007 Business Yes - (Password) Unkn 0
ITRC20080603-02 Wheeler's Moving FL 6/2/2008 Business Yes - Unknown # 0
ITRC20080530-05 London Properties CA 5/16/2008 Business Yes - Unknown # 0
ITRC20080530-03 Charter Communications us 5/27/2008 Business Yes - Unknown # 0
ITRC20080530-01 State Street - IBT MA 1/1/2008  Business Yes - Published # 45,000
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ITRC20080111-11 U-Care Thrift Store AZ 12/25/2007 Business Yes - Published # 30
ITRC20080111-10 College Point Bus Depot NY 12/29/2007 Business Yes - Published # 100
ITRC20080111-07 Pikesville Mortgage Co. MD 1/1/2007  Business Yes - Published # 325
ITRC20080111-06 Google Website us 1/8/2008 Business Yes - Unknown # 0
ITRC20080111-03 Workers Compensation Fund UT 12/9/2007 Business Yes - (Password) Publi 2,800
ITRC20080110-07 Health Net CA 12/4/2007 Business Yes - Unknown # 0
ITRC20080110-03 Geeks.com - Genica CA 12/5/2007 Business Yes - Unknown # 0
ITRC20080107-02 Wendy's International us 12/3/2007 Business Yes - (Password) Publi 1,092
ITRC20080107-01 Robotic Industries Associatio Ml 12/10/2007 Business Yes - Unknown # 0
Totals for Category: Business # of Breaches: 126 # of Records: 5,108,658
% of Breaches: 36.8  %of Records: 30.3%

Category: Educational Exposed #

ITRC Breach ID  Company or Agency Location Est. Date Breach Category Records Exposed? of Records
ITRC20080624-01 New Hampshire Technical Ins NH 4/23/2008 Educational Yes - Published # 128
ITRC20080623-02 D.C Schools DC 4/1/2006  Educational Yes - Published # 65
ITRC20080623-01 Southeast Missouri State Uni MO Educational Yes - Published # 800
ITRC20080616-04 Dickson County Schools TN 6/7/2008  Educational Yes - (Password) Unkn 850
ITRC20080616-02 Columbia University NY Educational Yes - Published # 5,000
ITRC20080611-07 Stanford University CA 6/1/2008  Educational Yes - Published # 72,000
ITRC20080611-05 East Tennessee State Univer TN 5/17/2008 Educational Yes - (Password) Publi 6,200
ITRC20080611-04 University of So Carolina SC 5/25/2008 Educational Yes - Published # 7,000
ITRC20080611-02 University of Florida FL Educational Yes - Published # 11,300
ITRC20080604-02 Oregon State Bookstore OR 6/15/2008 Educational Yes - Published # 4,700
ITRC20080602-02 Pocono Mountain Schools PA 5/29/2008 Educational Yes - Published # 11,500
ITRC20080530-02 University of lowa 1A 2/25/2008 Educational Yes - Published # 946
ITRC20080522-05 Duke University Fugua Schoo NY 4/30/2008 Educational Yes - Published # 273
ITRC20080522-01 University of Nebraska-Lincol NE Educational Yes - Published # 66
ITRC20080520-07 Downingtown High School W PA 5/9/2008  Educational Yes - Published # 56,071
ITRC20080516-04 University of Louisville KY 4/30/2008 Educational Yes - Published # 20
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ITRC20080214-03 Springfield Schools MA 2/7/2008  Educational Yes - Published # 38
ITRC20080214-02 Clovis Unified School District CA 2/11/2008 Educational Yes - Published # 4,000
ITRC20080214-01 Rose-Hulman Institute of Tec IN 2/4/2008  Educational Yes - Published # 1,900
ITRC20080213-03 Middle Tennessee State Univ. TN 2/1/2008  Educational Yes - Published # 1,500
ITRC20080213-02 Milwaukee Public Schools Wi 12/1/2007 Educational Yes - Published # 3,000
ITRC20080212-02 Modesto City Schools CA 2/11/2008 Educational Yes - Published # 3,500
ITRC20080212-01 Long Island University NY 1/31/2008 Educational Yes - Published # 30,000
ITRC20080208-05 Kansas State University-Berb KS 1/6/2008  Educational Yes - Published # 23
ITRC20080208-04 East Carolina University NC 1/3/2008  Educational Yes - Published # 412
ITRC20080204-02 lowa State University IA Educational Yes - Published # 26
ITRC20080204-01 Diocese of Providence RI 1/26/2008 Educational Yes - (Password) Publi 5,000
ITRC20080129-01 Georgetown University DC 1/3/2008  Educational Yes - Published # 38,000
ITRC20080128-09 Murray State KY 1/3/2008  Educational Yes - Published # 260
ITRC20080128-06 Franklin University OH 12/15/2007 Educational Yes - Published # 6,440
ITRC20080128-01 Penn State University PA 1/2/2008  Educational Yes - Published # 677
ITRC20080116-05 Univ. of Wisconsin- Madison WI 11/26/2007 Educational Yes - Published # 529
ITRC20080116-02 Casa Del Sol Day Care X 1/14/2008 Educational Yes - Unknown # 0
ITRC20080115-01 Tennessee Tech University TN 1/5/2008  Educational Yes - Published # 990
ITRC20080111-15 CSU Stanislaus CA 11/1/2007 Educational Yes - Unknown # 0
ITRC20080111-14 University of lowa IA 1/1/2008  Educational Yes - Published # 216
ITRC20080111-08 Harvard University MA 1/7/2008  Educational Yes - Unknown # 0
ITRC20080111-04 University of Akron OH 12/1/2007 Educational Yes - Published # 800
ITRC20080111-02 Dorothy Hains Elementary Sc  GA 1/2/2008  Educational Yes - Unknown # 0
ITRC20080110-04 New Mexico State University NM 12/30/2007 Educational None - Encrypted Data 0
ITRC20080110-01 University of Georgia GA 12/29/2007 Educational Yes - Published # 4,250
Totals for Category: Educational # of Breaches: 73 # of Records: 533,040
% of Breaches: 21.3  %of Records: 3.2%

Category: Government/Military Exposed #

ITRC Breach ID Location Est. Date Breach Category of Records

Company or Agency

Records Exposed?
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Yes - Unknown # 0
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Yes - Unknown # 0
Yes - Published # 900
Yes - Published # 260,000
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NY Presbyterian Hospital/Wei
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NIH- National Institutes of He
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CVS Caremark

Presbyterian Intercommunity
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Mitchellville's Atlantic Chirop

The Dental Network- Blue Cro

Location Est. Date
uT 6/2/2008
MD 5/21/2008
TN 3/30/2008
AL 2/1/2008
FL 1/29/2008
OR 5/2/2008
TX 5/3/2008
CA 10/9/2007
us 1/2/2008
us 12/20/2007
NY 12/29/2007
NH 4/16/2008
PA 4/17/2008
MA

X 4/17/2008
MA 3/12/2008
IN 4/19/2008
FL 3/17/2008
us 4/1/2007
IL 3/26/2008
NY

us

GA 3/31/2008
us 2/23/2008
IL 1/1/2008
TX 4/1/2007
CA 3/26/2008
TX 3/27/2008
MD

MD 2/20/2008
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Exposed #

Records Exnosed? of Records

None - Encrypted Data 0
Yes - Published # 1,000
Yes - Published # 9,000
Yes - Unknown # 0
Yes - Published # 1,900
Yes - Published # 50
Yes - Unknown # 0
Yes - Published # 6,313
Yes - (Password) Publi 5,487
Yes - Unknown # 0
Yes - Published # 88,000
None - Encrypted Data 0
Yes - Published # 12,000
Yes - Unknown # 0
Yes - Published # 2,000
Yes - (Password) Publi 384
Yes - Unknown # 0
Yes - Published # 2,100,000
Yes - Unknown # 0
Yes - Published # 3,542
Yes - Published # 50,000
Yes - Published # 128,000
Yes - Published # 71,000
Yes - Published # 1,281
Yes - Unknown # 0
Yes - Published # 1,000
Yes - Published # 5,000
Yes - Unknown # 0
Yes - Unknown # 0
Yes - Published # 75,000
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University Healthcare

Central Florida Regional Hos
Blue Cross /Blue Shield of W
DVA Renal Healthcare - DaVit
Cascade Healthcare Commun
Wellesley Health Dept.

Salem Clinic

Unknown counseling center
Lifeblood Mid-South

Tenet Healthcare

Memorial Hospital

New York Oncology in Glover
Sanctuary at Tuttle Crossing
Univ. of Minnesota Reproduc
Tuolumne General Medical- P
Horizon Blue Cross Blue Shi
Wake County Emergency Me
Spectrum Family Medical
Fallon Community Health Pla
Lee County Dr. Barringer

Select Physical Therapy Texa
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12/11/2007 Medical/Healthcare
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Medical/Healthcare

2/15/2008 Medical/Healthcare

1/4/2008 Medical/Healthcare

Medical/Healthcare

11/1/2007 Medical/Healthcare

Medical/Healthcare

Medical/Healthcare

Medical/Healthcare

Medical/Healthcare

1/5/2008 Medical/Healthcare

1/17/2008 Medical/Healthcare

1/26/2008 Medical/Healthcare

1/2/2008 Medical/Healthcare

1/22/2008 Medical/Healthcare

10/1/2007 Medical/Healthcare
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Totals for Category: Medical/Healthcare

# of Breaches: 51
% of Breaches: 14.9
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Yes - (Password) Publi 4,800
Yes - Published # 30
Yes - Published # 40,000
Yes - (Password) Unkn 0
Yes - Published # 11,500
Yes - Published # 500
Yes - Unknown # 0
Yes - Published # 100
Yes - (Password) Publi 321,000
Yes - Published # 37,000
Yes - Published # 4,300
Yes - Unknown # 0
Yes - Unknown # 0
Yes - Published # 3,100
None - Encrypted Data 0
Yes - (Password) Publi 300,000
Yes - (Password) Publi 5,000
Yes - Unknown # 0
Yes - Published # 30,000
Yes - Unknown # 0
Yes - Published # 4,000

# of Records: 3,322,287

%of Records: 19.7%
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‘ 2008 Breaches Identified by the ITRC as of: | 6/27/2008 Total Breaches: 342
Records Exposed: 16,834,773

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. These
reports only cover breaches that occurred in 2008, or became public in 2008, but were not public in 2007 or before.
Each selected incident must be previously published by a credible media source, such as TV, radio, press, etc. The
item will not be included at all if ITRC is not certain that the source is real and credible. We include in each item a link
or source of the article, and the information presented by that article. Many times, we have attributions from a
multitude of media sources and media outlets. ITRC sticks to the facts as reported, and does not add or subtract
from the previously published information. When the number of exposed records is not reported, we note that fact.
When records are encrypted, we state that we do not (at this time) consider that to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime,
Office of Justice Programs, U.S. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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