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Banking/Credit/Financial

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20100630-06 Merrimack Mortgage SC Yes - Unknown # 0Banking/Credit/Financial

ITRC20100628-01 Bank of America MA 11/1/2004 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100621-03 Saint Francis Federal Credit Union OK 6/17/2010 Yes - Published # 8,400Banking/Credit/Financial

ITRC20100609-04 Bank of America Call Center US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100526-01 Capitol One US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100524-03 Berkeley area skimming- East Bay Wells Fargo CA Yes - Unknown # 0Banking/Credit/Financial

ITRC20100517-04 Los Angeles Firemen's Credit Union CA 5/10/2010 Yes - Published # 28,000Banking/Credit/Financial

ITRC20100510-02 FHG Finance CA Yes - Published # 300Banking/Credit/Financial

ITRC20100426-05 ESB Financial (Emporia State Bank) KS 4/14/2010 Yes - Published # 3,097Banking/Credit/Financial

ITRC20100422-01 PNC Bank PA Yes - Unknown # 0Banking/Credit/Financial

ITRC20100409-05 Bank of America, NC NC Yes - Unknown # 0Banking/Credit/Financial

ITRC20100409-01 Charles Schwab US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100406-06 LPL Financial Corporation US 2/24/2010 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100406-03 Countrywide Financial US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100406-02 Proxima Alfa Investments US 2/10/2010 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100325-05 Union First National Bank US Yes - Published # 1,000Banking/Credit/Financial

ITRC20100319-07 Fifth Third Bank MI Yes - Unknown # 0Banking/Credit/Financial

ITRC20100319-04 National City Bank OH Yes - Unknown # 0Banking/Credit/Financial

ITRC20100316-01 John Hancock Financial Services MA Yes - Unknown # 0Banking/Credit/Financial

ITRC20100315-02 TD Bank PA Yes - Unknown # 0Banking/Credit/Financial

ITRC20100311-01 US Bank OH 3/1/2010 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100310-05 Securities and Exchange Commission (SEC) - TD US 6/15/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100310-04 Assurity Financial Services US 3/5/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100309-10 Virgin Money USA Inc US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100309-01 Ally Bank US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100308-16 Wells Fargo - Law firm in CA CA 6/11/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100308-14 Partnership Federal Credit Union VA Yes - Unknown # 0Banking/Credit/Financial

ITRC20100308-09 Telhio Credit Union OH 8/4/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100308-08 M&T Bank MD 12/14/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100305-08 BlackRock US 12/30/2008 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100226-01 CitiGroup US Yes - Published # 600,000Banking/Credit/Financial

ITRC20100224-01 SunTrust Banks FL 9/20/2009 Yes - Unknown # 0Banking/Credit/Financial

ITRC20100218-08 ING Fund US Yes - Published # 106Banking/Credit/Financial

ITRC20100201-03 Ameriquest Mortgage MN 4/1/2008 Yes - Published # 100Banking/Credit/Financial

ITRC20100126-07 Gregory Navone, First Interstate Mortgage Corp, US Yes - Unknown # 0Banking/Credit/Financial

ITRC20100114-02 Lincoln National Financial Securities US 8/17/2009 Yes - Published # 1,200,000Banking/Credit/Financial

ITRC20100113-02 Suffolk County National Bank NY 12/24/2010 Yes - Published # 8,300Banking/Credit/Financial
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ITRC20100104-01 Eastern Bank Corp MA Yes - Published # 2,500Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 38# of Breaches: 1,851,803# of Records:

11.1% of Breaches: 20.7%%of Records:

Business

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20100630-07 Mercer - Eastern Connecticut Health Network Pen CT 4/26/2010 Yes - Published # 3,178Business

ITRC20100624-02 BlueCross/ Anthem/ WellPoint US Yes - Published # 470,000Business

ITRC20100624-01 Atkins and Assoc. GA 6/22/2010 Yes - Unknown # 0Business

ITRC20100623-03 Sony, TeleTech US 6/3/2010 Yes - Unknown # 0Business

ITRC20100623-01 Destination Hotels & Resorts TX Yes - Published # 700Business

ITRC20100621-02 Quantum Corporation WA 6/13/2010 Yes - (Password) Unkn 0Business

ITRC20100621-01 GXS, Inovis GA 5/4/2010 Yes - Unknown # 0Business

ITRC20100611-02 Dixie Café AR 2/1/2010 Yes - Unknown # 0Business

ITRC20100611-01 Bellmore Payless NY Yes - Published # 11Business

ITRC20100607-02 Marco's Restaurant IN Yes - Published # 500Business

ITRC20100604-02 Aetna CT 5/5/2010 Yes - Unknown # 0Business

ITRC20100527-04 Local Coffee TX Yes - Unknown # 0Business

ITRC20100527-03 Aldaco's at Stone Oak Restaurant TX Yes - Unknown # 0Business

ITRC20100527-01 AT&T FL Yes - Unknown # 0Business

ITRC20100526-03 Principal Financial Group, Life Insurance US Yes - Unknown # 0Business

ITRC20100526-02 Lincoln National Life Insurance, Lincoln Life & A US 2/10/2010 Yes - Unknown # 0Business

ITRC20100524-02 Staff Jennings Boats OR 5/22/2010 Yes - Unknown # 0Business

ITRC20100524-01 Cheesecake Factory DC Yes - Unknown # 0Business

ITRC20100521-03 The Vine Tavern and Eatery AZ 5/18/2010 Yes - Unknown # 0Business

ITRC20100518-01 Smuckers Jam US 4/5/2010 Yes - Published # 6,000Business

ITRC20100517-03 Mellow Mushroom in Warner Robins GA 3/11/2010 Yes - Published # 2,000Business

ITRC20100517-01 Rocklin Gas Station CA Yes - Published # 2,000Business

ITRC20100513-03 Picante Restaurant CA Yes - Unknown # 0Business

ITRC20100510-03 WellPoint US Yes - Published # 40Business

ITRC20100510-01 Fast Cash TN 5/7/2010 Yes - Unknown # 0Business

ITRC20100506-02 Avid Property Management FL Yes - Unknown # 0Business

ITRC20100430-02 Famous Daves US 3/21/2010 Yes - Unknown # 0Business

ITRC20100426-07 Hollywood Video NV 4/10/2010 Yes - Unknown # 0Business

ITRC20100426-06 Mad Capper Bar and Restaurant - Stillwater MN Yes - Published # 200Business

ITRC20100426-04 San Jose law office and Santa Clara dental office CA Yes - Published # 20Business

ITRC20100426-03 Kern County Employees' Retirement Association CA Yes - Published # 37,000Business

ITRC20100426-02 Room Store MD Yes - Unknown # 0Business

ITRC20100423-09 Lam Research Corp. US 3/9/2010 Yes - (Password) Unkn 0Business
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ITRC20100423-08 Strategic Workforce Solutions GA 3/24/2010 Yes - Unknown # 0Business

ITRC20100423-07 Woodbury Financial Services CT 3/16/2010 Yes - Unknown # 0Business

ITRC20100423-04 Cedar Falls businesses IA Yes - Published # 100Business

ITRC20100423-03 Lorillard Tobacco, Towers Watson US 2/2/2010 Yes - Published # 1,874Business

ITRC20100423-01 O'Shea's Irish Pub KY Yes - Unknown # 0Business

ITRC20100422-07 Rapid Tax Return TX 4/16/2010 Yes - Unknown # 0Business

ITRC20100422-04 Tommy Bahamas Restaurant AZ 4/21/2010 Yes - Unknown # 0Business

ITRC20100422-02 Affinity Health Plan NY 3/17/2010 Yes - Published # 409,000Business

ITRC20100409-04 HBDirect.com US 3/20/2010 Yes - Unknown # 0Business

ITRC20100409-02 H&R Block NY Yes - Published # 20Business

ITRC20100402-08 MyPilotStore, dba MyPilotStore.com US 2/18/2010 Yes - Unknown # 0Business

ITRC20100329-04 Educational Credit Management Corp US 3/20/2010 Yes - Published # 3,300,000Business

ITRC20100322-01 Kathy's Bail Bonds AR Yes - Unknown # 0Business

ITRC20100319-02 Mary's Pizza Shack CA 2/10/2010 Yes - Unknown # 0Business

ITRC20100316-03 Beecher Carlson Holdings US Yes - Unknown # 0Business

ITRC20100316-02 Beer & Wine Hobby MA Yes - Published # 35,000Business

ITRC20100315-01 Littleton Pizza Hut franchisee CO Yes - Unknown # 0Business

ITRC20100312-01 MonoPrice.com US 3/5/2010 Yes - Unknown # 0Business

ITRC20100310-08 Experian US Yes - Unknown # 0Business

ITRC20100310-07 GroupM US 7/16/2009 Yes - (Password) Publi 1,501Business

ITRC20100310-06 Citco - Evanston Capital Management - Weatherl MD Yes - Unknown # 0Business

ITRC20100310-03 Kraft Foods US 8/15/2009 Yes - (Password) Unkn 0Business

ITRC20100310-01 Thrivent Financial PA None - Encrypted Data 0Business

ITRC20100309-15 AlixPartners LLP US 7/25/2009 Yes - (Password) Publi 2,200Business

ITRC20100309-14 T-Mobile MD Yes - Unknown # 0Business

ITRC20100309-13 Hotels.com - vendor US 7/27/2009 Yes - Published # 200Business

ITRC20100309-12 LitCon Group VA Yes - Unknown # 0Business

ITRC20100309-11 AT&T - unknown vendor US Yes - Unknown # 0Business

ITRC20100309-08 California Business Bureau Medical Billing Servi US Yes - Published # 8,861Business

ITRC20100309-07 Wolters Kluwer - CCH US 7/27/2009 Yes - (Password) Unkn 0Business

ITRC20100309-06 Center for American Progress - vendor US 7/25/2009 Yes - Published # 9Business

ITRC20100309-05 Ameriprise Financial - vendor US 8/7/2009 Yes - Unknown # 0Business

ITRC20100309-03 Priceline.com US Yes - Unknown # 0Business

ITRC20100309-02 United Guaranty Residential Insurance Company US Yes - Unknown # 0Business

ITRC20100308-15 Coffee.org US 6/20/2009 Yes - Published # 8,058Business

ITRC20100308-13 LampSource US 7/27/2009 Yes - Unknown # 0Business

ITRC20100308-12 Ameriprise Financial US 7/3/2009 Yes - Unknown # 0Business

ITRC20100308-11 Bristol-Myers Squibb Company US 7/1/2009 Yes - Unknown # 0Business

ITRC20100308-10 MoneyGram International US 6/29/1009 Yes - Unknown # 0Business

ITRC20100308-07 National Audubon Society AZ 10/25/2010 Yes - Published # 688Business
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ITRC20100308-06 Willard InterContinental Hotel DC 9/19/2009 Yes - Unknown # 0Business

ITRC20100308-05 Ameriprise Financial Inc US 12/2/2009 Yes - Unknown # 0Business

ITRC20100308-04 Cell Phone Kiosk - Westfield Franklin Park OH Yes - Published # 100Business

ITRC20100308-03 Arrow Electronics NY 2/18/2010 Yes - Published # 4,004Business

ITRC20100308-01 Los Angeles Westin Bonaventure CA Yes - Unknown # 0Business

ITRC20100305-12 Uniformed Services Benefit Association US 11/6/2009 Yes - (Password) Unkn 0Business

ITRC20100305-11 Nuance Communications US Yes - Unknown # 0Business

ITRC20100305-10 FCI USA LLC US 11/9/2009 Yes - Published # 2,000Business

ITRC20100305-09 Genworth Financial, Life Insurance Company US 6/10/2009 Yes - (Password) Unkn 0Business

ITRC20100305-07 Thermo Fisher Scientific Inc US 10/30/2009 Yes - Unknown # 0Business

ITRC20100305-05 Moses,Phillips, Young, Brannon and Henninger L AL 9/30/2009 Yes - Unknown # 0Business

ITRC20100305-04 Easybakeware.com US 10/20/2009 Yes - Unknown # 0Business

ITRC20100305-02 Hancock Fabrics US Yes - Unknown # 0Business

ITRC20100304-03 Vernon Sales Promotion US 10/6/2009 Yes - Unknown # 0Business

ITRC20100301-07 Feeney Agency PA 1/2/2009 Yes - Unknown # 0Business

ITRC20100301-06 McGraw-Hill Construction UT 10/14/2010 Yes - (Password) Unkn 0Business

ITRC20100301-05 Erisa Pension Systems - First NLC Financial Serv US 10/27/2009 Yes - Published # 330Business

ITRC20100301-02 MSO of Puerto Rico - MMM Health Care NY 2/4/2010 Yes - Published # 1,907Business

ITRC20100301-01 MSO of Puerto Rico - PMC Medicare Choice NY 2/4/2010 Yes - Published # 605Business

ITRC20100226-02 Wyndham Hotels US 1/25/2010 Yes - Unknown # 0Business

ITRC20100225-01 Law Firms, Smyrna GA 2/23/2010 Yes - Unknown # 0Business

ITRC20100224-02 Association for the Blind and Visually Impaired, MI Yes - Published # 50Business

ITRC20100223-24 Mid America Kidney Stone Association LLC MO 9/22/2009 Yes - Published # 1,000Business

ITRC20100223-17 Merkle Direct Marketing - BlueCross BlueShield DC 10/7/2009 Yes - Published # 15,000Business

ITRC20100223-16 Health Services for Children with Special Needs DC 10/9/2009 Yes - Published # 3,800Business

ITRC20100223-12 Public Employee Health Insurance Plan, KY Empl KY 10/20/2009 Yes - Published # 676Business

ITRC20100223-07 Private Practice, Wilmington NC - Rick Lawson P NC 12/8/2009 Yes - Published # 2,000Business

ITRC20100223-02 Educators Mutual Insurance Association of Utah UT 12/27/2009 Yes - Published # 5,700Business

ITRC20100219-02 H&R Block IN Yes - Published # 30Business

ITRC20100218-09 Cullman Dairy Queen AL Yes - Unknown # 0Business

ITRC20100218-07 Galeton, Gloves Inc US Yes - Unknown # 0Business

ITRC20100218-06 Daedalus Books US Yes - Unknown # 0Business

ITRC20100218-05 TGI Friday's - West St. Paul MN Yes - Unknown # 0Business

ITRC20100218-04 Eclipse Property Solutions FL 7/1/2009 Yes - Unknown # 0Business

ITRC20100218-02 Small Dog Electronics US 12/20/2009 Yes - Published # 3,000Business

ITRC20100212-03 Macy's - St Louis MO Yes - Unknown # 0Business

ITRC20100212-01 Equifax US 1/19/2010 Yes - Unknown # 0Business

ITRC20100209-13 Ozarks Area Community Action Corporation MO Yes - Published # 500Business

ITRC20100209-11 St. Clair Winery  & Bistro NM Yes - Unknown # 0Business

ITRC20100209-10 Highmark US Yes - Published # 3,700Business
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ITRC20100209-06 Ceridian US 12/22/2009 Yes - Published # 27,000Business

ITRC20100209-03 AvMed Health Plans FL 12/11/2009 Yes - Published # 1,200,000Business

ITRC20100202-03 Innotek US Yes - Unknown # 0Business

ITRC20100202-02 P.F. Chang's Bistro US 12/19/2009 Yes - (Password) Unkn 0Business

ITRC20100119-04 ExposeObama.com US 1/15/2010 Yes - Published # 100Business

ITRC20100119-03 Time Customer Service US Yes - Unknown # 0Business

ITRC20100119-02 Goodwill - Kent County MI 12/15/2009 Yes - Unknown # 0Business

ITRC20100111-01 Metropark NY 1/5/2010 Yes - Unknown # 0Business

ITRC20100104-02 Moriarty & Primack MA Yes - Published # 1,600Business

BusinessTotals for Category: 122# of Breaches: 5,562,262# of Records:

35.8% of Breaches: 62.2%%of Records:

Educational

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20100630-05 Brooklyn Tech High School NY Yes - Published # 2,400Educational

ITRC20100630-03 Sparta Board of Education NJ Yes - Unknown # 0Educational

ITRC20100630-02 California State San Bernardino CA 6/10/2010 Yes - Published # 36Educational

ITRC20100628-03 University of Oklahoma OK Yes - Unknown # 0Educational

ITRC20100623-04 Florida International University FL Yes - Published # 19,500Educational

ITRC20100609-01 Tufts University MA Yes - Published # 7,000Educational

ITRC20100604-06 Roanoke City Schools VA Yes - Published # 2,000Educational

ITRC20100604-04 Pennsylvania State College PA Yes - Published # 25,572Educational

ITRC20100517-02 Edward Waters College FL 5/14/2010 Yes - Unknown # 0Educational

ITRC20100430-10 Montana Tech of the University of Montana MT 4/22/2010 Yes - Published # 260Educational

ITRC20100423-06 New York's Higher Education Services Corp NY 12/10/2009 Yes - Published # 1,433Educational

ITRC20100423-02 Chattanooga State, United Imaging TN Yes - Published # 1,700Educational

ITRC20100402-10 Three Rivers Community College CT Yes - Unknown # 0Educational

ITRC20100402-09 Gateway Community College CT Yes - Unknown # 0Educational

ITRC20100325-06 University of South Carolina, Beaufort SC 2/6/2010 Yes - Published # 480Educational

ITRC20100325-02 Johns Hopkins University School of Education MD 2/7/2010 Yes - Unknown # 0Educational

ITRC20100319-06 Vanderbilt University TN 2/6/2010 Yes - Published # 7,174Educational

ITRC20100319-05 California State University - Los Angeles CA Yes - Published # 232Educational

ITRC20100305-01 New Mexico State University NM Yes - Published # 300Educational

ITRC20100301-04 Bennett College NC 2/13/2010 Yes - Published # 1,100Educational

ITRC20100219-01 Valdosta State University GA 12/11/2009 Yes - Published # 170,000Educational

ITRC20100218-01 Southern Illinois University IL Yes - Published # 900Educational

ITRC20100209-14 Kansas City Art Institute MO Yes - Published # 145Educational

ITRC20100209-04 University of Texas El Paso TX Yes - Published # 15,000Educational

ITRC20100202-01 West Virginia University WV 1/15/2010 Yes - Published # 53Educational
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ITRC20100201-04 Columbia University NY 1/25/2010 Yes - (Password) Publi 1,400Educational

ITRC20100201-02 Humboldt State University CA Yes - Published # 3,500Educational

ITRC20100126-05 University of Missouri MO Yes - Unknown # 0Educational

ITRC20100114-03 Eugene School District OR 1/6/2010 Yes - Published # 26,000Educational

ITRC20100114-01 Western Michigan University MI 12/14/2010 Yes - Unknown # 0Educational

EducationalTotals for Category: 30# of Breaches: 286,185# of Records:

8.8%% of Breaches: 3.2%%of Records:

Government/Military

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20100628-02 CA Department of Parks and Recreation CA 6/25/2010 Yes - Published # 100Government/Military

ITRC20100623-02 National Guard, Oregon OR Yes - (Password) Unkn 0Government/Military

ITRC20100618-03 Franklin County OH 5/14/2010 Yes - Unknown # 0Government/Military

ITRC20100618-02 Department of the Interior US 5/26/2010 None - Encrypted Data 0Government/Military

ITRC20100618-01 Virginia Beach Schools VA 5/6/2010 Yes - Unknown # 0Government/Military

ITRC20100614-01 Middle Township NJ 6/10/2010 Yes - Unknown # 0Government/Military

ITRC20100611-03 City of Springfield IL Yes - Unknown # 0Government/Military

ITRC20100609-02 Los Angeles County Social Services CA Yes - Published # 150Government/Military

ITRC20100607-01 NHTSA (National Highway Traffic Safety Administ US Yes - Unknown # 0Government/Military

ITRC20100527-02 Towers Watson NC 2/23/2010 Yes - Published # 5,220Government/Military

ITRC20100517-08 Veteran Affairs Healthcare System Miami FL 1/19/2010 Yes - Published # 568Government/Military

ITRC20100517-05 Veterans Affairs Department US 4/22/2010 Yes - Published # 644Government/Military

ITRC20100513-05 New Mexico Human Services Department, West NM 3/30/2010 Yes - Published # 21,000Government/Military

ITRC20100513-04 IRS US Yes - Unknown # 0Government/Military

ITRC20100513-02 Campbell County Schools VA Yes - Published # 1,000Government/Military

ITRC20100513-01 US Army Reservists, Serco Inc US Yes - Published # 207,000Government/Military

ITRC20100427-01 Texas Department of Family and Protective Servi TX Yes - Published # 70Government/Military

ITRC20100426-09 Fort Totten, US Army US Yes - Published # 12,000Government/Military

ITRC20100423-10 Atlanta Fire Rescue GA Yes - Published # 1,000Government/Military

ITRC20100422-03 Buffalo Police Department NY Yes - Unknown # 0Government/Military

ITRC20100409-07 US Naval Facilities Engineering Service Center CA 5/1/2008 Yes - Published # 244Government/Military

ITRC20100406-05 City of Middletown OH OH 4/3/2010 Yes - Unknown # 0Government/Military

ITRC20100406-04 FDIC US Yes - Unknown # 0Government/Military

ITRC20100325-04 US State Department US Yes - Published # 60Government/Military

ITRC20100325-01 Yuma Proving Ground AZ Yes - Published # 700Government/Military

ITRC20100322-03 Connecticut Office of Policy Management CT 3/22/2010 Yes - Published # 11,000Government/Military

ITRC20100322-02 Orlando International Airport FL 12/20/2009 Yes - Published # 17Government/Military

ITRC20100319-08 Veterans Affairs Department - Atlanta Veterans Af US Yes - Unknown # 0Government/Military

ITRC20100319-01 Albany Police Department GA 3/17/2010 Yes - Unknown # 0Government/Military
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ITRC20100316-04 St. Louis Metropolitan Police Department MO Yes - Published # 24Government/Military

ITRC20100305-06 Anne Arundel County's Fire Department MD 9/24/2009 Yes - Published # 5,700Government/Military

ITRC20100304-01 SC Department of Health and Environmental Cont SC 3/1/2010 Yes - Published # 2,800Government/Military

ITRC20100301-03 Arkansas Guard, Camp Robinson AK 2/15/2010 Yes - Published # 35,000Government/Military

ITRC20100223-25 New York Department of Motor Vehicles NY Yes - Published # 200Government/Military

ITRC20100223-14 Alaska Department of Health and Social Services AK 10/12/2009 Yes - Published # 501Government/Military

ITRC20100223-13 Brooke Army Medical Center TX 10/16/2009 Yes - Published # 1,000Government/Military

ITRC20100222-01 TennCare TN Yes - Published # 3,900Government/Military

ITRC20100218-03 West Memphis Police Department AR 2/1/2010 Yes - Unknown # 0Government/Military

ITRC20100209-09 Social Security Administration NY 10/20/2009 Yes - Published # 969Government/Military

ITRC20100209-08 Wyoming Department of Health WY 2/4/2010 Yes - Published # 9,000Government/Military

ITRC20100209-07 Ohio Department of Administrative Services OH 1/27/2010 Yes - Published # 6,000Government/Military

ITRC20100209-02 D.C. Office of Tax and Revenue DC Yes - Published # 76Government/Military

ITRC20100209-01 CA Department of Health Care Services CA 2/1/2010 Yes - Published # 49,352Government/Military

ITRC20100201-01 Iowa Racing and Gaming Commission IA 1/26/2010 Yes - Published # 80,000Government/Military

ITRC20100128-01 PricewaterhouseCoopers - Alaska state AK 12/6/2009 Yes - Published # 77,000Government/Military

ITRC20100127-01 US Department of Commerce US 12/4/2010 Yes - Unknown # 0Government/Military

ITRC20100126-08 New York Department of Taxation NY Yes - Unknown # 0Government/Military

ITRC20100126-06 Minnesota Department of Labor MN 1/1/2009 Yes - Unknown # 0Government/Military

ITRC20100126-04 Seattle Municipal Court WA Yes - Unknown # 0Government/Military

ITRC20100126-02 Internal Revenue Service - IRS US Yes - Published # 70Government/Military

ITRC20100126-01 Columbus Health Department OH Yes - Unknown # 0Government/Military

ITRC20100119-01 City of Oakridge OR Yes - Unknown # 0Government/Military

ITRC20100107-01 Housing Authority of New Orleans - HANO LA Yes - Unknown # 0Government/Military

ITRC20100104-03 Transportation Security Administration (TSA) -  L MA Yes - Published # 16Government/Military

Government/MilitaryTotals for Category: 54# of Breaches: 532,381# of Records:

15.8% of Breaches: 6.0%%of Records:

Medical/Healthcare

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20100630-08 University Hospital Atlanta GA Yes - Published # 13,000Medical/Healthcare

ITRC20100630-04 University of Maine ME 6/16/2010 Yes - Published # 5,000Medical/Healthcare

ITRC20100630-01 New York Lincoln Medical and Mental Health Cen NY 3/16/2010 Yes - Published # 130,495Medical/Healthcare

ITRC20100621-04 University Health System Reno NV 6/11/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100616-01 University of California, San Francisco CA Yes - Published # 610Medical/Healthcare

ITRC20100611-11 St. Jude Children's Research Hospital TN 4/19/2010 Yes - Published # 1,745Medical/Healthcare

ITRC20100611-10 Rainbow Hospice and Palliative Care IL 4/12/2010 Yes - Published # 1,000Medical/Healthcare

ITRC20100611-09 Veteran Affairs North Texas Health Care System TX 5/4/2010 Yes - Published # 4,083Medical/Healthcare

ITRC20100611-08 Oconee Physician Practices SC 5/9/2010 Yes - Published # 653Medical/Healthcare
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ITRC20100611-07 Omaha Construction Industry Health and Welfare NE 11/11/2009 Yes - Published # 800Medical/Healthcare

ITRC20100611-06 UnitedHealth Group MN 1/26/2010 Yes - Published # 16,291Medical/Healthcare

ITRC20100611-05 Private Practice MI 5/2/2010 Yes - Published # 2,300Medical/Healthcare

ITRC20100611-04 Occupational Health Partners KS 5/12/2010 Yes - Published # 1,105Medical/Healthcare

ITRC20100609-03 Nursing Visioned Medical Services TN 6/7/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100604-05 Avalon Center NY 6/2/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100604-03 University of Louisville, Kidney Disease Program KY 10/1/2008 Yes - Published # 708Medical/Healthcare

ITRC20100604-01 Safe Harbor Med Evaluations CA Yes - Unknown # 0Medical/Healthcare

ITRC20100601-01 Cincinnati Children's Hospital OH Yes - (Password) Publi 61,000Medical/Healthcare

ITRC20100521-02 Rockbridge Area Community Services VA 3/12/2010 Yes - (Password) Publi 600Medical/Healthcare

ITRC20100521-01 Strong Memorial Hospital NY 4/19/2010 Yes - Published # 1,250Medical/Healthcare

ITRC20100517-07 Silicon Valley Eyecare Optometry and Contact Le CA 4/2/2010 Yes - (Password) Publi 40,000Medical/Healthcare

ITRC20100517-06 Loma Linda University Health Care CA 4/4/2010 Yes - Published # 584Medical/Healthcare

ITRC20100510-05 Baptist Hospital - Montgomery AL Yes - Unknown # 0Medical/Healthcare

ITRC20100510-04 Pediatric Sports and Spine Associates TX 2/10/2010 Yes - Published # 955Medical/Healthcare

ITRC20100506-04 Millennium Medical Management Resources US 2/27/2010 Yes - Published # 180,111Medical/Healthcare

ITRC20100506-01 Tampa’s Pain Management and Detox FL Yes - Unknown # 0Medical/Healthcare

ITRC20100430-12 North Country Health Services MN 4/18/2010 Yes - Published # 349Medical/Healthcare

ITRC20100430-11 Medical Center at Bowling Green OH 4/1/2010 Yes - Published # 5,418Medical/Healthcare

ITRC20100430-09 Hypertension, Nephrology, Dialysis and Transpla AL 3/6/2010 Yes - Published # 2,024Medical/Healthcare

ITRC20100430-07 Mount Sinai Medical Center FL Yes - Published # 2,600Medical/Healthcare

ITRC20100430-06 University of Pittsburgh Student Health Center PA 3/11/2010 Yes - Published # 8,000Medical/Healthcare

ITRC20100430-05 Tomah Memorial Hospital WI 3/19/2010 Yes - Published # 600Medical/Healthcare

ITRC20100430-04 Beatrice Community Hospital - McKesson Inform NE 3/19/2010 Yes - Published # 660Medical/Healthcare

ITRC20100430-03 St. Jude Heritage Healthcare CA Yes - (Password) Publi 22,000Medical/Healthcare

ITRC20100430-01 Praxair Healthcare Services - Home Care Supply NY Yes - Unknown # 0Medical/Healthcare

ITRC20100426-08 DRC Physical Therapy Plus NY 4/25/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100426-01 St. Peter's Hospital NY Yes - Unknown # 0Medical/Healthcare

ITRC20100423-05 BlueCross BlueShield -Rhode Island RI Yes - Published # 12,000Medical/Healthcare

ITRC20100422-06 Blood Bank of Hawaii Center HI 3/29/2010 Yes - (Password) Publi 40,000Medical/Healthcare

ITRC20100422-05 Massachusetts Eye and Ear Infirmary MA 2/19/2010 Yes - Published # 3,600Medical/Healthcare

ITRC20100409-06 St Francis Hospital OK Yes - Published # 60Medical/Healthcare

ITRC20100409-03 ManorCare Health Services, Wheaton nursing ho MD Yes - Unknown # 0Medical/Healthcare

ITRC20100407-02 Millbrook Medical Center and unknown practice TN Yes - Unknown # 0Medical/Healthcare

ITRC20100407-01 Providence Hospital MI 2/9/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100406-01 John Muir Health CA 2/5/2010 Yes - (Password) Publi 5,450Medical/Healthcare

ITRC20100402-11 Boulder Community Hospital CO Yes - Published # 526Medical/Healthcare

ITRC20100402-07 Oncology and Hematology Assoc of West Browar FL Yes - Unknown # 0Medical/Healthcare

ITRC20100402-06 North Ridge Medical Center FL Yes - Unknown # 0Medical/Healthcare

ITRC20100402-05 Holy Cross Hospital FL Yes - Unknown # 0Medical/Healthcare
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ITRC20100402-04 University MRI Diagnostic Center FL Yes - Unknown # 0Medical/Healthcare

ITRC20100402-03 Lee Memorial Health System FL 1/29/2010 Yes - Published # 3,800Medical/Healthcare

ITRC20100402-02 Laboratory Corporation of America/Dynacare Nort WA 2/12/2010 Yes - Published # 5,080Medical/Healthcare

ITRC20100402-01 Griffin Hospital CT 2/26/2010 Yes - Published # 957Medical/Healthcare

ITRC20100329-03 Private Practice TX 2/20/2010 Yes - Published # 21,000Medical/Healthcare

ITRC20100329-02 Montefiore Medical Center NY 2/10/2010 Yes - Published # 625Medical/Healthcare

ITRC20100329-01 Aspen Dental Care P.C. CO 10/4/2009 Yes - Published # 2,500Medical/Healthcare

ITRC20100325-03 Millard Company - Northwestern Medical Faculty IL Yes - Unknown # 0Medical/Healthcare

ITRC20100319-03 Specialty Laboratories CA Yes - Unknown # 0Medical/Healthcare

ITRC20100311-07 BlueCross BlueShield of RI - Brown University RI 12/11/2009 Yes - Published # 528Medical/Healthcare

ITRC20100311-06 Center for Neurosciences AZ 12/15/2009 Yes - Published # 1,101Medical/Healthcare

ITRC20100311-05 Advanced NeuroSpinal Care CA 12/20/2009 Yes - Published # 3,500Medical/Healthcare

ITRC20100311-04 Lucille Packard Children’s Hospital CA 1/11/2010 Yes - Published # 532Medical/Healthcare

ITRC20100311-03 University of New Mexico Health Sciences Center NM 2/8/2010 Yes - Published # 1,900Medical/Healthcare

ITRC20100311-02 North Carolina Baptist Hospital NC 2/15/2010 Yes - Published # 554Medical/Healthcare

ITRC20100310-02 Quest Diagnostics - AmeriPath NJ 9/4/2009 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20100309-16 Empi Recovery Services - DJO US 7/29/2009 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20100309-04 DaVita - Renal Treatment Centers Southeast LP TX 7/30/2009 Yes - (Password) Unkn 0Medical/Healthcare

ITRC20100308-02 University of Texas Southwestern Medical Center TX Yes - Published # 12,000Medical/Healthcare

ITRC20100305-03 Wake Forest University Baptist Medical Center NC 2/15/2010 Yes - Published # 554Medical/Healthcare

ITRC20100302-01 Diabetes Direct FL Yes - Unknown # 0Medical/Healthcare

ITRC20100226-03 Shands HealthCare FL Yes - Unknown # 0Medical/Healthcare

ITRC20100225-02 University of Washington Medical Center, NCO Fi WA Yes - Published # 210Medical/Healthcare

ITRC20100223-23 Private Practice Torrance #5 CA 9/27/2009 Yes - Published # 952Medical/Healthcare

ITRC20100223-22 Private Practice Torrance #4 CA 9/27/2009 Yes - Published # 857Medical/Healthcare

ITRC20100223-21 Private Practice Torrance #3 CA 9/27/2009 Yes - Published # 5,257Medical/Healthcare

ITRC20100223-20 Private Practice Torrance #2 CA 9/27/2009 Yes - Published # 5,166Medical/Healthcare

ITRC20100223-19 Private Practice, Torrance #1 CA 9/27/2009 Yes - Published # 6,145Medical/Healthcare

ITRC20100223-18 City of Hope National Medical Center CA 9/27/2009 Yes - Published # 5,900Medical/Healthcare

ITRC20100223-15 Cogent Healthcare of Wisconsin, SC TN 10/11/2009 Yes - Published # 6,400Medical/Healthcare

ITRC20100223-11 BlueCross BlueShield - DC, Service Benefits Plan DC 10/26/2009 Yes - Published # 3,400Medical/Healthcare

ITRC20100223-10 Children's Medical Center of Dallas TX 11/19/2009 Yes - Published # 3,800Medical/Healthcare

ITRC20100223-09 Concentra TX 11/19/2009 Yes - Published # 900Medical/Healthcare

ITRC20100223-08 Advocate Health Care IL 11/24/2009 Yes - Published # 812Medical/Healthcare

ITRC20100223-06 Blue Island Radiology Consultants, United Micro IL Yes - Published # 2,562Medical/Healthcare

ITRC20100223-05 Private Practice, Stoughton MA MA 12/11/2009 Yes - Published # 1,860Medical/Healthcare

ITRC20100223-04 Cardiology Consultants FL Yes - Published # 8,000Medical/Healthcare

ITRC20100223-01 Ashley and Gray DDS MO 1/10/2010 Yes - Published # 9,309Medical/Healthcare

ITRC20100222-02 Group Health WA Yes - Published # 1,700Medical/Healthcare

ITRC20100212-02 University of Texas Medical Branch - Galveston, TX Yes - Published # 2,400Medical/Healthcare
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ITRC20100209-12 Greensburg Dental Practices PA 1/20/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100209-05 Abbott Medical Optics CA 12/29/2009 Yes - Unknown # 0Medical/Healthcare

ITRC20100128-02 University of California - San Francisco CA 11/30/2009 Yes - Published # 4,400Medical/Healthcare

ITRC20100127-02 University Medical Clinic - Port St. Lucie FL 11/26/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20100126-09 Methodist Hospital - Texas Medical Center TX 1/18/2010 Yes - Published # 689Medical/Healthcare

ITRC20100126-03 Unknown Dentist TX Yes - Unknown # 0Medical/Healthcare

ITRC20100113-01 Kaiser HMO CA Yes - Published # 15,500Medical/Healthcare

ITRC20100105-01 Massachusetts Eye and Ear Institute MA 11/20/2009 Yes - Published # 1,076Medical/Healthcare

Medical/HealthcareTotals for Category: 97# of Breaches: 707,503# of Records:

28.4% of Breaches: 7.9%%of Records:

 2010 Breaches Identified by the ITRC as of: 7/1/2010

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted 
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List", or 
became public in the report name year,  but were not public in the previous year.  Each item must be previously 
published by a credible source, such as Attorney General's website, TV, radio, press, etc.  The item will not be 
included at all if ITRC is not certain that the source is real and credible.  We include in each item a link or source of 
the article, and the information presented by that article.  Many times, we have attributions from a multitude of media 
sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the previously 
published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider 
password protection as adequate, and we do consider those events to be a data exposure.

What is a breach?  A breach is defined as an event in which an individual’s name plus Social Security Number (SSN), 
driver’s license number, medical record, or a financial record/credit/debit card is potentially put at risk – either in 
electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories : 341# of Breaches: 8,940,134# of Records:

100.0% of Breaches: 100.0%%of Records:

341

8,940,134

Total Breaches:

Records Exposed:
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