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Banking/Credit/Financial

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20110404-06 Bank of America - MI MI Yes - Unknown # 0Banking/Credit/Financial

ITRC20110318-01 Wachovia Bank - PA PA Yes - Unknown # 0Banking/Credit/Financial

ITRC20110310-02 TD Bank of Elmwood Park NJ Yes - Unknown # 0Banking/Credit/Financial

ITRC20110222-05 Integrity Bank Plus - MicroBilt WI Yes - Published # 500Banking/Credit/Financial

ITRC20110128-01 Five County Credit Union ME Yes - Published # 3,000Banking/Credit/Financial

ITRC20110121-01 Chase Bank CA 1/13/2011 Yes - Published # 100Banking/Credit/Financial

ITRC20110107-02 Pentagon Federal Credit Union (PenFed) US 12/12/2010 Yes - Unknown # 0Banking/Credit/Financial

ITRC20110103-04 Sovereign Bank US 10/15/2010 Yes - Unknown # 0Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 8# of Breaches: 3,600# of Records:

7.1%% of Breaches: 0.1%%of Records:

Business

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20110405-03  Ulysses Telemedia Networks Inc. MN Yes - Unknown # 0Business

ITRC20110405-02 S&D Coffee US Yes - Unknown # 0Business

ITRC20110405-01 Applied Micro Circuits US Yes - Unknown # 0Business

ITRC20110404-09 Portland Center for the Performing Arts (PCPA) OR Yes - Unknown # 0Business

ITRC20110404-04 iTunes US Yes - Unknown # 0Business

ITRC20110404-02 BP LA Yes - (Password) Publi 13,000Business

ITRC20110404-01 Institute for Electrical and Electronics Engineers US 11/17/2010 Yes - Published # 828Business

ITRC20110323-03 Lone Star Business Solutions - Restaurants US 3/20/2011 Yes - Unknown # 0Business

ITRC20110323-01 Waikiki gas stations HI 9/10/2010 Yes - Published # 200Business

ITRC20110318-04 Instant Tax Service IN 3/17/2011 Yes - Unknown # 0Business

ITRC20110318-03 Randstad Professionals MA Yes - Unknown # 0Business

ITRC20110318-02 Wheeler & Associates CPA FL 1/3/2011 Yes - (Password) Publi 0Business

ITRC20110316-01 Nation's Giant Hamburgers Restaurant CA Yes - Published # 200Business

ITRC20110315-02 North Dallas "tax service" TX Yes - Unknown # 0Business

ITRC20110315-01 Health Net - IBM US Yes - Published # 1,900,000Business

ITRC20110310-05 Penn Mutual Life PA Yes - Unknown # 0Business

ITRC20110310-04 Los Altos and Mountain View Gas Pumps CA Yes - Published # 3,600Business

ITRC20110310-01 Se San Diego Hotel CA Yes - Unknown # 0Business

ITRC20110304-04 Oakland Park/Delray Beach Police & Firefighters FL Yes - Unknown # 0Business

ITRC20110304-03 RaceTrac gas station FL Yes - Unknown # 0Business

ITRC20110304-01 Cord Blood Registry US Yes - Published # 300,000Business

ITRC20110225-05 Jack in the Box TX Yes - Unknown # 0Business

ITRC20110225-03 Snow Creek Ski Resort MO Yes - Unknown # 0Business
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ITRC20110225-02 Cambridge Who's Who Publishing US Yes - Published # 400,000Business

ITRC20110225-01 Prudential Patterson Realtors MO 2/24/2011 Yes - Unknown # 0Business

ITRC20110222-04 99 Cents Only stores CA Yes - Unknown # 0Business

ITRC20110222-02 Cigarette Box, Colton's General Store NV Yes - Published # 350Business

ITRC20110222-01 Loud Technologies US 11/15/2010 Yes - (Password) Unkn 0Business

ITRC20110217-01 American Airlines US Yes - Unknown # 0Business

ITRC20110215-02 Affiliated Computer Services -  Ohio Department OH 2/14/2011 Yes - Published # 8,000Business

ITRC20110215-01 Day's Jewelers ME Yes - Unknown # 0Business

ITRC20110211-02 FirstGroup America - First Transit US Yes - Unknown # 0Business

ITRC20110210-02 Marriott Vacation Club International US 12/27/2010 Yes - Unknown # 0Business

ITRC20110204-03 Fajilan and Associates, dba Statewide Credit Ser US Yes - Unknown # 0Business

ITRC20110204-02 ACRAnet US Yes - Unknown # 0Business

ITRC20110204-01 SettlementOne Credit Corp., Sackett National Hol US Yes - Unknown # 0Business

ITRC20110203-01 McDonalds LA Yes - Published # 57Business

ITRC20110128-10 Coventry Health Care - University of Missouri MO 1/6/2011 Yes - Published # 750Business

ITRC20110128-08 KBR Construction US Yes - Unknown # 0Business

ITRC20110128-07 J. Press US 1/5/2011 Yes - Unknown # 0Business

ITRC20110128-06 Hamilton Beach / ProctorSilex US 1/5/2011 Yes - Unknown # 0Business

ITRC20110128-05 Ember Corporation - Ceridian MI 1/10/2011 Yes - Published # 50Business

ITRC20110128-02 University Book Exchange NC Yes - Published # 100Business

ITRC20110121-03 Michael's Rock Hill Grille SC Yes - Unknown # 0Business

ITRC20110121-02 Ingenix US Yes - Unknown # 0Business

ITRC20110118-03 Experian - Iowa Telecommunications US Yes - Unknown # 0Business

ITRC20110114-01 BlueCross/BlueShield - Michigan MI 11/17/2010 Yes - Published # 6,500Business

ITRC20110112-01 HuskyDirect.com- Uconn CT Yes - Published # 18,000Business

ITRC20110110-01 RaceTrac - Melbourne FL Yes - Published # 600Business

ITRC20110107-07 Taco Bell - Grand Rapids MI Yes - Published # 100Business

ITRC20110107-05 Gair Medical Transcription Services - PinnacleHe PA 12/17/2010 Yes - Published # 1,086Business

ITRC20110107-03 Seabury & Smith - Marsh US Consumer US 11/1/2010 Yes - Unknown # 0Business

ITRC20110107-01 Heraeus Inc US 11/19/2010 Yes - Published # 514Business

ITRC20110104-01 White Rock Networks TX 1/2/2011 Yes - Unknown # 0Business

ITRC20110103-07 Half Hitch Tackle FL Yes - Unknown # 0Business

ITRC20110103-06 CHS MN 11/15/2010 Yes - Unknown # 0Business

ITRC20110103-05 Experian US 12/22/2010 Yes - Unknown # 0Business

ITRC20110103-03 BlueCross/BlueShield US 12/31/2010 Yes - Unknown # 0Business

ITRC20110103-02 EVG Quality Gas Station CA 12/30/2010 Yes - Published # 380Business

ITRC20110103-01 Kenetic Concepts Inc (KCI) TX 12/21/2010 Yes - Unknown # 0Business
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BusinessTotals for Category: 60# of Breaches: 2,654,315# of Records:

53.6% of Breaches: 48.6%%of Records:

Educational

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20110404-08 Maryville Academy IL 1/25/2011 Yes - Published # 3,897Educational

ITRC20110404-07  Killeen Independent School District TX 3/20/2011 Yes - Unknown # 0Educational

ITRC20110404-05 Wenatchee Valley College WA 3/24/2011 Yes - Published # 3,800Educational

ITRC20110323-02 Laredo Independent School District TX Yes - Published # 24,903Educational

ITRC20110317-01 Walnut Township School District OH 3/15/2011 Yes - Published # 80Educational

ITRC20110311-02 Virginia Tech VA Yes - Published # 370Educational

ITRC20110310-06 Western Michigan University MI 1/25/2011 Yes - Unknown # 0Educational

ITRC20110310-03 Eastern Michigan University MI Yes - Published # 60Educational

ITRC20110304-02 Missouri State University MO 2/22/2011 Yes - Published # 6,030Educational

ITRC20110225-04 Chapman University CA 2/15/2011 Yes - Published # 13,000Educational

ITRC20110128-09 Wentworth Institute of Technology MA Yes - Published # 1,300Educational

ITRC20110128-04 Universal Technical Institute (UTI) AZ 11/8/2010 Yes - (Password) Publi 98Educational

ITRC20110128-03 Warner Pacific College OR 1/3/2011 Yes - Published # 1,536Educational

ITRC20110118-02 Tulane University LA 12/29/2010 Yes - (Password) Publi 10,000Educational

ITRC20110103-08 Armstrong Atlantic State University Nursing Depa GA 11/1/2010 Yes - Unknown # 0Educational

EducationalTotals for Category: 15# of Breaches: 65,074# of Records:

13.4% of Breaches: 1.2%%of Records:

Government/Military

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20110325-01 InfoSpherix - various state parks ME Yes - Published # 970Government/Military

ITRC20110321-03 City of Cleveland TX TX Yes - Published # 10Government/Military

ITRC20110321-01 Veteran Affairs - Portland Medical Center (VAMC) OR 1/31/2011 Yes - Published # 75Government/Military

ITRC20110217-02 Alabama Motor Vehicle Division AL 2/9/2011 Yes - Unknown # 0Government/Military

ITRC20110210-01 Oregon Department of Corrections OR 1/27/2011 Yes - Published # 550Government/Military

ITRC20110207-01 Human Services Agency of San Francisco CA Yes - Published # 2,400Government/Military

ITRC20110131-01 North Carolina Division of Services for the Deaf a NC Yes - Unknown # 0Government/Military

ITRC20110118-01 US Post Office MO 1/16/2011 Yes - Unknown # 0Government/Military

ITRC20110117-01 South Carolina State Employee Insurance Progra SC 11/9/2010 Yes - Published # 6,400Government/Military

ITRC20110114-04 Green River District Health Department KY Yes - Published # 9,986Government/Military

ITRC20110114-03 National Guard Headquarters - Santa Fe NM NM 12/23/2010 Yes - Published # 650Government/Military

ITRC20110114-02 Omaha Public Schools NE 12/21/2010 Yes - Published # 4,300Government/Military

ITRC20110110-03 Duval Clerk of Court's website FL Yes - Unknown # 0Government/Military
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ITRC20110110-02 Washington State's Employment Security Divisio WA Yes - Published # 1,000Government/Military

Government/MilitaryTotals for Category: 14# of Breaches: 26,341# of Records:

12.5% of Breaches: 0.5%%of Records:

Medical/Healthcare

ITRC Breach ID

Exposed #
of RecordsCompany or Agency Records Exposed?State Est. Date Breach Category

Category:

ITRC20110404-10 Memorial Health Services CA Yes - Published # 2,250Medical/Healthcare

ITRC20110404-03 Eisenhower Medical Center CA 3/11/2011 Yes - Published # 514,000Medical/Healthcare

ITRC20110311-01 University of Massachusetts Amherst MA 6/30/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20110302-01 Beebe Medical Center DE 1/1/2011 Yes - Published # 113Medical/Healthcare

ITRC20110225-06 Henry Ford Health System MI 1/31/2011 Yes - Published # 2,777Medical/Healthcare

ITRC20110222-03 Emory Healthcare GA Yes - Published # 2,400Medical/Healthcare

ITRC20110216-01 Charleston Area Medical Center (CAMC) WV 2/8/2011 Yes - Published # 3,655Medical/Healthcare

ITRC20110214-01 Jacobi Medical Center, North Bronx Healthcare N NY 12/23/2010 Yes - Published # 1,700,000Medical/Healthcare

ITRC20110211-01 Saint Francis Broken Arrow Hospital OK Yes - (Password) Publi 84,000Medical/Healthcare

ITRC20110204-04 Texas Children's Hospital TX 12/29/2010 Yes - Published # 14,000Medical/Healthcare

ITRC20110201-01 Ankle + Foot Center FL 11/10/2010 Yes - Published # 156,000Medical/Healthcare

ITRC20110124-01 Grays Harbor Pediatrics WA 11/23/2010 Yes - Unknown # 0Medical/Healthcare

ITRC20110113-02 Seacoast Radiology NH 11/12/2010 Yes - Published # 231,400Medical/Healthcare

ITRC20110107-06 Grant Medical Center OH 11/16/2010 None - Encrypted Data 0Medical/Healthcare

ITRC20110107-04 Gary Spinks, DDS, PC MD 10/14/2010 Yes - Published # 1,000Medical/Healthcare

Medical/HealthcareTotals for Category: 15# of Breaches: 2,711,595# of Records:

13.4% of Breaches: 49.7%%of Records:
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 2011 Breaches Identified by the ITRC as of: 4/6/2011

This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted 
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List"), or 
became public in the report name year,  but were not public in the previous year.  Each item must be previously 
published by a credible source, such as Attorney General's website, TV, radio, press, etc.  The item will not be 
included at all if ITRC is not certain that the source is real and credible.  We include in each item a link or source of 
the article, and the information presented by that article.  Many times, we have attributions from a multitude of media 
sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the previously 
published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider 
password protection as adequate, and we do consider those events to be a data exposure.

What is a breach?  A breach is defined as an event in which an individual’s name plus Social Security Number (SSN), 
driver’s license number, medical record, or a financial record/credit/debit card is potentially put at risk – either in 
electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories : 112# of Breaches: 5,460,925# of Records:

100.0% of Breaches: 100.0%%of Records:

112

5,460,925

Total Breaches:

Records Exposed:
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