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OHIO

IDENTITY THEFT RANKING BY STATE: Rank 27, 62.6 Complaints Per 100,000
Population, 7178 Complaints (2007)

Updated January 19, 2009

Current Laws: State law prohibits any person, without the consent of the other person, from
using, obtaining, or possessing any personal identifying information with the intent to either hold
the person out to be the other person or represent the other person’s identifying information as
the person’s own personal identifying information. In addition, it is unlawful to create, obtain,
possess, or use the personal identifying information of any person with the intent to commit
identity theft crimes. It is illegal to permit another person to use his/her own personal identifying
information with the intent to defraud. It is not a defense to a charge that the person whose
personal identifying information was obtained, possessed, used, created, or permitted to be used
was deceased at the time of the offense.

“Personal identifying information” includes, but is not limited to, the following: the name,
address, telephone number, driver's license, driver's license number, state identification card,
state identification card number, Social Security card, Social Security number, birth certificate,
place of employment, employee identification number, mother's maiden name, bank account
number, other financial account number, personal identification number, password, or credit card
number of a living or dead individual.

Identity theft penalties vary and are tied to the resulting loss involved. Penalties are increased
for identity theft crimes against people 65 or older and against the disabled. When there are
multiple thefts, the aggregate of the amount of the theft determines the grade of the offense.

Value of Credit, Property, Services, Penalty —Term of Offense Level
Legal Obligation Involved in Imprisonment/Fine
Violation
$499 or less 6 — 12 months / up to 5" Degree Felony
$2,500
$500 to $4999 6 — 18 months / up to 4™ Degree Felony
$5,000
If victim is elderly or disabled 31 Degree Felony
1-5 years / up to $10,000
$5000 to $99,999 1-5 years / up to $10,000 3" Degree Felony
If victim is elderly or disabled 2-8 years / up to $15,000 2nd Degree Felony
$100,000 or more 2-8 years / up to $15,000 2" Degree Felony
If victim is elderly or disabled 3 —10 years / up to $20,000 1* Degree Felony

Statute: §2913.49: http://codes.ohio.gov/orc/2913.49
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Payment Cards: A person is guilty of misuse of credit cards if he practices deception for the
purpose of procuring the issuance of a credit card, when a credit card is issued in actual reliance
on the information provided; or knowingly buys or sells a credit card from or to a person other
than the issuer. Violations are a first degree misdemeanor.

It is unlawful for a person, with the purpose to defraud, obtains property or services by the use of
a credit card, in one or more transactions, knowing or having reasonable cause to believe that the
card has expired or been revoked, or was obtained, retained, or being used in violation of law. If
the cumulative retail value of the property and services involved in a 90-day period is $500 or
less, it is a misdemeanor in the first degree. If the value is $500 to $5000, it is a fifth degree
felony; between $5000 and $100,000 is a fourth degree felony; and if over $100,000, it is a third
degree felony. Penalties are increased by one level if the victim is disabled or an elderly person.
Statute: §2913.21: http://codes.ohio.gov/orc/2913.21

Theft of a credit card is a fifth degree felony, regardless of the value of the property stolen.
Statute: §2913.71: http://codes.ohio.gov/orc/2913.71

Victim Assistance:

Identity Theft Verification Passport: Victims can apply for an identity theft passport, which
can be presented to law enforcement to help prevent arrest or detention for an offense committed
by another person or to creditors, to prove that their identity has been stolen. Victims can receive
a passport card after filing a police report and the law enforcement agency verifies the report.
The application can only be filed by law enforcement officials through the Ohio Law
Enforcement Gateway, a secure Web site used by law enforcement agencies to share
information. The agency submits the application and police report to the attorney general's
office, which verifies the information and issues an identification number to the victim. The
number is placed on the card, which the victim must activate. The program uses several security
features, such as a picture, fingerprint, and signature. If a member of law enforcement stops
someone claiming to be an identity-theft victim, the officer can check whether the picture,
fingerprint, and signature match those in the database. Creditors can also verify the validity of
the passport by calling (877) VERIFY-IT.

Statute: §109.94: http://codes.ohio.gov/orc/109.94

For more information: http://www.ag.state.oh.us/victim/idtheft/index.asp
Fact Sheet: http://www.ag.state.oh.us/victim/idtheft/fact sheet.pdf
Passport Program Q&A: http://www.ag.state.oh.us/victim/idtheft/q and_a.pdf

Security Freeze: State law allows all Ohio consumers to place security freezes on their
consumer credit reports to prevent identity thieves from opening new accounts in their names.
Such a freeze enables the consumer to prevent anyone from looking at his/her credit file for the
purpose of granting credit unless the consumer chooses to allow a particular business look at the
information. To request a freeze, a consumer must request one in writing by certified mail or
other comparable service or by any secured electronic method authorized by the consumer credit
reporting agency.
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The reporting agency must place the freeze within three business days after receiving the written
request, and within five business days of placing the freeze must send a written confirmation of
the freeze and provide the consumer with a unique personal identification number or password to
be used by the consumer when providing authorization for the release of his credit for a specific
party or period of time. Requests for a temporary unlocking of the freeze must be completed
within three business days. If the request for temporary unlocking of the freezes is made by
telephone or other electronic means, the unlocking must be done with 15 minutes, if the request
is received during normal business hours.

A consumer reporting agency may charge up to $5 to place, remove, or temporarily suspend a
security freeze. Victims of identity theft may not be charged any fees in connection with the
placing, removing, or temporary lifting of a security freeze.

§1349.52: http://codes.ohio.gov/orc/1349.52

Security Breach: State law requires state and local government agencies and businesses
operating in the state that own or license personal information concerning an Ohio resident to
notify the resident when there has been a breach of the security of the system, putting them at
risk of identity theft. A security breach is defined as “the unauthorized access to and acquisition
of computerized data that compromises the security or confidentiality of personal information
owned or licensed by a person and that causes, reasonably is believed to have caused, or
reasonably is believed will cause a material risk of identity theft or other fraud to the person or
property of a resident of this state.”

Personal information means an individual’s name, consisting of the first name or first initial and
last name, in combination with and linked to any one or more of the following data elements,
when the data elements are not encrypted, redacted, or altered by any method or technology in
such a manner that the data elements are unreadable: Social security number; driver’s license
number or state identification card number; or account number or credit or debit card number, in
combination with and linked to any required security code, access code, or password that would
permit access to an individual’s financial account. Publicly available information is not
included.

Notification must be made in the most expedient time possible, but no later than 45 days
following discovery of the breach of the security of the system, subject to the legitimate needs of
law enforcement and consistent with any measures necessary to determine the scope of the
breach, including which residents’ personal information was accessed and acquired, and to
restore the reasonable integrity of the data system.

Notification can be provided to the affected persons by mail, e-mail, or telephone. If the cost of
providing regular notice would exceed $250,000, the amount of people to be notified exceeds
500,000, or the data collector does not have sufficient contact information, substitute notice may
be provided. When substitute notice is used, it must consist of all of the following, as applicable:
e-mail notice, conspicuous posting on the business’s or agency’s web site, and notification to
major statewide media. If the business or government agency demonstrates that it has ten or
fewer employees and that the cost of providing the disclosures or notice will exceed $10,000, it
may provide substitute notice, including: notification by paid advertisement in a local newspaper
that is distributed in the area in which the business or agency is located; conspicuous posting on
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the business’s or agency’s web site; and notification to major media outlets in the geographic
area in which the business or agency is located.

Statute: §1349.19: http://codes.ohio.gov/orc/1349.19

Statute: §1347.12: http://codes.ohio.gov/orc/1347.12

“Security Breach Information for Businesses”
(http://www.ag.state.oh.us/victim/idtheft/Business Breach.pdf)

“Security Breach Information for State and Local Agencies”
(http://www.ag.state.oh.us/victim/idtheft/State L.ocal Agency Breach.pdf)
“Security Breach Information for Individuals”
(http://www.ag.state.oh.us/victim/idtheft/Security Breach Individuals.pdf)

Social Security Number Protection: State law prohibits any public records from being posted
on the Internet or otherwise made available to the general public if they contain an individual’s
Social Security number (SSN), unless the SSN is redacted, encrypted, or truncated. Ifa
document that is already posted or available to the general public contains a person’s Social
Security number, the person responsible for an office’s public records must redact, encrypt, or
truncate the SSN from the document. A person whose SSN is available online may request that
it be redacted. The public agency responsible for the record must redact the information within
five business days.

Statute: §149.45: http://codes.ohio.gov/orc/149.45

State Resources:

Office of Attorney General, “Identity Theft: Protecting Your Personal Information”
(http://www.ag.state.oh.us/spotlight/idtheft.asp)

“Identity Theft Victim Assistance Kit”
(http://www.ag.state.oh.us/victim/idtheft/victim assistance kit.pdf)
This comprehensive document contains a checklist for victims. The first thing victims are
directed to do is: “Report to Law Enforcement. Report the crime to the law enforcement
agency that has jurisdiction in your case. For thefts that occurred outside of Ohio, your local
sheriff’s office or police department may be able to assist you in locating the telephone number
and address of their counterpart(s) in the other state(s). When you file the report:
e Provide as much documentation as you have available at the time, such as debt collection
letters, credit reports and your notarized ID Theft Affidavit (enclosed in this packet).
® Request a copy of the police report. Many creditors want a copy to erase the debts
created by the identity thief.
e Send a copy to each of the three major credit bureaus.
e Request an application for the IDENTITY THEFT VERIFICATION PASSPORT
program.

Ohio State Highway Patrol: “When Identity Crime Strikes You”
(http://www.bmv.ohio.gov/driver license/id_fraud.htm)
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This document includes a wide range of crucial information for victims of identity theft. It
directs victims to: “Report the crime to the law enforcement agency with jurisdiction in your
case. Give them as much documented evidence as possible. Obtain a copy of your police report.
Keep the telephone number of your fraud investigator handy and give it to creditors and others
who require certification of your case. Banks and credit card companies may require you to
produce the police report in order to verify the crime.” It also includes a link to verify the most
recent date a driver license was issued in your name, and contact information for credit reporting
agencies and relevant government agencies.

Legislation:

2008:

HB 46 allows any Ohioan to place a security freeze on their personal credit report. A credit
freeze is a tool for victims or potential victims of identity theft to lock out inquiries into their
credit report for new accounts. Consumers will have the ability to temporarily unlock access
within 15 minutes of a request they make to seek new credit. The fee for the freeze will be $5,
less than what credit agencies charge, and free for proven victims of ID theft.

The bill also requires state public officials to remove Social Security numbers from public
records posted online. It also requires the Office of Criminal Justice Services to make state
grants available to local law enforcement agencies to ensure enforcement of identity fraud laws.
It also requires the office of the attorney general to assist local law enforcement agencies in
fighting consumer fraud.

2005:

HB 104 requires state agencies and companies doing business in the state to notify residents
whose unencrypted, computerized personal information was believed to have been accessed by
an unauthorized individual. Only certain entities are exempted, such as banks and credit unions,
which already are required by federal mandates to notify individuals about security breaches.
Notification must take place within 45 days and be done in writing, electronically, via phone or
other method in certain cases. The required disclosure or notification may be delayed if a law
enforcement agency determines that it would impede a criminal investigation or jeopardize
homeland or national security.

SB 48 authorizes the Attorney General, in cooperation with any law enforcement agency, to
issue an identity fraud passport to victims who have filed a police report. Victims may present
the passport to a law enforcement agency to help prevent the victim's arrest or detention for
offenses committed by someone other than the victim who is using the victim's identity; or to
any of the victim's creditors to aid in the creditors' investigation and establishment of whether
fraudulent charges were made against accounts in the victim's name or whether accounts were
opened using the victim's identity.

The bill also increases identity theft from a misdemeanor to a felony offense. In addition, it
provides for increased penalties if the victim is an elderly person or a disabled adult.
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2002:

HB 309 revises the identity fraud statutes to include using the identifying information of another
person as your own with the intent to defraud. It also prohibits a person, with intent to defraud,
from permitting another person to use his or her own personal identifying information. It also
increases the penalty for identity fraud if the value of the credit or property involved in the
violation is $500 or more.
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