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WEST VIRGINIA

IDENTITY THEFT RANKING BY STATE: Rank 46, 40.2 Complaints Per 100,000
Population, 729 Complaints (2007)

Updated December 30, 2008

Current Laws: Any person who knowingly takes the name, birth date, Social Security number
or other identifying information of another person, without the consent of that other person, with
the intent to fraudulently represent that he or she is the other person for the purpose of making
financial or credit transactions in the other person’s name, is guilty of a felony, punishable by up
to five years in prison and/or a fine of up to $1000.

These provisions do not apply to any person who obtains another person’s driver’s license or
other form of identification for the sole purpose of misrepresenting his or her age.

Statute: §61-3-54:

http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=6 1 &art=3 &section=WVC%20
61%20%20-%20%203%20%20-%20%2054%20%20.htm#03

Payment Cards: It is unlawful for any person knowingly to obtain or attempt to obtain credit,

or to purchase or attempt to purchase any goods, property or service:

e By the use of any false, fictitious or counterfeit credit card, telephone number, credit number
or other credit device;

e By the use of any credit card, telephone number, credit number or other credit device of
another beyond or without the authority of the person to whom it was issued;

e  Where such card, number or device has been revoked and notice of such revocation has been
given to the person to whom issued.

Violations are a felony, punishable by one to ten years in prison and/or a fine up to $2500, if the

value of the credit, goods, property, service or transmission is over $1000. If it is below $1000,

it is a misdemeanor, punishable by up to one year in jail and/or a fine of $2500.

Any person who traffics in or attempts to traffic in ten or more counterfeit credit cards or credit
card account numbers of another in any six-month period is guilty of a felony, punishable by one
to ten years in prison and/or a fine up to $2500.

Statute: §61-3-24a:

http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61 &art=3 &section=WVC%20
61%20%20-%20%203%20%20-%20%2024%20A .htm#03

Scanning Devices: State law prohibits the use of a scanning device or re-encoder that is used to
obtain or record encoded information from the magnetic strip of a payment card without the
authorization of the authorized user and with the intent to defraud the authorized user, the issuer
of the card, or a merchant. Scanning devices are defined as a scanner, reader, or any other
electronic device that is used to access, read, scan, obtain, memorize, or store, temporarily or
permanently, information encoded on the magnetic strip or stripe of a payment card. A re-
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encoder is an electronic device that places encoded information from the magnetic strip or stripe
of a payment card onto the magnetic strip or stripe of a different card. Violations are a
misdemeanor, punishable by up to a year in jail and/or a fine of up to $1000 for use of a scanner
and $2500 for use of a re-encoder. Subsequent violations are a felony, punishable by one to three
years in jail and/or a fine up to $5000.

Statute: §61-3-56:
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61&art=3 &section=WVC%?20
61%20%20-%20%203%20%20-%20%2056%20%20.htm#03

Victim Assistance:

Security Freeze: All West Virginia consumers are allowed to place security freezes on their
consumer credit reports to prevent others from opening new accounts in their names. Such a
freeze enables the consumer to prevent anyone from looking at his/her credit file for the purpose
of granting credit unless the consumer chooses to allow a particular business look at the
information. To request a freeze, an identity theft victim may request one in writing by certified
or overnight mail to the credit reporting agencies or use a a secure electronic method provided by
the agencies. Credit reporting agencies may charge $5 for each security freeze, removal of a
security freeze, or temporary lifting of a freeze for a period of time. However, victims of identity
theft with a valid police report may not be charged.

The reporting agency must place the freeze within five business days after receiving the request,
and within ten days must send a written confirmation of the freeze and provide the consumer
with a unique personal identification number or password to be used by the consumer when
providing authorization for the release of his credit for a specific party or period of time.
Requests for a temporary unlocking of the freeze must be completed within three business days.
However, temporary unlocking must be completed within 15 minutes if the consumer’s request
is received through an electronic contact method or by telephone, during normal business hours.
Statute: §4-A-6L-101 through 105:
http://www.legis.state.wv.us/WVCODE/code.cfm?chap=46a&art=6L#06L

How to Place a Freeze in West Virginia: www.consumersunion.org/pdf/security/securityWV.pdf

Security Breach: State law requires state agencies and businesses operating in the state that
own or license computerized data that include consumers’ personal information to notify
consumers when their personal information is compromised during a security breach, putting
them at risk of identity theft. A security breach occurs upon the “unauthorized access or
acquisition of unencrypted and unredacted computerized data that compromises the security or
confidentiality of personal information maintained by an individual or entity as part of a database
of personal information regarding multiple individuals and that causes the individual or entity to
reasonably believe that the breach of security has caused or will cause identity theft or other
fraud to any resident of this state.”

Disclosure must occur to any resident of the state whose unencrypted and unredacted personal
information was, or is reasonably believed to have been, accessed and acquired by an
unauthorized person, and that causes, or the individual or entity reasonably believes has caused
or will cause, identity theft or other fraud to any resident. The disclosure must be made in the
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most expedient time possible, and without unreasonable delay, consistent with legitimate needs
of law enforcement.

Personal information means an individual’s first name or first initial and his/her last name, linked
to any one or more of the following data elements, when either the name or the data elements are
not encrypted or redacted: Social Security number; driver’s license or state identification card
number; or financial account number, credit or debit card number, in combination with any
required security code, access code, or password that would permit access to the individual’s
financial account. Publicly available information is not included.

Notification can be provided to the affected persons by mail, telephone, or e-mail. If the cost of
providing regular notice would exceed $50,000, the amount of people to be notified exceeds
100,000, or the entity or business does not have sufficient contact information, substitute notice
may be provided. When substitute notice is used, it must consist of all of the following, as
applicable: e-mail notice, conspicuous posting on the entity’s web site, and notification to
statewide media. If the entity is required to notify more than 1000 people, they must also notify
all national consumer reporting agencies.

The notice must include, to the extent possible, a description of the categories of information that
were reasonably believed to have been accessed or acquired by an unauthorized person; a
telephone number or Web site address that can be used to contact the entity for additional
information; and the toll-free contact telephone numbers and addresses for the major credit
reporting agencies and information on how to place a fraud alert or security freeze.

Statute: § http://www.legis.state.wv.us/WVCODE/Code.cfm?chap=46a&art=2#02

State Resources:

Office of the Attorney General, “Reporting and Recovering from Identity Theft”
(http://www.wvago.gov/identitytheft.cfm)

This site seeks to assist people who are victims of identity theft or suspect their personal
information has been compromised. It directs victims to: “File a Police Report With Local
Police or Police Where Identity Theft Occurred. File a report with the local police or the
police in the community where the identity theft occurred. Get a copy of the report in case the
creditors want proof of the crime.”

“Identity Theft Facts” (http://www.wvago.gov/fags.cfm?fx=cat&id=11)

e “Should You File a Police Report If Your Identity Is Stolen?”
(http://www.wvago.gov/fags.cfm?fx=view&id=216)

e “How Long Can the Effects of Identity Theft Last?”
(http://www.wvago.gov/fags.cfm?fx=view&id=217)

e “How Do Thieves Still an Identity?” (http://www.wvago.gov/fags.cfm?fx=view&id=212)
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Legislation:

2008:

SB 340 requires businesses and government agencies to notify consumers when their
unencrypted and unredacted personal information is compromised during a security breach,
putting them at risk of identity theft.

2007:

SB 428 allows consumers to place security freezes on their consumer credit reports to prevent
identity thieves from opening new accounts in their names. Such a freeze enables the consumer
to prevent anyone from looking at his/her credit file for the purpose of granting credit unless the
consumer chooses to allow a particular business look at the information.

2004:

HB 4020 exempts Social Security, credit or debit card number contained in a state agency’s
record from a Freedom of Information Act. It similarly protects the home address, maiden name,
marital status and driver's license number of state employees.
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