itrc Identity Theft Resource Center

Report Date:

8/9/2013
Page 1 of 11
2013 Data Breach Stats
How is this report produced? What are the rules? See last page of report for details.

Category: Banking/Credit/Financial Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20130725-01 St. Mary's Bank NH Banking/Credit/Financial ~ Yes - Published # 115,775
ITRC20130716-05 AHW LLC IL Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130708-03 Morningstar Inc. IL Banking/Credit/Financial ~ Yes - Published # 2,300
ITRC20130618-01 Yolo Federal Credit Union CA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130611-09 Republic Bank & Trust Company KY Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130514-07 Peoples Bank of Commerce MN Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130430-03 OneWest Bank CA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130416-02 Citi X Banking/Credit/Financial ~ Yes - Published # 150,000
ITRC20130325-06 Discover Card us Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130325-01 TD Bank CT Banking/Credit/Financial ~ Yes - Published # 14
ITRC20130305-11 First National Bank of California CA Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130305-10 Bank of Hawaii - First Hawaiian Bank HI Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130305-05 TD Bank, N.A. NJ Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130220-05 HSBC Bank USA IL Banking/Credit/Financial ~ Yes - Unknown # 0
ITRC20130220-01 Bank of America WA Banking/Credit/Financial ~ Yes - Unknown # 0
Totals for Category: Banking/Credit/Financial # of Breaches: 15 # of Records: 268,089
% of Breaches: 4.2%  %of Records: 3.6%

Category: Business Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20130808-01 Smartphone Experts FL Business Yes - Unknown # 0
ITRC20130730-06 US Airways us Business Yes - Unknown # 0
ITRC20130730-02 Brandywine Senior Living NJ Business Yes - Unknown # 0
ITRC20130730-01 Choice Research Associates MD Business Yes - Unknown # 0
ITRC20130725-04 Harbor Freight CA Business Yes - Unknown # 0
ITRC20130724-04 AHW LLC IL Business Yes - Unknown # 0
ITRC20130724-03 AlliedBarton Security Services - ADP CA Business Yes - Unknown # 0
ITRC20130724-01 Citi Bike NY Business Yes - Published # 1,174
ITRC20130716-08 Edge Studio NY Business Yes - Published # 481
ITRC20130716-07 Bridgewater CT Business Yes - Unknown # 0
ITRC20130716-06 Automatic Data Processing (ADP) NJ Business Yes - Unknown # 0
ITRC20130709-03 Citi Prepaid Services PA Business Yes - Unknown # 0
ITRC20130709-01 Roy's Holdings HI Business Yes - Unknown # 0
ITRC20130708-04 Quayside Publishing Group MN Business Yes - Unknown # 0
ITRC20130701-01 Boston Teachers Union Health And Welfare Fund ~ MA Business Yes - Published # 506
ITRC20130625-04 Millimaki Eggert CA Business Yes - Unknown # 0
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Facebook

Vendini - University of Michigan
VYC Tires Inc.

Verizon

Publishers Circulation Fulfillment
Contact Solutions

Wyndham Vacation Resorts
Edgewood Centre

Goldner Associates

Green Mountain Club

Raley's Family of Fine Stores
Shumsky Promotional Agency
Godiva Chocolatier Inc.

Anasazi Hotel LLC

RentPath, Inc. (Primedia)
Beachbody, LLC

HealthMarkets

Callaway Gardens

Venidini Inc. / South Orange PAC
Toshiba America Information Systems
NTT Docomo USA

ThyssenKrupp OnlineMetals
Sedgwick Claims Management Services, Inc.
Pearl Izumi

IHS

PHH Corporation

Equity Trust Company

TerraCom - YourTel (Lifeline)
Lutheran Social Services of South Central PA
WorldVentures Marketing LLC
Tomren Wealth Management
MAPCO Express Inc.

Mid-South Reading Alliance
LivingSocial

Teavana

Kmart

Dead River Company

OptiNose US Inc.

Vudu
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Sacred Art Tattoo
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ITRC20130328-01
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ITRC20130325-02
ITRC20130322-03
ITRC20130312-05
ITRC20130312-04
ITRC20130312-01
ITRC20130305-12
ITRC20130305-07
ITRC20130305-06
ITRC20130305-03
ITRC20130227-08
ITRC20130227-07
ITRC20130227-06
ITRC20130227-05
ITRC20130227-04
ITRC20130227-03
ITRC20130227-02
ITRC20130227-01
ITRC20130225-01
ITRC20130220-07
ITRC20130220-06
ITRC20130220-03
ITRC20130212-10
ITRC20130212-08
ITRC20130212-07
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Tradebe

Lyons & Lyons

Clinton Health Access Initiative
80sTees.com

State of North Carolina - Computer Sciences Cor
Iberdrola USA - Central Maine Power (CMP)
shoplet.com

Rollins

Schnucks

Finish Line

Cartier North America

TLO

OCS America

Tennis Express

Frontier Natural Products Co-Op

United Shore Financial Services

Xbox Entertainment Awards

Stanley Black & Decker, Inc.

Benny's Pizza

MedAmerica Insurance Companies
Information Handling Services, Inc.
Prudential Insurance Company of America - Unis
FabricDepot

Baymont Inn Suites

Variable Annuity Life Insurance Company
Wallboard Supply Company

Mt. Rushmore Securities LLC

MassMutual Retirement Services
CoreLogic Credco

Haagen-Daz

Massachusetts Mutual Life Insurance Company
Mercedes-Benz of Walnut Creek

Sprouts Farmers Market

Silver Star Motors

Central Laborers' Pension Fund

Central Hudson Gas & Electric Corp.
Zalicus Inc.

Federal Network Systems LLC

Agincourt Wallboard
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ITRC20130212-03 Schneider-Electric IL Business Yes - Unknown # 0
ITRC20130212-02 Talk Fusion FL Business Yes - Unknown # 0
ITRC20130212-01 Crafts Americana Group, Inc. WA Business Yes - Unknown # 0
ITRC20130205-05 Walz and Associates Law Firm NM Business Yes - Unknown # 0
ITRC20130205-04 McDonalds FL Business Yes - Unknown # 0
ITRC20130205-03 Bashas' Family of Stores AZ Business Yes - Unknown # 0
ITRC20130205-02 TheConnecticutStore.com CT Business Yes - Unknown # 0
ITRC20130204-01 Twitter CA Business Yes - Unknown # 0
ITRC20130131-05 Works Café NH Business Yes - Unknown # 0
ITRC20130117-05 Office of Friel Clark and P.A. Joyce ME Business Yes - Unknown # 0
ITRC20130116-04 EJ Phair Brewing Co and Ale House CA Business Yes - Unknown # 0
ITRC20130114-03 Centric Group LLC MO Business Yes - Unknown # 0
ITRC20130114-01 Zaxby's Franchising GA Business Yes - Unknown # 0
ITRC20130107-01 Oldcastle Law Group GA Business Yes - Published # 5,083
ITRC20130104-01 Reyes Beverage Group IL Business Yes - Unknown # 0
Totals for Category: Business # of Breaches: 111 # of Records: 2,825,259
% of Breaches: 30.8  %of Records: 37.5%

Category: Educational Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20130808-04 Auburn University AL Educational Yes - Unknown # 0
ITRC20130808-02 Fairfax County Public Schools VA Educational Yes - Published # 2,000
ITRC20130730-05 University of Delaware DE Educational Yes - Published # 72,000
ITRC20130725-03 University of Virginia VA Educational Yes - Published # 18,700
ITRC20130716-01 Suffolk University MA Educational Yes - Unknown # 0
ITRC20130628-02 University of South Carolina SC Educational Yes - Published # 6,300
ITRC20130628-01 Oregon State University OR Educational Yes - Published # 8,600
ITRC20130625-03 Montana State University MT Educational Yes - Published # 4,500
ITRC20130624-03 University of lllinois IL Educational Yes - Published # 3,000
ITRC20130624-01 Department of Education FL Educational Yes - Published # 47,000
ITRC20130611-07 Mercer County Community College NJ Educational Yes - Unknown # 0
ITRC20130606-01 Arlington School District X Educational Yes - Unknown # 0
ITRC20130605-01 University of Massachusetts - Center for Languag MA Educational Yes - Unknown # 0
ITRC20130603-01 Champlain College VT Educational Yes - Published # 14,217
ITRC20130514-05 Columbia University Medical Center NY Educational Yes - Published # 407
ITRC20130507-07 York Technical College SC Educational Yes - Published # 12,000
ITRC20130430-06 Oakland Community College CA Educational Yes - Published # 100
ITRC20130416-04 Chapman University CA Educational Yes - Unknown # 0
ITRC20130415-02 Kirkwood Community College 1A Educational Yes - Published # 125,000
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ITRC20130322-02 Tallahassee Community College FL Educational Yes - Published # 3,300
ITRC20130318-01 Salem State University MA Educational Yes - Published # 25,000
ITRC20130311-03 Arkansas State University AR Educational Yes - Published # 150
ITRC20130222-01 Polk County School District FL Educational Yes - Published # 200
ITRC20130220-04 Capella University MN Educational Yes - Unknown # 0
ITRC20130219-02 Union County Public Schools NC Educational Yes - Unknown # 0
ITRC20130211-01 Penn State Harrisburg PA Educational Yes - Published # 808
ITRC20130131-03 Antioch Unified School District CA Educational Yes - Unknown # 0
ITRC20130128-01 Cheyney University PA Educational Yes - Unknown #

ITRC20130117-02 KTSU - Texas Southern University X Educational Yes - Unknown # 0
ITRC20130108-02 Charlotte-Mecklenburg Schools NC  11/28/2012 Educational Yes - Published # 80
ITRC20130108-01 Morgan Road Middle School GA Educational Yes - Unknown # 0
ITRC20130107-02 University of North Carolina - Lineberger Compre  NC Educational Yes - Unknown # 0
Totals for Category: Educational # of Breaches: 32 # of Records: 343,362
% of Breaches: 8.9% %of Records: 4.6%

Category: Government/Military Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20130725-05 Securities and Exchange Commission DC Government/Military Yes - Unknown # 0
ITRC20130715-02 Harris County TX Government/Military Yes - Published # 21,000
ITRC20130711-02 Internal Revenue Service us Government/Military Yes - Published # 100,000
ITRC20130709-02 Bureau of Automotive Repair CA Government/Military Yes - Unknown # 0
ITRC20130708-01 Department of Community Health MI Government/Military Yes - Published # 49,000
ITRC20130627-01 Department of Human Services 1A Government/Military Yes - Published # 7,335
ITRC20130625-02 King County sheriff's office WA Government/Military Yes - Unknown # 0
ITRC20130620-03 North Lincoln County Community Health Center OR Government/Military Yes - Published # 950
ITRC20130620-02 Sight and Sun Eyeworks Gulf Breeze FL Government/Military Yes - Published # 9,000
ITRC20130620-01 City of Houston X Government/Military Yes - Published # 5,000
ITRC20130618-03 Veterans Affairs - Fayetteville NC Government/Military Yes - Published # 1,093
ITRC20130607-01 County of Brookhaven NY Government/Military Yes - Published # 78
ITRC20130530-01 Department of Motor Vehicles utT Government/Military Yes - Unknown # 0
ITRC20130522-01 DHS - Customs and Border Protection DC Government/Military Yes - Unknown # 0
ITRC20130517-01 City of Akron OH Government/Military Yes - Published # 8,000
ITRC20130510-01 Administrative Office of the Courts WA Government/Military Yes - Published # 1,160,000
ITRC20130430-05 City of Berkeley CA Government/Military Yes - Published # 11,000
ITRC20130415-01 VA Medical Center - William Jennings Bryan Dorn  SC Government/Military Yes - Published # 7,405
ITRC20130402-04 General Services Administration (GSA) DC Government/Military Yes - Unknown # 0
ITRC20130402-03 City of Jacksonville FL Government/Military Yes - Unknown # 0
ITRC20130401-01 Department of Social and Health Services (DSHS) WA Government/Military Yes - Published # 652
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ITRC20130329-01 Tooele County uT Government/Military Yes - Published # 200
ITRC20130328-04 Allen County Information Technology Department OH Government/Military Yes - Published # 1,152
ITRC20130322-04 Department of Energy - Savannah River Site GA Government/Military Yes - Published # 12,000
ITRC20130318-03 U.S. General Services Administration DC 3/8/2013  Government/Military Yes - Unknown # 0
ITRC20130305-01 Orleans County Administration NY Government/Military Yes - Published # 25
ITRC20130226-01 North Carolina Department of State NC Government/Military Yes - Published # 26,000
ITRC20130205-01 Department of Energy DC Government/Military Yes - Unknown # 0
ITRC20130131-04 Los Angeles County Department of Public Social CA Government/Military Yes - Unknown # 0
ITRC20130129-03 Department of Juvenile Justice FL Government/Military Yes - Unknown # 0
ITRC20130117-04 Town of Cumberland ME Government/Military Yes - Published # 275
ITRC20130117-03 City of Macon GA Government/Military Yes - Unknown # 0
ITRC20130117-01 Department of Health uT Government/Military Yes - Published # 6,000
ITRC20130116-03 Department of State Health Services X Government/Military Yes - Unknown # 0
ITRC20130116-02 Department of Public Safety - DVS MN Government/Military Yes - Published # 5,000
ITRC20130114-02 Department of Juvenile Justice FL Government/Military Yes - Published # 100,000
Totals for Category: Government/Military # of Breaches: 36 # of Records: 1,531,165
% of Breaches: 10.0  %of Records: 20.3%

Category: Medical/Healthcare Exposed #

ITRC Breach ID  Company or Agency State Est. Date Breach Category Records Exposed? of Records
ITRC20130809-13 Northrop Grumman Retiree Health Plan VA Medical/Healthcare Yes - Published # 4,305
ITRC20130809-12 Med-El NC Medical/Healthcare Yes - Published # 609
ITRC20130809-11 Medtronic MN Medical/Healthcare Yes - Published # 2,764
ITRC20130809-10 Aflac GA Medical/Healthcare Yes - Published # 679
ITRC20130809-09 Sheet Metal Local 36 Welfare Fund MO Medical/Healthcare Yes - Published # 4,560
ITRC20130809-08 South Florida Neurology Associates, P.A. FL Medical/Healthcare Yes - Published # 900
ITRC20130809-07 Samaritan Regional Health System OH Medical/Healthcare Yes - Published # 2,203
ITRC20130809-06 Jacksonville Spine Center FL Medical/Healthcare Yes - Published # 5,200
ITRC20130809-05 Lone Star Circle of Care X Medical/Healthcare Yes - Published # 1,955
ITRC20130809-04 Cogent Healthcare, Inc. TN Medical/Healthcare Yes - Published # 32,000
ITRC20130809-03 Office of Dr. James Fosnaugh NE Medical/Healthcare Yes - Published # 2,125
ITRC20130809-02 Missouri HealthNet MO Medical/Healthcare Yes - Published # 1,357
ITRC20130809-01 Retinal Consultants Medical Group CA Medical/Healthcare Yes - Unknown # 0
ITRC20130808-03 Rocky Mountain Spine Clinic CcO Medical/Healthcare Yes - Published # 532
ITRC20130730-04 Oregon Health & Science University OR Medical/Healthcare Yes - Published # 3,044
ITRC20130730-03 California Correctional Health Care Services (CC CA Medical/Healthcare Yes - Unknown # 0
ITRC20130729-01 Clark Memorial Hospital IN Medical/Healthcare Yes - Published # 1,087
ITRC20130725-02 Regional Medical Center Bayonet Point FL Medical/Healthcare Yes - Unknown # 0
ITRC20130724-02 San Jose Medical Supply CA Medical/Healthcare Yes - Published # 800
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ITRC20130531-01
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Office of the Medicaid Inspector General (OMIG)
Union Security Insurance Company
Advantage Health Solutions

Behavioral Health Network

Department of Healthcare and Family Services
Long Beach Memorial Medical Center

Texas Health Harris Methodist Hospital
Indiana Family and Social Services Administratio
Health Net of California

Foundations Recovery Network

South Florida State Hospital

Lucile Packard Children's Hospital

LabCorp

Emmorton Associates

Calvert Internal Medicine

Independence Care System

Health Resources of Arkansas

Sutter Health East Bay Region

Inland Empire Health Plan - SynerMed

Bon Secours Hampton Roads Health System
Mary Immaculate Hospital

University of Florida - Health Pediatrics
Hawaii State Department of Health

Sovereign Medical Group

SilverScript Insurance Company

Sonoma Valley Hospital

Department of State Hospitals

Jackson Health System

Jackson Health System

Idaho State University - Pocatello Family Medicin
El Centro Regional Medical Center

Public Health Center - Seattle & King County
Orthopedics & Adult Reconstructive Surgery
Stronghold Counseling Services, Inc.
Guidance Center of Westchester

Valley Mental Health

Wood County Hospital

Delta Dental of Pennsylvania

Community Health Med-Check

LSU Health Shreveport
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ITRC20130429-01
ITRC20130425-19
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ITRC20130425-14
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Piedmont HealthCare

Erskine Family Dentistry

Louisiana State University

Dent Neurologic Institute

Presbyterian Anesthesia Associates

Regional Medical Center

Indiana University Health Arnett

Lakeshore Mental Health Institute

California Department of Public Health
University of Rochester Medical Center

Raleigh Orthopaedic Clinic

Life Flight

Orthopedic Physician Associates - Proliance Sur
Hope Hospice

Upstate University Hospital

State of California - Department of Developmenta
John J. Pershing VA Medical Center

Utah Department of Health

South Miami Hospital

West Georgia Ambulance

HomeCare of Mid-Missouri Inc.

Arizona Oncology

Kindred Healthcare, Inc.

Agency for Health Care Administration
Riderwood Village

Child & Family Psychological Services, Inc.
Office of Thomas L. Davis, Jr. DDS

Mount Sinai Medical Center

Carpenters Health & Welfare Trust Fund for Calif
Lake Granbury Medical Center

Hospice and Palliative Care Center of Alamance
Texas Health Care, PLLC

Brookdale University Hospital and Medical Cente
Brookdale University Hospital and Medical Cente
Erlanger Health Systems

Multiple Health Plans - Coast Healthcare Manage
Catoctin Dental - Richard B. Love, DDS
Department of Behavioral Health - County of San
Intervention Services, Inc.

Center for Pain Management LLC
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ITRC20130212-11 Lee Miller Rehab Associates MD Medical/Healthcare Yes - Published # 10,480
ITRC20130212-09 Family Medical Care Plan GA Medical/Healthcare Yes - Unknown # 0
ITRC20130212-06 Boca Raton Regional Hospital FL Medical/Healthcare Yes - Unknown # 0
ITRC20130212-05 Wayne Memorial Hospital PA Medical/Healthcare Yes - Published # 1,182
ITRC20130204-03 Tallahassee Memorial HealthCare FL Medical/Healthcare Yes - Published # 124
ITRC20130204-02 River Falls Medical Clinic Wi Medical/Healthcare Yes - Published # 2,400
ITRC20130131-02 Stethoscope.com MA Medical/Healthcare Yes - Unknown # 0
ITRC20130131-01 North Los Angeles County Regional Center CA Medical/Healthcare Yes - Unknown # 0
ITRC20130129-04 RR Donnelley IL Medical/Healthcare Yes - Unknown # 0
ITRC20130129-01 Brentwood Primary Care Clinic FL Medical/Healthcare Yes - Published # 261
ITRC20130122-03 King Drug & Home Care KY Medical/Healthcare Yes - Published # 13,619
ITRC20130122-02 Office of Dr. Sandra Bujanda-Wagner CO Medical/Healthcare Yes - Unknown # 0
ITRC20130122-01 Lucile Packard Children's Hospital / Stanford Sch  CA Medical/Healthcare Yes - Published # 57,000
ITRC20130118-11 Westerville Dental Center OH Medical/Healthcare Yes - Published # 850
ITRC20130118-10 OHP PHSP NY Medical/Healthcare Yes - Published # 28,187
ITRC20130118-09 Group Health Incorporated NY Medical/Healthcare Yes - Published # 1,771
ITRC20130118-08 City of Sequin X Medical/Healthcare Yes - Published # 839
ITRC20130118-07 Department of Health Care Services CA Medical/Healthcare Yes - Published # 2,643
ITRC20130118-06 Cabinet for Health & Family Services, Dept. of Me ~ KY Medical/Healthcare Yes - Published # 1,090
ITRC20130118-05 Harbor Medical Associates MA Medical/Healthcare Yes - Published # 4,343
ITRC20130118-04 Integrated Behavioral Associates - CFPS MA Medical/Healthcare Yes - Published # 7,250
ITRC20130118-03 South Shore Medical Center MA Medical/Healthcare Yes - Published # 4,100
ITRC20130118-02 St. Mark's Medical Center X Medical/Healthcare Yes - Published # 2,988
ITRC20130118-01 Hebrew Health Care CT Medical/Healthcare Yes - Unknown # 0
ITRC20130116-05 Office of Calvin L. Schuster, MD CA  11/5/2012 Medical/Healthcare Yes - Unknown # 0
ITRC20130116-01 Washington University School of Medicine IL Medical/Healthcare Yes - Published # 1,100
ITRC20130107-03 Mid America Health, Inc. IN Medical/Healthcare Yes - Published # 1,444
Totals for Category: Medical/Healthcare # of Breaches: 166 # of Records: 2,566,621

% of Breaches: 46.1  %of Records: 34.1%
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Totals for All Categories : # of Breaches: 360 # of Records: 7,534,496
% of Breaches: 100.0 %of Records: 100.0%
2013 Breaches Identified by the ITRC as of:] 8/9/2013 Total Breaches: 360

Records Exposed: 7,534,496

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted
otherwise, each report includes breachs that occurred in the year of the report name (such as "2012 Breach List"), or
became public in the report name year, but were not public in the previous year. Each item must be previously
published by a credible source, such as Attorney General's website, TV, radio, press, etc. The item will not be
included at all if ITRC is not certain that the source is real and credible. We include in each item a link or source of
the article, and the information presented by that article. Many times, we have attributions from a multitude of media
sources and media outlets. ITRC sticks to the facts as reported, and does not add or subtract from the previously
published information. When the number of exposed records is not reported, we note that fact. When records are
encrypted, we state that we do not (at this time) consider that to be a data exposure. However, we do not consider
password protection as adequate, and we do consider those events to be a data exposure.

What is a breach? A breach is defined as an event in which an individual’'s name plus Social Security Number (SSN),
driver’s license number, medical record, or a financial record/credit/debit card is potentially put at risk — either in
electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.
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