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DENTITY THEFT entit eTt Resource Center 7 ik
RESOURCE CENTER 2016 Data Breach Stats
How is this report produced? What are the rules? See last page of report for details. Report Date:  12/13/2016
Category: Banking/Credit/Financial Exposed #
ITRC Breach ID  Company or Agency State Breach Category Records Exposed? of Records
ITRC20161212-01 Anchor Loans CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161129-08 State Street Corporation MA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161128-19 Capital One VA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161128-18 Boeing Employees Credit Union WA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161128-09 Ameriprise Financial MN Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161128-07 Primerica GA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161115-02 Baxter Credit Union CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161028-02 37th Parallel Properties Investment Group, LLC VA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161027-02 Rocky Mountain Credit Union MT Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161024-14 Clear One Funding, LP / WWC Capital Group, LLC VA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161018-10 One Nevada Credit Union NV Banking/Credit/Financial ~ Yes - Published # 1,000
ITRC20161018-09 Broadview Mortgage CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161014-12 HSBC Seurities USA, Inc. NY Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161014-04 Santander MA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161014-01 TD Bank / Santander MA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161013-24 TD Bank NJ Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20161013-22 HD Vest Investment Services X Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160923-14 Freddie Mac VA Banking/Credit/Financial ~ Yes - Published # 2,361
ITRC20160923-06 Premier America Credit Union CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160920-09 QR Lending FL Banking/Credit/Financial Yes - Published # 1,487
ITRC20160919-15 Signature Financial PA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160919-10 M Holdings Securities OR Banking/Credit/Financial ~ Yes - Published # 19,012
ITRC20160908-08 Merrimack Mortgage NH Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160816-05 FSC Securities Corporation GA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160816-04 First Home Mortgage Corp. MD Banking/Credit/Financial ~ Yes - Published # 1,300
ITRC20160809-09 Santander MA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160809-03 TD Bank NJ Banking/Credit/Financial Yes - Unknown # Unknown
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ITRC20160711-05 TD Bank NJ Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160628-05 TD Bank NJ Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160621-03 Santa Rosa Consulting CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160614-17 Primary Residential Mortgage uT Banking/Credit/Financial Yes - Published # 2,889
ITRC20160614-08 Nationwide Retirement Solutions OH Banking/Credit/Financial ~ Yes - Published # 457
ITRC20160531-07 Ameris Bank FL Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160516-06 Southern Michigan Bank & Trust Mi Banking/Credit/Financial ~ Yes - Published # 38,601
ITRC20160504-03 Charles Schwab CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160426-13 TD Bank NJ Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160425-07 Ash Brokerage Firm IN Banking/Credit/Financial Yes - Published # 423
ITRC20160404-04 Wells Fargo ATMs CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160324-10 Nation's Lending Corporation OH Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160226-03 Coast Central Credit Union CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20160120-02 Rockland Trust MA Banking/Credit/Financial Yes - Published # 2,182
ITRC20160120-01 Credit Union of the Berkshires MA Banking/Credit/Financial ~ Yes - Published # 2,200
ITRC20160119-02 HSBC Bank USA, N.A. NY Banking/Credit/Financial Yes - Unknown # Unknown
Totals for Category: Banking/Credit/Financial # of Breaches: 43 # of Records: 71,912
% of Breaches: 4.4% %of Records: 0.2%
Category: Business Exposed #
ITRC Breach ID ~ Company or Agency State Breach Cateqory Records Exposed? of Records
ITRC20161213-02 BraceAbility 1A Business Yes - Unknown # Unknown
ITRC20161212-12 FriendFinders Network FL Business Yes - Unknown # Unknown
ITRC20161212-10 Total Community Options, Inc. dba InnovAge CO Business Yes - Unknown # Unknown
ITRC20161212-09 Raging Wire Data Centers NV Business Yes - Unknown # Unknown
ITRC20161212-08 Veterans Management Services, Inc. VA Business Yes - Unknown # Unknown
ITRC20161212-07 Avinger, Inc. CA Business Yes - Unknown # Unknown
ITRC20161212-06 Syphony EYC MA Business Yes - Unknown # Unknown
ITRC20161212-05 Group Benefit Services MD Business Yes - Unknown # Unknown
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ITRC20161212-04 Astreya Partners, Inc. CA Business
ITRC20161212-03 Westcor Land Title Insurance Company FL Business
ITRC20161212-02 BlackHeart Records NY Business
ITRC20161209-06 Citrix Systems FL Business
ITRC20161206-11 Wisconsin National Guard Association Wi Business
ITRC20161206-10 Educents CA Business
ITRC20161206-09 Caesars Entertainment NV Business
ITRC20161206-08 Brennan Recupero Cascione Scungio and McAllister L RI Business
ITRC20161206-07 BWTX Associates TX Business
ITRC20161206-06 SwervePoint, LLC MA Business
ITRC20161206-04 Guilmartin, DiPiro & Sokolowski, LLC CT Business
ITRC20161205-13 TSYS Merchant Solutions NE Business
ITRC20161205-11 LANG Companies Wi Business
ITRC20161205-10 Office of Hillary Tentler CA Business
ITRC20161202-01 BLU FL Business
ITRC20161129-10 U.S. Olympic Committee CO Business
ITRC20161129-09 IDEO.org CA Business
ITRC20161129-07 Aon Hewitt IL Business
ITRC20161129-01 Spreadshirt.com MA Business
ITRC20161128-17 Office of Dale A. Wein, Prof. LLC SD Business
ITRC20161128-15 Natural Life Collections, Inc. FL Business
ITRC20161128-14 National Satellite Center CA Business
ITRC20161128-13 Christian Louboutin NY Business
ITRC20161128-12 Baker, Overby & Moore, Inc., P.S. WA Business
ITRC20161128-11 State Farm IL Business
ITRC20161128-10 Yummie by Heather Thomson NY Business
ITRC20161128-08 Backcountry Gear OR Business
ITRC20161122-08 Madison Square Garden Company NY Business
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ITRC20161122-02 Atlantis, Paradise Island (Brookfield Asset Managemen FL Business
ITRC20161122-01 Springfield Armory IL Business
ITRC20161121-04 Gray Television GA Business
ITRC20161121-03 Odyssey Logistics & Technology Corporation CT Business
ITRC20161118-12 MYR Group IL Business
ITRC20161118-04 Sirius XM NY Business
ITRC20161118-02 QvC PA Business
ITRC20161115-04 Windy Ridge Accounting & Tax Service OR Business
ITRC20161115-03 Honig's Whistle Stop, Inc. Ml Business
ITRC20161115-01 Eileen Fisher NY Business
ITRC20161109-01 UFCW Local 655 MO Business
ITRC20161108-04 Prime Inc. MO Business
ITRC20161108-03 Morris Rothenberg & Son, Inc. dba Rothco NY Business
ITRC20161108-02 DealerBuilt / Auto Dealerships Nationwide 1A Business
ITRC20161107-09 Sentinel Hotel OR Business
ITRC20161107-08 Thirty Three Threads, Inc. CA Business
ITRC20161107-07 Manduka CA Business
ITRC20161107-06 i-Dressup.com us Business
ITRC20161107-05 Welk Resort Group CA Business
ITRC20161107-04 National Wholesale Incorporated NC Business
ITRC20161101-02 Don Joses Mexican Restaurant X Business
ITRC20161031-16 Stream Gas & Electric X Business
ITRC20161031-15 Kolodzey & Cox CPAs, PC NJ Business
ITRC20161031-14 Batdorf & Bronson Coffee Roasters WA Business
ITRC20161031-13 USI Insurance Services / Univers Workplace Solutions NY Business
ITRC20161031-12 Oldcastle Building Envelope GA Business
ITRC20161031-11 Mid-Ohio Foodbank OH Business
ITRC20161031-10 Ben Bridge Jewelers WA Business
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ITRC20161031-06 Abernathy & Company AR Business
ITRC20161031-04 New Leaders NY Business
ITRC20161031-03 Politi & Magnifico LLC CT Business
ITRC20161031-01 Beyond Yoga CA Business
ITRC20161028-4 Spectrum, Inc. CA Business
ITRC20161028-06 Habitat for Humanity Ml Business
ITRC20161028-05 Hill+Knowlton NY Business
ITRC20161028-03 Napoli Bern Ripka Shkolnik, LLP NY Business
ITRC20161026-07 SOS International LLC NY Business
ITRC20161026-06 ParsonsKellogg RI Business
ITRC20161026-04 Atlanta Falcons Football Club, LLC / NCR Corporation GA Business
ITRC20161026-02 Medical Marijuana Dispensary AZ Business
ITRC20161026-01 Cisco Systems CA Business
ITRC20161025-02 TOPCON / Paychex CA Business
ITRC20161024-16 Zero Gravity Solutions FL Business
ITRC20161024-15 New America CA Business
ITRC20161024-13 Smith, Patrick LLC MO Business
ITRC20161024-12 SportBrella CA Business
ITRC20161024-11 Vacation Express USA Corp GA Business
ITRC20161024-10 Water Environment Federation / Comnet Marketing Gr VA Business
ITRC20161024-09 John J. Capelli, CPA CA Business
ITRC20161024-08 Wyndham Vacation Resorts NJ Business
ITRC20161024-07 KRT CPAs GA Business
ITRC20161024-06 Frank Day, CPALLC NY Business
ITRC20161024-03 Tom McLeod Software Corps AL Business
ITRC20161024-01 Tricerat, Inc. MD Business
ITRC20161021-04 Eastwood Company PA Business
ITRC20161021-02 Foursquare NY Business
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ITRC20161021-01 Weebly CA Business
ITRC20161019-02 National Republican Senatorial Committee (NRSC) DC Business
ITRC20161018-15 Chevron USA, Inc. CA Business
ITRC20161018-14 Big Y Foods CT Business
ITRC20161018-13 Borden Perlman Salisbury & Kelly NJ Business
ITRC20161018-12 Liberty Buy Sell OR Business
ITRC20161018-11 Noble House - Teton Mountain Lodge & Spa / Hotel Ter WA Business
ITRC20161018-01 Gibson Insurance Agency IN Business
ITRC20161014-15 Krispy Kreme Donut Corporation NC Business
ITRC20161014-14 National Church Solutions wv Business
ITRC20161014-13 Independent Medical Specialty Dealers Association / S OH Business
ITRC20161014-11 Paul Stuart NY Business
ITRC20161014-10 Pennsylvania Lumbermens Mutual Insurance Compan PA Business
ITRC20161014-09 Rayner, Foos, Kruse and Irwin OH Business
ITRC20161014-08 Quikrete, Inc. CA Business
ITRC20161014-07 Higdon & Hale Certified Public Accountants KS Business
ITRC20161014-06 Flynn & Company, Inc. Certified Public Accountants OH Business
ITRC20161014-05 Washington County Housing and Redevelopment Auth MD Business
ITRC20161014-03 Virginia Premier Health Plan VA Business
ITRC20161014-02 Hogan Taylor, LLP OK Business
ITRC20161013-23 MicroDAQ NH Business
ITRC20161013-10 Hutchinson Community Foundation KS Business
ITRC20161013-09 Presnell Gage, PLLC ID Business
ITRC20161013-05 Vaupell WA Business
ITRC20161013-04 Vera Bradley, Inc. IN Business
ITRC20161013-03 Qvale Auto Group, Inc. CA Business
ITRC20161013-02 Public Health Institute CA Business
ITRC20161004-10 VF QOutlet, Inc. NC Business
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ITRC20160929-07 Florida Bar Association FL Business
ITRC20160929-05 Habitat for Humanity of Colorado CcO Business
ITRC20160929-03 Santoro CPA / Simplebooks Corp. CT Business
ITRC20160929-01 Producteev / Jive Software CA Business
ITRC20160927-04 Tully Automotive Group NH Business
ITRC20160927-03 Scentlok Technologies Ml Business
ITRC20160927-02 Specialty Equipment Market Association (SEMA) / Com NJ Business
ITRC20160926-01 Novation Settlement Solutions FL Business
ITRC20160923-13 EMR4all, Inc. / Rehab Billing Solutions CA Business
ITRC20160923-12 Regpack / BlueSnap CA Business
ITRC20160923-04 Yahoo CA Business
ITRC20160923-02 Stallcup & Associates, CPAs CA Business
ITRC20160922-03 Genghis Grills TX Business
ITRC20160920-10 UIL Holdings Corporation CT Business
ITRC20160920-08 Masy BioServices / Masy Systems, Inc. MA Business
ITRC20160920-07 FraserCPA NJ Business
ITRC20160920-06 Hickey Law Firm FL Business
ITRC20160920-05 Man Alive, Inc. / Lane Treatment Center MD Business
ITRC20160920-04 ClixSense NC Business
ITRC20160919-13 Ursus Holdings X Business
ITRC20160919-12 Menzies Aviation, Inc. 401(k) plan / Ascensus, Inc. PA Business
ITRC20160919-11 Rebecca Minkoff NY Business
ITRC20160919-08 Lulu's Fashion Lounge CA Business
ITRC20160915-03 Office of Michelle A. Pecora CPA OR Business
ITRC20160915-02 Wheeler & Egger CA Business
ITRC20160908-07 Exterran X Business
ITRC20160908-06 Jerry's Artarama N.C., Inc. NC Business
ITRC20160908-04 Nourse Farms MA Business
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ITRC20160907-07 Stand Up Desk Store (SUDS) AL Business Yes - Unknown # Unknown
ITRC20160907-06 Vulcan Industries AL Business Yes - Unknown # Unknown
ITRC20160907-03 New York State Psychiatric Institute NY Business Yes - Published # 21,880
ITRC20160906-03 Hutton Hotel TN Business Yes - Unknown # Unknown
ITRC20160906-01 Dropbox CA Business Yes - Unknown # Unknown
ITRC20160830-09 W.C. Ralston Architects VA Business Yes - Unknown # Unknown
ITRC20160830-08 J. Polep Distribution Services MA Business Yes - Unknown # Unknown
ITRC20160830-07 Dennis Group MA Business Yes - Unknown # Unknown
ITRC20160830-06 Birch Communications CA Business Yes - Published # 1,913
ITRC20160830-05 Millenium Hotels & Resorts CcO Business Yes - Unknown # Unknown
ITRC20160829-04 Liberty Mountain Sports, LLC uTt Business Yes - Unknown # Unknown
ITRC20160829-03 Noble House Hotels & Resorts - Ocean Key Resort & S WA Business Yes - Unknown # Unknown
ITRC20160829-02 Toyota Motor Credit Corporation CA Business Yes - Published # 8,989
ITRC20160825-04 Burke Mountain VT Business Yes - Unknown # Unknown
ITRC20160825-02 Precision Pipeline, LLC Wi Business Yes - Published # 3,675
ITRC20160825-01 Penn State Alumni Association / ComNet Marketing Gr PA Business Yes - Unknown # Unknown
ITRC20160824-15 SocialBlade us Business Yes - Unknown # Unknown
ITRC20160824-10 Factory RV Surplus IN Business Yes - Published # 8,500
ITRC20160824-04 Epic Games NC Business Yes - Unknown # Unknown
ITRC20160824-02 Schwan's MN Business Yes - Unknown # Unknown
ITRC20160824-01 Eddie Bauer, LLC WA Business Yes - Published # 2,192,422
ITRC20160816-06 Shoppe Designs CA Business Yes - Unknown # Unknown
ITRC20160816-03 EBSCO Industries, Inc. AL Business Yes - Unknown # Unknown
ITRC20160815-04 HEI Hotels & Resorts CT Business Yes - Unknown # Unknown
ITRC20160815-03 PAX Labs, Inc. CA Business Yes - Published # 6,036
ITRC20160815-01 7-Eleven, Inc. CA Business Yes - Published # 7,832
ITRC20160809-08 KGA, Inc. MA Business Yes - Unknown # Unknown
ITRC20160809-07 Hein & Associates LLP CcO Business Yes - Unknown # Unknown
Copyright 2016 Identity Theft Resource Center Page 8 of 37
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ITRC20160809-02 MedAltus. LLC NY Business
ITRC20160809-01 Travelon IL Business
ITRC20160808-01 Oracle - MICROS CA Business
ITRC20160802-33 Institute of Management Accountants NJ Business
ITRC20160802-32 Comnet Marketing Group OR Business
ITRC20160802-31 Tax Shack WA Business
ITRC20160802-30 NLU Products / BGZ Brands uT Business
ITRC20160802-29 Academy of Nutrition and Dietetics IL Business
ITRC20160802-28 American Society of Safety Engineers IL Business
ITRC20160802-27 Internet Chess Club PA Business
ITRC20160802-24 Democratic Political Organizations DC Business
ITRC20160802-15 Kimpton Hotels CA Business
ITRC20160802-05 Disney Consumer Products / Playdom Forum CA Business
ITRC20160719-17 USA Field Hockey Cco Business
ITRC20160719-15 American Association for the Advancement of Science DC Business
ITRC20160719-08 San Antonio Shoemakers (SAS) X Business
ITRC20160719-07 IAP - Ingenuity and Purpose FL Business
ITRC20160719-06 North Palm Motors FL Business
ITRC20160719-05 Matador Recordings dba Madador Direct NY Business
ITRC20160719-04 Opes Advisors CA Business
ITRC20160719-03 Project Management Institute / Comnet Marketing Gro PA Business
ITRC20160708-01 Omni Hotels and Resorts X Business
ITRC20160705-04 KontrolFreek, LLC GA Business
ITRC20160705-03 Kool Kids Model & Talent Management CA Business
ITRC20160628-04 Benchmark Senior Living MA Business
ITRC20160628-02 Gamesa Wind US, LLC PA Business
ITRC20160628-01 SP+ Municipal Services MD Business
ITRC20160627-03 Sageworks, Inc. NC Business
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Hard Rock Hotel & Casino Las Vegas

Washington Redskins

State Farm Mutual Automobile Insurance Company

Crane Payment Innovations, Inc.
GoToMyPC

TieMart, Inc.

Sandler & Travis Trade Advisory Services, LLC

Multi-Color Corporation
EPTAM Plastics

Quarles & Brady, LLP

SD Associates, P.C.

Cohen & Grieb, P.A.

Acer Service Corporation
State Farm / DAC Group
Single Digits

Match-Up Solutions, LLC
Sun Road

CiCi's Pizza

Empathia, Inc.

Tumblr

Myspace

National Network of Abortion Funds
Shoes West Distribution Inc.
AIM Inc.

Macfadden

ABCya.com

Puppet, Inc.

Milwaukee Bucks
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ITRC20160524-07 Maritz Holdings, Inc. MO Business
ITRC20160524-06 A&A Ready Mixed Concrete, Inc. CA Business
ITRC20160524-02 Noodles & Company CO Business
ITRC20160524-01 O'Charley's Restaurants GA Business
ITRC20160523-04 Conway Group, Inc. MD Business
ITRC20160523-03 Paper Works CA Business
ITRC20160523-02 Flurish, Inc. dba LendUp CA Business
ITRC20160523-01 H&R Block MO Business
ITRC20160517-04 Digilant MA Business
ITRC20160516-03 NTT Data X Business
ITRC20160513-06 RugDoctor X Business
ITRC20160513-04 Avention (formerly OneSourceSolutions) MA Business
ITRC20160513-01 Office of Lynn N. Talbott, Jr. CPA CA Business
ITRC20160512-07 ADP NJ Business
ITRC20160510-02 Strafaci & Associates FL Business
ITRC20160510-01 New Hampshire Distributors NH Business
ITRC20160509-10 Pure Integration, LLC VA Business
ITRC20160509-06 Nordic Consulting Partners / NavigateHCR uTt Business
ITRC20160509-05 Sanctuary Clothing CA Business
ITRC20160509-04 CertifiKid MD Business
ITRC20160509-03 Bay Area Children's Association CA Business
ITRC20160509-02 Stonebridge Realty Advisors, Inc. / Xebec restaurant CA Business
ITRC20160509-01 Google CA Business
ITRC20160506-02 Kroger / Equifax W-2 Express GA Business
ITRC20160505-03 Hume Lake Christian Camps CA Business
ITRC20160505-02 Pro Sports Daily IL Business
ITRC20160505-01 Lafler Moore Connerty & Webb CA Business
ITRC20160504-02 Office of Ken Waterman CPA PC CA Business
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Yes - Published #
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1,871

Unknown
Unknown
Unknown
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Unknown
Unknown
Unknown
Unknown
1,493
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
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Unknown
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Unknown
Unknown
431,000
Unknown
Unknown
Unknown

Unknown
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ITRC20160504-01 Areas FL Business
ITRC20160503-19 YourEncore, Inc. IN Business
ITRC20160503-18 Union League Club of Chicago IL Business
ITRC20160503-17 Tiger Leasing NY Business
ITRC20160503-15 MMF Industries (Block and Company, Inc.) Ml Business
ITRC20160503-14 Home for Little Wanderers MA Business
ITRC20160503-13 Hi-Tec CA Business
ITRC20160503-12 HAECO Americas NC Business
ITRC20160503-11 Draper James TN Business
ITRC20160503-10 Avendra, LLC MD Business
ITRC20160503-05 Alpha Payroll Services, LLC PA Business
ITRC20160503-04 Brunswick Corporation / Mercury Marine IL Business
ITRC20160503-02 South Loop CPA IL Business
ITRC20160429-11 TTI Floor Care North America OH Business
ITRC20160429-10 Gryphon Technologies, LC DC Business
ITRC20160429-09 BloomReach, Inc. CA Business
ITRC20160429-07 American Dental Association (ADA) IL Business
ITRC20160429-05 Michels Corporation Wi Business
ITRC20160429-04 GoldKey/PHR VA Business
ITRC20160429-03 Geltrude & Company, LLC NJ Business
ITRC20160429-02 Advance International Marketing (AIM) NC Business
ITRC20160429-01 LuckyPet WA Business
ITRC20160427-01 BeautifulPeople NY Business
ITRC20160426-14 Trinity Heating & Air, Inc. dba Trinity Solar NJ Business
ITRC20160426-11 NetBrain Technologies, Inc. MA Business
ITRC20160426-09 Landstar System, Inc. FL Business
ITRC20160426-08 Eastern Benefits Group MA Business
ITRC20160426-07 Client Network Services, Inc. MD Business
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Yes - Unknown #

Yes - Unknown #
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Yes - Unknown #
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Yes - Published #
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Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

4,362

Unknown
Unknown
Unknown
Unknown
Unknown
1,603
Unknown
Unknown
Unknown
Unknown
13,000
Unknown
Unknown
Unknown
Unknown
Unknown
8,161
Unknown

Unknown

63,888
11,333

Unknown

1,156

Unknown

1,362

Unknown

Unknown
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ITRC20160426-06 Behavioral Science Technology CA Business
ITRC20160426-05 Agenus MA Business
ITRC20160426-04 Fruitful Yield IL Business
ITRC20160426-03 Spotify CA Business
ITRC20160425-15 TMEIC Corporation VA Business
ITRC20160425-14 Wynden Stark, dba GQR Global Markets/City Internshi NY Business
ITRC20160425-13 OpSec PA Business
ITRC20160425-12 Morongo Casino CA Business
ITRC20160425-11 DealerSocket, Inc. CA Business
ITRC20160425-10 General Fasteners Company (MNP) Ml Business
ITRC20160425-08 BackOffice Associates MA Business
ITRC20160425-04 Grand Sierra Resort / (MEI-GSR) NV Business
ITRC20160421-11 Voya Financial Advisors, Inc. NY Business
ITRC20160421-10 UFC Gym CA Business
ITRC20160421-05 Pacific Gas and Electric Company CA Business
ITRC20160421-01 Oneida Health Center Dental Clinic Wi Business
ITRC20160420-05 InvenSense, Inc. CA Business
ITRC20160420-02 Archdiocese of Denver CcO Business
ITRC20160419-01 DoTERRA uT Business
ITRC20160418-16 Office of Virgil Elliot Winn, CPA SC Business
ITRC20160418-15 Silicon Laboratories, Inc. X Business
ITRC20160418-14 Proskauer Rose LLP NY Business
ITRC20160418-13 O'Reilly Media Group CA Business
ITRC20160418-12 OnDeck Capital, Inc. NY Business
ITRC20160418-10 Dixie Group CA Business
ITRC20160418-09 Asure Software X Business
ITRC20160418-08 Money Now KY Business
ITRC20160418-06 Girl Scouts of Gulfcoast Florida, Inc. FL Business
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Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #
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Yes - Unknown #
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Yes - Published #

Yes - Published #
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Yes - Published #
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Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #
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Unknown
Unknown

3,921

Unknown
300

Unknown

Unknown

Unknown

1,350

1,505
Unknown
156,508
Unknown

Unknown

2,426

2,734
Unknown
18,000
Unknown
Unknown
Unknown
Unknown
Unknown

1,570
Unknown
Unknown
Unknown

Unknown
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ITRC20160418-04 Examination Management Services, Inc. (EMSI) X Business
ITRC20160418-01 WLNE-TV RI Business
ITRC20160415-02 American College of Cardiology (ACC) DC Business
ITRC20160412-04 Schwaab, Inc. (Discount Rubber Stamps.com) Wi Business
ITRC20160412-03 Staminus Communications CA Business
ITRC20160412-02 Bristol Farms CA Business
ITRC20160408-02 Wallys Wine and Spirits CA Business
ITRC20160408-01 Whiting Turner Contracting Company MD Business
ITRC20160406-07 Norfolk Admirals VA Business
ITRC20160406-03 NRT NJ Business
ITRC20160406-02 Universal Service Administrative Company (USAC) DC Business
ITRC20160406-01 Katherman Kitts & Co. CA Business
ITRC20160405-10 Mohawk Mountain Ski Area CT Business
ITRC20160405-09 Traphagen & Traphagen CPAs NJ Business
ITRC20160405-08 Champlain Oil VT Business
ITRC20160405-06 ARC International North America, LLC NJ Business
ITRC20160405-01 Information Resources, Inc. IL Business
ITRC20160404-01 Trump Hotels NY Business
ITRC20160401-02 Pivotal Software, Inc. CA Business
ITRC20160401-01 Ullrich Delevati CA Business
ITRC20160329-06 Community in Action GA Business
ITRC20160329-05 Ryman Hospitality Properties TN Business
ITRC20160328-01 Aspiranet CA Business
ITRC20160324-13 Netcracker Technology Corporation MA Business
ITRC20160324-12 Medieval Times CA Business
ITRC20160324-11 QTI Group Wi Business
ITRC20160324-09 Century Fence Wi Business
ITRC20160324-08 Aspect AZ Business
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Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

4,965

Unknown

Unknown

85,000

3,338

Unknown
Unknown
5,904
Unknown
Unknown
Unknown
1,407
Unknown
Unknown
Unknown
Unknown
1,297
Unknown
Unknown
Unknown
Unknown
2,478
Unknown
Unknown
Unknown
Unknown

Unknown

1,300
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ITRC20160324-07

ITRC20160324-06

ITRC20160324-05

ITRC20160324-04

ITRC20160324-03

ITRC20160323-02

ITRC20160322-08

ITRC20160322-07

ITRC20160322-02

ITRC20160322-01

ITRC20160321-13

ITRC20160321-12

ITRC20160321-11

ITRC20160321-10

ITRC20160321-08

ITRC20160321-07

ITRC20160321-06

ITRC20160318-01

ITRC20160315-15

ITRC20160315-14

ITRC20160315-12

ITRC20160315-11

ITRC20160315-08

ITRC20160315-06

ITRC20160315-05

ITRC20160315-04

ITRC20160315-03

ITRC20160315-02

Kantar Group (TNS)

ISCO Industries, Inc.

Verizon Enterprise Solutions

Abel Womack

Lamps Plus / Pacific Coast Lighting
Dynamic Aviation

Sirius XM

Lanyon Solutions, Inc.

Sprouts

ConvaTec, Inc.

Springfield City Utilities

Moneytree

Foss Manufacturing Company, LLC
SalientCRGT

Advance Auto Parts

SevOne

WorkCare, Inc.

PerkinElmer

LAZ Parking

GreenShades / Multiple entities
Acronis, Inc.

DataXu

MROStop LLC

Applied Systems

Lewis Kisch and Associates Ltd.
Information Innovators Inc.

Matrix North American Construction

Care.com

Copyright 2016 Identity Theft Resource Center
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KY Business
NJ Business
MA Business
CA Business
VA Business
DC Business
X Business
AZ Business
NJ Business
MO Business
WA Business
NH Business
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VA Business
MA Business
CA Business
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MA Business
NC Business

IL Business
MN Business
VA Business

IL Business
MA Business
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Yes - Published #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

28,000
180

1,500,000

Unknown
Unknown
Unknown

165

Unknown

21,000

Unknown
1,000
Unknown
Unknown
1,192
Unknown
Unknown

Unknown

2,738

14,000

Unknown
Unknown

318

Unknown
1,206

Unknown

Unknown

4,650

Unknown
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ITRC20160315-01 Laborers Funds Administrative Office of Northern Calif CA Business
ITRC20160314-02 Mitchell International, Inc. CA Business
ITRC20160314-01 1-800-Flowers.com NY Business
ITRC20160308-06 GCI / General Communication, Inc. AK Business
ITRC20160308-05 Adreima IL Business
ITRC20160308-04 Microf LLC GA Business
ITRC20160308-03 Turner Construction Company NY Business
ITRC20160307-08 Mansueto Ventures Inc. / Fast Company magazines NY Business
ITRC20160307-07 Seagate CA Business
ITRC20160304-03 Billy Casper Golf VA Business
ITRC20160304-02 Evening Post Industries SC Business
ITRC20160304-01 Rosen Hotels and Resorts FL Business
ITRC20160303-10 Actifio, Inc. MA Business
ITRC20160303-09 AmeriPride Services, Inc. MN Business
ITRC20160303-07 Cox Communications GA Business
ITRC20160303-02 Robert Rauschenberg Foundation NY Business
ITRC20160303-01 Pharm-Olam International X Business
ITRC20160302-01 Central Concrete Supply Co. CA Business
ITRC20160301-03 Snapchat CA Business
ITRC20160301-02 TN Marketing MN Business
ITRC20160226-05 Office of Allen Park, Attorney Ml Business
ITRC20160226-01 Sterbick & Associates, P.S. WA Business
ITRC20160225-04 Mercy Housing, Inc. / Mercy Housing Managament Gro CO Business
ITRC20160225-03 Rightside WA Business
ITRC20160223-04 Incipio, LLC CA Business
ITRC20160223-03 EWTN Global Catholic Network AL Business
ITRC20160222-01 uKnowKids VA Business
ITRC20160218-01 Polycom CA Business
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Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #

2,373

1,648

Unknown
Unknown
Unknown
Unknown
9,841
Unknown
8,292
8,176

2,314

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

13,118
Unknown
Unknown
Unknown
Unknown

Unknown

425

1,740

Unknown
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ITRC20160217-02 Calpine Corporation X Business
ITRC20160216-03 Kankakee Valley REMC (Rutherford Electric Membersh IN Business
ITRC20160211-03 Capezio NY Business
ITRC20160211-02 Superior Labels / RubberStamps.Net 1A Business
ITRC20160211-01 Brightview (formerly Brickman Group, Ltd. LLC) MD Business
ITRC20160208-02 Baja Bound Insurance Services, Inc. CA Business
ITRC20160208-01 GYFT CA Business
ITRC20160204-05 Clarks Americas, Inc. MA Business
ITRC20160204-04 Oak Hill Citgo Gas & Convenience ME Business
ITRC20160204-03 Phillip Capital, Inc. IL Business
ITRC20160203-03 Berks & Beyond Employment Services PA Business
ITRC20160203-02 Crest Foods OK Business
ITRC20160203-01 Richardson & Company, P.C. MA Business
ITRC20160202-01 International Alliance of Theatrical Stage Employees # CA Business
ITRC20160201-14 Shannon Tax & Business Services NM Business
ITRC20160201-13 cPanel X Business
ITRC20160201-05 Wendy's OH Business
ITRC20160201-04 Alba Botanica NY Business
ITRC20160201-03 LifeSafer OH Business
ITRC20160201-02 TaxSlayer GA Business
ITRC20160201-01 Neiman Marcus Group X Business
ITRC20160126-05 Baileys, Inc. CA Business
ITRC20160126-03 RealSelf, Inc. WA Business
ITRC20160126-02 Kicky Pants, Inc. CA Business
ITRC20160122-01 Blue Dolphin CT Business
ITRC20160120-05 Bevo POS FL Business
ITRC20160120-03 Mrs. Fields Gifts CcO Business
ITRC20160119-05 TaxAct / Blucora, Inc. 1A Business
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Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Unknown #
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Yes - Unknown #
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Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #
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Yes - Unknown #
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Yes - Published #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #

Yes - Published #

Yes - Published #

Unknown

17,700
Unknown
7,000

730

Unknown
Unknown
Unknown
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Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
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Unknown

8,800
5,200

250,000

Unknown
Unknown
Unknown
799
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ITRC20160119-04 JB Autosports 1A Business Yes - Published # 1,000
ITRC20160119-03 RateMyProfessors.com NY Business Yes - Unknown # Unknown
ITRC20160108-04 Time Warner Cable X Business Yes - Unknown # Unknown
ITRC20160105-01 Regional Income Tax Authority OH Business Yes - Published # 50,000
Totals for Category: Business # of Breaches: 432 # of Records: 5,649,046
% of Breaches: 44,1 %of Records: 16.0%
Category: Educational Exposed #
ITRC Breach ID Company or Agency State Breach Cateqory Records Exposed? of Records
ITRC20161212-13 University of Wisconsin - Madison Wi Educational Yes - Published # 1,123
ITRC20161209-07 University of Vermont VT Educational Yes - Unknown # Unknown
ITRC20161206-05 Baylor College of Medicine X Educational Yes - Unknown # Unknown
ITRC20161205-12 San Jose Evergreen Community College District CA Educational Yes - Unknown # Unknown
ITRC20161205-01 Chesapeake Public Schools VA Educational Yes - Published # 10,827
ITRC20161128-16 University of Montana MT Educational Yes - Unknown # Unknown
ITRC20161128-03 Bigfork School District MT Educational Yes - Unknown # Unknown
ITRC20161121-02 Michigan State University Mi Educational Yes - Published # 400,000
ITRC20161118-10 Buffalo Public School District NY Educational Yes - Published # 4,400
ITRC20161118-03 Chicago Public Schools IL Educational Yes - Published # 30,000
ITRC20161028-01 Marymount University VA Educational Yes - Unknown # Unknown
ITRC20161026-03 Beford County Board of Education TN Educational Yes - Published # 862
ITRC20161024-02 Grand Valley State University Mi Educational Yes - Published # 3,198
ITRC20161018-16 Delta Career Education Corportation VA Educational Yes - Published # 4,014
ITRC20161017-01 Katy Independent School District / SunGard K-12 X Educational Yes - Published # 78,000
ITRC20161013-21 New Horizons Computer Learning Centers South Flori FL Educational Yes - Unknown # Unknown
ITRC20161004-01 Winston Dillard School Distric No. 116 OR Educational Yes - Unknown # Unknown
ITRC20160923-03 UC San Diego School of Medicine CA Educational Yes - Unknown # Unknown
ITRC20160920-02 La Joya American Federation of Teachers TX Educational Yes - Unknown # Unknown
ITRC20160907-08 University of Alaska Mat-Su Campus AK Educational Yes - Published # 5,416

Copyright 2016 Identity Theft Resource Center
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ITRC20160830-03 Langston Hughes Young Explorers Academy NY Educational
ITRC20160824-12 University of New Mexico NM Educational
ITRC20160815-08 University of Vermont VT Educational
ITRC20160802-07 University of North Carolina - Charlotte NC Educational
ITRC20160719-01 KUSC / University of Southern California/ Comnet Mar CA Educational
ITRC20160711-03 North Carolina State University NC Educational
ITRC20160705-05 Capella University MN Educational
ITRC20160628-06 Holley Central School District NY Educational
ITRC20160615-02 University of Connecticut - School of Engineering CT Educational
ITRC20160614-15 Bucknell University PA Educational
ITRC20160608-01 Concord School District NH Educational
ITRC20160607-05 Pennsylvania State University PA Educational
ITRC20160607-04 Cambridge Institute of International Education (CIIE) MA Educational
ITRC20160525-01 Lewis-Palmer School District 38 CcO Educational
ITRC20160524-10 El Paso Independent School District TX Educational
ITRC20160517-03 Bingham Junior Hight MO Educational
ITRC20160517-02 Poway Unified School District CA Educational
ITRC20160516-01 City College of San Francisco CA Educational
ITRC20160513-05 Kern County Superintendent of Schools CA Educational
ITRC20160513-03 Washington Elementary School District Breach AZ Educational
ITRC20160513-02 Kalamazoo College Ml Educational
ITRC20160512-01 San Mateo Foster City School District CA Educational
ITRC20160509-09 Palm Beach County School District FL Educational
ITRC20160505-04 California State University Northridge CA Educational
ITRC20160503-09 Meeting Street School RI Educational
ITRC20160503-08 Brunswick School District ME Educational
ITRC20160503-07 Allegheny College PA Educational
ITRC20160503-01 ProSchools / QuickCert OR Educational
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Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yes - Published #
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Yes - Unknown #

Yes - Unknown #

Yes - Published #
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Yes - Published #
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Yes - Published #
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Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Published #

Yes - Published #
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Unknown
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Unknown
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Unknown
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Unknown
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Unknown
2,000

Unknown

Unknown

36,000

Unknown

2,500

Unknown

1,634
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5,800
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Unknown
Unknown
Unknown

Unknown
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ITRC20160502-01 Solano Community College CA Educational
ITRC20160429-12 University of the Southwest NM Educational
ITRC20160429-06 Bryant & Stratton College NY Educational
ITRC20160426-01 Berkeley Public Schools CA Educational
ITRC20160425-09 Hutchinson Community College KS Educational
ITRC20160425-06 Bowdoin College ME Educational
ITRC20160419-02 Arlington Public Schools VA Educational
ITRC20160418-17 Rockhurst University MO Educational
ITRC20160418-03 Academy of Art University NC Educational
ITRC20160418-02 Olympia School District WA Educational
ITRC20160412-01 Stanford University / Equifax W-2Express CA Educational
ITRC20160411-03 Randolph College VA Educational
ITRC20160406-06 Escambia County School System FL Educational
ITRC20160405-14 Kentucky State University KY Educational
ITRC20160325-01 Tidewater Community College VA Educational
ITRC20160321-14 Pulaski County Special School District AR Educational
ITRC20160321-09 Sequoia Union High School District CA Educational
ITRC20160315-13 Lakes Region Scholarship Foundation NH Educational
ITRC20160307-09 Luzerne County Community College PA Educational
ITRC20160303-08 Illinois State University IL Educational
ITRC20160301-04 Montgomery County School System / WestEd DC Educational
ITRC20160226-02 University of California Berkeley CA Educational
ITRC20160224-01 Jacksonville State University AL Educational
ITRC20160212-03 DC Public School District DC Educational
ITRC20160212-02 University of Texas System Administration X Educational
ITRC20160211-05 Oregon Health & Science University OR Educational
ITRC20160208-03 University of Mary Washington VA Educational
ITRC20160205-02 Oakmont High School CA Educational
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1,206

Unknown
Unknown

Unknown

1,357
275

Unknown

1,300
Unknown
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ITRC20160204-02 University of Central Florida FL Educational Yes - Published # 63,000
ITRC20160201-12 Florida International University FL Educational Yes - Unknown # Unknown
ITRC20160126-08 Lawrence Public Schools MA Educational Yes - Unknown # Unknown
ITRC20160126-07 Hudson City School District NY Educational Yes - Unknown # Unknown
ITRC20160122-02 University of Virginia VA Educational Yes - Published # 1,400
ITRC20160120-07 Fitchburg State University ME Educational Yes - Published # 393
ITRC20160120-04 Anna Maria College ME Educational Yes - Published # 1,161
ITRC20160106-01 Southern New Hampshire University NH Educational Yes - Published # 140,000
Totals for Category: Educational # of Breaches: 84 # of Records: 1,015,813
% of Breaches: 8.6% %of Records: 2.9%
Category: Government/Military Exposed #
ITRC Breach ID ~ Company or Agency State Breach Cateqory Records Exposed? of Records
ITRC20161209-08 Henry County GA Government/Military Yes - Published # 17,841
ITRC20161129-05 Pinellas County Board of County Commissioners FL Government/Military Yes - Published # 2,800
ITRC20161128-20 City of Plummer ID Government/Military Yes - Unknown # Unknown
ITRC20161128-05 US Navy / Hewlett Packard Enterprise Services DC Government/Military Yes - Published # 134,386
ITRC20161128-02 CDCR - Folsom State Prison CA Government/Military Yes - Unknown # Unknown
ITRC20161121-08 Internal Revenue Service DC Government/Military Yes - Published # 8,031
ITRC20161121-05 US Department of Housing and Urban Development DC Government/Military Yes - Published # 600,000
ITRC20161109-02 VA Eastern Colorado Health Care System Co Government/Military Yes - Published # 2,100
ITRC20161101-01 City of Duluth MN Government/Military Yes - Unknown # Unknown
ITRC20161031-05 Office of the Comptroller of the Currency DC Government/Military Yes - Published # 10,000
ITRC20161025-03 City of Middletown NY Government/Military Yes - Unknown # Unknown
ITRC20161013-14 VA Department of Veterans Services / McGuire VA Med VA Government/Military Yes - Published # 5,051
ITRC20161004-08 US Public Health Service Commissioned Corps DC Government/Military Yes - Published # 6,600
ITRC20161004-06 Santa Cruz County Health Services Agency CA Government/Military Yes - Published # 25,000
ITRC20160929-06 Mastic Beach NY Government/Military Yes - Published # 488
ITRC20160923-11 Martin Army Community Hospital GA Government/Military Yes - Published # 1,000
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ITRC20160922-01 Ventura County Health Care Agency CA
ITRC20160920-03 Oconee County SC
ITRC20160919-05 Los Angeles County Department of Health Services CA
ITRC20160908-03 U.S. Customs and Border Protection DC
ITRC20160829-07 Arizona Department of Administration AZ
ITRC20160829-06 Illinois Board of Elections IL
ITRC20160829-01 Sacramento County CA
ITRC20160824-08 Idaho Department of Fish and Game / Active Network ID
ITRC20160824-07 Oregon Department of Fish and Wildlife / Active Netwo OR
ITRC20160824-06 Kentucky Department of Fish & Wildlife KY
ITRC20160824-05 Washington Department of Fishing & Wildlife / Active WA
ITRC20160817-01 Nevada Department of Transportation NV
ITRC20160815-11 County of Anderson TN
ITRC20160815-09 Department of State Health Services X
ITRC20160810-02 FDIC #2 DC
ITRC20160727-02 U.S. Postal Service CA
ITRC20160719-16 New Hampshire Office of Professional Licensure and NH
ITRC20160719-11 Montana Department of Public Health and Human Serv MT
ITRC20160719-10 Retirement Systems of Alabama AL
ITRC20160712-01 Pennsylvania Department of Revenue PA
ITRC20160711-01 California Department of Corrections and Rehabilitatio CA
ITRC20160624-02 Texas Health and Human Resources Commission X
ITRC20160615-01 Vermont Department of Fish and Wildlife VT
ITRC20160614-11 Washington State Liquor and Cannabis Board WA
ITRC20160614-10 Town of Saugus - Lawsuit Discovery MA
ITRC20160614-09 Virginia's State Corporation Commission VA
ITRC20160614-07 Sutter County Superior Courthouse CA
ITRC20160614-05 Kern County Mental Health Department CA
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Unknown
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Unknown
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2,126,449
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Unknown

1,800
1,500
30,000
6,240

Unknown

185

Unknown

865

Unknown
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Unknown
Unknown
1,200
Unknown

Unknown

1,212
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Unknown
40,354
59,000
Unknown
1,076
262
Unknown
44,000
1,000
5,000,000
425

101,000

Unknown
Unknown
Unknown

Unknown
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# of Breaches: 66

Breach Category

# of Records:

% of Breaches: 6.7% %of Records:

Records Exposed?

13,070,531
37.1%

Exposed #
of Records

Medical/Healthcare

Medical/Healthcare
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RESOURCE CENTER 2016 Data Breach Stats
How is this report produced? What are the rules? See last page of report for details.
ITRC20160601-09 Washington DC VA Medical Center DC
ITRC20160531-05 Department of Agriculture OH
ITRC20160524-04 San Juan County NM
ITRC20160516-02 California Correctional Health Care Services CA
ITRC20160510-10 City of Houston TX
ITRC20160509-08 FDIC #1 DC
ITRC20160509-07 Ohio Department of Mental Health and Addiction Servi OH
ITRC20160506-01 Colorado Department of Transportation CO
ITRC20160421-03 Florida Department of Health FL
ITRC20160418-05 Town of Essex VT
ITRC20160415-01 City of Baltimore MD
ITRC20160411-05 Federal Deposit Insurance Corp. (FDIC) DC
ITRC20160411-04 Department of Health - Palm Beach County FL
ITRC20160411-02 Office of Child Support Enforcement WA
ITRC20160307-05 Department of Human Services - lowa 1A
ITRC20160218-03 IRS DC
ITRC20160216-05 Dallas County X
ITRC20160209-01 Department of Homeland Security / FBI DC
ITRC20160205-03 Department of Human Resource Management VA
ITRC20160126-09 Vermont State Employees VT
ITRC20160121-01 County of San Diego CA
ITRC20160120-06 Town of Amherst MA
Totals for Category: Government/Military
Category: Medical/Healthcare
ITRC Breach ID  Company or Agency State
ITRC20161213-01 Quest Diagnostics NJ
ITRC20161212-11 PhyMed TN
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ITRC20161209-05 Young Adult Institute, Inc. NY
ITRC20161209-04 UnitedHealth Group Single Affiliated Covered Entity #2 MN
ITRC20161209-03 Preventice Services, LLC X
ITRC20161209-02 CVS Health RI
ITRC20161209-01 Managed Health Services #2 IN
ITRC20161208-01 East Valley Community Health Center CA
ITRC20161206-03 Cleveland Clinic Akron General / Ambucor OH
ITRC20161206-02 New Mexico Heart Institute / Ambucor NM
ITRC20161206-01 Glendale Adventist Medical Center / White Memorial M CA
ITRC20161205-09 Vision Care Florida FL
ITRC20161205-08 OptumHealth New Mexico MN
ITRC20161205-07 Louisiana Health Cooperative, Inc. LA
ITRC20161205-06 Sagewood / LCS Westminster Partnership AZ
ITRC20161205-05 Camas Center Clinic / Kalispel Tribe of Indians WA
ITRC20161205-04 Berkshire Medical Center / Ambucor MA
ITRC20161205-03 Akron General Medical Center OH
ITRC20161205-02 Group Health Incorporated NY
ITRC20161129-06 Consultants in Neurological Surgery, LLP FL
ITRC20161129-04 Lister Healthcare AL
ITRC20161129-03 North Texas Heart Center, P.A. X
ITRC20161129-02 Darlingten GA
ITRC20161128-06 Aetna Signature Administrators CT
ITRC20161128-04 Vascular Surgical Associates GA
ITRC20161128-01 CHI Franciscan Health WA
ITRC20161122-07 Conemaugh Health System / Ambucor PA
ITRC20161122-06 Stony Brook Heart Institute / University Faculty Practic NY
ITRC20161122-05 Northwell Health / /Lenox Hill Heart and Vascular Instit NY
ITRC20161122-04 Main Line HealthCare / Ambucor PA
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ITRC20161122-03 Wentworth-Douglass Hospital / Ambucor NH
ITRC20161121-07 Briar Hill Management MS
ITRC20161121-06 Biomechanics LLC / Rehab Billing Solutions AZ
ITRC20161121-01 Eye Institute of Marin (Marin Medical Practice Concept CA
ITRC20161118-11 George Gillian, DDS AR
ITRC20161118-09 Lebanon Cardiology Associates, PC / Ambucor PA
ITRC20161118-08 Horizon Blue Cross Blue Shield of New Jersey / Comm NJ
ITRC20161118-07 Emblem Health NY
ITRC20161118-06 KinetoRehab Physical Therapy NY
ITRC20161118-05 Wal-Mart Stores, Inc. AR
ITRC20161118-01 Luque Chiropractic, Inc. / Watsonville Chiropractic, Inc CA
ITRC20161115-11 Indiana Health Coverage Program / HP Enterprise Serv X
ITRC20161115-10 HeartCare Consultants FL
ITRC20161115-09 Harrisonburg OB GYN Associates, P.C. VA
ITRC20161115-08 Kaiser Permanente Health Plan, Inc. of Northern Califo CA
ITRC20161115-07 Kaiser Foundation Health Plan, Inc. of Southern Califor CA
ITRC20161115-06 Austin Pulmonary Consultants X
ITRC20161115-05 Best Health Physical Therapy, LLC / Rehab Billing Solu CT
ITRC20161114-02 Broward Health Imperial Point FL
ITRC20161114-01 Seguin Dermatology X
ITRC20161108-01 Kaiser Foundation Health Plan of the Northwest OR
ITRC20161107-03 Singh and Arora Oncology Hematology, PC M
ITRC20161107-02 MGA Home Healthcare AZ
ITRC20161107-01 Four Star Drug of Bethany, Inc. NE
ITRC20161101-05 You and Your Health Family Care, Inc. FL
ITRC20161101-04 Office of Dr. Dennis T. Myers, DDS, PA MO
ITRC20161101-03 Anthem IN
ITRC20161031-09 Symphony Health Solutions Corporation PA
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ITRC20161031-08 AxoGen FL
ITRC20161031-07 Anthelio Healthcare Solutions, Inc. X
ITRC20161031-02 Office of Anne M. Cummings, MD, FACP / Marin Medic CA
ITRC20161027-01 Finley Center for Acupuncture and Naturopathic Medic NV
ITRC20161026-05 Greater Florida Anesthesiologists FL
ITRC20161025-01 Silver Creek Physical Therapy Entities CA
ITRC20161024-05 Remedi SeniorCare MD
ITRC20161024-04 BioTime, Inc. CA
ITRC20161021-07 Seattle Indian Health Board WA
ITRC20161021-06 Baystate Health MA
ITRC20161021-05 Florida Hospital Medical Group FL
ITRC20161021-03 Health Access Network / Lincoln Medical Center ME
ITRC20161019-03 Genesis Physical Therapy CA
ITRC20161019-01 Mercy Hospital and Medical Center IL
ITRC20161018-08 Office of Curtis F. Robinson, MD, Inc. / Marin Medical CA
ITRC20161018-07 Integrity Transitional Hospital TX
ITRC20161018-06 CalOptima #2 CA
ITRC20161018-05 Fred's Stores of Tennessee TN
ITRC20161018-04 Warren Clinic OK
ITRC20161018-03 Rainbow Children's Clinic X
ITRC20161018-02 Peabody Retirement Community IN
ITRC20161013-20 Office of Francisco Jaume, D.O. AZ
ITRC20161013-19 Baxter Regional Medical Center - Home Health Facility AR
ITRC20161013-18 Baxter Healthcare IL
ITRC20161013-17 Apria Healthcare CA
ITRC20161013-16 Marin Healthcare District / Marin Medical Practices Co CA
ITRC20161013-15 Thomasville Eye Center GA
ITRC20161013-13 Peachtree Orthopedics GA
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Yes - Unknown # Unknown
Yes - Unknown # Unknown
Yes - Unknown # Unknown
Yes - Published # 3,000
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Yes - Published # 793
Yes - Published # 13,112
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Yes - Published # 17,000
Yes - Published # 2,245
Yes - Published # 547
Yes - Unknown # Unknown
Yes - Published # 29,514
Yes - Published # 56,000
Yes - Published # 9,624
Yes - Published # 2,938
Yes - Published # 33,698
Yes - Published # 1,466
Yes - Published # 14,236
Yes - Published # 2,124
Yes - Published # 992
Yes - Published # 1,987
Yes - Published # 2,292
Yes - Published # 10,891
Yes - Published # 531,000
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ITRC20161013-12 University of Wisconsin HealthCenter Wi
ITRC20161013-11 Northwest Community Hospital / R-C Healthcare Mana IL
ITRC20161013-08 Group Health Cooperative WA
ITRC20161013-07 Vermont Health Connect / WEX / Samanage CT
ITRC20161013-01 Office of Hal Meadows, MD CA
ITRC20161004-11 Prima Medical Foundation / Marin Medical Practices C CA
ITRC20161004-09 Urgent Care Clinic of Oxford MS
ITRC20161004-07 Willow Bend Dental TX
ITRC20161004-05 San Juan Oncology Associates NM
ITRC20161004-04 McLaren Greater Lansing Cardiovascular Group Ml
ITRC20161004-03 Jennie Stuart Medical Center KY
ITRC20161004-02 Heritage Medical Partners SC
ITRC20160929-04 New Jersey Spine Center NJ
ITRC20160929-02 Vermont Health Connect VT
ITRC20160927-01 Public Education Employees' Health Insurance Plan AL
ITRC20160923-09 Asante Health System OR
ITRC20160923-08 Codman Square Health Center MA
ITRC20160923-07 Office of Hal Meadows, M.D. CA
ITRC20160923-05 Napa Valley Dentistry CA
ITRC20160923-01 USC Keck Medical Center CA
ITRC20160922-02 KidsPeace PA
ITRC20160920-01 Saint Francis Health System OK
ITRC20160919-17 Decatur Health Systems KS
ITRC20160919-16 King of Prussia Dental Associates PA
ITRC20160919-09 Office of Pratap S. Kurra, M.D. CA
ITRC20160919-07 St. Elizabeth Physicians (Summit Medical Group) KY
ITRC20160919-06 CalOptima #1 CA
ITRC20160919-04 Geisinger Health Plan PA
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ITRC20160919-03 University Gastroenterology, Inc. RI Medical/Healthcare Yes - Published # 15,478
ITRC20160919-02 U.S. Healthworks CA Medical/Healthcare Yes - Published # 1,400
ITRC20160919-01 CHI Franciscan Health / St. Clare Hospital / St. Joseph WA Medical/Healthcare Yes - Published # 2,818
ITRC20160915-01 Yuba Sutter Medical Clinic CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160908-05 Southwest Portland Dental / Patterson Dental Supply, | OR Medical/Healthcare Yes - Published # 1,980
ITRC20160908-02 Children's Mercy Hospital MO Medical/Healthcare Yes - Published # 238
ITRC20160908-01 Burrell Behavioral Health MO Medical/Healthcare Yes - Published # 7,748
ITRC20160907-05 Village of Oak Park IL Medical/Healthcare Yes - Published # 688
ITRC20160907-04 Planned Parenthood of Greater Washington and North WA Medical/Healthcare Yes - Published # 10,700
ITRC20160907-02 CHI Franciscan Healthcare Highline Medical Center / R WA Medical/Healthcare Yes - Published # 18,399
ITRC20160907-01 Cardiology Associates MD Medical/Healthcare Yes - Published # 907
ITRC20160906-02 Medical College of Wisconsin wi Medical/Healthcare Yes - Published # 3,179
ITRC20160830-04 Office of Dr. Richard Boehm TN Medical/Healthcare Yes - Published # 500
ITRC20160830-02 Appalachian Regional Healthcare NC Medical/Healthcare Yes - Unknown # Unknown
ITRC20160830-01 USC Medical Center CA Medical/Healthcare Yes - Published # 700
ITRC20160829-05 Phoenix Dental Care TN Medical/Healthcare Yes - Published # 6,441
ITRC20160825-03 DXE Medical TN Medical/Healthcare Yes - Unknown # Unknown
ITRC20160824-16 Orleans Medical Clinic IN Medical/Healthcare Yes - Published # 6,890
ITRC20160824-14 Center for Neurosurgical and Spinal Disorders LA Medical/Healthcare Yes - Published # 1,134
ITRC20160824-13 Rotech Healthcare FL Medical/Healthcare Yes - Published # 957
ITRC20160824-11 Eastern Carolina Cardiovascular / Outer Banks Hospita ~ NC Medical/Healthcare Yes - Published # 1,000
ITRC20160824-09 Scan Health Plan CA Medical/Healthcare Yes - Published # 87,069
ITRC20160824-03 Dominican Hospital CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160816-02 Neurology Physicians LLC MD Medical/Healthcare Yes - Published # 4,831
ITRC20160816-01 Autism Home Support Services IL Medical/Healthcare Yes - Published # 533
ITRC20160815-10 EXOS (Athletes' Performance) AZ Medical/Healthcare Yes - Published # 854
ITRC20160815-07 Office of John E. Gonzalez, DDS CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160815-06 Valley Anesthesiology and Pain Consultants AZ Medical/Healthcare Yes - Published # 882,590
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ITRC20160815-05 Bon Secours Health Systems / R-C Healthcare Manage MD Medical/Healthcare Yes - Published # 655,203
ITRC20160815-02 Office of Brian Halevie-Goldman, MD CA Medical/Healthcare Yes - Published # 2,000
ITRC20160809-06 Carle Foundation Hospital IL Medical/Healthcare Yes - Published # 1,185
ITRC20160809-04 Professional Dermatology Care, PC VA Medical/Healthcare Yes - Published # 13,237
ITRC20160808-02 Newkirk Products NY Medical/Healthcare Yes - Published # 3,466,120
ITRC20160805-01 Banner Health AZ Medical/Healthcare Yes - Published # 3,623,140
ITRC20160802-26 inVentiv Health MA Medical/Healthcare Yes - Published # 14,604
ITRC20160802-23 Office of Ceaton C. Falgiano NY Medical/Healthcare Yes - Published # 650
ITRC20160802-22 Heart Center of Southern Maryland, LLP MD Medical/Healthcare Yes - Published # 1,350
ITRC20160802-21 Cefalu Eye-Tech of Green, Inc. OH Medical/Healthcare Yes - Published # 850
ITRC20160802-20 Sunshine State Health Plan, Inc. FL Medical/Healthcare Yes - Published # 1,479
ITRC20160802-19 Caring for Women, P.A. TX Medical/Healthcare Yes - Published # 697
ITRC20160802-18 Greenville Health System (Carolina Cardiology) / Ambu DE Medical/Healthcare Yes - Published # 2,500
ITRC20160802-17 Premier Family Care / Mario M. Gross M.D. X Medical/Healthcare Yes - Published # 1,326
ITRC20160802-16 StarCare Specialty Health System X Medical/Healthcare Yes - Published # 2,900
ITRC20160802-14 Midwest Orthopedics Group MO Medical/Healthcare Yes - Published # 29,153
ITRC20160802-13 Athens Orthopedic Clinic GA Medical/Healthcare Yes - Published # 201,000
ITRC20160802-12 Memorial Hermann X Medical/Healthcare Yes - Published # 12,061
ITRC20160802-11 Lifewellness Institute / Bizmatics CA Medical/Healthcare Yes - Published # 2,473
ITRC20160802-10 Jefferson Medical Associates MS Medical/Healthcare Yes - Published # 10,401
ITRC20160802-09 Prosthetic & Orthotic Care MO Medical/Healthcare Yes - Published # 23,015
ITRC20160802-08 Crozer-Keystone Health System / Center for Minimally | PA Medical/Healthcare Yes - Published # 900
ITRC20160802-06 University of Arkansas for Medical Sciences AR Medical/Healthcare Yes - Published # 42
ITRC20160802-04 Access Health Care Physicians FL Medical/Healthcare Yes - Published # 2,500
ITRC20160802-03 Blaine Chiropractic Center MN Medical/Healthcare Yes - Published # 1,945
ITRC20160802-02 American Family Care AL Medical/Healthcare Yes - Published # 7,200
ITRC20160802-01 Central Ohio Urology Group OH Medical/Healthcare Yes - Published # 300,000
ITRC20160722-02 College Hill Health Center WYy Medical/Healthcare Yes - Unknown # Unknown
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ITRC20160722-01 Sunbury Plaza Dental OH
ITRC20160719-14 Health Incent, LLC TN
ITRC20160719-13 Lasair Aesthetic Health, P.C. CO
ITRC20160719-09 Providence Health & Services OR
ITRC20160719-02 Kaiser Permanente Northern California CA
ITRC20160712-09 Arkansas Spine and Pain / Bizmatics AR
ITRC20160712-08 My Pediatrician, PA / Bizmatics FL
ITRC20160712-07 North Ottawa Medical Group / Bizmatics Ml
ITRC20160712-06 Laser & Dermatologic Surgery Center MO
ITRC20160712-05 Midland Women's Clinic / Mario M. Gross, M.D. X
ITRC20160712-04 Uncommon Care, P.A./ Bizmatics NC
ITRC20160712-02 Ambulatory Surgery Center at St. Mary PA
ITRC20160711-04 Midland Memorial Hospital / Mario M. Gross, M.D. X
ITRC20160711-02 PruittHealth Hospice - Beaufort GA
ITRC20160705-07 Allergy, Asthma & Immunology of the Rockies (6{0)
ITRC20160705-06 Office of Linda J. White, DDS, PC VA
ITRC20160705-02 Massachusetts General Hospital / Patterson Dental Su MA
ITRC20160705-01 Planned Parenthood of the Heartland 1A
ITRC20160628-03 Riverside Health System VA
ITRC20160627-01 Dignity Health / Mercy Medical Center Redding CA
ITRC20160624-01 Saints Mary and Elizabeth Hospital KY
ITRC20160621-02 Massachusetts Eye and Ear Infirmary, Inc. MA
ITRC20160620-08 Vein Doctor / Bizmatics MO
ITRC20160620-07 Grace Primary Care, PC / Bizmatics TN
ITRC20160620-04 Wal-Mart AR
ITRC20160620-03 ENT and Allergy Center / BizMatics AR
ITRC20160620-02 Hamilton General Hospital TX
ITRC20160614-14 ARIAD Pharmaceuticals MA
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ITRC20160614-12 Allen Dell, PA FL
ITRC20160614-06 Vincent Vein Center Grand Junction / Bizmatics CcO
ITRC20160614-01 Momentum for Mental Health CA
ITRC20160607-11 Northwest Oncology & Hematology, S.C. IL
ITRC20160607-10 Edwin Shaw Rehabilitation OH
ITRC20160607-09 AFLAC GA
ITRC20160607-08 Orchid MPS Holdings, LLC / Welfare Benefit Plan MI
ITRC20160607-03 University of New Mexico Hospital NM
ITRC20160607-02 Loyola University Medical Center IL
ITRC20160606-01 ProMedica / Herrick Hospital Ml
ITRC20160601-10 Keystone Rural Health Consortia PA
ITRC20160601-08 California Health & Longevity Institute / Bizmatics CA
ITRC20160601-07 Integrated Health Solutions / Bizmatics PA
ITRC20160601-03 Stamford Podiatry Group / Bizmatics CT
ITRC20160601-01 Verity Health System OR
ITRC20160531-08 Kline Galland / Caroline Kline Galland Home / Galland WA
ITRC20160531-04 Emergency Medicine Associates (Carondelet) AZ
ITRC20160531-03 Tallahassee Memorial Healthcare, Inc. FL
ITRC20160531-02 Surgical Care Affiliates AL
ITRC20160531-01 Associates in EyeCare, PSC KY
ITRC20160524-18 UnitedHealth Group Single Affiliated Covered Entity (S MN
ITRC20160524-17 Southeast Eye Institute, PA dba Associates of Pinellas FL
ITRC20160524-16 Lafayette Pain Care PC / Bizmatics IN
ITRC20160524-15 Family Medicine of Weston / Bizmatics FL
ITRC20160524-14 Employee Benefits Division AR
ITRC20160524-13 Coordinated Health Mutual, Inc. OH
ITRC20160524-11 Comanche County Memorial Hospital / Memorial Medic OK
ITRC20160524-05 Berkeley Endocrine Clinic CA
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ITRC20160524-03 Complete Chiropractic and Bodywork Therapies MI
ITRC20160517-01 Zocdoc, Inc. NY
ITRC20160516-05 Imperial Valley Family Care Medical Group CA
ITRC20160516-04 PruittHealth Home Health - Low Country SC
ITRC20160512-06 Medical Colleagues of Texas TX
ITRC20160512-05 Children's National Health System / Ascend Healthcare DC
ITRC20160512-04 UnityPoint Health / Allen Hospital 1A
ITRC20160512-03 Office of Mark Anthony Quintero, MD, LLC / Bizmatics FL
ITRC20160512-02 Florida Medical Clinic, PA / Greenway Health FL
ITRC20160510-09 National Counseling Group VA
ITRC20160510-06 Family & Children's Services of Mid Michigan, Inc. MI
ITRC20160510-05 Northstar Healthcare Acquisitions LLC / Equalize Reve X
ITRC20160510-04 Managed Health Services IN
ITRC20160510-03 Mayfield Clinic of Cincinnati OH
ITRC20160505-05 Saint Agnes Medical Center CA
ITRC20160503-16 Smith & Nephew PLC (Blue Belt Technologies) MN
ITRC20160503-06 Florida Hospital Medical Group FL
ITRC20160503-03 EqualizeRCM Services X
ITRC20160429-08 Vail Valley CoO
ITRC20160426-12 Seven Hills Foundation MA
ITRC20160426-10 Mountain Park Health Center AZ
ITRC20160426-02 Akron General Edwin Shaw Rehabilitation OH
ITRC20160425-05 Kaiser Permanente - Inland Empire CA
ITRC20160425-03 RMA Medical Centers of Florida FL
ITRC20160425-02 Sacred Heart Health System, Inc. FL
ITRC20160425-01 American Fidelity Assurance Company OK
ITRC20160421-12 Wyoming Medical Center wy
ITRC20160421-09 Vibrant Body Wellness CA
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ITRC20160421-08 Sisters of Charity of Leavenworth Health System Healt Co Medical/Healthcare Yes - Published # 540
ITRC20160421-07 BioReference Laboratories, Inc. NJ Medical/Healthcare Yes - Published # 3,563
ITRC20160421-06 Target Corporation Health Plan MN Medical/Healthcare Yes - Published # 719
ITRC20160421-04 United Community & Family Services CT Medical/Healthcare Yes - Published # 1,000
ITRC20160421-02 Lake Pulmonary Critical PA FL Medical/Healthcare Yes - Published # 648
ITRC20160420-04 Clinton Health Access Initiative MA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160420-03 Convey Health Solutions FL Medical/Healthcare Yes - Unknown # Unknown
ITRC20160420-01 Pain Treatment Centers of America/ Interventional Sur AR Medical/Healthcare Yes - Published # 19,397
ITRC20160419-03 CVS Alabama Pharmacy AL Medical/Healthcare Yes - Unknown # Unknown
ITRC20160418-11 Management Health Systems, Inc. dba MedPro Healthc FL Medical/Healthcare Yes - Unknown # Unknown
ITRC20160418-07 Atique Orthodontics X Medical/Healthcare Yes - Unknown # Unknown
ITRC20160411-01 OptumRx MN Medical/Healthcare Yes - Published # 6,229
ITRC20160408-03 Einstein Health Network PA Medical/Healthcare Yes - Published # 2,939
ITRC20160406-05 Lindsay House Surgery Center NY Medical/Healthcare Yes - Published # 773
ITRC20160406-04 Excel Plus Home Health, Inc. X Medical/Healthcare Yes - Published # 524
ITRC20160405-13 Indian Health Service / Norther Navajo Medical Center NM Medical/Healthcare Yes - Published # 7,421
ITRC20160405-12 Kings Daughters Health IN Medical/Healthcare Yes - Unknown # Unknown
ITRC20160405-11 Alvarado Hospital Medical Center / Prime Healthcare CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160405-07 IASIS Healthcare TN Medical/Healthcare Yes - Published # 18,273
ITRC20160405-05 Morton Medical Center PLLC WA Medical/Healthcare Yes - Published # 3,000
ITRC20160405-04 Aurora Health Care, Inc. Wi Medical/Healthcare Yes - Published # 869
ITRC20160405-03 Pointe Medical Services, Inc. FL Medical/Healthcare Yes - Published # 2,000
ITRC20160405-02 Metropolitan Jewish Health System, Inc. NY Medical/Healthcare Yes - Published # 2,483
ITRC20160404-09 Val Verde Regional Medical Center X Medical/Healthcare Yes - Published # 2,000
ITRC20160404-08 Cardiology Associates of Jonesboro, Inc. AR Medical/Healthcare Yes - Published # 1,669
ITRC20160404-07 Group Life Hospital and Medical Program CT Medical/Healthcare Yes - Published # 3,000
ITRC20160404-06 Ecolab Health and Welfare Benefits Plan MN Medical/Healthcare Yes - Published # 1,550
ITRC20160404-05 Bozeman Health Deaconness Hospital MT Medical/Healthcare Yes - Published # 1,124

Copyright 2016 Identity Theft Resource Center

Page 33 of 37



TN,
rris\. 1

Identity Theft R C N IDT91
DENTITY THEFT entit ett Resource Center 7 ik
RESOURCE CENTER 2016 Data Breach Stats
How is this report produced? What are the rules? See last page of report for details. Report Date:  12/13/2016
ITRC20160404-03 MedStar Health DC Medical/Healthcare Yes - Unknown # Unknown
ITRC20160404-02 Blue Chip Dental M Medical/Healthcare Yes - Published # 2,200
ITRC20160329-07 Northgate Medical MA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160329-04 Mind Springs Health CcO Medical/Healthcare Yes - Published # 2,147
ITRC20160329-03 Walgreen Co. IL Medical/Healthcare Yes - Published # 880
ITRC20160329-02 Office of W. Christopher Bryant DDS Mi Medical/Healthcare Yes - Published # 2,200
ITRC20160329-01 Hospital for Special Surgery NY Medical/Healthcare Yes - Published # 647
ITRC20160328-02 Mercy lowa City / Mercy Clinics IN Medical/Healthcare Yes - Published # 15,625
ITRC20160324-02 Kids Dental Care CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160324-01 JASACare NY Medical/Healthcare Yes - Published # 1,154
ITRC20160323-01 CareCentrix CT Medical/Healthcare Yes - Unknown # Unknown
ITRC20160322-06 eClinical Works, LLC MA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160322-05 Complete Family Foot Care / Bizmatics NE Medical/Healthcare Yes - Published # 5,883
ITRC20160322-04 Illinois Valley Podiatry Group / Bizmatics IL Medical/Healthcare Yes - Published # 26,588
ITRC20160322-03 Grand Street Medical Associates NY Medical/Healthcare Yes - Unknown # Unknown
ITRC20160321-05 Lakewood Hills Internal Medicine / Felicia Lewis, MD X Medical/Healthcare Yes - Published # 1,500
ITRC20160321-04 Locust Fork Pharmacy AL Medical/Healthcare Yes - Published # 5,000
ITRC20160321-03 Virtua Medical Group NJ Medical/Healthcare Yes - Published # 1,654
ITRC20160321-02 Office of Elliot J. Martin Chiropractic, PC NY Medical/Healthcare Yes - Published # 1,200
ITRC20160321-01 Centers Plan for Healthy Living NY Medical/Healthcare Yes - Published # 6,893
ITRC20160315-10 Endologix CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160315-09 University Hospitals Geauga Medical Center OH Medical/Healthcare Yes - Published # 677
ITRC20160315-07 Karmanos Cancer Center Mi Medical/Healthcare Yes - Published # 2,808
ITRC20160308-02 Blue Cross Blue Shield - South Carolina SC Medical/Healthcare Yes - Published # 998
ITRC20160308-01 Premier Healthcare IN Medical/Healthcare Yes - Published # 205,748
ITRC20160307-06 City of Hope Hospital CA Medical/Healthcare Yes - Published # 1,024
ITRC20160307-04 21st Century Oncology FL Medical/Healthcare Yes - Published # 2,213,597
ITRC20160307-03 Freeport Memorial Hospital y Medical/Healthcare Yes - Published # 1,349
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ITRC20160307-02 Roark's Pharmacy TN Medical/Healthcare Yes - Published # 2,393
ITRC20160307-01 Public Health Trust of Miami-Dade, FL FL Medical/Healthcare Yes - Published # 24,188
ITRC20160303-06 Wal-Mart Stores, Inc. (Pharmacy) AR Medical/Healthcare Yes - Published # 4,800
ITRC20160303-05 Nintendo Health Plan / Premera WA Medical/Healthcare Yes - Published # 6,248
ITRC20160303-04 Main Line Health PA Medical/Healthcare Yes - Published # 11,000
ITRC20160303-03 Eye Institute of Corpus Christi / Dr. Ravi Krishnan TX Medical/Healthcare Yes - Published # 43,961
ITRC20160301-05 FHN Memorial Hospital IL Medical/Healthcare Yes - Unknown # Unknown
ITRC20160301-01 BJC Healthcare ACO, LLC MO Medical/Healthcare Yes - Published # 2,393
ITRC20160229-01 Vancouver Radiologists WA Medical/Healthcare Yes - Published # 603
ITRC20160226-04 Valley Hope Association KS Medical/Healthcare Yes - Published # 52.076
ITRC20160225-02 Bay Area Chiropractic Center OR Medical/Healthcare Yes - Unknown # Unknown
ITRC20160225-01 York Hospital ME Medical/Healthcare Yes - Published # 1,400
ITRC20160223-02 United Medical / Lincare Inc. FL Medical/Healthcare Yes - Published # 278
ITRC20160223-01 Saint Joseph's Healthcare System NJ Medical/Healthcare Yes - Published # 5,924
ITRC20160222-03 Rite Aid Store #01617 NY Medical/Healthcare Yes - Published # 976
ITRC20160222-02 DatasStat, Inc. Mi Medical/Healthcare Yes - Published # 552
ITRC20160218-02 Shire Human Genetic Therapies MA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160216-04 Vidant Health NC Medical/Healthcare Yes - Published # 897
ITRC20160216-02 Magnolia Health Corporation CA Medical/Healthcare Yes - Unknown # Unknown
ITRC20160211-04 Jackson Health System FL Medical/Healthcare Yes - Published # 24,188
ITRC20160210-01 Washington State Health Authority (HCA) / Medicaid WA Medical/Healthcare Yes - Published # 91,187
ITRC20160209-02 Seim Johnson, LLP NE Medical/Healthcare Yes - Published # 30,972
ITRC20160205-01 Borgess Rheumatology Mi Medical/Healthcare Yes - Published # 700
ITRC20160204-01 Medicap Pharmacy 1A Medical/Healthcare Yes - Published # 2,300
ITRC20160202-03 Crown Point Health Center IN Medical/Healthcare Yes - Published # 1,854
ITRC20160202-02 Hawaii Medical Service Association HI Medical/Healthcare Yes - Published # 10,179
ITRC20160201-11 Louisiana Healthcare Connections LA Medical/Healthcare Yes - Published # 13,086
ITRC20160201-10 Wayne Memorial Hospital PA Medical/Healthcare Yes - Published # 390
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Totals for All Categories : # of Breaches: 980 # of Records: 35,233,317

% of Breaches: 100.0 %of Records: 100.0%
2016 Breaches Identified by the ITRC as of: 12/13/2016 Total Breaches: 980

Records Exposed: 35,233,317

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted otherwise, each
report includes breachs that occurred in the year of the report name (such as "2015 Breach List"), or became public in the report name
year, but were not public in the previous year. Each item must be previously published by a credible source, such as Attorney
General's website, TV, radio, press, etc. The item will not be included at all if ITRC is not certain that the source is real and credible.
We include in each item a link or source of the article, and the information presented by that article. Many times, we have attributions
from a multitude of media sources and media outlets. ITRC sticks to the facts as reported, and does not add or subtract from the
previously published information. When the number of exposed records is not reported, we note that fact. Note: For data breach
incidents involving only emails, user names, and/or passwords, the number of records are not included in the overall total number of
records.

What is a breach? A breach is defined as an event in which an individual's name plus Social Security Number (SSN), driver’s license
number, medical record, or a financial record/credit/debit card is potentially put at risk — either in electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

‘ . IDT911 The ITRC would like to thank IDT911 for its financial support of the ITRC Breach Report, ITRC
Breach Stats Report and all supplemental breach reports.
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