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Category: Banking/Credit/Financial

Exposed #
ITRC Breach ID Company or Agency State Records Exposed? of Records
ITRC20180904-01 Fiserv, Inc. WI Yes - Unknown # Unknown
ITRC20180824-10 Cain Watters & Associates X Yes - Unknown # Unknown
ITRC20180824-05 Bank of the West CA Yes - Unknown # Unknown
ITRC20180822-02 American Eagle Credit Union MO Yes - Unknown # Unknown
ITRC20180813-05 J.E. Sandifer Financial Consultants, Inc. AL Yes - Unknown # Unknown
ITRC20180813-03 JPMorgan Chase Bank CA Yes - Unknown # Unknown
ITRC20180803-03 TCM Bank subsidiary of ICBA Bancard Inc., FL Yes - Unknown # Unknown

Totals for Category: Banking/Credit/Financial # of Breaches: 7 # of Records: 0
% of Breaches: 10.8 %of Records: 0.0%

Category: Business

Exposed #
ITRC Breach ID Company or Agency State Records Exposed? of Records
ITRC20180905-24 Whitmer & Company CPA's, LLP OH Yes - Unknown # Unknown
ITRC20180905-22 Williams-Sonoma, Inc. CA Yes - Unknown # Unknown
ITRC20180905-21 SureFire Internet Security CA Yes - Unknown # Unknown
ITRC20180905-20 Sierra Nevada Brewing Co. CA Yes - Unknown # Unknown
ITRC20180905-19 REEB Millwork Corporation CA Yes - Unknown # Unknown
ITRC20180905-18 LA Fashion Enterprise LTD us Yes - Unknown # Unknown
ITRC20180905-16 LILLEbaby co Yes - Unknown # Unknown
ITRC20180905-15 Richard Owen Nursery, Inc. dba Dutch Gardens USA IL Yes - Unknown # Unknown
ITRC20180905-14 Cortland Partners GA Yes - Unknown # Unknown
ITRC20180905-02 Family Orbit CA Yes - Unknown # Unknown
ITRC20180828-03 CoreLink Administrative Solutions, LLC ND Yes - Published # 1,813
ITRC20180828-02 CoreSource, Inc. IL Yes - Published # 769
ITRC20180824-15 Delicato Vineyards "Delicato" CA Yes - Unknown # Unknown
ITRC20180824-12 Chapman & Chapman, Inc. OH Yes - Published # 2,032
ITRC20180824-11 Munro and Company, Inc. "Munro" AR Yes - Unknown # Unknown
ITRC20180824-09 OMNIA Partners, Inc. TN Yes - Unknown # Unknown
ITRC20180824-08 Mondelez Global IL Yes - Unknown # Unknown
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ITRC20180824-07 Lasula us Yes - Unknown # Unknown
ITRC20180824-06 American Institute of Aeronautics and Astronautics "AIAA" VA Yes - Unknown # Unknown
ITRC20180824-03 Sitter.app Cco Yes - Published # 93,000
ITRC20180824-02 Cheddar's Scratch Kitchen X Yes - Published # 567,000
ITRC20180824-01 T-Mobile WA Yes - Published # 2,000,000
ITRC20180821-03 Animoto NY Yes - Unknown # Unknown
ITRC20180814-10 MyFHA MA Yes - Published # 972,629
ITRC20180814-08 Lanwar KY Yes - Published # 45,120
ITRC20180814-06 Gallagher Bassett Services, Inc. CA Yes - Published # 1,294
ITRC20180813-08 Our Honeymoon Wishes, Inc. CA Yes - Published # 1
ITRC20180813-07 North American Power & Gas, LLC "NAP" CT Yes - Unknown # Unknown
ITRC20180813-06 Manduka CA Yes - Unknown # Unknown
ITRC20180813-04 Hasbro, Inc. CA Yes - Unknown # Unknown
ITRC20180808-02 Colorado Bankers Life Insurance Company "CBLife" CO Yes - Unknown # Unknown
ITRC20180803-02 mention - third-party us Yes - Unknown # Unknown
ITRC20180801-02 Reddit us Yes - Unknown # Unknown
Totals for Category: Business # of Breaches: 33 # of Records: 3,683,658
% of Breaches: 50.8 %of Records: 69.0%
Category: Educational
Exposed #
ITRC Breach ID Company or Agency State Records Exposed? of Records
ITRC20180824-14 Dallas County Community College District X Yes - Unknown # Unknown
ITRC20180822-05 Tulsa Public Schools OK Yes - Unknown # Unknown
ITRC20180820-02 Eastern Maine Community College ME Yes - Published # 42.000
ITRC20180814-02 Norfolk Public Schools VA Yes - Unknown # Unknown
Totals for Category: Educational # of Breaches: 4 # of Records: 42,000
% of Breaches: 6.2% %of Records: 0.8%
Category: Government/Military Exposed #
ITRC Breach ID Company or Agency State Records Exposed? of Records
ITRC20180905-23 Recruitmilitary.com OH Yes - Published # 850,729
ITRC20180904-02 New Mexico Department of Health NM Yes - Unknown # Unknown
ITRC20180821-02 Bossier City LA Yes - Unknown # Unknown
ITRC20180820-01 City of Morgan Hill CA Yes - Published # 480
ITRC20180814-01 Davidson County Criminal Court Clerk TN Yes - Unknown # Unknown
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ITRC20180813-01 Adams County computer network and system Wi Yes - Published # 258,120

Totals for Category: Government/Military # of Breaches: 6 # of Records: 1,109,329
% of Breaches: 9.2% %of Records: 20.8%
Category: Medical/Healthcare
Exposed #
ITRC Breach ID Company or Agency State Records Exposed? of Records
ITRC20180831-02 Boston Health Care for the Homeless Program (BHCHP) MA Yes - Unknown # Unknown
ITRC20180831-01 Family Medical Group Northeast PC OR Yes - Published # 2,077
ITRC20180830-01 Missouri Care - A WellCare Company MO Yes - Published # 19,570
ITRC20180828-07 Monroe Operations, LLC d/b/a Newport Academy and Center for Families TN Yes - Published # 1,165
ITRC20180828-05 Wells Pharmacy Network FL Yes - Published # 10,000
ITRC20180828-04 Anne Arundel Dermatology, P.A. MD Yes - Published # 1,310
ITRC20180828-01 Kaiser Foundation Health Plan of Colorado Cco Yes - Published # 900
ITRC20180824-16 Health Management Concepts, Inc. FL Yes - Unknown # Unknown
ITRC20180824-13 ChoiceOne Urgent Care "ChoiceOne" MD Yes - Unknown # Unknown
ITRC20180824-04 Authentic Recovery, LLC OH Yes - Published # 1,790
ITRC20180822-04 Central Colorado Dermatology, P.C. CoO Yes - Published # 4,065
ITRC20180822-03 Gordon Schanzlin New Vision Institute CA Yes - Published # 9,351
ITRC20180822-01 Legacy Health OR Yes - Published # 38,000
ITRC20180821-01 Augusta University Health GA Yes - Published # 417,000
ITRC20180814-03 Canyon Road Chiropractic & Massage OR Yes - Unknown # Unknown
Totals for Category: Medical/Healthcare # of Breaches: 15 # of Records: 505,228
% of Breaches: 23.1 %of Records: 9.5%
Totals for All Categories : # of Breaches: 65 # of Records: 5,340,215
% of Breaches: 100.0 %of Records: 100.0%
Monthly Breaches as of: 9/5/2018 Total Breaches: 65

Records Exposed: 5,340,215

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as
identified by our current process, is considered public when one of these occur:

1) Published by a credible source (sources include Offices of the Attorney General and established media — TV news, radio,
newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings. If the
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

v The ITRC would like to thank CYBERSCOUT for its financial support of the ITRC Breach Report,
CYBER ITRC Breach Stats Report and all supplemental breach reports.
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