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ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-13  Plant Therapy (7/20/2018) ID 9/12/2018 Business Yes - Unknown # Unknown
Attribution 1 Publication: ago.vermont.gov Author:
Article Title:
Article URL: http://ago.vermont.gov/blog/2018/09/20/2018-09-20-plant-therapy-notice-of-data-security-incident-to-consumers/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-12  Garretson Resolution Group, Inc. "GRG" OH 9/19/2018 Medical/Healthcare Yes - Unknown # Unknown
Attribution1  Publication: ago.vermont.gov Author:
Article Title:
Article URL: http://ago.vermont.qov/blog/2018/09/19/garretson-resolution-group-inc-email-phishing-incident-notice-to-consumers/

ITRC Breach ID

Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20181001-11 Roadrunner Transportation Systems, Inc. IL 9/10/2018 Business Yes - Unknown # Unknown
Attribution 1 Publication:  doj.nh.gov Author:
Article Title:  Re: Notice of Data Event
Article URL: https://www.doj.nh.qgov/consumer/security-breaches/documents/roadrunner-20180914.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-10 REDICO Management, Inc. Mi 9/19/2018 Business Yes - Unknown # Unknown
Attribution1  Publication: doj.nh.gov Author:
Article Title: Re: Notice of Data Event
Article URL:  https://lwww.doj.nh.gov/consumer/security-breaches/documents/redico-20180924.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-09  Protravel International LLC CA 9/20/2018 Business Yes - Unknown # Unknown
Attribution 1 Publication:  doj.nh.gov Author:
Article Title:
Article URL: https://www.doj.nh.qgov/consumer/security-breaches/documents/protravel-20180924.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-08 Med-A-Vision, Inc. ME 9/18/2018 Medical/Healthcare Yes - Unknown # Unknown
Attribution1  Publication: doj.nh.gov Author:
Article Title:  Re: Notification of Security Breach: Med-A-Vision, Inc.
Article URL: https://www.doj.nh.qov/consumer/security-breaches/documents/med-a-vision-20180918.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20181001-07

Mechanical Construction Services, Inc. AR 9/4/2018 Business Yes - Unknown # Unknown
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Author:

Attribution 1 Publication:  doj.nh.gov

Article Title:
https://www.doj.nh.gov/consumer/security-breaches/documents/mechanical-construction-20180904.pdf

Article URL:

Records Exposed? Records Reported

ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20181001-06 BeiGene MA 9/21/2018 Medical/Healthcare Yes - Unknown # Unknown
Author:

Attribution 1

Publication:  doj.nh.gov

Article Title: Notice of Data Breach
https://www.doj.nh.qov/consumer/security-breaches/documents/beigene-20180921.pdf

Article URL:
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20181001-05 YRC Worldwide "YRC" CA 9/21/2018 Business Yes - Unknown # Unknown
Author:

Attribution 1

Publication: oag.ca.gov
Article Title: Re: Notice of Data Breach
Article URL: https://oag.ca.qgov/system/files/California_4%20%28revised%29 1.pdf

Records Exposed? Records Reported

State Published Date Breach Category

Company or Agency
Yes - Unknown # Unknown

ITRC Breach ID
ITRC20181001-04

Attribution 1

The Wine House CA 9/21/2018 Business

Publication: oag.ca.gov Author:

Article Title: Notice of Data Breach
Article URL: https://loag.ca.gov/system/files/ID%20Experts%20Breach%20Notification%20Letter%20FINAL 0.pdf

Records Exposed? Records Reported

ITRC Breach ID

State Published Date Breach Category

Company or Agency
Unknown

ITRC20181001-03

Attribution 1

Travis Credit Union CA 9/18/2018 Banking/Credit/Financial ~ Yes - Unknown #

Publication: oag.ca.gov Author:

Article Title: Notice of Data Breach
Article URL: https://oag.ca.gov/system/files/Notice%200f%20breach%20-%20CA%20AG 0.pdf

Records Exposed? Records Reported

ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20181001-02  Aflac GA 9/28/2018 Business Yes - Unknown # Unknown
Author:

Attribution1  Publication: oag.ca.gov

RE: Inadvertent Disclosure - Possible access to Office 365 email accounts of some sales agents

Article Title:
Article URL: https://oag.ca.qov/system/files/CALIFORNIA%20HIPPA%20%26%20CM%200NLY 0.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported
ITRC20181001-01 Quest Nutrition CA 9/28/2018 Business Yes - Unknown # Unknown
Author:

Attribution

1 Publication: oag.ca.gov
Article Title: Notice of Data Breach
Article URL: https://oag.ca.qov/system/files/Sample%20Notice 25.pdf

Copyright 2018 Identity Theft Resource Center
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ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180928-02  Attorney Matt Rovner Computer Systems WA 9/26/2018 Business Yes - Published # 73
Attribution 1 Publication:  classifieds.seattletimes.com Author:

Article Title: Notice of Data Breach
Article URL: http://classifieds.seattletimes.com/wallegals/notice-of-data-breach/AC1E05BC169ca027169MCFF818EB

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180928-01 Facebook CA 9/28/2018 Business Yes - Unknown # Unknown
Attribution1  Publication: newsroom.fb.com Author:

Article Title:  Security Update
Article URL: https://newsroom.fb.com/news/2018/09/security-update/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20180927-06 Simonian Sports Medicine Clinic, A Medical CA 9/10/2018 Medical/Healthcare Yes - Published # 1,541
Corporation

Attribution 1 Publication: ocrportal.hhs.gov Author:
Article Title:
Article URL: https://locrportal.hhs.gov/ocr/breach/breach report.jsf

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported

ITRC20180927-05 Personal Assistance Services of Colorado CoO 9/20/2018 Medical/Healthcare Yes - Published # 1,839
LLC ("PASCO")

Attribution 1 Publication: prnewswire.com Author:
Article Title: Personal Assistance Services of Colorado Provides Notice of Data Incident
Article URL: https://www.prnewswire.com/news-releases/personal-assistance-services-of-colorado-provides-notice-of-data-inciden

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180927-04 Real Estate Mogul FL 9/24/2018 Business Yes - Unknown # Unknown
Attribution 1 Publication: haveibeenpwned.com Author:
Article Title:

Article URL: https://haveibeenpwned.com/PwnedWebsites - RealEstateMogul

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180927-03  United Nations NY 9/24/2018 Government/Military Yes - Unknown # Unknown
Attribution1  Publication: scmagazine.com Author: Doug Olenick

Article Title:  United Nations data found exposed on web: researcher
Article URL: https://www.scmagazine.com/home/news/united-nations-data-found-exposed-on-web-researcher/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20180927-02 Claxton-Hepburn Medical Center NY 9/26/2018 Medical/Healthcare Yes - Unknown # Unknown

Copyright 2018 Identity Theft Resource Center
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Attribution 1 Publication:  northcountrynow.com Author:
Article Title:  Ogdensburg hospital terminates employees following breaches of patient information; says police not involved
Article URL:  http://www.northcountrynow.com/news/ogdensburg-hospital-terminates-employees-following-breaches-patient-inform
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
TN 9/25/2018 Medical/Healthcare Yes - Unknown # Unknown

ITRC20180927-01 Aspire Health

Attribution1  Publication: hipaajournal.com

Author:
Protected Health Information Stolen in Aspire Health Phishing Attack

Article Title:
Article URL: https://www.hipaajournal.com/protected-health-information-stolen-in-aspire-health-phishing-attack/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
CA 9/25/2018 Business Yes - Unknown # Unknown

ITRC20180926-01 Chegg

Attribution 1

Publication:  zdnet.com Author:
Chegg to reset passwords for 40 million users after April 2018 hack

Article Title:
Article URL: https://www.zdnet.com/article/chegg-to-reset-passwords-for-40-million-users-after-april-2018-hack/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180924-01 SHEIN (US) NJ 9/21/2018 Business Yes - Unknown # Unknown
Author:

Attribution 1

Publication: prnewswire.com

Article Title: SHEIN Notifies Customers Who May Have Been Affected By Data Breach
Article URL: https://lwww.prnewswire.com/news-releases/shein-notifies-customers-who-may-have-been-affected-by-data-breach-30
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
CA 9/10/2018 Business Yes - Unknown # Unknown

ITRC20180921-13

Attribution 1

ELS Language Services, Inc.

Publication: oag.ca.gov Author:

Article Title: Notice of Data Breach
Article URL: https://loag.ca.gov/system/files/ELS%20Language%20Services%2C%20Inc. 0.PDF

ITRC Breach ID

State Published Date Breach Category Records Exposed?  Records Reported

Company or Agency
Yes - Unknown # Unknown

ITRC20180921-12

Attribution 1

Tech Rabbit NJ 9/19/2018 Business

Publication: oag.ca.gov Author:

Article Title: RE: Incident Notification
Article URL: https://oag.ca.qov/system/files/Tech%20Rabbit%20LLC%20Sample%20Notice%200f%20Security%20Incident 1.pdf

Records Exposed? Records Reported

ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180921-11  The Affiliated Group "TAG" MN 9/19/2018 Business Yes - Unknown # Unknown
Author:

Attribution 1 Publication: oag.ca.gov

Article Title: Re: Notice of Data Breach
Article URL: https://oaq.ca.qov/system/files/TAG%20-%20Notice%200f%20Data%20Event%20-%20Exhibit%201%20-%20CA 0.pdf

Copyright 2018 Identity Theft Resource Center
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ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180921-10 Blood Systems AZ 9/20/2018 Medical/Healthcare Yes - Unknown # Unknown
Attribution 1 Publication: oag.ca.gov Author:
Article Title: Re: Notice of Data Breach
Article URL:  https://oag.ca.gov/system/files/Blood%20Systems%2C%20Inc.%20Data%20Breach%20Donor%20Notice%20Letter %2
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180921-09  Title Nine CA 9/7/2018 Business Yes - Unknown # Unknown
Attribution1  Publication: doj.nh.gov Author:
Article Title:  Re: Incident Notification
Article URL:
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported
ITRC20180921-08  Sanibel Captiva Trust Company FL 9/6/2018 Banking/Credit/Financial ~ Yes - Unknown # Unknown
Attribution 1 Publication:  doj.nh.gov Author:
Article Title:  Re: Data Incident Notification
Article URL: https://www.doj.nh.gov/consumer/security-breaches/documents/sanibel-captive-trust-20180910.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180921-07 Nardella & Taylor, LLP MA 9/7/2018 Business Yes - Unknown # Unknown
Attribution1  Publication: doj.nh.gov Author:
Article Title: Re: Data Security Incident
Article URL:  https://www.doj.nh.gov/consumer/security-breaches/documents/nardella-taylor-20180910.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180921-06 KYOCERA Document Solutions New MA 9/6/2018 Business Yes - Unknown # Unknown
England, Inc.
Attribution 1 Publication:  doj.nh.gov Author:
Article Title:
Article URL: https://www.doj.nh.qov/consumer/security-breaches/documents/kyocera-document-solutions-20180910.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180921-05 Legacy Properties CA 9/12/2018 Business Yes - Unknown # Unknown
Attribution 1 Publication:  dojmt.gov Author:
Article Title:
Article URL: https://dojmt.qov/wp-content/uploads/Legacy-Properties.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20180921-01

Peaceful Valley Farm Supply CT 9/11/2018 Business Yes - Unknown # Unknown

Copyright 2018 Identity Theft Resource Center



TN
rris\.

Identity Theft Resource Center Q CYBER

Page 6 of 10

Records Exposed?

Records Reported

Yes - Published #

3,200

Records Exposed?

Records Reported

Yes - Published #

565

Records Exposed?

Records Reported

Yes - Published #

1,494

Records Exposed?

Records Reported

Yes - Published #

1,776

Records Exposed?

Records Reported

Yes - Published #

500

IDENTITY THEFT Monthly Breach Report: September 2018
RESOURCE CENTER
Attribution 1 Publication: oag.ca.gov Author:
Article Title: Notice of a Data Breach
Article URL: https://oag.ca.gov/system/files/Notification%20Letter 2.pdf
ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180920-09 J.A. Stokes Ltd. NV 9/5/2018 Medical/Healthcare
Attribution1  Publication: ocrportal.hhs.gov Author:
Article Title:
Article URL: https://ocrportal.hhs.gov/ocr/breach/breach report.jsf
ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180920-08 Catholic Charities Neighborhood Services, NY 9/7/2018 Medical/Healthcare
Inc.
Attribution1  Publication: ocrportal.hhs.gov Author:
Article Title:
Article URL: https://ocrportal.hhs.gov/ocr/breach/breach report.jsf
ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180920-07 Rockdale Blackhawk, LLC d/b/a Little River TX 9/7/2018 Medical/Healthcare
Healthcare
Attribution1  Publication: ocrportal.hhs.gov Author:
Article Title:
Article URL: https://ocrportal.hhs.gov/ocr/breach/breach report.jsf
ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180920-06 TMC HealthCare AZ 9/7/2018 Medical/Healthcare
Attribution 1 Publication: databreaches.net Author:
Article Title:  AZ: Files containing patient info left unsecured at TMC HealthCare property
Article URL: https://lwww.databreaches.net/az-files-containing-patient-info-left-unsecured-at-tmc-healthcare-property/
ITRC Breach ID Company or Agency State Published Date Breach Category
ITRC20180920-05 Leominster Dermatology LLP MA 9/13/2018 Medical/Healthcare
Attribution1  Publication: ocrportal.hhs.gov Author:
Article Title:
Article URL: https://locrportal.hhs.gov/ocr/breach/breach report.jsf

ITRC Breach ID

Company or Agency State Published Date

Breach Category

Records Exposed?

Records Reported

ITRC20180920-04

Attribution 1

Pulse Systems, Inc. KS 9/19/2018
Publication:  ocrportal.hhs.gov Author:

Article Title:

Article URL: https://locrportal.hhs.gov/ocr/breach/breach report.jsf

Medical/Healthcare

Yes - Published #

722

Copyright 2018 Identity Theft Resource Center
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ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180920-03  Ohio Living OH 9/7/2018 Medical/Healthcare Yes - Published # 6,510
Attribution 1 Publication:  hipaajournal.com Author:

Article Title:  Phishing Attack on Ohio Living Exposed PHI of 6,500 Individuals

Article URL:  https://www.hipaajournal.com/phishing-attack-on-ohio-living-exposed-phi-of-6500-individuals/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180920-02 U.S. State Department DC 9/7/2018 Government/Military Yes - Unknown # Unknown

Attribution 1

Publication:  csoonline.com Author:
Article Title: ~ State Department confirms breach of unclassified email system
Article URL: https://www.csoonline.com/article/3305067/security/state-department-confirms-breach-of-unclassified-email-system.ht

ITRC Breach ID

Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20180920-01

Attribution 1

Government Payment Service Inc. IN 9/14/2018 Government/Military Yes - Published # 14,000,000
(GovPayNow.com)

Publication:  krebsonsecurity.com Author:
Article Title: GovPayNow.com Leaks 14M+ Records
Article URL: https://krebsonsecurity.com/2018/09/govpaynow-com-leaks-14m-records/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180919-03 Kings County Hospital NY 9/11/2018 Medical/Healthcare Yes - Published # 98
Attribution1  Publication: nydailynews.com Author: Rich Schapiro

Article Title: EXCLUSIVE: Brooklyn emergency room worker stole, then sold patients' private information
Article URL:  http://www.nydailynews.com/new-york/nyc-crime/ny-metro-kings-county-hospital-patient-ids-stolen-20180903-story.ht

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180919-02 Independence Blue Cross PA 9/18/2018 Medical/Healthcare Yes - Published # 16,762
Attribution 1 Publication: hipaajournal.com Author:

Article Title:  Independence Blue Cross Notifies 17,000 Members of Online Exposure of Their PHI
Article URL: https://www.hipaajournal.com/independence-blue-cross-notifies-17000-members-of-online-exposure-of-their-phi/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180919-01 Newegg CA 9/19/2018 Business Yes - Unknown # Unknown
Attribution1  Publication: techcrunch.com Author: Zack Whittaker

Article Title: Hackers stole customer credit cards in Newegg data breach
Article URL: https://techcrunch.com/2018/09/19/neweqg-credit-card-data-breach/

ITRC Breach ID

Company or Agency State Published Date Breach Category Records Exposed? Records Reported

ITRC20180917-06

Veeam us 9/11/2018 Business Yes - Published # Unknown

Copyright 2018 Identity Theft Resource Center
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Author:

Attribution 1 Publication:  linkedin.com

Veeam inadvertently exposed marketing database with hundreds of millions of records

Article Title:
Article URL:  https://www.linkedin.com/pulse/veeam-inadvertently-exposed-marketing-info-hundreds-its-bob-diachenko/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180917-05 MedCall Advisors NC 9/14/2018 Medical/Healthcare Yes - Published # 2,900
Author:

Attribution 1 Publication: databreaches.net

Data of almost 3,000 patients experiencing emergency symptoms exposed online by MedCall Advisors

Article Title:
Article URL: https://www.databreaches.net/data-of-almost-3000-patients-experiencing-emergency-symptoms-exposed-online-by-me
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
CA 9/5/2018 Medical/Healthcare Yes - Published # 1,100

ITRC20180917-03 Guardant Health

Attribution 1

Publication: mddionline.com Author:
Guardant Exposed to Cybersecurity Threat from Phishing Scheme

Article Title:
Article URL: https://www.mddionline.com/guardant-exposed-cybersecurity-threat-phishing-scheme
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180917-02 Washoe County School District - Edmodo NV 9/14/2018 Educational Yes - Unknown # Unknown
Author:

Attribution 1

Publication: mynews4.com
Article Title: WCSD addresses concerns over data breach
Article URL:  https://mynews4.com/news/local/wcsd-addresses-concerns-over-data-breach

Records Exposed? Records Reported

State Published Date Breach Category

ITRC Breach ID Company or Agency
ITRC20180917-01  Blue Cross Blue Shield of Rhode Island RI 9/14/2018 Medical/Healthcare Yes - Published # 1,567
Author:

Attribution 1

Publication:  beckershospitalreview.com

Article Title: BCBS of Rhode Island blames vendor for breach of customer data
Article URL: https://www.beckershospitalreview.com/payer-issues/bcbs-of-rhode-island-blames-vendor-for-breach-of-customer-dat
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180913-01 British Airways us 9/6/2018 Business Yes - Published # 380,000
Author:

Attribution 1

Publication: moneysavingexpert.com

Article Title:  Massive British Airways data breach - what it means for you
Article URL:  https://www.moneysavingexpert.com/news/2018/09/british-airways-apologises-after-hackers-steal-customers--financ/
ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported
ITRC20180912-05 South Alamo Medical Group TX 9/11/2018 Medical/Healthcare Yes - Published # 2,100
Author:

Attribution 1

Publication: samedgrp.com
Article Title:  Notice of Privacy Incident Provided to Individuals
Article URL: http://samedgrp.com/blog/notice-privacy-incident-provided-individuals

Copyright 2018 Identity Theft Resource Center
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ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180912-03  University of Louisville KY 9/11/2018 Educational Yes - Published # 247
Attribution 1 Publication: louisvillecardinal.com Author:

Article Title: U of L staff and faculty's personal information compromised again
Article URL: https://www.louisvillecardinal.com/2018/09/brief-uofl-faculty-and-staff-facing-data-breach/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180911-01  City of Tyler X 9/11/2018 Government/Military Yes - Unknown # Unknown
Attribution1  Publication: databreaches.net Author:

Article Title: Click2Gov Payment System Security Breach
Article URL: https://www.databreaches.net/click2gov-payment-system-security-breach/

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed? Records Reported
ITRC20180905-04 D.C. Public Schools DC 9/4/2018 Educational Yes - Published # 2,000
Attribution 1 Publication:  fox5dc.com Author:

Article Title:  Personal info for 2,000 DC students mistakenly posted online

Article URL: http://lwww.fox5dc.com/news/local-news/personal-info-for-2-000-dc-students-mistakenly-posted-online

ITRC Breach ID Company or Agency State Published Date Breach Category Records Exposed?  Records Reported
ITRC20180905-03 Reliable Respiratory MA 9/1/2018 Medical/Healthcare Yes - Published # 21,311
Attribution1  Publication: reliablerespiratory.com Author:

Article Title:  Notice of Data Privacy Incident
Article URL: https://reliablerespiratory.com/wp-content/uploads/2018/09/Reliable DataPrivacy 090118.pdf

ITRC Breach ID

Company or Agency State Published Date Breach Category Records Exposed?

Records Reported

ITRC20180905-01

Attribution 1

foiaonline.gov "Freedom of Information Act us 9/3/2018 Government/Military Yes - Unknown #
Request Portal”

Publication: cnn.com Author: Tal Kopan
Article Title:  Exclusive: Government transparency site revealed Social Security numbers, other personal info
Article URL: https://www.cnn.com/2018/09/03/politics/foia-revealed-social-security-numbers/index.html

Unknown

Copyright 2018 Identity Theft Resource Center
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Total Breaches: 57
Records Exposed: 14,446,305

Monthly Breaches as of:  10/3/2018 \

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based
breach, as identified by our current process, is considered public when one of these occur:

1) Published by a credible source (sources include Offices of the Attorney General, and established media — TV news,
radio, newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of
the reporting entity.

Q c Y B E R The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report,

ITRC Breach Stats Report and all supplemental breach reports.
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