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brought to you by CyberScout. We would like to thank CyberScout for
their continued financial support.
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® Reduce your risk of a data breach occuring
® React swiftly and appropriately in the event a breach happens

Q CYBER ¢ Managethe reputation of your organization and of those

affected by the breach

Visit www.CyberScout.com or call 888.682.5911 today to learn more.

Identity Theft Resource Center would like to thank CyberScout for their continued financial support.




Information and Background on ITRC

Information management is critically important to all of us - as employees and consumers. For
that reason, the Identity Theft Resource Center has been tracking security breaches since 2005,
looking for patterns, new trends and any information that may better help us to educate
consumers and businesses on the need for understanding the value of protecting personal
identifying information.

What is a breach? The ITRC defines a data breach as an incident in which an individual name
plus a Social Security number, driver’s license number, medical record or financial record (credit/
debit cards included) is potentially put at risk because of exposure. This exposure can occur
either electronically or in paper format. The ITRC will also capture breaches that do not, by the
nature of the incident, trigger data breach notification laws. Generally, these breaches consist of
the exposure of user names, emails and passwords without involving sensitive personal
identifying information. These breach incidents will be included by name but without the total
number of records exposed in the cumulative annual total.

There are currently two ITRC breach reports which are updated and posted on-line on a weekly
basis. The ITRC Breach Report presents detailed information about data exposure events along
with running totals for a specific year. Breaches are broken down into five categories, as follows:
business, banking/credit/financial, educational, Government/Military and medical/healthcare. The
ITRC Breach Stats Report provides a summary of this information by category. Other more
detailed reports may be generated on a quarterly basis or as dictated by trends.

It should be noted that data breaches are not all alike. Security breaches can be broken down
into a number of additional sub-categories by what happened and what information (data) was
exposed. What they all have in common is they usually contain personal identifying information
(PIl) in a format easily read by thieves, in other words, not encrypted.

The ITRC currently tracks seven categories of data loss methods: Insider Theft, Hacking (which
includes Spearphishing, Ransomware, and Skimming), Data on the Move, Employee error/
Negligence/Improper disposal/Lost, Accidental web/Internet Exposure, Physical Theft and
Unauthorized Access. (Please note that Accidental email, previously included with Accidental
web/Internet Exposure, has been re-categorized under the Employee error/Negligence/Improper
disposal/Lost category.) Subcontractor/Third Party/BA is included here but is combined with one
of the above. In these, as well as some other breaches, there may be more than one category
checked.

The ITRC breach list also tracks types of information compromised:
e Social Security number
e Credit/Debit Card number
e Protected Health Information (PHI)
« DMV Records
e Financial Accounts
o Email/Password/User Name
e Other/Undefined Type of Records



Methodology

The ITRC breach list is a compilation of data breaches confirmed by various media sources or
notification lists from state governmental agencies. This list is updated daily, and published each
Tuesday.

Breaches on this list typically have exposed information which could potentially lead to identity theft,
including Social Security numbers, financial account information, or medical information. ITRC
follows U.S. Federal guidelines about what combination of personal information comprise a unique
individual, and the exposure of which will constitute a data breach.

Records Reported:

This field has been changed to more accurately reflect the circumstances surrounding the number
of records exposed. The numeral “0” has been replaced with “Unknown” - recognizing the number
of records may have been reported to some other entity (i.e. government or law enforcement), but is
not provided in the information available to the ITRC.

Breach categories:

Business: This category encompasses retail services, hospitality and tourism, professional, trade,
transportation, utilities, payment processors and other entities not included in the other four sectors.
It also includes nonprofit organizations, industry associations, non-government social service
providers, as well as life insurance companies and insurance brokers (non-medical).

Education: Any public or private educational facility, from pre-school through university level.
This category does not include scholarship providers, after school entities, or tutoring organizations.

Medical/Healthcare: Any medical covered entity (CE) or business associate (BA), as defined
by HIPAA, in the healthcare industry. Also includes healthcare facilities and organizations which
may be attached to schools and universities, and may include pharmaceutical manufacturers.
Insurance companies may vary by industry — medical and long term insurance providers will be
classified as medical healthcare. (Included on hhs.gov list).

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care
clearinghouses, and (3) health care providers who electronically transmit any health
information in connection with transactions for which HHS has adopted standards.

A “business associate” is a person or entity that performs certain functions or activities that
involve the use or disclosure of protected health information on behalf of, or provides
services to, a covered entity.

Government/Military: Any city, county, state, national or military entity; or a department
within one of these entities. In the event that a medical facility is also a government or military
entity, it will be listed under Government/Military. Entities such as Veteran Association Medical
Centers (VAMC) will be included in this sector.

Banking/Credit/Financial: This sector includes entities such as banks, credit unions, credit
card companies, mortgage and loan brokers, financial services, investment firms and trust
companies, payday lenders and pension funds (401 savings plans)



HC QCYBER

IDENTITY THEFT Identity Theft Resource Center

RESOURCE CENTER
2019 Category Summary
How is this report produced? What are the rules? See below for details. Report Date:  2/5/2019
Totals for Category: Banking/Credit/Financial # of Breaches: 6 # of Records: 111,589
% of Breaches: 7.0% %of Records: 30.2%
Totals for Category: Business # of Breaches: 36 # of Records: 12,000
% of Breaches: 41.9 %of Records: 3.2%
Totals for Category: Education # of Breaches: 5 # of Records: 4,024
% of Breaches: 5.8% %of Records: 1.1%
Totals for Category: Government/Military # of Breaches: 10 # of Records: 1,002
% of Breaches: 11.6 %of Records: 0.3%
Totals for Category: Medical/Healthcare # of Breaches: 29 # of Records: 241,412
% of Breaches: 33.7 %of Records 65.2%
Totals for All Categories: # of Breaches: 86 # of Records: 370,027
% of Breaches: 100.0 %of Records: 100.0%
2019 Breaches Identified by the ITRC as of:  2/5/2019 Total Breaches: 86

Records Exposed: 370,027

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as
identified by our current process, is considered public when one of these occur:

1) Published by a credible source (sources include Offices of the Attorney General, and established media — TV news, radio,
newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings. If the
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC
Breach Stats Report and all supplemental breach reports.

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER . Total Breaches: 86

2019 Breach List:

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vermont Department for Children & VT 1/16/2019 Paper Data Government/Military Unknown
Families, Office of Child Support
Source: ago.vermont.gov
URL: #https://ago.vermont.gov/blog/2019/01/17/agency-of-human-services-dcf-ocs-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Department of Vermont Health Access VT 1/7/2019 Electronic Government/Military Unknown
(reported on 1/7/2019)
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reproductive Medicine and Infertility MN 2/1/2019 Electronic Medical/Healthcare Unknown
Associates - Woodbury Infertility Clinic
Source: www.twincities.com
URL: #https://lwww.twincities.com/2019/02/01/woodbury-infertility-clinic-reports-data-breach-possible-exposure-of-clients-pe
Breached Entity: State Published Date Breach Type Breach Category Records Reported
CVS Pharmacy (reported on 1/30/2019) RI 1/30/2019 Paper Data Medical/Healthcare 5,645
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Caroline Kline Galland Home dba WA 1/14/2019 Paper Data Medical/Healthcare 9
Kline
Source: HHS
URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting Law Enforcement/CarolineKlineGallan
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital One (service provider) VA 1/7/12019 Electronic Banking/Credit/Financial Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Capital-One-Bank-1.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Immanuel Lutheran Communties MT 1/18/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.qov/iwp-content/uploads/Immanuel-Lutheran-Communities.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lutheran Life Communities IL 1/28/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Lutheran-Life-Communities.pdf#

Copyright 2019 Identity Theft Resource Center
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Total Breaches: 86
Records Exposed: 370,027

2019 Breach List:

Breached Entity: State Published Date Breach Type Breach Category
DEFENDERS, Inc. IN 1/29/2019 Electronic Business
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Defenders-Inc..pdf#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stonehaven Dental TX 1/22/2019 Electronic Medical/Healthcare 6,289
Source: thestonehavendental.com

URL: #https://thestonehavendental.com/wp-content/uploads/2019/01/website-notice-c.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DiGiovine, Hnilo, Jordan + Johnson IL 1/16/2019 Electronic Business Unknown
Ltd ("DHJJ")

Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/digiovine-20190123.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Data Facts, Inc. TN 1/18/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/data-facts-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Century Spring Corp. (reported on CA 1/8/2019 Electronic Business Unknown
1/8/2019)

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/century-spring-2019123.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital City Bank Group, Inc. FL 1/22/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/capital-city-bank-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Image-I-Nation Technologies, Inc. NC 1/30/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/30/2019-01-30-image-i-nation-technologies-inc-notice-of-data-breach-to-consum

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Huddle House credit card processor GA 2/1/2019 Electronic Business Unknown
Source: www.huddlehouse.com

URL: #https://www.huddlehouse.com/data-protection-notification/#

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 86

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category
Houzz CA 1/31/2019 Electronic Business
Source: techcrunch.com
URL: #https://techcrunch.com/2019/01/31/houzz-data-breach/#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Epic Games - Fortnite NC 1/16/2019 Electronic Business Unknown
Source: research.checkpoint.com

URL: #https://research.checkpoint.com/hacking-fortnite/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Valley Professionals Community IN 1/31/2019 Electronic Medical/Healthcare Unknown
Health Center

Source: valleyprohealth.org

URL: #https://valleyprohealth.org/files/forms/en/VPCHC-%20Website%20Notice.docx.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
FABEN Obstetrics and Gynecology, FL 1/14/2019 Electronic Medical/Healthcare 6,092
LLC

Source: www.fabenobgyn.com

URL: #http://lwww.fabenobgyn.com/pdf/general/[FABEN Individual %20Notification%20 Letter %20(00455940-2xB33F6) %20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunflower State Health Plan KS 1/25/2019 Paper Data Medical/Healthcare 1,625
Source: www.sunflowerhealthplan.com

URL: #https://lwww.sunflowerhealthplan.com/content/sunflower/en us/newsroom/notice-january-2019.htmi#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
www.oxo.com (reported 1/15/2019) NY 1/15/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oaq.ca.qov/system/files/OX0O%20International%202%20Ad%20r2fin 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AdventHealth Medical Group - FL 1/29/2019 Electronic Medical/Healthcare Unknown
Pulmonary & Sleep Medicine at Tavares

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/29/adventhealth-medical-group-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dr. DeLuca, Dr. Marciano & Associates CT 1/25/2019 Electronic Medical/Healthcare 23,578
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/25/dr-deluca-dr-marciano-associates-pc-sbn-to-consumers/#

Copyright 2019 Identity Theft Resource Center
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Total Breaches: 86
Records Exposed: 370,027

2019 Breach List:

Breached Entity: State Published Date Breach Type Breach Category
NCH Corporation X 1/25/2019 Electronic Business
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/nch-corporation-20190128.pdf#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nova Southeastern University FL 1/25/2019 Electronic Education Unknown
(reported on 1/25/2019)

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/nova-southeastern-university-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Verity Health System CA 1/25/2019 Electronic Medical/Healthcare Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/VHS %20Notice%20-%201 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Verity Medical Foundation CA 1/26/2019 Electronic Medical/Healthcare Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/VMF%20Notice%20-%20A 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Allen Chern LLP ("UpRight Law") IL 1/28/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/7884921 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Integrity, Inc. dba Integrity House NJ 1/18/2019 Electronic Medical/Healthcare 7,206
Source: integrityhouse.org

URL: #https://integrityhouse.org/data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Atlanta Medical Clinic GA 1/6/2019 Electronic Medical/Healthcare 2,800
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Specialties, Incorporated > 1/14/2019 Paper Data Medical/Healthcare 1,300
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER . Total Breaches: 86

2019 Breach List:

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ABB Inc. Active Employee Group NC 1/18/2019 Paper Data Medical/Healthcare 6,877
Benefit Plan
Source: ocrportal.hhs.gov
URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Department of Vermont Health Access VT 1/17/2019 Electronic Government/Military Unknown
(contractor MAXIMUS)
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/17/vermont-agency-of-human-services-dvha-maximus-notice-of-data-breach-to-c
Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Councils for International DC 1/23/2019 Electronic Education Unknown
Education - Al-Farabi Kazakh National
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/23/american-councils-for-international-education-notice-of-data-breach-to-consu
Breached Entity: State Published Date Breach Type Breach Category Records Reported
ALM Media, LLC NY 1/23/2019 Electronic Business Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/23/alm-media-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Discover (reported on 1/23/2019) IL 1/23/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qgov/blog/2019/01/23/discover-sbn-to-consumers-2/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
RevolutionParts, Inc. AZ 1/24/2019 Electronic Business Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/01/24/revolutionparts-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Association of National Advertisers, NY 1/25/2019 Electronic Business Unknown
Inc.
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/25/association-of-national-advertisers-sbn-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Health Care Liability Wi 1/25/2019 Electronic Medical/Healthcare Unknown
Insurance Plan (file sharing system
Source: ago.vermont.gov
URL: #https:/lago.vermont.qov/blog/2019/01/25/wausau-medmal-management-services-sbn-to-consumers/#

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 86

Records Exposed: 370,027
Breached Entity: State Published Date Breach Type Breach Category
Nortrax, Inc. FL 1/14/2019 Electronic Business
Source: doj.nh.gov
URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/nortrax-20190114.pdf#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Control Consultants, Inc. subsidiary of TN 1/22/2019 Electronic Business Unknown
Kele, Inc.

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/kele-20190122.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NH Department of Health and Human NH 1/17/2019 Electronic Government/Military Unknown
Services - Bureau of Child Support

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/child-support-services-20190117.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Unum Group / Colonial Life and SC 1/18/2019 Electronic Business Unknown
Accident Insurance

Source: dojmt.gov

URL: #https://dojmt.gov/iwp-content/uploads/The-Unum-Group-Colonial-Life-and-Accident-Insurance.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aetrex Worldwide, Inc. NJ 1/17/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Aetrex-%20Notice%200f%20Data%20Event-%20CA 0%20%28notice%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pharmaca Integrative Pharmacy Inc. Cco 1/18/2019 Electronic Medical/Healthcare Unknown
Source: oag.ca.gov

URL: #https://loaq.ca.gov/system/files/Pharmaca%20-%20Requlator%20Notice%20-%20CA%20-%20FINAL 0%20%28notice%2

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zurich American Insurance Company IL 1/21/2019 Electronic Business Unknown
(vendor)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California%20Claimant%20Notification%20Letter 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Critical Care, Pulmonary and Sleep CO 1/21/2019 Electronic Medical/Healthcare 23,377
Associates, PLLP

Source: www.critcaremd.com

URL: #https://lwww.critcaremd.com/wp-content/uploads/2019/01/CCPSA Privacylncident Notice.pdf#

Copyright 2019 Identity Theft Resource Center
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Total Breaches: 86
370,027

2019 Breach List:
Records Exposed:

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BlackRock Inc. NY 1/19/2019 Electronic Banking/Credit/Financial Unknown
Source: www.financialexpress.com

URL: #https://www.financialexpress.com/industry/technology/data-leak-blackrock-exposes-info-on-thousands-of-advisers-vi

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Knoxville TN 1/18/2019 Electronic Government/Military Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/knoxville-employees-information-exposed-online-for-almost-one-year/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Las Colinas Orthopedic Surgery & > 1/18/2019 Electronic Medical/Healthcare 76,000
Sports Medicine, PA

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc. (reported on 1/15/2019) KY 1/15/2019 Electronic Medical/Healthcare 598
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc. (reported on 1/9/2019) KY 1/9/2019 Electronic Medical/Healthcare 1,211
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lebanon VA Medical Center PA 1/16/2019 Electronic Government/Military 1,002
Source:

URL: #https://www.hipaajournal.com/phi-of-almost-1000-lebanon-va-medical-center-patients-impermissibly-disclosed/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Valley Hope Association (reported on KS 1/18/2019 Electronic Medical/Healthcare 70,799
1/18/2019)

Source: valleyhope.org

URL: #https://valleyhope.org/data-security-event-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
All-Star Orthopaedics X 1/18/2019 Electronic Medical/Healthcare Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/all-star-orthopaedics-provides-notice-of-patient-data-breach/#

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER . Total Breaches: 86

2019 Breach List:

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oklahoma Securities Commission OK 1/16/2019 Electronic Government/Military Unknown
Source: www.securities.ok.gov
URL: #http://www.securities.ok.qov/Press Releases/PRDetail.asp?ID=81#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Liberty Tax Alta Mesa - Fort Worth X 1/7/2019 Paper Data Business Unknown
Office
Source: nbcdfw.com
URL: #https://www.nbcdfw.com/newsl/local/Liberty-Income-Tax-Investigates-After-Boxes-of-Tax-Forms-End-up-in-Dumpster-|
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mandan High School ND 1/8/2019 Electronic Education 1,024
Source: kxnet.com
URL: #https://Iwww.kxnet.com/news/bismarck-news/school-leaks-students-personal-information/1692424771#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Detroit Fire Department Ml 1/3/2019 Paper Data Government/Military Unknown
Source: www.clickondetroit.com
URL: #https://lwww.clickondetroit.com/news/detroit-fire-department-personal-information-compromised-after-fire-at-former-tr
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Progress Bank AL 1/1/2019 Electronic Banking/Credit/Financial Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Progress-Bank.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Auburn University AL 1/4/2019 Electronic Education Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Auburn-University-1.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oliver Companies MN 1/4/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Oliver-Companies.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Real Estate Digital CA 1/7/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Real-Estate-Digital-LLC.pdf#
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Identity Theft Resource Center
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 86

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category
First American Payment Systems, L.P. X 1/10/2019 Electronic Business
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/First-American-Payment-Systems.pdf#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bradley W. Orser, CPA, Inc. P.S. WA 1/11/2019 Electronic Business Unknown
Source: dojmt.gov

URL: #https://dojmt.gov/iwp-content/uploads/Bradley-W.-Orser-C.P.A.-Inc.-P.S..pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graeter's Ice Cream OH 1/15/2019 Electronic Business 12,000
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Graeters-lce-Cream.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Welders Supply Company (third-party Wi 1/3/2019 Electronic Business Unknown
service provider iNET)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/03/welders-supply-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vermont Agency of Human Services - VT 1/7/2019 Paper Data Government/Military Unknown
Department of Vermont Health Access

Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
A&A Global Imports CA 1/9/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/09/aa-global-imports-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Johnny Appleseed's, Inc. MA 1/8/2019 Electronic Business Unknown
Source: www.doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/johnny-appleseed-20190109.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hankin Group PA 1/2/2019 Electronic Business Unknown
Source: www.doj.nh.gov

URL: #https://lwww.doj.nh.gov/iconsumer/security-breaches/documents/hankin-group-20190107.pdf#
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 86

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category
Enservio, Inc. MA 1/9/2019 Electronic Business
Source: www.doj.nh.gov
URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/enservio-20190109.pdf#

QCYBER

Records Reported

Unknown

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Burke Law, P.C. VT 1/2/2019 Electronic Business Unknown
Source: www.doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/buke-law-20190102.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reliant Rehabilitation X 1/16/2019 Electronic Medical/Healthcare Unknown
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Reliant-Rehabilitation.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hanover County (Click2Gov) VA 1/9/2019 Electronic Government/Military Unknown
Source: www.hanovercounty.gov

URL: #https://www.hanovercounty.gov/iDocumentCenter/View/3183/Hanover-County-Credit-Card-Notice-PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dermacare Brickell FL 1/7/2019 Paper Data Medical/Healthcare 1,800
Source: www.dermacarebrickell.com

URL: #https://www.dermacarebrickell.com/announcement/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International E-Z UP, Inc. CA 1/11/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://loag.ca.gov/system/files/E-Z%20UP%2C%20Inc.%20-%20Notice %200f%20Data%20Event%20-%20Exhibit%201%

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jensen Enterprises, Inc. dba Jensen CA 1/11/2019 Electronic Business Unknown
Precast

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Jensen%20-%20CA%20Regulatory%20Notification%20Letter 0%20%28notice%29 0.pd

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chaplaincy Health Care WA 1/3/2019 Electronic Medical/Healthcare 1,080
Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/1080-chaplaincy-health-care-patients-potentially-impacted-by-phishing-attack/#
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IDENTITY THEFT
RESOURCE CENTER . Total Breaches: 86

2019 Breach List:

Records Exposed: 370,027

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Managed Health Services (reported IN 1/8/2019 Paper Data Medical/Healthcare 576
1/8/2019)
Source:
URL: #https://www.hipaajournal.com/31876-managed-health-services-indiana-members-data-breaches/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kent County Commmunity Medical M 1/9/2019 Electronic Medical/Healthcare 2,284
Health Authority dba Network180
Source: www.hipaajournal.com
URL: #https://lwww.hipaajournal.com/phishing-attack-impacts-2200-kent-county-community-mental-health-authority-patients/
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sacred Heart Rehabilitation Center Mi 1/9/2019 Electronic Medical/Healthcare 2,266
Source: www.hipaajounral.com
URL: #https://www.hipaajournal.com/sacred-heart-rehabilitation-center-notifies-patients-of-phishing-incident/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
DeKalb County Schools GA 1/4/2019 Electronic Education 3,000
Source: www.11alive.com
URL: #https://lwww.11alive.com/article/news/education/mom-shocked-to-find-drivers-license-on-metro-atlanta-school-websit
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centerstone Insurance and Financial X 1/4/2019 Electronic Banking/Credit/Financial 111,589
Services d/b/a BenefitMall
Source: www.benefitmall.com
URL: #https://lwww.benefitmall.com/HIPAA-Notification#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Town of Salem (produced by X 1/2/2019 Electronic Business Unknown
BlankMediaGames)
Source: haveibeenpwned.com
URL: #https://haveibeenpwned.com/PwnedWebsites#BlankMediaGames#
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 86
Records Exposed: 370,027
2019 Breaches Identified by the ITRC as of:  2/5/2019 Total Breaches: 86

Records Exposed: 370,027

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based
breach, as identified by our current process, is considered public when one of these occur:

1) Published by a credible source (Sources include Offices of the Attorney General, and established media — TV news,
radio, newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of
the reporting entity..

C Y B E R The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC
Breach Stats Report and all supplemental breach reports.
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