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 EXECUTIVE SUMMARY 

  DATA BREACHES, THE NEW NORMAL AND A  

CALL TO ACTION FOR INDUSTRY

The Identity Theft Resource Center has been tracking publicly-available disclosures of data breaches 

since 2005 and reporting on it regularly, thanks to our sponsor, CyberScout.  When we started, 

we knew it was important for us to aggregate this information, provide one central repository for 

analysis and obtain a greater understanding of this important part of our cybersecurity landscape, 

as well as inform us how we can better help identity theft victims.  Over the years, our methodology 

and our understanding have changed with the evolution of the types and severity of breaches. 

As our understanding of data breaches change, so too does the definitions and categorizations.  

Not all data incidents are categorized as a breach – this includes incidents of misuse. We have 

found the need to include the existence of these incidents, but not necessarily include them in 

our reporting.  Case in point, this year was the Facebook/Cambridge Analytica incident, which we 

currently categorize as data abuse and not a breach since users provided permission to the entity 

originally collecting the information.  This event shined a spotlight on the fact that not only are data 

breaches now a normal, everyday occurrence, but data abuses are becoming all to frequent.  For 

each incident that has been reported or that the ITRC has researched, how many more 

are simply continuing to occur unnoticed and unreported?  Unfortunately, the answer is 

far more than even experts in this space want to admit.

At the Identity Theft Resource Center, we speak with victims of data incidents on a regular basis.  

Helping address the confusion and true lack of understanding the affected person has about 

what each incident actually means is our paramount concern.  Simply handling these incidents 

on a case-by-case basis for an individual victim is not enough – they are becoming too common 

and affect too many people for us to attempt to provide answers to every impacted person through 

our call center.  The time has come for all of us – advocates, decision makers, and industry – to 

develop and use technology to our advantage and create systemic change.  Thieves upgrade, 

update, communicate and leverage technology to perpetrate their schemes – why aren’t we?   

TAKE ACTION
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One of the primary messages to consumers and 

individuals is that they must understand exactly 

what type of personal information/data has been 

compromised.  Without this specific knowledge, 

it is impossible to provide meaningful risk 

minimization plans.  Consumers must be given 

this information in order to understand exactly 

what type of identity theft for which they are 

most at risk and what the most important action 

steps are to take.  Consumers play a significant 

role in understanding what aspects of their data 

have been compromised, thoroughly reading 

their data breach notification letter or the 

public announcement, but so do companies.   

Through a partnership between the ITRC and Futurion LLC, a new tool is being developed that 

will take the confusion out of these events for every day consumers.  This new tool will launch 

in March at One World Identity’s KNOW conference in Las Vegas.  In keeping with the ITRC’s 

long standing mission of providing best-in-class, no-cost assistance to public regarding identity 

crimes and related issues, this tool will be provided to impacted consumers free-of-cost.   

The ITRC is not minimizing the responsibility that industry has in protecting data once 

it comes into their custody.  We, as consumers, expect that any entity housing our data 

will be good stewards of that information. The ITRC will continue to advocate for best 

practices in cybersecurity; however, we also have to acknowledge that the criminals 

are crafty and persistent and even good companies can be victimized by a data breach.   

We want industry to understand that robust cybersecurity practices are necessary to minimize 

the possibility of a data breach – much effort needs to continue to be concentrated here – but 

there is also something more they can do if the worst does occur: provide more transparent 

reporting on exactly what type of data was compromised. Every stakeholder needs the 

reporting entity to be more granular in their notifications including the 

descriptors of the data compromised.  Not to shame and blame, but because 

this new remediation tool is only as effective as the data we put into it.  
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In order for this new tool to be the most efficient and effective, it needs to have meaningful data 

made available to analyze. We have done the work to build a tool that minimizes confusion and 

gives actionable plans to consumers on a breach-by-breach basis, but companies need to be 

more transparent and granular with their disclosures.  When breach notification letters simply 

list the compromised data as “Employee records”, “XXXX” or even just “Other” (these examples 

have been taken from actual notifications we reviewed this year), we cannot provide the affected 

consumers the action plans they need and deserve because we cannot assess what their true risk is.   

Data breaches are the new normal. We – all of the various stakeholders in this new era of data 

breaches – need to create tools that can be used and adopted easily by a large segment of the 

population.  To effect systemic change, it will require us all to come together to ensure victims have 

what they need to face this new status-quo.

  

LESSONS LEARNED FROM 2018
 

The variety of industries and types of businesses impacted by breaches in 2018 opened the 

eyes of many consumers to the fact that breaches have become “the new normal”. It’s 

not so much a matter of “if” a breach will happen, but “when” a breach will happen.   

Data security professionals are quickly trying 

to outpace hackers who are working to  

access and monetize personally identifiable 

information, but the professionals are not 

always successful. Vulnerabilities in software 

platforms and human error and susceptibility to 

increasingly sophisticated phishing scams are 

exploited by individuals trying to steal information. 

As consumers, we need to protect our information 

when companies that house our 

data are the target of breaches. 
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We examined how consumers’ data was affected after breaches in the following industries: social 

media, travel, financial and healthcare. 

SOCIAL MEDIA AND OVERSHARING OF DATA

Some of the most talked about breaches involve social media platforms or community based 

mobile applications. The most notable compromised social media platform in 2018 was Facebook. 

Impacted by multiple incidents, including the Cambridge Analytica data misuse, one significant 

breach was caused by a vulnerability in coding that allowed hackers to access “tokens” for 50 

million accounts. Tokens keep users logged in automatically, giving hackers the ability to view any 

information users had in their profiles: name, employment information, relatives, phone numbers, 

date of birth, etc. Users that utilized the Facebook authorization to log in to other platforms, like 

Instagram and e-commerce sites, potentially allowed hackers access to those accounts as well. 

Google+ was breached twice impacting 53 million users. A security bug allowed third-party 

developers to access public user profile data since 2015. If a user gave permission to an app to 

access their public profile data, the bug also let developers pull non-public profile fields for the user 

and user’s friends including: full names, email addresses, birth dates, gender, profile photos, places 

lived, occupation and relationship status. Quora (100 million users impacted) and MyFitnessPal (150 

million users impacted) were also breached, allowing hackers access to usernames/emails and 

passwords as well as personal fitness data in the case of MyFitnessPal.  

The use of the same username/password or Facebook login credentials over multiple platforms 

allows a single breach to impact many accounts. Hackers use the compromised data in an effort to 

credential crack various platforms in order to gain more access to information. Unique usernames 

and passwords as well as minimal sharing of personal data allows consumers to minimize their 

risk of identity theft.
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TRAVEL AND YOUR DATA

Hospitality company Marriott International had the highest 

number of reported records exposed in 2018, impacting 383 

million people worldwide. The breach exposed information 

such as passport details, payment card information and date 

of birth.  In this instance, the unauthorized access dated back 

to 2014. Airlines were also impacted, with Cathay Pacific and 

Delta experiencing breaches that exposed much of the same 

information exposed in the Marriott International breach. 

Consumers should ask airlines and hotels what information is necessary to store and for how long 

on their servers. Driver’s license numbers, passport numbers and known-traveler information may 

be necessary to ensure that you are indeed the person traveling, but the security of the housing 

and disposal of that data should be a question every traveler asks of the agency requiring the 

information.

FINANCIAL INFORMATION AND RETAILERS

Payment card and account information are highly targeted and often the most common information 

obtained in a data breach. A breach at Hudson Bay (Saks Fifth Avenue, Saks Off 5th and Lord & 

Taylor stores) exposed payment card information for 5 million shoppers.  A breach at Chegg, a 

popular online textbook site, impacted 40 million users and included names, addresses, emails, 

and passwords.  

Third-party payment processing platforms have often been the cause of exposure. In 2018, 19 local 

government agencies publically disclosed that they were impacted by breaches to a third-party 

payment platform software called Click2Gov. Another breach of payment platform, GovPayNow.

com, impacted 2,300 government agencies in 35 states. 

Consistent monitoring of bank and credit card accounts, reading credit reports 

from major agencies, and immediately reporting fraud is crucial to staying ahead 

of thieves after your financial information.
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HEALTHCARE DATA AND YOU
 

While any breached entity is a concern, the healthcare industry in particular can have 

some serious ramifications given the sensitive information stored in their systems. For 

example, health insurance information for patients and employees usually includes 

Social Security numbers, dates of birth, diagnoses, prescriptions and even payment 

information. These pieces of data can be used to commit multiple types of identity 

theft. Case in point, a phishing attack at UnityPoint Health exposed information for 

1.4 million patients and included all the information mentioned above, as well as driver’s license 

numbers.  Unfortunately medical records need to contain medical history, but the necessity 

of keeping information like driver’s license numbers and Social Security numbers stored on 

servers (particularly if medical record numbers serve as unique identifiers) remains to be seen. 

  
WHAT DOES THIS MEAN FOR INDUSTRY?

In the digital age where the convenience and ease of storing information allows for smoother 

interactions between companies and consumers, the need for strong data security and privacy 

and continued vigilance should be at the forefront of everyone’s minds.  Monetizing consumer 

data is the primary goal for thieves. Unauthorized use of consumers’ personally identifiable 

information leads to identity theft, which can cause lasting repercussions for the victims.

Consumers and businesses are consistently 

faced with the dilemma of convenience versus 

security. Consumers feel very strongly, and 

rightly so, that businesses should be putting 

better measures in place to protect their data. 

However with the yearly increase in instances 

of identity theft, and the increase in the number 

of records exposed in data breaches, the 

responsibility for data security rests both on 

consumers and businesses.     
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WHAT 2018 TELLS US BY THE NUMBERS

KEY FINDING #1

 
THE TOTAL NUMBER OF BREACHES REPORTED IN 2018 SAW A 
DECLINE COMPARED TO 2017 BUT THE AMOUNT OF RECORDS 

CONTAINING SENSITIVE PII GREATLY INCREASED
 

The total number of breaches reported in 2018 (1,244 breaches) decreased 23 percent from 

the total number of breaches reported in 2017 (1,632 breaches), but the reported number of 

consumer records containing sensitive personally identifiable information (PII) jumped significantly 

– there was a 126 percent increase from 2017 (197,612,748 records exposed) to 2018 (446,515,334 

records exposed).

Only half of the total number of breaches reported by the Identity Theft Resource Center in 2018 

reported the number of records exposed. It’s important to note that when the reporting entity does 

not provide the number of records exposed, the ITRC indicates this as UNK – we do not include an 

educated guess or “possible” number of records to ensure that we’re providing the best data quality. 

The actual total number of exposed records likely exceeds the reported number substantially. 

The Business sector had the largest amount of data breaches, but the lowest rate 

of exposure per breach. The Medical/Healthcare sector had the second largest 

amount of breaches in 2018, and the highest rate of exposure per breach.
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Hacking was the most common form of data breach in 2018, totaling 482 data breaches and 

exposing 16 million (16,698,248) consumer records. Impacting the Medical, Government, 

Education and Business Sectors, hacking resulted in the third highest exposure of data when 

considering the total number of records exposed. Unauthorized Access, the second most 

common form of data breach, totaling 377 data breaches, exposed the highest number of records 

at 404 million (404,229,807). Accidental Exposure had the third highest number of breaches 

totaling 114, and ranked second in total number of records exposed at 22 million (22,137,625).

In 2017, Hacking was the most popular form of data breach and ranked first in total number of 

records exposed - a massive 956 data breaches with 168,049,359 consumer records exposed. 

Unauthorized Access was the second most common form of data breach with a total of 186 data 

breaches and only 538,972 records exposed. Employee Error/Negligence/Improper Disposal/

Lost was the third most common form of data breach with 166 data breaches and 146,033,289 

records exposed, ranking second as the highest number of records exposed for 2017.

As we head into 2019, the ITRC will continue to work with stakeholders to address the use of 

“unauthorized access” as a catch-all identifier. It is our position that this categorization is not an 

accurate reflection of the true method of intrusion and doesn’t provide stakeholders with the 

necessary data needed to make informed decisions on remediation.
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KEY FINDING #2 

 

DATA BREACHES EXPOSED 1.68 BILLION NON-SENSITIVE 
RECORDS IN ADDITION TO THE 446,515,334 SENSITIVE 

RECORDS EXPOSED

Sensitive personally identifiable information is not the only information that is exposed in a 

breach. In 2018, we also captured the number of non-sensitive records (email addresses, 

passwords, usernames, etc.) exposed through data breaches and found an additional 1.68 billion 

(1,687,470,669) exposed in addition to the 446,515,334 sensitive records exposed. The exposures 

stemmed from 37 of the 1,244 breaches.  

While some consumers may discount a data breach involving their non-sensitive PII, it’s 

important for them to understand that having this type of information compromised can have 

serious ramifications as well. A consumer’s identity is similar to that of a puzzle and the more 

accurate pieces a thief has about someone, the more they can successfully 

represent that person. In addition, thieves can take non-sensitive PII like 

email addresses and use high-tech software to “guess” the passwords for 
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all accounts associated with this email. Once they have these credentials, they can change the 

password, lock the person out of their account and possibly obtain sensitive PII. Multiple business 

entities that were not impacted by a data breach sent security notifications to alert consumers 

that thieves were using consumer credentials, stolen from another platform, in the hopes that 

consumers had used the same information to access their database.
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KEY FINDING #3

THE BUSINESS INDUSTRY HAD THE HIGHEST NUMBER OF 
REPORTED BREACHES 

The business industry had the highest number of reported breaches In looking at all of the 

sectors; it was the most impacted having had the highest number of reported breaches in 

2018, followed by the medical/healthcare industries and the banking/credit/financial industries. 

Almost half of the total number of breaches categorized as Business and Government/Military 

in 2018 exposed Social Security numbers.  SSNs were the highest exposed piece of sensitive 

PII in all industry categories except for the Medical/Healthcare sector, where protected health 

information was the highest sensitive PII exposed.
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*It should be noted that the numbers above will total more than the total numbers of breaches for each industry because each 
“record exposed” can be comprised of multiple types of information.

Breaking out as a trend in 2018, subcontractor and third-party breaches became a more common 

occurrence, representing 102 of the total 1,244 breaches reported.  In 2017, 124 breaches were 

due to a third-party/subcontractor. Third-party/subcontractor breaches released four times the 

number of exposed records compared to 2017 (4,823,234 records exposed in 2018 vs. 934,604 

records exposed in 2017).  Though only 6 percent of breaches in the medical industry and 5.2 

percent of breaches in the education industry were due to subcontractors/third-parties, they 

resulted in over 25 percent of sensitive records exposed for both industries.



© IDENTITY THEFT RESOURCE CENTER 2019  |   IDTHEFTCENTER.ORG



© IDENTITY THEFT RESOURCE CENTER 2019  |   IDTHEFTCENTER.ORG

ABOUT THE 2018 DATA BREACH REPORT

Since 2005, Identity Theft Resource Center has tracked publicly reported data breaches and the 

number of records containing sensitive personally identifiable information (PII) exposed in each 

data breach, confirmed by the breached entity itself, various media sources and/or notification 

lists from government agencies. ITRC tracks breaches for entities that are located in or do business 

in the United States impacting U.S. consumers.  The methodology for tracking and reporting 

information about data breaches stems from the fact that data breaches expose information that 

can lead to identity theft, allowing ITRC to assist victims of these breaches and the potential of 

subsequent identity theft with customized remediation plans. 

» ITRC CURRENTLY TRACKS SEVEN CAUSES OF DATA COMPROMISE:  

•  Insider Theft 

•  Hacking/Computer Intrusion (includes Phishing, Ransomware/Malware and Skimming) 

•  Data on the Move 

•  Physical Theft 

•  Employee Error/Negligence/Improper Disposal/ Lost

•  Accidental Web/Internet Exposure

•  Unauthorized Access

The Identity Theft Resource Center currently tracks various types of information compromised, 

including Social Security number (SSN); credit/debit card number; email/password/user ame; 

protected health information (PHI); driver’s license; financial accounts; other/undefined type of 

records.

Of note, when the number of records is not provided by the reporting entity, the ITRC will note 

that the records were “unknown” (UNK) rather than include a possible inaccurate estimate based 

on the known requirements to report the records exposed. This means that if we know that the 

jurisdiction that the reporting entity is bound by requires that the breached entity report the 

actual number above 500 and the number of records breached was less than that, we will not 

provide a number unless it is reported by the breached entity. This factors into how we report the 

total number of exposed records.



WANT EVEN MORE?

 For more details regarding the annual numbers for data 

breaches reported to the Identity Theft Resource Center, 

please see the reports located in the appendix. Each report will 

provide more granular detail about the incidents reported as 

much as was made publicly made available. Additionally, the 

data will be updated throughout 2019 should new information 

become available for incidents in the 2018 calendar year.

idtheftcenter.org  •   1-888-400-5530

3625 Ruff in Road #204
San Diego, CA 92123

S P O N S O R E D  B Y:
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NOTES:
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APPENDIX 
2018 BREACH REPORT

[ END OF YEAR TOTALS ]



DATA BREACH REPORTS
January 1, 2018 - December 31, 2018





without

 ITRC Breach Report

ITRC Breach Stats Report



Business

Education

Medical/Healthcare:  

may

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care 
clearinghouses, and (3) health care providers who electronically transmit any health 
information in connection with transactions for which HHS has adopted standards. 
A “business associate” is a person or entity that performs certain functions or activities that 
involve the use or disclosure of protected health information on behalf of, or provides 
services to, a covered entity.   

Government/Military

Banking/Credit/Financial:



Identity Theft Resource Center

1/7/2019Report Date:

2018 - Data Breach Category Summary
How is this report produced?  What are the rules?  See below for details.

Banking/Credit/FinancialTotals for Category: 135# of Breaches: 1,709,013# of Records:

10.9% of Breaches: 0.4%%of Records:

BusinessTotals for Category: 571# of Breaches: 415,233,143# of Records:

45.9% of Breaches: 93.0%%of Records:

EducationalTotals for Category: 76# of Breaches: 1,408,670# of Records:

6.1%% of Breaches: 0.3%%of Records:

Government/MilitaryTotals for Category: 99# of Breaches: 18,236,710# of Records:

8.0%% of Breaches: 4.1%%of Records:

Medical/HealthcareTotals for Category: 363# of Breaches: 9,927,798# of Records:

29.2% of Breaches: 2.2%%of Records:

 2018 Breaches Identified by the ITRC as of: 1/7/2019

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as 
identified by our current process, is considered public when one of these occur:
1) Published by a credible source (sources include Offices of the Attorney General, and established media – TV news, radio, 
newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings.  If the 
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics 
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of 
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

Totals for All Categories: 1244# of Breaches: 446,515,334# of Records:

100.0% of Breaches: 100.0%%of Records:

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.

1,244

446,515,334

Total Breaches:

Records Exposed:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

California Department of Insurance 
("CDI")

CA 12/13/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net
#https://www.databreaches.net/california-department-of-insurance-vulnerability-potentially-exposed-thousands-of-ssn-URL:

Humana Inc (reported 12/31/2018) KY 12/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

684

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/HUM1%20Notification%20-%20HU18005C9%20-%20Multiple%20-%20Bankers%20Life_0URL:

Blur MA 12/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.abine.com
#https://www.abine.com/blog/2018/blur-security-update/#URL:

Wolverine Solutions Group (Blue 
Cross Blue Shield of Michigan vendor)

MI 12/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/28/wolverine-solutions-group-snotice-of-data-breach-to-consumers/#URL:

Dermatologists of Southwest Ohio OH 12/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

733

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Ben-Ora, Hansen & Vanesian Imaging, 
Ltd d/b/a Solis Mammography

AZ 12/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: www.solismammo.com
#https://www.solismammo.com/tinymce2016/plugins/moxiemanager/data/files/Solis.Sub%20Notice.12.14.18%20%28003URL:

Aimbridge Hospitality Holdings, LLC 
(reported on 12/31/2018)

TX 12/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Aimbridge%20Hospitality%20-%20Notice%20of%20Data%20Event%20-%20Exhibit%201URL:

MJ Insurance IN 12/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CHDOCS01-%232634704-v1-AG-CA-Notification-Letter_0.PDF#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

San Jose State University ("SJSU") CA 12/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/181226__CA_AG_Notice_Portal_Appendix_-_SJSU_0.pdf#URL:

 Steward Medical Group MA 11/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,276

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

CHI Health Care, Inc. MD 11/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

722

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Alpha-Omega Endocrinology, Diabetes 
and Metabolism Center, PC

AZ 12/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Smile Designs by Sandwick MN 12/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

900

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Massachusetts General Hospital MA 12/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

588

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Fort Defiance Indian Hospital AZ 12/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Indiana Department of Workforce 
Development

IN 8/10/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,645

Records Reported

Source: www.wthr.com
#https://www.wthr.com/article/indianapolis-man-finds-sensitive-documents-his-backyard#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Chicago Public Schools - Ogden 
Elementary School

IL 12/28/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: news.wttw.com
#https://news.wttw.com/2018/12/28/cps-ousted-ogden-principal-exposed-private-student-info-new-data-breach#URL:

Tift Regional Medical Center GA 12/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,045

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Family Physicians Group FL 12/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,400

Records Reported

Source: www.hipaajournal.com
#https://www.hipaajournal.com/orlando-family-physicians-group-phishing-attack-impacts-8400-patients/#URL:

Dental Center of Northwest Ohio (IT 
vendor Arakyta)

OH 12/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dentalcenternwo.org
#http://dentalcenternwo.org/2018/12/notice-of-data-privacy-event/#URL:

Choice Rehabilitation MO 12/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,309

Records Reported

Source: www.databreaches.net
#https://www.databreaches.net/mo-choice-rehabilitation-notifies-patients-after-hack-of-corporate-email-account/#URL:

Blue Cross Blue Shield of Michigan MI 12/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,000

Records Reported

Source: www.hipaajournal.com
#https://www.hipaajournal.com/15000-customers-notified-about-blue-cross-blue-shield-of-michigan-data-breach/#URL:

Housing Authority of the City of Salem OR 12/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.salemhousingor.com
#https://www.salemhousingor.com/pressrelease/#URL:

Infinera Corporation CA 12/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Infinera-Corporation.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

General Dynamics Information 
Technology

VA 12/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/General-Dynamics-Information-Technology.pdf#URL:

Westminster College (reported on 
12/28/2018)

UT 12/28/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Westminster-College.pdf#URL:

Paylocity Corporation IL 11/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/ACID_PRINTERPROOFS_20181121_paylocity501_CA%20%28SAMPLE%29_0.pdf#URL:

www.DiscountMugs.com FL 12/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Bel-USA-LLC-DiscountMugs.com_.pdf#URL:

College of Eastern Idaho ("CEI") ID 12/27/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/College-of-Eastern-Idaho-CEI.pdf#URL:

4A's Benefits NC 12/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/4As-Benefits.pdf#URL:

Kestra Investment Services, LLC (third 
party service provider Capital 

TX 12/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Kestra-Investment-Services-LLC.pdf#URL:

Capitol Law Group, PLLC ID 12/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Capitol-Law-Group-PLLC.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Avis Budget Car Rental, LLC NJ 12/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Avis-Budget-Car-Rental-LLC.pdf#URL:

GoldSilver LLC NY 12/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

243,000

Records Reported

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/GoldSilver-LLC.pdf#URL:

Bethesda Support MD 12/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: motherboard.vice.com
#https://motherboard.vice.com/en_us/article/7xy789/bethesda-accidentally-leaked-personal-data-of-fallout-76-customerURL:

Warby Parker - Jand Inc. NY 12/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/20/warby-parker-jand-inc-notice-of-data-breach-to-consumers/#URL:

Podiatric Offices of Bobby Yee CA 12/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

24,000

Records Reported

Source: www.yeefootdoc.com
#http://www.yeefootdoc.com/var/m_1/1d/1d0/26866/753544-dr.%20yee%20-%20website%20notice.pdf#URL:

Benchmade Knife Co., Inc. OR 12/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.benchmade.com
#https://www.benchmade.com/security_info#URL:

San Diego Unified School District CA 12/21/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500,000

Records Reported

Source: www.sandiegounified.org
#https://www.sandiegounified.org/sites/default/files_link/district/files/All%20student%20email%20-%20GNotice%20of%2URL:

Bruegger's Bagels TX 12/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: assets.coffeeandbagels-static.com
#https://assets.coffeeandbagels-static.com/brueggers/Data-Security-Notice.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Caribou Coffee MN 12/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: assets.coffeeandbagels-static.com
#https://assets.coffeeandbagels-static.com/cariboucoffee/Data-Security-Notice.pdf#URL:

Coffee & Bagel Brands MN 12/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: assets.coffeeandbagels-static.com
#https://assets.coffeeandbagels-static.com/coffeeandbagels/Data-Security-Notice.pdf#URL:

Ameriprise Financial Services, Inc. 
(reported on 12/21/2018)

MN 12/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Ameriprise-Financial-Services-Inc.-1.pdf#URL:

4 Ever Life Insurance Company IL 12/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/4-Ever-Life-Insurance.pdf#URL:

www.backcountryedge.com 
(Backcountry Edge Inc.)

PA 12/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Backcountry-Edge.pdf#URL:

Beecher Carlson GA 12/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Beecher-Carlson.pdf#URL:

Sunquest Information Systems, Inc. AZ 12/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Sunquest-Information-Systems-Inc..pdf#URL:

Asurint OH 12/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/asurint-20181203.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

NFM Lending MD 12/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/nfm-lending-20181217.pdf#URL:

MetLife (reported 12/18/2018) NY 12/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/metlife-20181219.pdf#URL:

Luzerne Bank PA 12/6/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/luzerne-bank-20181206.pdf#URL:

www.hardwaresource.com (San Diego 
Hardware)

CA 12/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/san-diego-hardware-20181205.pdf#URL:

Springstone Financial MA 12/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/springstone-financial-20181218.pdf#URL:

Exude Benefits Group PA 12/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/14/exude-inc-notice-of-data-breach-to-consumers/#URL:

Century Spring Corp. CA 12/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/14/century-spring-notice-of-data-breach-to-consumers/#URL:

Inforwarstore.com (FreeSpeech 
Systems, LLC)

TX 12/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.ogv
#https://ago.vermont.gov/blog/2018/12/14/infowarstore-com-free-speech-systems-notice-of-data-breach-to-consumers/URL:
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446,515,334

Total Breaches:

Records Exposed:

Robert Graham Designs NY 12/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/07/robert-graham-designs-sbn-to-consumers/#URL:

Okabena Company & Okabena 
Investment Services, Inc.

MN 12/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/12/okabena-sbn-to-consumers/#URL:

ACE Cash Express, Inc. TX 12/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/ACE-%20CA-%20Letter_0.pdf#URL:

www.bevmo.com (Beverages & More, 
Inc. dba BevMo!)

CA 12/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Notice_27.pdf#URL:

Michael Koch dba Lockhart, Britton & 
Koch

CA 12/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/SamDataBreach_0.pdf#URL:

Washington County School 
Department (AOS 77)

ME 12/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: q1065.fm
#http://q1065.fm/washington-county-school-department-warns-of-data-breach/#URL:

Butler County OH 12/4/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,350

Records Reported

Source: healthitsecurity.com
#https://healthitsecurity.com/news/email-error-lack-of-encryption-breaches-nebraska-patient-data#URL:

NASA ("National Aeronautics and 
Space Administration")

DC 12/18/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: spaceref.com
#http://spaceref.com/news/viewsr.html?pid=52074#URL:
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Records Exposed:

www.hammernutrition.com (website 
provider)

MT 12/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/hammer-nutrition-notifies-customers-after-discovering-hack-of/#URL:

Dr. Ben Lynch, LLC OR 12/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2018/12/17/dr-ben-lynch-llc-notice-of-data-breach-to-consumers/#URL:

BJC HealthCare MO 12/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,850

Records Reported

Source: www.bjc.org
#https://www.bjc.org/About-Us/Newsroom/BJC-News/ArtMID/897/ArticleID/4055/BJC-notifies-individuals-of-event-that-cURL:

Elizabethtown Community Hospital NY 12/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

32,470

Records Reported

Source: www.ech.org
#https://www.ech.org/Data-Security-Incident#URL:

City of San Angelo (Click2Gov) TX 9/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.gosanangelo.com
#https://www.gosanangelo.com/story/news/local/2018/09/12/city-some-water-customers-should-replace-credit-cards-wURL:

City of Topeka (Click2Gov) KS 12/10/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,000

Records Reported

Source: www.topeka.org
#https://www.topeka.org/news/city-of-topeka-potential-victim-of-a-cyber-attack/#URL:

Wright County MN 12/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

72,000

Records Reported

Source: www.co.wright.mn.us
#https://www.co.wright.mn.us/CivicAlerts.aspx?AID=974#URL:

CCRM Dallas-Fort Worth TX 12/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,117

Records Reported

Source: www.ccrmivf.com
#https://www.ccrmivf.com/wp-content/uploads/2018/11/CCRM-Dallas-Data-Security-Incident.pdf#URL:
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Records Exposed:

Washington State Employees Credit 
Union (WSECU)

WA 11/16/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: agportal-s3bucket.s3.amazonaws.com
#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Safeguarding_Consumers/Data_Breach/WashingtoURL:

Jared and Kay Jewelers (Signet 
Jewelers)

OH 12/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/12/jared-kay-jewelers-parent-fixes-data-leak/#URL:

Washington State Patrol WA 11/27/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,500

Records Reported

Source: agportal-s3bucket.s3.amazonaws.com
#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Safeguarding_Consumers/Data_Breach/WashingtoURL:

Ronin Gallery, LLC NY 12/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/12/12/ronin-gallery-notice-of-data-breach-to-consumers/#URL:

AltMed ("MUV") FL 12/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/data-breach-at-florida-dispensary-highlights-vulnerabilities/#URL:

Google+ #2 (reported on 12/10/2018) CA 12/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.blog.google.com
#https://www.blog.google/technology/safety-security/expediting-changes-google-plus/#URL:

Locksmith Services (American IP 
Marketing)

TX 12/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: blog.burke-consulting.net
#https://blog.burke-consulting.net/security-breach-locksmith-services/#URL:

East End Disability Associates, Inc. - 
Guardians and/or Family Members

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.eed-a.org
#https://www.eed-a.org/uploads/4/2/6/0/42607963/letter_to_guardians.pdf#URL:
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Records Exposed:

East End Disability Associates, Inc. - 
Contractors

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.eed-a.org
#https://www.eed-a.org/uploads/4/2/6/0/42607963/letter_to_vendors.pdf#URL:

East End Disability Associates, Inc. - 
Current and Former Employees

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.eed-a.org
#https://www.eed-a.org/uploads/4/2/6/0/42607963/letter_to_current_and_former_eeda_employees.pdf#URL:

East End Disability Associates, Inc. - 
Program Participants

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.eed-a.org
#https://www.eed-a.org/uploads/4/2/6/0/42607963/letter_to_program_participants.pdf#URL:

Mind and Motion Developmental 
Centers of Georgia ("Mind and Motion, 

GA 11/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,000

Records Reported

Source: mindmotioncenters.com
#http://www.mindmotioncenters.com/wp-content/uploads/2018/11/Mind-and-Motion-Breach-Notification-Letter.pdf#URL:

Elliot Health System NH 11/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/elliot-health-20181205.pdf#URL:

KMS Financial Services, Inc. WA 12/3/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/KMS-Financial-Services-Inc.-KMS.pdf#URL:

EmployBridge GA 12/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/EmployBridge.pdf#URL:

Harley-Davidson Motor Company, Inc. WI 12/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Harley-Davidson-Motor-company-Inc.-Harley-Davidson.pdf#URL:
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Records Exposed:

Frontier Wealth Management, LLC MO 12/10/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Frontier-Wealth-Management-LLC-Frontier.pdf#URL:

COR Clearing LLC CA 12/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/COR-Clearing-LLC-COR.pdf#URL:

Titan Manufacturing and Distributing, 
Inc.

TN 12/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20Final%20Letter_2.pdf#URL:

MUFG Union Bank, N.A. NY 12/7/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/MUFG%20-%20California%20Copy%20of%20Notice%20Materials_0.pdf#URL:

Farmer Bros. Co. ("Farmer Brothers") TX 12/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Farmer%20Brothers%20%20General%20Notification%20Letter%20Final_0.pdf#URL:

Ally Bank UT 12/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Ally%20CA%20Customer%20Notification%20Letter_0.pdf#URL:

Contra Coast Health Plan ("CCHP") CA 12/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CCHP%20CA%20AG%20Breach_0.pdf#URL:

ASI Computer Systems IA 12/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Californina%20Exhibit%201_0.pdf#URL:
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San Bernardino Community College 
District

CA 12/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Notice_26.pdf#URL:

Thielen Student Health Center IA 11/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

599

Records Reported

Source: iowastatedaily.com
#http://www.iowastatedaily.com/news/iowa-state-student-health-center-leaks-data-violating-hippa/article_52b4b7c8-f8eURL:

Baylor Scott & White Medical Center - 
Frisco

TX 11/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

47,984

Records Reported

Source: databreaches.net
#https://www.databreaches.net/baylor-scott-white-medical-center-frisco-notifies-47000-patients-after-third-party-bill-paURL:

Franciscan University of Steubenville OH 11/29/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/franciscan-university-20181205.pdf#URL:

Rosenberg & Manente, PLLC NY 11/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/rosenberg-manente-20181205.pdf#URL:

Vega US, LLC CO 12/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

135

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/vegas-20181206.pdf#URL:

Altar'd State (Walters and Mason 
Retail, Inc.)

TN 11/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/walters-mason-20181205.pdf#URL:

AerServ CA 12/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/aerserv-20181206.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Ramsey County Information Services 
Department

MN 12/10/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

599

Records Reported

Source: ramseycounty.us
#https://www.ramseycounty.us/sites/default/files/Open%20Government/Security%20Incident%20Notification%20LetterURL:

Redwood Eye Center (Electronic 
Medical Records vendor IT Lighthouse)

CA 12/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,055

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Redwood%20-%20AG%20Notification%20-%20California%2012.6.18_0.pdf#URL:

Quora CA 12/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: help.quora.com
#https://help.quora.com/hc/en-us/articles/360020212652-Quora-Security-Update-FAQ#URL:

KnownCircle CA 11/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#URL:

WPSandbox CA 11/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#URL:

SHG Planning Inc. NY 11/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/28/shg-planning-notice-of-data-breach-to-consumers/#URL:

AccuDoc Solutions, Inc. (Atrium 
Health) - no Social Security numbers

NC 11/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source:
#https://atriumhealth.org/about-us/newsroom/security/special-announcement#URL:

Arthritis & Osteoporosis Consultants 
of the Carolinas

NC 11/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,930

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Texas VSI, LLC (Ambrosio Guillen 
Texas State Veterans Home)

TX 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: hmrveteransservices.com
#http://hmrveteranservices.com/ambrosiodb.html#URL:

East End Disability Associates, Inc. NY 11/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

896

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Cancer Treatment Centers of America 
(CTCA) at Western Regional Medical 

AZ 11/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

41,948

Records Reported

Source:
#https://www.hipaajournal.com/phi-41000-patients-cancer-centers-of-america-phishing-attack/#URL:

Prairie Fields Family Medicine, PC NE 11/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,450

Records Reported

Source: prairiefieldsfamilymedicine.com
#https://www.prairiefieldsfamilymedicine.com/news_events/view/notice_to_patients_of_prairie_fields_family_medicine/URL:

OrthoTexas Physicians and Surgeons TX 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,172

Records Reported

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/OrthoTexas-Physicians-and-Surgeons.pdf#URL:

Medtronic PLC MN 11/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/medtronic-minimed-20181126.pdf#URL:

NextGen Healthcare Information 
Systems

CA 11/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/nextgen-healthcare-20181116.pdf#URL:

Prosper Marketplace, Inc. CA 11/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/prosper-20181126.pdf#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Valor Management Corp. IL 11/16/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/valor-management-20181119.pdf#URL:

www.1800Flowers.ca (the “Canadian 
Website”)

OR 11/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/US_CA_Notice_0.pdf#URL:

Starwood Hotels & Resorts Worldwide, 
LLC (Marriott International) (reported 

MD 11/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

383,000,000

Records Reported

Source: news.marriott.com
#http://news.marriott.com/2018/11/marriott-announces-starwood-guest-reservation-database-security-incident/#URL:

Loeb Enterprises II, LLC NY 11/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/loeb-enterprises-20181126.pdf#URL:

Johnson, Lauder & Savidge, LLP NY 11/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/johnson-lauder-savidge-20181121.pdf#URL:

B.T.C.E. dba HomeBrewIt.com 
10/1/2018

IN 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doh.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/homebrewit-20181119.pdf#URL:

Granite State Management and 
Resources

NH 11/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/granite-state-management-20181126.pdf#URL:

Equity Concepts LLC VA 11/29/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/equity-concepts-20181130.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

ElasticSearch (business entries) CA 11/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/elasticsearch-server-exposed-the-personal-data-of-over-57-million-us-citizens/#URL:

ElasticSearch (personal data) CA 11/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/elasticsearch-server-exposed-the-personal-data-of-over-57-million-us-citizens/#URL:

Cincinnati Reds OH 11/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/cincinnati-reds-20181119.pdf#URL:

Francesca’s Services Corporation 
(third-party vendor Annex Cloud)

TX 11/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20Notice_4.pdf#URL:

Housing Authority of the County of 
Alameda

CA 11/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Housing%20Authority%20of%20the%20County%20of%20Alameda%20Notice%20of%20URL:

Artix Entertainment, LLC online 
network (AdventureQuest, 

FL 10/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/SecurityIncidentWebsiteNotice-October16-2018_0.pdf#URL:

Thesy, LLC CA 11/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/THESY%20LLC%20CA%20SAMPLE%20NOTICE%20OF%20DATA%20BREACH_0.pdf#URL:

Viyet, LLC dba Sotheby's Home NY 11/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Experian_E1879_Sothebys_Home_Individual_Notification_Letter_11.20.18%20fin..._0.pURL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Center for Vitreo-Retinal Diseases IL 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,371

Records Reported

Source: retinacvrd.com
#https://www.retinacvrd.com/images/docs/7332189_-_Dr._Ira_Garoon_-_DataSecurityNotice_2018.pdf#URL:

Town of Christiansburg VA 11/29/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

909

Records Reported

Source: christiansburg.org
#https://www.christiansburg.org/CivicAlerts.aspx?AID=1649#URL:

City of Ames (Click2Gov) IA 11/30/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,600

Records Reported

Source: cityofames.org
#https://www.cityofames.org/Home/Components/News/News/5117/2106#URL:

San Mateo Medical Center - Daly City 
Medical Center

CA 11/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

5,000

Records Reported

Source: smchealth.org
#https://www.smchealth.org/sites/main/files/file-attachments/breach_of_phi_letter_to_patient_-_november_2018_dc_-_URL:

Georgia Spine and Orthopaedics of 
Atlanta, LLC

GA 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,012

Records Reported

Source: gaspineortho.com
#http://gaspineortho.com/wp-content/uploads/Georgia-Spine-&-Orthopaedics.pdf#URL:

Mercy Medical Center - North Iowa IA 11/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,971

Records Reported

Source: globegazette.com
#https://globegazette.com/news/local/mercy-north-iowans-at-risk-from-potential-data-breach/article_d8e3980e-9ab9-5bURL:

AccuDoc Solutions, Inc. (Atrium 
Health) - with Social Security numbers

NC 11/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,652,537

Records Reported

Source: atriumhealth.org
#https://atriumhealth.org/about-us/newsroom/security/special-announcement#URL:

Valley Health (medical records system 
host Inova Health System)

VA 11/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

857

Records Reported

Source: winchesterstar.com
#http://www.winchesterstar.com/winchester_star/valley-health-sending-letters-to-patients-possibly-affected-by-securityURL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

El Centro Regional Medical Center 
(contracted vendor Jobscience)

CA 11/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: pressreader.com
#https://www.pressreader.com/usa/imperial-valley-press/20181121/281492162360947#URL:

High Tail Hall Studios US 11/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

411,755

Records Reported

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#HTHStudios#URL:

UK HealthCare KY 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ukhealthcare.uky.edu
#https://ukhealthcare.uky.edu/public-notices#URL:

United States Postal Service ("USPS") DC 11/21/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: scmagazine.com
#https://www.scmagazine.com/home/security-news/usps-fixes-informed-delivery-flaw-that-exposed-60m-users/#URL:

HealthEquity - Version D UT 11/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California_AG_Notification_0%20-%20Version%20D_0.pdf#URL:

HealthEquity - Version C UT 11/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California_AG_Notification_0%20-%20Version%20C_0.pdf#URL:

HealthEquity - Version B UT 11/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California_AG_Notification_0%20-%20Version%20B_0.pdf#URL:

HealthEquity - Version A UT 11/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California_AG_Notification_0%20-%20Version%20A_0.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

East Tennessee State University 
(reported on 11/19/2018)

TN 11/19/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.wjhl.com
#https://media.wjhl.com/nxs-wjhltv-media-us-east-1/document_dev/2018/11/19/0085_001_1542642327647_62607128_verURL:

Key Dental Group and former medical 
record vendor MOGO

FL 11/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/fl-key-dental-group-notifies-patients-because-former-emr-vendor-will-not-return-patient-URL:

Tandigm Health PA 11/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,376

Records Reported

Source: tandigmhealth.com
#https://tandigmhealth.com/wp-content/uploads/2018/11/Final-Tandigm-Website-Notice-.pdf#URL:

Capital Forensics, Inc. and client LPL 
Financial

IL 11/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/lpl-financial-notifying-clients-after-capital-forensics-inc-was-hacked/#URL:

Rollins Brook Community Hospital TX 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

5,019

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Veterans Health Administration DC 11/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

19,254

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Utah Healing Center UT 11/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

543

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

 Arthritis & Osteoporosis Consultants 
of the Carolinas

NC 11/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,930

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

James R. Etzkorn, MD MO 11/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,845

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

American Medical Response, Inc. TX 11/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

912

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

City of Amarillo (contractor CMMS) TX 11/15/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: myhighplains.com
#https://www.myhighplains.com/news/city-of-amarillo-employees-personal-information-at-risk/1600527281#URL:

Family Tree Relief Nursery OR 8/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: familytreern.org
#http://www.familytreern.org/august-29th-2018-family-tree-was-victim-ransomware-incident-our-computer-server#URL:

CJ Elmwood Partners, L.P., (the 
affiliated surgery center of Jones Eye 

IA 10/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

22,416

Records Reported

Source: joneseye.com
#https://www.joneseye.com/Substitutenoticeweb102218.pdf#URL:

Royal Caribbean Cruises Ltd. FL 11/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/09/royal-caribbean-ltd-notice-of-data-breach-to-consumers/#URL:

Simeon S. Patestas, CPA/PFS NY 11/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/09/simeon-s-patestas-cpa-notice-of-data-breach-to-consumers/#URL:

Mckenna & Sachs, LLC CT 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/12/mckenna-sachs-notice-of-data-breach-to-consumers/#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Rainforest Alliance, Inc. NY 11/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/15/rainforest-alliance-holdings-llc-notice-of-data-breach-to-consumers/#URL:

Group Dynamic, Inc. ME 11/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/16/group-dynamic-inc-notice-of-data-breach-to-consumers-2/#URL:

Chamberlain Group, Inc. "CGI" IL 11/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/11/18/chamberlain-goup-sbn-to-consumers/#URL:

Prescott Metal, lnc. ME 10/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/prescott-metal-20181105.pdf#URL:

Peter Freuler & Associates CPA FL 11/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/peter-freuler-20181109.pdf#URL:

HC Financial Advisors, Inc. CA 11/6/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/hc-financial-advisors-20181106.pdf#URL:

Entrust Energy TX 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/entrust-20181113.pdf#URL:

Collier Heggerness & Bronk CPA's PS 
Inc

WA 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/collier-heggerness-bronk-20181112.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Anderson, Bagley & Mayo Insurance 
Agency, Inc. ("AB&M")

MA 11/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/anderson-bagley-mayo-20181109.pdf#URL:

Hats.com PA 11/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Hats.com_.pdf#URL:

Washington Initiative for Supportive 
Employment ("WISE")

WA 11/13/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Washington-Initiative-for-Supported-Employment.pdf#URL:

OSIsoft CA 11/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Memorandum-on-Credential-Theft-Incident-CA_0_1.pdf#URL:

MetLife NY 11/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/12568%20-%20CA%20notification%20letter_0.pdf#URL:

St. John's Episcopal Hospital and 
Episcopal Health Services

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ehs.org
#https://ehs.org/application/files/3015/4239/2982/Episcopal_Health_Services_-_Website_Notice_888.pdf#URL:

FHN Family Counseling Center IL 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,458

Records Reported

Source: databreaches.net
#https://www.databreaches.net/il-fhn-family-counseling-center-notifies-4458-of-stolen-laptop/#URL:

Huntsville Hospital (contracted vendor 
Jobscience)

AL 11/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: scmagazine.com
#https://www.scmagazine.com/home/security-news/huntsville-hospital-in-alabama-notifies-job-applicants-of-data-breacURL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

New York Oncology Hematology 
("NYOH")

NY 11/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

128,400

Records Reported

Source: newyorkoncology.com
#https://newyorkoncology.com/security/#URL:

Kars4Kids NJ 11/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,612

Records Reported

Source: scmagazine.com
#https://www.scmagazine.com/home/security-news/22000-kars4kids-donors-data-exposed/#URL:

International Society of Explosives 
Engineers

OH 10/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/International-Society-of-Explosives-Engineers-ISEE.pdf#URL:

LJCooper Capital Management, LLC UT 10/29/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/LJCooper-Capital-Management-LLC-LJCooper.pdf#URL:

Hemenway & Barnes LLP and 
Hemenway Trust Company

MA 11/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Hemenway-Barnes-LLP-and-Hemenway-Trust-Company-Hemenway.pdf#URL:

ImpactAssets, Inc. MD 11/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/ImpactAssets.pdf#URL:

Sirchie Acquisition Company, LLC NC 11/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Sirchie-Acquisition-Company-Sirchie.pdf#URL:

Julep Beauty WA 11/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Julep-Beauty.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

New York Life Insurance Company 
(reported on 11/8/2018)

NY 11/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/New-York-Life-Insurance-Company.pdf#URL:

Jennifer Miller Ltd. NY 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Jennifer-Miller-Ltd..pdf#URL:

www.marimekko.com/us US 11/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Marimekko.pdf#URL:

StataCorp LLC TX 11/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/StataCorp.pdf#URL:

Pharmacy Times Office of Continuing 
Professional Education, LLC

NJ 11/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Pharmacy-Times-Office-of-Continuing-Professional-Education.pdf#URL:

NorthBay Healthcare Corporation 
(contracted vendor Jobscience)

CA 10/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/W026_v02.pdf_CA%20Notice_0.pdf#URL:

www.oxo.com NY 11/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/OXO%20International%20Ad%20r3prf_0.pdf#URL:

tylertech.com TX 10/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Breach%20Notification_2.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

El Paso-Los Angeles Limousine 
Express, Inc. (online ticket handler 

CA 11/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/SAMPLE%20CONSUMER%20NOTIFICATION%20LETTER%20%28J2419814x7AD79%29URL:

Leatherology.com TX 11/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/DC%20International%20Breach%20Letter%20California_DH%20with%20experian_0.pdfURL:

Unified Trust Company ("Unified 
Trust")

KY 11/7/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/UTC%20--%20Sample%20Letter_0.pdf#URL:

Stein Mart, Inc. (third-party vendor 
Annex Cloud)

FL 11/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Stein_Mart_Sample_P2_CA_Notice_0.pdf#URL:

Florida Department of Health in Duval 
County

FL 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

300

Records Reported

Source: duval.floridahealth.gov
#http://duval.floridahealth.gov/newsroom/2018/11/notice-to-clients-10-16-18.html#URL:

Dallas County Mental Health 
Retardation Center dba Metrocare 

TX 11/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,804

Records Reported

Source: databreaches.net
#https://www.databreaches.net/tx-metrocare-notifies-1804-patients-after-employees-email-hacked/#URL:

City of Bakersfield (Click2Gov) CA 11/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,400

Records Reported

Source: bakersfield.com
#https://bakersfieldcity.us/howdoi/find/click2gov_notice.htm#URL:

Nordstrom, Inc. WA 11/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Nordstrom%20-%20Individual%20Notification%20Letter_0.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

SUNY Upstate Medical University NY 11/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,216

Records Reported

Source: upstate.edu
#http://www.upstate.edu/healthcare/breach.php#URL:

Southwest Washington Regional 
Surgery Center, LLC ("SWRSC")

WA 11/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,393

Records Reported

Source: swssurgerycenter.com
#http://www.swsurgerycenter.com/wp-content/uploads/2018/SWRSC-Notice-Regarding-Security%20Incident.pdf#URL:

Inova Health VA 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,331

Records Reported

Source: databreaches.net
#https://www.databreaches.net/inova-health-notifies-patients-after-law-enforcement-alerts-them-to-breach-that-began-iURL:

Altus Baytown Hospital ("ABH") and 
affiliates

TX 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40,000

Records Reported

Source: altushospital.org
#https://altushospital.org/news/notice-of-breach/#URL:

Bankers Life, a division of CNO 
Financial Group Inc. (Limited Group)

IN 10/25/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hipaajournal.com
#https://www.hipaajournal.com/566217-customers-of-chicago-based-health-insurer-impacted-by-data-breach/#URL:

Chicago Public Schools Information 
Center

IL 11/1/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

70,000

Records Reported

Source: chicago.cbslocal.com
#https://chicago.cbslocal.com/2018/11/01/cps-employee-data-theft/#URL:

HSBC Bank USA NY 11/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Res%20102923%20PIB%20MAIN%20v3_1.pdf#URL:

Summit Medical Group ("SMG") NJ 11/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

525

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/summit-medical-group-notice-of-data-privacy-incident-300743328.html#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

www.myidentifiers.com NY 11/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.myidentifiers.com
#https://www.myidentifiers.com/important_information#URL:

Five Guys Enterprises, LLC ("Five 
Guys")

VA 11/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Five%20Guys%20-%20CA%20Employee%20Notice_0.pdf#URL:

Radisson Rewards (Radisson Hotel 
Group)

MN 10/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: radissonrewards.com
#https://www.radissonrewards.com/offers/14871683?facilitatorId=CJAMERICAS&siteId=12144048-7304739-&s_cid=af.cjURL:

Zenith American Solutions WA 10/2/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: agportal-s3bcuket.s3.amazonaws.com
#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/ZenithAmericanSoURL:

Alaskans for Dan Sullivan (the 
Campaign)

AK 10/3/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/10/10/alaskans-for-dan-sullivan-notice-of-data-breach-to-consumers/#URL:

Gale & McAllister PLLC VT 10/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/10/19/gale-mcallister-pllc-notice-of-data-breach-to-consumers/#URL:

Weibrecht Law, PLLC NH 10/4/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/weibrecht-law-20181009.pdf#URL:

Travel Leaders Group MN 10/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/tlg-20181024.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

The Provident Bank NJ 10/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/provident-bank-20181017.pdf#URL:

Prudential Insurance Company of 
America (reported on 10/11/2018)

NJ 10/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/prudential-20181011.pdf#URL:

Guardant Health (reported on 
10/22/2018)

CA 10/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/guardant-20181025.pdf#URL:

U.S. Bank MN 10/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/US-Bank-2.pdf#URL:

Strategic Risk Solutions AZ 10/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/10/22/strategic-risk-solutions-notice-of-data-breach-to-consumers/#URL:

Netrition Inc. (Shopper Approved) NY 10/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/shopper-approved-20181022.pdf#URL:

Challenger Sports, Inc. (operator of 
www.ChallengerTeamWear.com)

CA 10/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/challenger-sports-20181023.pdf#URL:

Brenton Point Wealth Advisors 
("BPWA")

NY 10/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/brenton-point-wealth-20181018.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

TransUnion (information acquired by 
former customer Bodies of America, 

IL 10/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/bodies-of-america-20181024.pdf#URL:

United States Liability Insurance 
Company (USLI)

CA 10/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/United-States-Liablity-Insurance-Company-USLI.pdf#URL:

Ameriprise Financial (Auto & Home 
Insurance)

MN 10/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Ameriprise-Finacial-Auto-and-Home.pdf#URL:

Landcar UT 10/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Landcar.pdf#URL:

Tallahassee Memorial HealthCare, Inc. 
("TMH") (contracted vendor 

FL 10/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Tallahassee-Memorial-Healthcare.pdf#URL:

Scrapbook.com, LLC 
("Scrapbook.com")

AZ 10/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Scrapbook.com_.pdf#URL:

Harvest Wealth Advisors MI 10/19/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Harvest-Wealth.pdf#URL:

Star Title Partners of Palm Harbor, LLC 
"Star Title"

PA 10/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Star-Title-Partners-of-Palm-Harbor-LLC-Star-Title.pdf#URL:
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Total Breaches:

Records Exposed:

Renaissance Philanthropic Solutions 
Group (“RenPSG”)

IN 10/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/RenPSG-%20Notice%20of%20Data%20Event-CA%20Exhibit%201_0.pdf#URL:

Humboldt County Probation 
Department

CA 10/30/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

41

Records Reported

Source: times-standard.com
#https://www.times-standard.com/2018/10/29/humboldt-county-probation-department-data-breach-exposes-personal-inURL:

ShopStyle CA 10/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/ShopStyle%20-%20CA%20Exhibits%20Packet%20FINAL_0.pdf#URL:

Net32 NC 10/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Net32%20Sample%20Notice%20Letter_0.PDF#URL:

GS1 US NJ 10/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Consumer%20Notification%20Letter_0.pdf#URL:

Bankers Life, a division of CNO 
Financial Group Inc.

IN 10/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

566,217

Records Reported

Source: oag.ca.gov
#https://www.bankerslife.com/about-us/news/press-releases/2018/bankers-life-notifies-customers-of-data-security-inciURL:

STL International, Inc. d/b/a Teeter WA 10/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Consumer%20Notification%20Letter_1.pdf#URL:

TravisMathew CA 10/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Travis%20Mathew.CreditCard.Notification.Letter.CA__0.pdf#URL:
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Records Exposed:

Jones Eye Center, P.C. ("Jones Eye 
Clinic")

IA 10/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

39,605

Records Reported

Source: joneseye.com
#https://www.joneseye.com/Substitutenoticeweb102218.pdf#URL:

Yale University (reported on 
10/17/2018)

CT 10/17/2018 Education

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,102

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

myCigna (reported on 10/10/2018) CT 10/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,500

Records Reported

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Cigna.pdf#URL:

Day Kimball Healthcare CT 10/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

698

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

West Sound Treatment Center #2 WA 10/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,300

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

West Sound Treatment Center #1 WA 10/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,300

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Indiana University School of Medicine IN 10/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,431

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

The May Eye Care Center PA 10/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

30,000

Records Reported

Source: ocrportal.hhs.gov
#https://www.databreaches.net/pa-may-eye-care-notified-30000-patients-after-ransomware-incident/#URL:
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Records Exposed:

Hormone Logics FL 10/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dr. Robert Carpenter TX 10/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Health First, Inc. FL 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

University of Missouri Health MO 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

706

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Reichert Prosthetics & Orthotics, LLC WI 9/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,380

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dr. Amy Woodruff TX 10/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,862

Records Reported

Source: ago.vermont.gov
#http://ago.vermont.gov/wp-content/uploads/2018/10/10-05-2018-Dr-Amy-Woodruff-SBN.pdf#URL:

FirstCare Health Plans TX 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,056

Records Reported

Source: firstcare.com
#http://www.firstcare.com/FirstCare/media/First-Care/PDFs/Breach-Notification-for-Media-Notice_Revised-10-05-18.pdf#URL:

Missouri Department of Health and 
Senior Services

MO 10/26/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,400

Records Reported

Source: health.mo.gov
#https://health.mo.gov/information/news/2018/security-breach-announcement102618#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Raley's, Bel Air and Nob Hill Foods 
pharmacy

CA 10/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,124

Records Reported

Source: raleys.com
#https://www.raleys.com/pharmacy/hippa-privacy-notice/notice-of-data-breach/#URL:

TengoInternet, Inc. TX 10/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: tengonternet.com
#https://tengointernet.com/importantsecurityannouncement/#URL:

Cathay Pacific US 10/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,400,000

Records Reported

Source: infosecurity.cathaypacific.com
#https://infosecurity.cathaypacific.com/cx/en_HK/hidden-pages/important_info_data_security_event_us.html#URL:

Girl Scouts of Orange County CA 10/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,800

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Troop%20Travel%20Breech%2010222018_0.pdf#URL:

Employees Retirement System of 
Texas (ERS) - ERS OnLine portal

TX 10/15/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,248,263

Records Reported

Source: ers.texas.gov
#https://ers.texas.gov/Statement-and-Frequently-Asked-Questions-about-the-2018-ERS-OnLine-Security-Incident#URL:

Catawba Valley Medical Center (CVMC) NC 10/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,000

Records Reported

Source: databreaches.net
#https://www.databreaches.net/nc-notice-to-catawba-valley-medical-center-patients-of-a-phishing-email-incident/#URL:

wifelovers.com (along with 7 other 
websites not listed)

US 10/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: arstechnica.com
#https://arstechnica.com/information-technology/2018/10/hack-on-8-adult-websites-exposes-oodles-of-intimate-user-daURL:

National Ambulatory Hernia Institute CA 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,974

Records Reported

Source: databreaches.net
#https://www.databreaches.net/national-ambulatory-hernia-institute-notifies-almost-16000-patients-of-gamma-ransomwURL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Byram Healthcare CA 10/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/byram-healthcare-notifies-patients-about-rogue-insider-incident/#URL:

Children's Hospital of Philadelphia PA 10/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,368

Records Reported

Source: databreaches.net
#https://www.databreaches.net/childrens-hospital-of-philadelphia-provides-notice-of-two-email-incidents/#URL:

Town of Round Hill VA 10/20/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: roundhillva.org
#http://roundhillva.org/news/notice-of-town-of-round-hill-data-breach/#URL:

The U.S. Centers for Medicare & 
Medicaid Services (CMS) agent and 

DC 10/19/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

93,689

Records Reported

Source: apnews.com
#https://www.apnews.com/212e1e36b10945968704bd7e86598a65#URL:

Northwest Surgical Specialists WA 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,050

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

City of Indio/Indio Water Authority 
(Click2Gov)

CA 10/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/City%20of%20Indio_CA%20Notification%20Letter_1.pdf#URL:

The Pentagon - Department of Defense 
(travel records)

VA 10/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: apnews.com
#https://apnews.com/7f6f4db35b0041bdbc5467848225e67d#URL:

Biomarin Pharmaceutical CA 10/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hipaajournal.com
#https://www.hipaajournal.com/email-accounts-compromised-biomarin-pharmaceutical-envision-healthcare-corporatioURL:
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446,515,334

Total Breaches:

Records Exposed:

FitMetrix owned by Mindbody GA 10/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2018/10/11/fitmetrix-mindbody-data-exposed-password/#URL:

Minnesota Department of Human 
Services

MN 10/9/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,000

Records Reported

Source: mn.gov
#https://mn.gov/dhs/assets/2018-10-09-data-security-incident-notification_tcm1053-355328.pdf#URL:

Dragas Mortgage Company VA 10/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/10/09/dragas-mortgage-co-notice-of-data-breach-to-consumers/#URL:

Navionics (owned by Garmin) MA 10/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2018/10/08/garmin-owned-navigation-unit-exposed-thousands-of-boat-owners-data/#URL:

Professional Golf Ball Services, Ltd 
"PGBS"

TX 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/professional-golf-ball-20181005.pdf#URL:

PPI (ppi2pass.com) CA 10/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/ppi-20181004.pdf#URL:

Power Home Remodeling "PHR" PA 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/power-home-remodeling-20181002.pdf#URL:

LeafFilter North LLC "LeafFilter" OH 10/4/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/leaffilter-north-20181005.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Coca-Cola Bottling Company of 
Northern New England "CCNNE"

NH 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/coca-cola-bottling-20181001.pdf#URL:

Five Below, Inc. PA 10/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Five-Below.pdf#URL:

Northwestern Mutual Life Insurance 
Company;Northwestern Wealth 

WI 10/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Northwestern-Mutual-1.pdf#URL:

Rite Aid Pharmacy CA 10/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Rite%20Aid-Individual%20Notification%2010-18_0.pdf#URL:

Another Planet Entertainment "APE" CA 10/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/APE%20-%20Notification%20Letter%20CA%20Residents_0.pdf#URL:

California State University East Bay CA 10/5/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/california-state-university-20181008.pdf#URL:

DecisionHR Holdings, Inc. "Decision 
HR"

FL 10/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/DecisionHR%20Consumer%20Notification%20Letter_0.pdf#URL:

Envision Healthcare Corporation TN 10/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20V889_v03_0.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Shopper Approved UT 10/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/new-magecart-hack-detected-at-shopper-approved/#URL:

New Mexico Retiree Health Care 
Authority

NM 10/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

586

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Gentle Dentistry Group PC NJ 9/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

831

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

J&J Medical Service Network Inc. TX 9/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Ransom Memorial Hospital KS 9/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,329

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

University of Michigan / Michigan 
Medicine

MI 9/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,624

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/michigan-medicine-notifies-3600-patients-of-phi-disclosure-due-to-mailing-error/#URL:

Rebound Orthopedics & Neurosurgery WA 10/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,800

Records Reported

Source: columbian.com
#https://www.columbian.com/news/2018/oct/06/another-vancouver-business-reports-data-breach-making-it-the-second-URL:

Google+ CA 10/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500,000

Records Reported

Source: cbsnews.com
#https://www.cbsnews.com/news/google-data-exposure-unreported-affects-hundreds-of-thousands-2018-10-08-live-upURL:
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446,515,334

Total Breaches:

Records Exposed:

John F. Kennedy High School CA 10/3/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/ca-john-f-kennedy-high-school-breach-letter-to-parents/#URL:

Gold Coast Health Plan (GCHP) CA 10/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

37,005

Records Reported

Source: goldcoasthealthplan.netreturns.biz
#https://goldcoasthealthplan.netreturns.biz/NewsReleases/Article_Detail.aspx?id=5948703b-388e-4f5e-82fc-e81b74b567URL:

Tillamook Chiropractic Clinic OR 10/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,058

Records Reported

Source: tillamookcountypioneer.com
#https://www.tillamookcountypioneer.net/notice-of-security-breach-tillamook-chiropractic-clinic/#URL:

UT Health TX 10/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,800

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/phi-of-1800-patients-found-abandoned-in-houston-street/#URL:

Gwinnett Medical Center GA 10/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40

Records Reported

Source: ajc.com
#https://www.ajc.com/news/local/fbi-data-breach-reported-gwinnett-medical-center/knSVZ2VUBw2eqi8eDefaWJ/#URL:

Toyota Industries North America, Inc. IN 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,000

Records Reported

Source: businesswire.com
#https://www.businesswire.com/news/home/20180928005549/en/Professional-Services-Issues-Data-Security-Incident-NURL:

Burgerville OR 10/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/burgerville-notifies-guests-of-data-breach-300723908.html#URL:

Honeoye Falls-Lima Central School 
District

NY 10/2/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hflcsd.org
#http://www.hflcsd.org/news.cfm?story=105582&#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334
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Records Exposed:

Oklahoma Department of Human 
Services (reported on 10/2/2018)

OK 10/2/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

813

Records Reported

Source: newsok.com
#https://newsok.com/article/5610220/oklahoma-dhs-could-have-sent-private-medical-info-to-wrong-addresses#URL:

City of St. Petersburg (Click2Gov) FL 10/2/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: stpete.org
#http://www.stpete.org/news/databreach.php#URL:

Apollo CA 10/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2018/10/01/apollo-contacts-data-breach/#URL:

Plant Therapy (reported on 9/12/2018) ID 9/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/09/20/2018-09-20-plant-therapy-notice-of-data-security-incident-to-consumers/#URL:

Garretson Resolution Group, Inc. 
"GRG"

OH 9/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/09/19/garretson-resolution-group-inc-email-phishing-incident-notice-to-consumers/#URL:

Roadrunner Transportation Systems, 
Inc. (reported on 9/10/2018)

IL 9/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/roadrunner-20180914.pdf#URL:

REDICO Management, Inc. MI 9/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/redico-20180924.pdf#URL:

Protravel International LLC CA 9/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/protravel-20180924.pdf#URL:
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Records Exposed:

Med-A-Vision, Inc. ME 9/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/med-a-vision-20180918.pdf#URL:

Mechanical Construction Services, Inc. AR 9/4/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/mechanical-construction-20180904.pdf#URL:

BeiGene MA 9/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/beigene-20180921.pdf#URL:

YRC Worldwide "YRC" CA 9/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California_4%20%28revised%29_1.pdf#URL:

The Wine House CA 9/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/ID%20Experts%20Breach%20Notification%20Letter%20FINAL_0.pdf#URL:

Travis Credit Union CA 9/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Notice%20of%20breach%20-%20CA%20AG_0.pdf#URL:

Aflac (reported on 9/28/2018) GA 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CALIFORNIA%20HIPPA%20%26%20CM%20ONLY_0.pdf#URL:

Quest Nutrition CA 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Notice_25.pdf#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Attorney Matt Rovner Computer 
Systems

WA 9/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

73

Records Reported

Source: classifieds.seattletimes.com
#http://classifieds.seattletimes.com/wa/legals/notice-of-data-breach/AC1E05BC169ca027169MCFF818EB#URL:

Facebook CA 9/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: newsroom.fb.com
#https://newsroom.fb.com/news/2018/09/security-update/#URL:

 Simonian Sports Medicine Clinic, A 
Medical Corporation

CA 9/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,541

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Assistance Services of 
Colorado LLC ("PASCO")

CO 9/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,839

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/personal-assistance-services-of-colorado-provides-notice-of-data-incideURL:

Real Estate Mogul FL 9/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#RealEstateMogul#URL:

United Nations NY 9/24/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: scmagazine.com
#https://www.scmagazine.com/home/news/united-nations-data-found-exposed-on-web-researcher/#URL:

Claxton-Hepburn Medical Center NY 9/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: northcountrynow.com
#http://www.northcountrynow.com/news/ogdensburg-hospital-terminates-employees-following-breaches-patient-inforURL:

Chegg CA 9/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/chegg-to-reset-passwords-for-40-million-users-after-april-2018-hack/#URL:
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SHEIN (US) NJ 9/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/shein-notifies-customers-who-may-have-been-affected-by-data-breach-30URL:

David G. Simon, DMD, PA, d/b/a Simon 
Orthodontics

FL 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,129

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

First coast podiatric surgery and 
wound

FL 8/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

ELS Language Services, Inc. CA 9/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/ELS%20Language%20Services%2C%20Inc._0.PDF#URL:

Tech Rabbit NJ 9/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Tech%20Rabbit%20LLC%20Sample%20Notice%20of%20Security%20Incident_1.pdf#URL:

The Affiliated Group "TAG" MN 9/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/TAG%20-%20Notice%20of%20Data%20Event%20-%20Exhibit%201%20-%20CA_0.pdf#URL:

Blood Systems AZ 9/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Blood%20Systems%2C%20Inc.%20Data%20Breach%20Donor%20Notice%20Letter_%2URL:

Title Nine (third-party vendor Annex 
Cloud)

CA 9/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/title-nine-20180910.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Sanibel Captiva Trust Company FL 9/6/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/sanibel-captive-trust-20180910.pdf#URL:

Nardella & Taylor, LLP MA 9/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/nardella-taylor-20180910.pdf#URL:

KYOCERA Document Solutions New 
England, Inc.

MA 9/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/kyocera-document-solutions-20180910.pdf#URL:

Legacy Properties CA 9/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Legacy-Properties.pdf#URL:

Academy Mortgage Corporation 
"Academy"

CA 8/31/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-301764.pdf#URL:

North American Risk Services, Inc. FL 8/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-301765.pdf#URL:

Oak Park Surgery Center "Oak Park" CA 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

469

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Notice%20of%20Data%20Breach%20-%20Oak%20Park%20Surgery%20Center_0.pdf#URL:

Peaceful Valley Farm Supply CT 9/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Notification%20Letter_2.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

J.A. Stokes Ltd. NV 9/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,200

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Catholic Charities Neighborhood 
Services, Inc.

NY 9/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

565

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Rockdale Blackhawk, LLC d/b/a Little 
River Healthcare

TX 9/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,494

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

TMC HealthCare AZ 9/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,776

Records Reported

Source: databreaches.net
#https://www.databreaches.net/az-files-containing-patient-info-left-unsecured-at-tmc-healthcare-property/#URL:

Leominster Dermatology LLP MA 9/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Pulse Systems, Inc. KS 9/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

722

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Ohio Living OH 9/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,510

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/phishing-attack-on-ohio-living-exposed-phi-of-6500-individuals/#URL:

U.S. State Department DC 9/7/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: csoonline.com
#https://www.csoonline.com/article/3305067/security/state-department-confirms-breach-of-unclassified-email-system.hURL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Government Payment Service Inc. 
(GovPayNow.com)

IN 9/14/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,000,000

Records Reported

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/09/govpaynow-com-leaks-14m-records/#URL:

Kings County Hospital NY 9/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

98

Records Reported

Source: nydailynews.com
#http://www.nydailynews.com/new-york/nyc-crime/ny-metro-kings-county-hospital-patient-ids-stolen-20180903-story.htURL:

Independence Blue Cross PA 9/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,762

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/independence-blue-cross-notifies-17000-members-of-online-exposure-of-their-phi/#URL:

Newegg CA 9/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2018/09/19/newegg-credit-card-data-breach/#URL:

Veeam US 9/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: linkedin.com
#https://www.linkedin.com/pulse/veeam-inadvertently-exposed-marketing-info-hundreds-its-bob-diachenko/#URL:

MedCall Advisors NC 9/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,900

Records Reported

Source: databreaches.net
#https://www.databreaches.net/data-of-almost-3000-patients-experiencing-emergency-symptoms-exposed-online-by-mURL:

Mt. Diablo School District CA 8/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net
#https://www.databreaches.net/mt-diablo-school-district-notifies-parents-of-data-breach/#URL:

Guardant Health CA 9/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: mddionline.com
#https://www.mddionline.com/guardant-exposed-cybersecurity-threat-phishing-scheme#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Washoe County School District - 
Edmodo

NV 9/14/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mynews4.com
#https://mynews4.com/news/local/wcsd-addresses-concerns-over-data-breach#URL:

Blue Cross Blue Shield of Rhode Island RI 9/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,567

Records Reported

Source: beckershospitalreview.com
#https://www.beckershospitalreview.com/payer-issues/bcbs-of-rhode-island-blames-vendor-for-breach-of-customer-daURL:

British Airways US 9/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

429,000

Records Reported

Source: moneysavingexpert.com
#https://www.moneysavingexpert.com/news/2018/09/british-airways-apologises-after-hackers-steal-customers--financ/URL:

United Methodist Homes NY 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

843

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/united-methodist-homes-notice-of-data-privacy-event-300706578.html#URL:

Hopebridge IN 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,411

Records Reported

Source: hopebridge.com
#https://www.hopebridge.com/incident/#URL:

Carpenters Benefit Funds of 
Philadelphia

PA 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,015

Records Reported

Source: apnews.com
#https://www.apnews.com/a130d108294bd6f2d2e383a3c94da3e8#URL:

South Alamo Medical Group TX 9/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,100

Records Reported

Source: samedgrp.com
#http://samedgrp.com/blog/notice-privacy-incident-provided-individuals#URL:

Fetal Diagnostic Institute of the Pacific HI 8/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40,800

Records Reported

Source: hawaiifdip.com
#http://www.hawaiifdip.com/m_breach-rw.html#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

University of Louisville (fitness vendor 
Health Fitness Corp.)

KY 9/11/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: louisvillecardinal.com
#https://www.louisvillecardinal.com/2018/09/brief-uofl-faculty-and-staff-facing-data-breach/#URL:

Posternak Blankstein & Lund LLP MA 8/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/posternak-20180904.pdf#URL:

Acadiana Computer Services Inc. LA 8/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

31,151

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/phishing-attack-on-acadiana-computer-systems-exposed-the-phi-of-31000-individuals/#URL:

City of Tyler (Click2Gov) TX 9/11/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/click2gov-payment-system-security-breach/#URL:

Whitmer & Company CPA's, LLP OH 8/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/08/20/whitmer-company-cpas-llp-notice-of-data-breach-to-consumers/#URL:

Recruitmilitary.com OH 8/14/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

850,729

Records Reported

Source: cyberwarnews.info
#https://www.cyberwarnews.info/2018/08/01/forum-post-claims-breach-of-850k-us-military-related-personal/#URL:

Williams-Sonoma, Inc. CA 8/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/williams-sonoma-20180830.pdf#URL:

SureFire Internet Security CA 8/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/surefire-internet-security-20180829.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Sierra Nevada Brewing Co. CA 8/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/sierra-nevada-brewing-20180827.pdf#URL:

REEB Millwork Corporation CA 8/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/reeb-millwork-20180829.pdf#URL:

LA Fashion Enterprise LTD US 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/la-fashion-20180823.pdf#URL:

Quality Care Pharmacy CA 3/24/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Quality-Care%20-%20Notice%20to%20Patients_0.pdf#URL:

LÍLLÉbaby CO 8/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/lillebaby-20180829.pdf#URL:

Richard Owen Nursery, Inc. dba Dutch 
Gardens USA

IL 8/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/dutch-gardens-20180830.pdf#URL:

Cortland Partners GA 8/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/cortland-partners-20180823.pdf#URL:

Allsup IL 6/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298728.pdf#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Passport, Inc. NC 6/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298726.pdf#URL:

Conn Maciel Carey LLP "CMC" DC 6/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298499%20(1).pdf#URL:

Boutwell Fay LLP CA 6/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298873%20(1).pdf#URL:

Foundation Building Materials, LLC CA 6/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298612.pdf#URL:

SOS International, LLC VA 6/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-299239%20(1).pdf#URL:

SGS North America Inc. "SGS"/ 
Lockton Companies

NJ 6/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylangattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-299248.pdf#URL:

Mar-Chek, Inc. MD 6/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

397

Records Reported

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298843%20(1).pdf#URL:

TRI Pointe Group, Inc. "Company" CA 6/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298844.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

D.C. Public Schools DC 9/4/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: fox5dc.com
#http://www.fox5dc.com/news/local-news/personal-info-for-2-000-dc-students-mistakenly-posted-online#URL:

Reliable Respiratory MA 9/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,311

Records Reported

Source: reliablerespiratory.com
#https://reliablerespiratory.com/wp-content/uploads/2018/09/Reliable_DataPrivacy_090118.pdf#URL:

Family Orbit CA 8/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: motherboard.vice.com
#https://motherboard.vice.com/en_us/article/ywk8gy/spyware-family-orbit-children-photos-data-breach#URL:

foiaonline.gov "Freedom of 
Information Act Request Portal"

US 9/3/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cnn.com
#https://www.cnn.com/2018/09/03/politics/foia-revealed-social-security-numbers/index.html#URL:

New Mexico Department of Health - 
Turquoise Lodge Hospital

NM 8/31/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: krqe.com
#https://www.krqe.com/news/albuquerque-metro/hundreds-of-private-medical-documents-scattered-on-albuquerque-stURL:

Fiserv, Inc. WI 8/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity
#https://krebsonsecurity.com/2018/08/fiserv-flaw-exposed-customer-data-at-hundreds-of-banks/#URL:

Boston Health Care for the Homeless 
Program (BHCHP)

MA 8/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/boston-health-care-for-the-homeless-program-investigates-breach-that-occurred-in-marURL:

Family Medical Group Northeast PC OR 8/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,077

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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446,515,334

Total Breaches:

Records Exposed:

TCI Holdings, Inc. IL 6/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298871.pdf#URL:

Pacific Management, Inc. IL 6/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-298845.pdf#URL:

Missouri Care - A WellCare Company MO 8/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

19,570

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/mailing-error-resulted-in-impermissible-disclosure-of-19570-missouri-care-members-phURL:

Thomas Cook US 7/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: infosecurity-magazine.com
#https://www.infosecurity-magazine.com/news/travel-information-leaked-at/#URL:

Cass Regional Medical Center MO 7/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cassregional.org
#https://www.cassregional.org/news/releases/a-special-statement-from-cass-regional/#URL:

Monroe Operations, LLC d/b/a Newport 
Academy and Center for Families

TN 8/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,165

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Wells Pharmacy Network FL 8/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Anne Arundel Dermatology, P.A. MD 8/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,310

Records Reported

Source: aadermatology.com
#https://aadermatology.com/data-security-incident/#URL:
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446,515,334

Total Breaches:

Records Exposed:

CoreLink Administrative Solutions, LLC ND 8/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,813

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

CoreSource, Inc. IL 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

769

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/coresource-inc-provides-notice-of-data-privacy-incident-300691980.html#URL:

Health Management Concepts, Inc. FL 8/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/health-management--20180823.pdf#URL:

Delicato Vineyards "Delicato" CA 8/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/delicato-vineyards-20180817.pdf#URL:

Dallas County Community College 
District

TX 8/17/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/dallas-county-community-college-20180821.pdf#URL:

ChoiceOne Urgent Care "ChoiceOne" MD 8/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/choiceone-20180808.pdf#URL:

Chapman & Chapman, Inc. OH 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,032

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/chapman-20180820.pdf#URL:

Munro and Company, Inc. "Munro" AR 8/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/munro-20180822.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Cain Watters & Associates TX 8/15/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/cain-watters-20180823.pdf#URL:

OMNIA Partners, Inc. TN 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/omnia-partners-20180820.pdf#URL:

Mondelez Global IL 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/mondelez-20180816.pdf#URL:

Lasula US 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/LA-Fashion-Lasula.pdf#URL:

American Institute of Aeronautics and 
Astronautics "AIAA"

VA 8/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/aiaa-20180820.pdf#URL:

Bank of the West CA 8/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/LS%200818-088%20GLBA%20Incident_0.pdf#URL:

Authentic Recovery, LLC OH 8/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,790

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Adult%20Notification%20Letters%20submitted%20with%20CA%20Online%20Data%20SURL:

Sitter.app CO 8/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

93,000

Records Reported

Source: nakedsecurity.sophos.com
#https://nakedsecurity.sophos.com/2018/08/23/babysitting-app-suffers-temporary-data-breach-of-93000-users/#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Cheddar's Scratch Kitchen TX 8/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

567,000

Records Reported

Source: abc15.com
#https://www.abc15.com/news/national/cheddar-s-data-breach-about-567-000-payment-card-numbers-may-have-been-eURL:

T-Mobile WA 8/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000,000

Records Reported

Source: t-mobile.com
#https://www.t-mobile.com/customers/6305378821#URL:

Tulsa Public Schools OK 8/19/2018 Education

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: tulsaworld.com
#https://www.tulsaworld.com/news/local/tps-recovers-confidential-student-information-found-in-dumpster-behind-tulsaURL:

Central Colorado Dermatology, P.C. CO 8/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,065

Records Reported

Source: centralcoloradodermatology.com
#http://www.centralcoloradodermatology.com/node/17#URL:

Gordon Schanzlin New Vision Institute CA 8/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

9,351

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/9350-patients-of-gordon-schanzlin-new-vision-institute-notified-of-data-breach/#URL:

American Eagle Credit Union MO 8/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: fox2now.com
#https://fox2now.com/2018/08/20/south-st-louis-credit-union-customers-report-money-stolen-in-security-breach/#URL:

Legacy Health OR 8/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

38,000

Records Reported

Source: oregonlive.com
#https://www.oregonlive.com/business/index.ssf/2018/08/legacy_health_email_breach_mig.html?utm_medium=social&URL:

Animoto NY 8/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: help.animoto.com
#https://help.animoto.com/hc/en-us/articles/360008114514-Important-Security-Announcement#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

City of Bossier City (Click2Gov) LA 8/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bossiercity.org
#http://www.bossiercity.org/CivicAlerts.aspx?AID=101#URL:

Augusta University Health GA 8/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

417,000

Records Reported

Source: augusta.edu
#https://www.augusta.edu/notice/#URL:

Eastern Maine Community College ME 8/17/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,000

Records Reported

Source: emcc.edu
#https://www.emcc.edu/discover-emcc/emcc-notifies-college-community-of-possible-data-security-breach/#URL:

City of Morgan Hill CA 8/13/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

480

Records Reported

Source: morganhilltimes.com
#http://www.morganhilltimes.com/news/city-employees-info-accessed-in-data-breach/article_452f97a8-9f2b-11e8-b28d-URL:

MyFHA MA 8/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

972,629

Records Reported

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#MyFHA#URL:

League of Legends CA 7/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#MyFHA#URL:

Lanwar KY 8/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#MyFHA#URL:

Funny Games US 7/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#MyFHA#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Gallagher Bassett Services, Inc. CA 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,294

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/2018-08-03%20Gallagher%20Bassett%20AG%20Form%20-%20CA_0.pdf#URL:

American Express Travel Related 
Services Company, Inc.

CA 7/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Customer%20Notification%20C1807014816_1.pdf#URL:

BBVA Compass AZ 7/26/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Notification%20Letter_3.pdf#URL:

Canyon Road Chiropractic & Massage OR 8/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: canyonrdchiro.com
#https://www.canyonrdchiro.com/storage/app/media/data-breach-ltr-8-10-2018-for-web-site.pdf#URL:

Norfolk Public Schools VA 8/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: piltoonline.com
#https://pilotonline.com/news/local/education/public-schools/article_dd4a8a3a-9f20-11e8-9430-df2bc366e010.html#URL:

Davidson County Criminal Court Clerk TN 8/13/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: newschannel5.com
#https://www.newschannel5.com/news/davidson-county-criminal-court-clerk-confirms-data-breach#URL:

Our Honeymoon Wishes, Inc. CA 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/our-honeymoon-20180803.pdf#URL:

North American Power & Gas, LLC 
"NAP"

CT 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/north-american-20180803.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Manduka CA 8/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/-%20Manduka%20Ad%20%28Non-Mass%29_0.pdf#URL:

J.E. Sandifer Financial Consultants, 
Inc.

AL 8/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/je-sandifer-20180802.pdf#URL:

Hasbro, Inc. CA 8/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Experian_D9225_Notice%20letter%20for%20Batch%207%20-%20all%20U.S.%20exceptURL:

JPMorgan Chase Bank CA 8/10/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/2018_8_10_CCB_customer_notice_CA_0.pdf#URL:

MedSpring Urgent Care TX 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,034

Records Reported

Source: databreaches.net
#https://www.databreaches.net/tx-medspring-urgent-care-notifies-13000-patients-after-phishing-attack/#URL:

Adams County computer network and 
system

WI 8/10/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

258,120

Records Reported

Source: wisconsinrapidstribune.com
www.wisconsinrapidstribune.com/story/news/2018/08/10/adams-county-data-breach-exposed-information-up-250-000-pURL:

Netlog US 7/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Communication%20to%20Users%20-%20FINAL_0.pdf#URL:

Colorado Bankers Life Insurance 
Company "CBLife"

CO 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cblife.com
#https://www.cblife.com/Home/DataIncident_CR#!#URL:
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446,515,334

Total Breaches:

Records Exposed:

SSM Health St. Mary's Hospital - 
Jefferson City

MO 7/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

301,000

Records Reported

Source: databreaches.net
#https://www.databreaches.net/st-marys-hospital-campus-in-jefferson-city-notifies-301000-of-limited-phi-left-behind-in-URL:

RoboCent VA 7/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,500

Records Reported

Source: securityaffairs.co
#https://securityaffairs.co/wordpress/74553/data-breach/robocent-s3-bucket-exposed.html#URL:

Salesforce.com CA 7/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bankinfosecurity.com
#https://www.bankinfosecurity.com/salesforce-security-alert-api-error-exposed-marketing-data-a-11278#URL:

ZP Group VA 7/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/zp-group-20180726.pdf#URL:

SVAM International, Inc. NY 7/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/svam-20180726.pdf#URL:

MEBA Benefit Plans CA 7/27/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

23

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/meba-20180727.pdf#URL:

Welk Resorts TX 7/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Welk-Resort-Group.pdf#URL:

Loyola University Chicago IL 7/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov
#https://dojmt.gov/wp-content/uploads/Loyola-Univ-of-Chicago.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Plant Therapy ID 7/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,074

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Plant%20Therapy%20-%20California%20AG%20Notification%20Letter_0.pdf#URL:

TCM Bank subsidiary of ICBA Bancard 
Inc.,

FL 8/3/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/08/credit-card-issuer-tcm-bank-leaked-applicant-data-for-16-months/#URL:

mention - third-party US 8/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: email.mention.com
#http://email.mention.com/deliveries/ZOy4AQABZP7lD-7GCIk48J-KPw3M#URL:

Institute on Aging, San Francisco CA 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,907

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/IoA%20-%20California%20AG%20Notification%20Letter_0.pdf#URL:

Joint Base Charleston SC 7/20/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: wmbfnews.com
#http://www.wmbfnews.com/story/38789216/joint-base-charleston-notifies-airmen-of-possible-breach-of-personal-inforURL:

Pennsylvania Department of Human 
Services (DHS) Compass System

PA 7/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,130

Records Reported

Source: databreaches.net
#https://www.databreaches.net/department-of-human-services-alerts-hhs-and-pennsylvanians-of-compass-system-erroURL:

Reddit US 8/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: reddit.com
#https://www.reddit.com/r/announcements/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to/URL:

Orlando Orthopaedic Center FL 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

19,101

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/orlando-orthopaedic-center-suffers-19000-record-breach-due-to-business-associate-errURL:
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Total Breaches:

Records Exposed:

Yale University CT 7/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

119,000

Records Reported

Source: cybersecurity.yale.edu
#https://cybersecurity.yale.edu/data-intrusion-response#URL:

Clarkson PLC "Clarksons" US 7/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/re-clarkson-plc-clarksons-notice-of-data-breach-300688782.html#URL:

UnityPoint Health IA 7/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,421,107

Records Reported

Source: unitypoint.org
#https://www.unitypoint.org/filesimages/About/Security%20Substitute%20Notification.pdf#URL:

Simma Flottemesch & Orenstein MN 7/19/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: sfocpa.com
#https://www.sfocpa.com/notice-of-a-data-breach/#URL:

Roadrunner Transportation Systems, 
Inc.

WI 7/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/roadrunner-transportation-20180713.pdf#URL:

Jewish Federation of Cincinnati OH 7/9/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

812

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/jewish-federation-20180709.pdf#URL:

iRemedy Healthcare Companies, Inc. 
formerly Paquin Healthcare 

FL 7/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/iremedy-20180709.pdf#URL:

EnChroma CA 6/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/enchroma-20180711.pdf#URL:
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Records Exposed:

Cushman & Wakefield NH 7/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/cushman-20180705.pdf#URL:

Cook County Clerk of the Circuit Court 
Traffic Records

IL 7/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: chicago.cbslocal.com
#https://chicago.cbslocal.com/2018/07/26/traffic-records-personal-information/#URL:

Vermont Health Connect VT 7/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vtdigger.org
#https://vtdigger.org/2018/07/26/state-survey-leads-vermont-health-connect-email-breach/#URL:

AmberCare Hospice NM 7/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,284

Records Reported

Source: ambercare.com
#http://www.ambercare.com/data-incident.pdf#URL:

Palm Beach County Tax Collector's 
Office (PBC Tax Collector's Office)

FL 7/27/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

244

Records Reported

Source: wptv.com
#https://www.wptv.com/news/region-c-palm-beach-county/security-breach-at-pbc-tax-collectors-office-exposes-social-URL:

Confluence Health WA 7/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: confluencehealth.org
#https://www.confluencehealth.org/news/public-notice/#URL:

Georgia Tech GA 7/25/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cbs46.com
#http://www.cbs46.com/story/38730844/wwwcbs46com#URL:

Lifelock US 7/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/07/lifelock-bug-exposed-millions-of-customer-email-addresses/#URL:
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Records Exposed:

Garden City Community College KS 7/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: gctelegram.com
#http://www.gctelegram.com/news/20180726/gccc-investigating-reported-email-breach#URL:

Fruitful Yield, Inc. IL 7/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/11/the-fruitful-yield-inc-notice-of-security-incident-to-consumers/#URL:

AutoPets TX 7/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/13/automated-pet-care-products-inc-notice-of-data-security-incident-to-consumerURL:

Southern College of Optometry TN 7/16/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/25/southern-college-of-optometry-security-breach-notice-to-cunsumers/#URL:

Optoma Technologies CA 7/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/26/optoma-technologies-secuirty-incident-notice-to-consumers/#URL:

Appian Way Energy Partners LLC MA 7/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

50

Records Reported

Source: mass.gov
#https://www.mass.gov/files/documents/2018/07/24/Data%20Breach%20Web%20Report%202018.pdf#URL:

Pinnacle Trailer Sales Inc. VT 7/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/16/pinnacle-trailer-sales-inc-security-incident-notice-to-consumers/#URL:

Dedham Savings Bank MA 7/17/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

84

Records Reported

Source: mass.gov
#https://www.mass.gov/files/documents/2018/07/24/Data%20Breach%20Web%20Report%202018.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Blue Hills Bank MA 7/17/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

211

Records Reported

Source: mass.gov
#https://www.mass.gov/files/documents/2018/07/24/Data%20Breach%20Web%20Report%202018.pdf#URL:

Discover MA 7/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,101

Records Reported

Source: mass.gov
#https://www.mass.gov/files/documents/2018/07/24/Data%20Breach%20Web%20Report%202018.pdf#URL:

CBIZ MHM LLC OH 7/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/18/cbiz-mhm-llc-security-incident-notice-to-consumers/#URL:

Helly Hansen AS US 7/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/helly-hansen-20180719.pdf#URL:

Eastern Bank MA 7/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

165

Records Reported

Source: mass.gov
#https://www.mass.gov/files/documents/2018/07/24/Data%20Breach%20Web%20Report%202018.pdf#URL:

Discover Financial Services US 7/25/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/sample-notification-1_28.pdf#URL:

TradeMotion/Parts.com TX 7/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/TradeMotion%20Notice%20of%20Breach_0.pdf#URL:

Roper Hospital SC 7/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

133

Records Reported

Source: counton2.com
#https://www.counton2.com/news/investigations/call-collett/call-collett-patients-health-records-stolen-from-gas-station/URL:
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446,515,334

Total Breaches:

Records Exposed:

Blue Springs Family Care MO 7/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

44,979

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/blue-springs-family-care-ransomware-attack-impacts-45000-patients/#URL:

City of Medford  (Click2Gov) OR 7/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,842

Records Reported

Source: kdrv.com
#http://www.kdrv.com/content/news/City-of-Medford-Reports-Data-Breach-in-Online-Bill-488930591.html#URL:

Clark University MA 7/20/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/20/clark-university-security-incident-notice-to-consumers/#URL:

Central New York Cardiology, P.C. NY 7/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: cnycardiology.com
#http://cnycardiology.com/central-new-york-cardiology-p-c-substitute-patient-notice/#URL:

Lane County Health and Human 
Services

OR 7/24/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: kezi.com
#http://www.kezi.com/content/news/700-patients-medical-records-lost-possibly-destroyed--489095871.html#URL:

City of Midwest City (Click2Gov) OK 7/24/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,559

Records Reported

Source: midwestcityok.org
#https://midwestcityok.org/CivicAlerts.aspx?AID=316#URL:

Golden Heart Administrative 
Professionals, Inc.

AK 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

44,600

Records Reported

Source: co.fairbanks.ak.us
#http://www.co.fairbanks.ak.us/Pages/default.aspx##URL:

Level One Robotics & Automakers MI 7/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: upguard.com
#https://www.upguard.com/breaches/short-circuit-how-a-robotics-vendor-exposed-confidential-data-for-major-manufacURL:
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Total Breaches:

Records Exposed:

Accreditation, Audit & Risk 
Management Security, LLC & PA DOC

PA 7/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,791

Records Reported

Source: fox43.com
#https://fox43.com/2018/07/23/state-dept-of-corrections-notifies-employees-inmates-of-online-security-incident-with-thiURL:

NorthStar Anesthesia TX 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/re-northstar-anesthesia-notice-of-data-privacy-event-300684435.html#URL:

Ballad Health TN 7/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wjhl.com
#https://www.wjhl.com/local/ballad-health-employee-fired-after-accessing-patients-records-without-permission/131184URL:

Boys Town National Research Hospital NE 7/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

105,309

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/boys-town-national-research-hospital-provides-notice-of-data-breach-300URL:

ComplyRight, Inc. FL 7/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

662,000

Records Reported

Source: complyright.com
#https://www.complyright.com/data-security-notice#What-happened#URL:

Ruben U. Carvajal, MD NY 7/17/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/ruben-u-carvajal-md-provides-notice-to-individuals-of-data-security-eventURL:

Rocky Mountain Health Care Services CO 7/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,087

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/phishing-attack-lost-devices-and-system-error-exposed-phi-of-9400-patients/#URL:

Sunspire Health NJ 7/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: sunspirehealth.com
#https://sunspirehealth.com/sunspire_data_breach_notice.pdf#URL:
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Records Exposed:

VSDC US 7/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bleepingcomputer.com
#https://www.bleepingcomputer.com/news/security/popular-software-site-hacked-to-redirect-users-to-keylogger-infostURL:

OnePlus US 1/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40,000

Records Reported

Source: theverge.com
#https://forums.oneplus.com/threads/jan-19-update-an-update-on-credit-card-security.752415/#URL:

Tommie Copper, Inc. CA 7/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

28,437

Records Reported

Source: oag.ca.org
#https://oag.ca.gov/system/files/TC-%20Notice%20of%20Data%20Event-%20CA_0.pdf#URL:

Waller & Associates, Inc. MD 6/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/waller-20180629.pdf#URL:

Thomas Chandler Thomas & Hinshaw, 
LLP.

NH 6/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/thomas-chandler-20180622.pdf#URL:

Spinnaker Trust NH 6/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/spinnaker-trust-20180629.pdf#URL:

Southwest Airlines Co. NH 6/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

244

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/southwest-airlines-20180608.pdf#URL:

Securus Technologies, Inc. "Securus" NH 6/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,700

Records Reported

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/securus-20180608.pdf#URL:
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Records Exposed:

Toyo Tire Holdings of Americas Inc. VT 7/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/07/09/toyo-tire-holdings-of-americas-inc-notice-of-data-breach-to-consumers/#URL:

Alive Hospice TN 7/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/tennessee-hospice-notifying-patients-whose-information-was-accessed-after-employeeURL:

Hunt Memorial Hospital District TX 6/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/tx-hunt-regional-medical-center-notifies-patients-of-possible-breach-due-to-hack-of-emURL:

UPMC Cole PA 7/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

790

Records Reported

Source: wellsvilledaily.com
#http://www.wellsvilledaily.com/news/20180716/strongupmc-cole-notifies-patients-of-personal-data-breachstrong#URL:

City of Bozeman (Click2Gov) MT 7/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,962

Records Reported

Source: abcfoxmontana.com
#http://www.abcfoxmontana.com/story/38655025/bozeman-says-security-breach-stole-some-utility-customers-credit-caURL:

Mortal Online US 6/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: account.mortalonline.com
#https://account.mortalonline.com/breach.html#URL:

Billings Clinic MT 7/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,400

Records Reported

Source: helenair.com
#https://helenair.com/news/state-and-regional/billings-clinic-employee-s-email-hacked-during-overseas-travel-breach/aURL:

Metro Health Department TN 7/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: fox17.com
#http://fox17.com/news/local/major-data-breach-exposes-hiv-patients-in-tennessee#URL:
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Total Breaches:

Records Exposed:

DC Department of Health DC 7/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wjla.com
#http://wjla.com/features/7-on-your-side/dc-government-website-security-breach#URL:

Purdue University IN 7/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

26,598

Records Reported

Source: wlfi.com
#http://www.wlfi.com/content/news/26-thousand-Purdue-applicants-affected-by-data-breach-488040521.html#URL:

UMC Physicians (UMCP) TX 7/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,000

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/umc-physicians-discovers-hacker-accessed-phi-of-up-to-18000-patients/#URL:

North Colonie Central School District VT 6/27/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/blog/2018/06/27/north-colonie-central-school-district-notice-of-security-incident-to-consumers/URL:

University of Texas Permian Basin TX 6/29/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ksla.com
#http://www.ksla.com/story/38566809/utpb-data-breach-compromises-information-in-enrollment-portal#URL:

Connecticut Higher Education Trust 
(CHET)

CT 6/27/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21

Records Reported

Source: nbcconnecticut.com
#https://www.nbcconnecticut.com/news/local/14-Million-Stolen-from-CHET-Accounts-During-Security-Breach-48671959URL:

Solera National Bank CO 6/26/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/solera-20180626.pdf#URL:

Dollar Shave Club, Inc. CA 6/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/dollar-shave-20180627.pdf#URL:
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Records Exposed:

DiCicco, Gulman & Company LLP 
"DGC"

MA 6/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/dicicco-20180621.pdf#URL:

Capital Integration Systems LLC 
"CAIS"

NH 6/25/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/capital-integration-20180625.pdf#URL:

City of Oxnard (Click2Gov) CA 6/29/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/City%20of%20Oxnard%20-%20CA%20Notice%20%287511034x7AB84%29_0.pdf#URL:

211 LA County CA 7/5/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

26,678

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/ecrime/databreach/reports/sb24-137700#URL:

Coty, Inc. CA 7/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Template%20Notification_0.pdf#URL:

International Mission Board "IMB" VA 7/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

187,749

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20Letter_1.pdf#URL:

Arkansas Children's Hospital AR 6/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,521

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/arkansas-childrens-hospital-employee-investigated-potential-theft-4500-patients-phi/#URL:

MedEvolve US 5/24/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/SSN%20Notice_0.pdf#URL:
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Records Exposed:

B&B Hospitality Group(B&BHG) NY 7/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: verdictfoodservice.com
#https://www.verdictfoodservice.com/uncategorised/dining-restaurant-group-bbhg-reports-data-breach-nine-restaurantURL:

Inbenta & Ticketmaster US 6/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: inbenta.com
#https://www.inbenta.com/en/inbenta-and-the-ticketmaster-data-breach/#URL:

MSK Group, P.C. TN 7/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

566,236

Records Reported

Source: mskgroup.org
#http://www.mskgroup.org/securityevent2018.html#URL:

MyEtherWallet & Hola VPN Chrome 
Extension

US 7/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2018/07/09/myetherwallet-hit-by-attack-hola/#URL:

The Village of Wellington FL 6/7/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,125

Records Reported

Source: wellingtonfl.gov
#http://www.wellingtonfl.gov/Home/Components/News/News/7129/388#URL:

CA Department of Justice CA 7/7/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: nraila.org
#https://www.nraila.org/articles/20180707/california-massive-data-breach-and-significant-registration-problems-with-caURL:

Polar Flow NY 7/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/fitness-app-polar-exposed-locations-of-spies-and-military-personnel/#URL:

Timehop NY 7/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Timehop
#https://www.timehop.com/security#URL:
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Records Exposed:

Adidas US 6/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: spamfighter.com
#http://www.spamfighter.com/News-21645-Hackers-Potentially-Seized-Adidas-Website.htm#URL:

Associated Dermatology & Skin Care 
Clinic of Helena

MT 5/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,254

Records Reported

Source: databreaches.net
#https://www.databreaches.net/associated-dermatology-and-skin-cancer-clinic-notifies-patients-after-journal-stolen-froURL:

Sears Holdings Company IA 5/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Sears Holdings, iowaattorneygeneral.gov
#https://www.iowaattorneygeneral.gov/media/cms/050318__Sears_Holdings_Company_6719C0B53918A.pdf#URL:

Best Buy Co., Inc. MN 4/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Hunton Andrews Kurth, iowaattorneygen
#https://www.iowaattorneygeneral.gov/media/cms/041318__Best_Buy_Co_F61B3BB0A0BFC.pdf#URL:

SunTrust Banks, Inc. GA 4/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,500,000

Records Reported

Source: King & Spalding, iowaattorneygeneral.go
#https://www.iowaattorneygeneral.gov/media/cms/050218_SunTrust_Banks_Inc_7E181E23BE1CD.pdf#URL:

Delta Airlines Inc. GA 4/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

825,000

Records Reported

Source: Delta Airlines, iowaattorneygeneral.gov
#https://www.iowaattorneygeneral.gov/media/cms/041118__Delta_Airlines_Inc_81510CC6FC048.pdf#URL:

Sitka Chamber of Commerce AK 7/3/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ketchikanradio.com
#http://www.ketchikanradio.com/news/news-of-the-north/sitka-chamber-of-commerce-reveals-data-breach-during-negoURL:

C-TEC (Career & Technology 
Education Centers of Licking County)

OH 7/5/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#http://ago.vermont.gov/wp-content/uploads/2018/07/Career-Technology-Education-Centers-of-Licking-County-Notice-oURL:
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Children's Mercy Kansas City KS 1/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Childrens' Mercy Kansas City
#https://www.childrensmercy.org/February2018/#URL:

Manitowoc County WI 6/22/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: tripwire.com
#https://www.tripwire.com/state-of-security/security-data-protection/wisconsin-county-reveals-phishing-attack-most-likURL:

Macy's NY 7/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/macys-20180702.pdf#URL:

Palo Alto Unified School District CA 2/14/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

353

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Jay Zabel & Associates, LTD IL 2/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

191

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Metropolitan Life Insurance Company NY 2/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

335

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Trout, Ebersole & Groff LLP PA 2/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

620

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Investment Professionals, Inc. TX 2/7/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

113

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Marshall & Sterling Insurance NY 1/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

101

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Remote DBA Experts, LLC PA 2/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

281

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

DecisionHR FL 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Capital One, NA VA 1/10/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,991

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Seterus, Inc. OR 1/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

101

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

CyrusOne, Inc. TX 1/8/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

402

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Broadview Mortgage Corporation CA 1/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

498

Records Reported

Source: NY AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Beazer Homes GA 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

118

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

LJZ Enterprises, Inc. dba Sinatra's 
Restaurant

NY 2/13/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,369

Records Reported

Source: NH AG's office
Per FOIL NY AG's office#http://Per FOIL NY AG's office#URL:

Marion County Bank IA 6/11/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: IA AG's office
#https://www.iowaattorneygeneral.gov/media/cms/061118__Marion_County_Bank_51A8A08A7DFB6.pdf#URL:

Children's Mercy Hospital MO 6/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,463

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Tuskegee University AL 6/22/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/CA-%20Notice%20of%20Data%20Event%20Packet_0.pdf#URL:

Regency Theaters CA 6/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/RegencyDataBreachAllClear_0.pdf#URL:

Hasbro, Inc. RI 6/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/sample%20notices%20for%20ca-c%20%5B1930199_v1%5D_0.PDF#URL:

Amgen (Willis Towers Watson) CA 6/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Amgen%20Data%20Subject%20Notice%20FINAL_0.pdf#URL:

East Bay Municipal Utility District 
(ersquared.org)

CA 6/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/062718%20Breach%20Notification_0.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Alaska Department of Health and 
Social Services

AK 6/29/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: sitnews.us
#http://www.sitnews.us/0618News/062918/062918_breach.html#URL:

Advanced Law Enforcement Rapid 
Response Training (ALERRT)

TX 6/29/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wccftech.com
#https://wccftech.com/active-shooter-response-exposes-data-police/#URL:

L'Occitane, Inc. dba L'Occitane en 
Provence

NJ 6/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/loccitane-20180621.pdf#URL:

New School Street Firehouse NY 6/27/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: lohud.com
#https://www.lohud.com/story/news/local/westchester/yonkers/2018/06/27/yonkers-records-containing-personal-info-foURL:

David S. Ng, O.D. CA 6/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

758

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Exactis FL 6/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cnet.com
#https://www.cnet.com/news/exactis-340-million-people-may-have-been-exposed-in-bigger-breach-than-equifax/#URL:

AH 2005 Management, LP TX 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: IA AG's office
#https://www.iowaattorneygeneral.gov/media/cms/060718__AH_2005_Management_LP_B75090AE65225.pdf#URL:

WellCare Health Plans, Inc. FL 6/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,101

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

New Jersey Department of Human 
Services

NJ 6/15/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,263

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

InfuSystem, Inc. MI 6/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,882

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Kelley Imaging Systems WA 6/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

627

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Penn Mutual PA 6/25/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/25/penn-mutual-notice-to-consumers/#URL:

The Hartford CT 4/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/The-Hartford-1.pdf#URL:

Advanced Technology Group, Inc. OR 5/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Advanced-Technology-Group.pdf#URL:

Humana.com and Go365.com KY 6/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Humana-Go365.com_.pdf#URL:

Terteling Company, Inc. ID 6/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Terteling-Company-Inc..pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Comcast - Xfinity PA 5/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: PYMNTS.com
#https://www.pymnts.com/news/security-and-risk/2018/comcast-xfinity-customer-data-breach/#URL:

Michigan Medicine MI 6/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

871

Records Reported

Source: University of Michigan website / hipaajou
#https://www.uofmhealth.org/news/archive/201806/michigan-medicine-notifies-patients-health-information-data#URL:

K. Hovnanian American Mortgage, LLC FL 4/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295017.pdf#URL:

US GreenFiber LLC NC 4/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

861

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295127.pdf#URL:

HSBC Global Asset Management (USA) 
Inc.

NY 4/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295807.pdf#URL:

YMCA of the East Bay (The Redwoods 
Group, Inc.)

CA 4/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297403.pdf#URL:

Brown, Lisle/Cummings, Inc. RI 6/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/brown-lisle-20180615.pdf#URL:

PDQ FL 6/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: PDQ website notice
#https://www.eatpdq.com/promos/news/2018/06/22/guestinfo#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Taco John's of Iowa IA 5/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,012

Records Reported

Source: IA AG's office
#https://www.iowaattorneygeneral.gov/media/cms/051018__Taco_Johns_of_Iowa_4430BCF902146.pdf#URL:

Chalavoutis & Associates, LLC NY 3/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

497

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Iovance Biotherapeutics, Inc. CA 3/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

116

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Novozymes US, Inc. NC 2/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

158

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

SDI, Inc. PA 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

409

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Notre Dame de Namur University CA 6/20/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/notre-dame-20180620.pdf#URL:

Manchester Capital Management, LLC VT 6/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/manchester-capital-20180618.pdf#URL:

Michael J. Duranceau, CPA, LLC FL 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/michael-duranceau-20180601.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Health Management Concepts, Inc. LA 6/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/health-management-20180611.pdf#URL:

Humana KY 6/4/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/humana-20180604.pdf#URL:

Educational Employees' 
Supplementary Retirement System of 

VA 6/12/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,332

Records Reported

Source: NH AG's office / WI AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/educational-employees-20180612.pdf#URL:

Central Christian College of Kansas KS 6/15/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/central-christian-20180615.pdf#URL:

Citizens Financial Group RI 6/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/citizens-financial-20180614.pdf#URL:

Boston Biomedical, Inc. MA 6/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

252

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/boston-biomedical-20180611.pdf#URL:

Starr Insurance Holdings, Inc. NY 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: DE AG's office
#https://attorneygeneral.delaware.gov/wp-content/uploads/sites/50/2018/06/Starr-Insurance-Holdings-Sample-Notice.pdURL:

Firebase (Google) CA 6/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,050,000

Records Reported

Source: securityweek.com
#https://www.securityweek.com/thousands-mobile-apps-leak-data-firebase-databases#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Association for Supervision and 
Curriculum Development (ASCD)

VA 2/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

192

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Gwenn S Robinson MD NM 6/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,500

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Black River Medical Center MO 6/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,443

Records Reported

Source: BRMC website / hipaajournal.com / hhs.
#http://blackrivermedical.com/legal/brmc-notifies-patients-of-data-security-incident/#URL:

Florida Agency for Persons with 
Disabilities

FL 6/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,951

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/florida-agency-for-persons-with-disabilities-and-black-river-medical-center-report-phishURL:

Healthland Inc. MN 6/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

614

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dean Health Plan WI 6/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,311

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

RevUp Group, LLC TN 6/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/20/revup-notice-of-security-incident-to-consumers/#URL:

Hobe & Lucas CPA, Inc. OH 2/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

DiLeo & Charles Tax and Consulting 
Services, Inc.

NH 2/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

118

Records Reported

Source:  NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Capital Integration Systems LLC (CAIS) NY 3/31/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Apple Bank for Savings (multiple 
locations)

NY 2/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

127

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

Amerifirst Home Mortgage MI 3/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

887

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

American General Life Insurance Co. 
and US Life Insurance Co.

TX 2/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,761

Records Reported

Source: NY AG's office
Per FOIL NY AG’s office#http://Per FOIL NY AG’s office#URL:

H-2 Enterprises, LLC CO 4/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295070.pdf#URL:

Gibbs & Cox VA 4/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295843.pdf#URL:

Howard Bank MD 4/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295514%20(1).pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Athena Consulting MD 4/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295696.pdf#URL:

Betterton, Tyler & Summonte, P.L. FL 4/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295519%20(1).pdf#http://www.marURL:

Fox News LLC NY 4/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295678.pdf#URL:

ABC Phones of North Carolina, Inc. 
dba Victra

NC 4/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295811%20(2).pdf#URL:

Telestream, LLC CA 4/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

262

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297401.pdf#URL:

Missouri Athletic Club MO 4/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297384.pdf#URL:

City of Enumclaw WA 2/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: kiro7.com
#https://www.kiro7.com/news/local/tax-documents-sent-to-scammer/701641370#URL:

Chicago Public Schools IL 6/16/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,700

Records Reported

Source: chicago.suntimes.com
#https://chicago.suntimes.com/news/cps-data-breach-exposes-private-student-data/#URL:
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446,515,334
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Records Exposed:

Veteran Affairs Medical Center CA 6/18/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,030

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/3-year-jail-term-for-va-employee-who-stole-patient-data/#URL:

New England Baptist Health MA 6/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,582

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

MyHeritage US 6/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / DE AG's office
#https://oag.ca.gov/system/files/Consumer%20Notification_2.pdf#URL:

GreatBanc Trust Company IL 6/15/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / NH AG's office / VT AG'
#https://oag.ca.gov/system/files/Sample%20Notice_CA_0.PDF#URL:

POPSUGAR Inc. CA 6/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/POPSUGAR%20Notice%20of%20Data%20Breach_0.pdf#URL:

shopPOPdisplays (Miva Inc.) NJ 6/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/shopPOPdisplays-20180611.pdf#URL:

Qualified Plans, LLC GA 6/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/qualified-plans-20180606.pdf#URL:

Med Associates, Inc. NY 6/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

276,057

Records Reported

Source: Med Associates, Inc. press release / NH 
#https://www.prnewswire.com/news-releases/med-associates-provides-notice-of-data-security-incident-300666812.htmURL:
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446,515,334

Total Breaches:

Records Exposed:

Mountain House NY 6/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/13/ofd-foods-llc-notice-of-data-breach-to-consumers/#URL:

Ithaca College (3/8/18) NY 6/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/ithaca-20180613.pdf#URL:

CHRISTUS Spohn Health System 
hospitals - Memorial and Shoreline

TX 6/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,800

Records Reported

Source: hipaajournal.com / kristv.com
#https://www.hipaajournal.com/phi-stolen-in-san-francisco-and-corpus-christi-burglaries/#URL:

HealthEquity Inc. UT 6/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,000

Records Reported

Source:  VT AG's office / hipaajournal.com / Scm
#http://ago.vermont.gov/blog/2018/06/13/healthequity-inc-notice-of-data-breach-to-consumers/#URL:

University of Texas MD Anderson 
Cancer Center

TX 5/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,266

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Simply Well TX 6/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

597

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Massac County Surgery Center dba 
Orthopaedic Institute Surgery Center

IL 6/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Medical Clinic of Houston, LLP TX 5/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Medical-Center-of-Houston.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

AAA Business Supplies CA 6/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Confidential%20Security%20Alert_0.pdf#URL:

Weil, Akman, Baylin, & Coleman PA MD 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/07/weil-akman-baylin-coleman-pa-data-incident-notice-to-consumers/#URL:

Evolution Hospitality (multiple 
properties)

CA 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/07/evolution-hospitality-llc-notice-of-data-breach-to-consumers/#URL:

Lutz & Carr CPAs, LLP NY 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office / NH AG's office
#http://ago.vermont.gov/blog/2018/06/07/lutz-carr-cpas-llp-informational-notice-to-consumers/#URL:

Total Phase, Inc. CA 6/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/08/total-phase-inc-security-incident-notice-to-consumers/#URL:

Wilkins, Reinicke and Company PC CO 6/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/08/wilkins-reinicke-co-pc-notice-of-data-breach-to-consumers/#URL:

Weichert Company NJ 6/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/11/weichert-co-data-security-incident-letter-to-consumers/#URL:

Highgate Hotels, LP TX 6/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/11/highgate-hotels-lp-information-incident-notice-to-consumers/#URL:
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446,515,334

Total Breaches:

Records Exposed:

Denise M. Bowden, Lac, MS CA 6/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/NYDOCS01-%239077761-v1-Denise-Bowden---AG-Notification-Letter---CA_0.PDF#URL:

Benefit Outsourcing Solutions MI 6/7/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,144

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

H&R Block MO 5/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: WA AG's office
#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/HRBlock.2018-05-09URL:

Walgreens IL 6/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office / MT AG's office
#http://ago.vermont.gov/blog/2018/06/05/walgreen-co-fraudulent-alert-notice-to-consumers/#URL:

Stein Eriksen Lodge Hotel UT 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/01/stein-eriksen-lodge-hotel-data-incident-notice-to-consumers/#URL:

Temecula Motorsports, Inc. CA 5/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/05/31/temecula-motorsports-inc-notice-of-data-breach-to-consumers/#URL:

Cactus Wellhead, LLC TX 5/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,086

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Cactus-Wellhead-LLC.pdf#URL:

Crius Energy, LLC CT 5/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Crius.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

International Management Advisors, 
Ltd.

OH 5/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/International-Management-Advisors-Ltd..pdf#URL:

Service Employees International Union 
(SEIU) Local 32BJ

NY 5/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office / DE AG's office
#https://dojmt.gov/wp-content/uploads/32BJ.pdf#URL:

Quad-C Management, Inc. VA 6/7/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Quad-C-Management-Inc..pdf#URL:

Juilliard School NY 4/18/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-296785.pdf#URL:

Hepburn and Sons LLC VA 4/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297396.pdf#URL:

Premier Fixtures, LLC NY 4/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

855

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-296814.pdf#URL:

American Society of Anesthesiologists IL 4/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

819

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297322%20(1).pdf#URL:

Friends of Falls Church VA 4/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-296819%20(1).pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

UniCarriers Americas Corporation IL 4/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297398.pdf#URL:

Signature Systems Group, LLC TX 4/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

228

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297331.pdf#URL:

Ramy Brook LLC NY 4/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

328

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297328.pdf#URL:

PrintingCenterUSA.com MT 5/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / VT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/printingcenterusa-20180529.pdf#URL:

St. Mary's Health, Inc. dba St. Vincent 
Evansville

IN 6/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/05/st-marys-health-inc-security-notification-letter-to-consumers/#URL:

Blue Cross Blue Shield of Illinois 
(Dane Street)

IL 6/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/06/06/blue-cross-and-blue-shield-of-illinois-notice-of-data-breach-to-consumers/#URL:

BioIQ Inc. CA 5/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,059

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dino-Peds CO 5/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,357

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Records Exposed:

University of Utah Health UT 6/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

607

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Capitol Anesthesiology TX 6/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,231

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

RISE Wisconsin, Inc. WI 6/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,731

Records Reported

Source: hipaajournal.com / hhs.gov / WI AG's offi
#https://www.hipaajournal.com/3700-rise-wisconsin-plan-participants-potentially-impacted-by-ransomware-attack/#URL:

Terros Health AZ 6/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,600

Records Reported

Source: www.abc15.com / kjzz.org / hipaajournal.
#https://www.abc15.com/news/region-phoenix-metro/central-phoenix/terros-health-data-breach-1600-patients-potentiallURL:

Manduka (3/27/2018) CA 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

64,270

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/manduka-20180327.pdf#URL:

Forever 21 (Willis Towers Watson) CA 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/F21%20Sample%20CA%20Claimant%20Notice%20Letter_0.pdf#URL:

Hair Free Forever CA 6/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / hipaajournal.com
#https://oag.ca.gov/system/files/Notice%20of%20Data%20Breach_1.pdf#URL:

Edward D. Jones & Co, L.P. 
(PricewaterhouseCoopers LLP)

MO 6/4/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/LGL-11189-A_FINAL_0.pdf#URL:
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Records Exposed:

PLAE, Inc. CA 6/4/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / NH AG's office
#https://oag.ca.gov/system/files/PLAE%20Notification%20Letter%20-%20052918%20FINAL_for%20state%20regulators_URL:

9W Halo OpCo L.P. dba Angelica GA 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / NH AG's office
#https://oag.ca.gov/system/files/Angelica%20-%20Sample%20Notification%20Letter%20for%20California%201_0.pdf#URL:

Aimbridge Hospitality Holdings, LLC TX 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Aimbridge%20Hospitality%20Holdings%2C%20LLC%20-%20Notice%20of%20Data%20EURL:

Systeme Software, Inc. PA 6/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/LEGAL%2036547669v1%20Systeme%20-%20State%20AG%20Notice%20-%20CaliforniaURL:

Manduka (6/8/18) CA 6/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG;s office
#https://oag.ca.gov/system/files/Manduka%20Round%202%20Ad%20r1prf_1.pdf#URL:

Melissa James, EA, LLC LA 5/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Melissa-James-Bookkeeping-Tax.pdf#URL:

Elmcroft Senior Living, Inc. OR 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / hipaajournal.com / DE A
#https://oag.ca.gov/system/files/Elmcroft%20-%20Ad%20-%206.1.18%20final_0.pdf#URL:

Transamerica NY 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Individual%20Notice%20Letter_2.pdf#URL:
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Records Exposed:

Bay Area Air Quality Management 
District

CA 5/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/20180525%20BAAQMD%20Sample%20Breach%20Notice_0.pdf#URL:

TVShowsonDVD CA 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / DE AG's office
#https://oag.ca.gov/system/files/Sample%20Notice%20of%20Security%20Breach_0.pdf#URL:

Uno Alla Volta, LLC Inc. CT 5/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,121

Records Reported

Source: NH AG's office / VT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/uno-alla-20180522.pdf#URL:

Luxury Retreats US 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

345

Records Reported

Source: NH AG's office / VT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/luxury-retreats-20180524.pdf#URL:

Jarrett & Luitjens, PLC VT 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/jarrett-20180524.pdf#URL:

Fidelity Investments MA 5/22/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/fidellity-20180522.pdf#URL:

Employee Benefits Corporation WI 5/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/employee-benefits-20180522.pdf#URL:

Dignity Health (Healthgrades) CA 5/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

55,947

Records Reported

Source: hhs.gov / healthitsecurity.com
#https://healthitsecurity.com/news/dignity-health-data-breach-affects-55.9k-patients#URL:
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Records Exposed:

John A. Moran Eye Center at the 
University of Utah

UT 6/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

607

Records Reported

Source: Heraldextra.com
#https://www.heraldextra.com/news/local/moran-eye-center-reports-theft-possible-data-breach/article_c58e782f-6293-5URL:

Family Health Clinic of Carroll County IN 5/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

112

Records Reported

Source: healthdatamanagement.com / hhs.gov
#https://www.healthdatamanagement.com/news/two-breaches-at-purdue-university-affect-more-than-1-700-patients#URL:

Purdue University Pharmacy IN 5/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,599

Records Reported

Source: healthdatamanagement.com / hhs.gov
#https://www.healthdatamanagement.com/news/two-breaches-at-purdue-university-affect-more-than-1-700-patients#URL:

TicketFly, Inc. CA 6/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Ticketfly notice
#https://support.ticketfly.com/customer/en/portal/articles/2941983-ticketfly-cyber-incident-update#URL:

Philips MA 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/philips-20180524.pdf#URL:

Pendleton Square Trust Company TN 5/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/05/25/pendleton-square-trust-company-notice-to-consumers/#URL:

Aflac GA 5/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,396

Records Reported

Source: Aflac website
#https://www.aflac.com/docs/hipaa-notice-2018.pdf#URL:

Holland Eye Surgery and Laser Center MI 5/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,229

Records Reported

Source: databreaches.net / hhs.gov
#https://www.databreaches.net/mi-holland-eye-surgery-laser-center-notifies-42200-patients-about-2016-hack/#URL:
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Records Exposed:

Care Partners Hospice and Palliative OR 5/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

600

Records Reported

Source: hipaajournal.com / portlandtribune.com
#http://portlandtribune.com/ht/117-hillsboro-tribune-news/396672-290691-hillsboro-hospice-service-warns-of-data-breaURL:

University of Vermont (NetID) VT 5/25/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mychamplainvalley.com
#http://www.mychamplainvalley.com/news/local-news/uvm-warns-faculty-students-of-potential-breach-of-personal-dataURL:

Pinnacle Advisory Group, Inc. MD 5/21/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,706

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/pinnacle-advisory-20180521.pdf#URL:

Integrated Practice Solutions, Inc. CA 5/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/integrated-practice-20180522.pdf#URL:

D.C. Department of Health DC 5/24/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

600

Records Reported

Source: washingtonpost.com
#https://www.washingtonpost.com/local/dc-politics/dc-government-data-breach-exposed-nurses-social-security-numbeURL:

AgentRun IL 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/insurance-startup-leaks-sensitive-customer-health-data/#URL:

Monroe County Clerk / Department of 
Motor Vehicles

NY 5/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: whec.com
#http://www.whec.com/news/dmv-tossing-personal-sensitive-customer-information-in-the-trash/4921799/#URL:

California Department of Public Health CA 5/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Sample%20CDPH%20Breach%20Notification%20Letter_5_23_18_0.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Golden 1 Credit Union CA 5/22/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Sample%20Notice%20of%20Data%20Breach_0.pdf#URL:

T-Mobile WA 5/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/tmobile-bug-let-anyone-see-any-customers-account-details/#URL:

Aultman Health Foundation OH 5/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,625

Records Reported

Source: hipaajournal.com / cantonrep.com / hhs.
#https://www.hipaajournal.com/42600-patients-potentially-impacted-by-aultman-health-foundation-phishing-attack/#URL:

Echo Canyon Healthcare, Inc. dba 
Heritage Court Post Acute of 

AZ 5/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,765

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dignity Health NV 5/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

6,036

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Coca-Cola Company GA 5/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,000

Records Reported

Source: VT AG's office / bleepingcomputer.com / 
#http://ago.vermont.gov/blog/2018/05/23/coca-cola-company-notice-of-data-breach-to-consumers/#URL:

Equias Alliance, LLC CA 5/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,264

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Equias.pdf#URL:

Muir Medical Group CA 5/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,485

Records Reported

Source: CA AG's office / hipaaajournal.com / hhs.
#https://oag.ca.gov/system/files/Patient%20Notice%20Template%20%28002%29_0.PDF#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Hancock County Board of 
Developmental Disabilities

OH 5/17/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

607

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

New York City Human Resources 
Administration/Department of Social 

NY 5/11/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,078

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Humana KY 5/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/05/21/humana-notice-of-data-breach-to-consumers/#URL:

Associates in Psychiatry and 
Psychology

MN 5/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,546

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/more-than-6500-patients-potentially-impacted-by-minnesota-ransomware-attack/#URL:

Central Islip Union Free School District NY 2/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,362

Records Reported

Source: NY AG's office
Per FOIL Request NY AG's office#http://Per FOIL Request NY AG's office#URL:

North America Administrators, L.P. TN 5/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/north-america-20180511.pdf#URL:

University of Toledo OH 5/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,094

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/university-of-toledo-20180516.pdf#URL:

ViaTech Publishing Solutions MN 4/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,327

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

TeenSafe CA 5/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/teen-phone-monitoring-app-leaks-thousands-of-users-data/#URL:

University at Buffalo NY 5/19/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: UofB school publication
#http://www.ubspectrum.com/article/2018/05/ub-logins-stolen-in-data-breach#URL:

Los Angeles County 211 CA 5/18/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

33,000

Records Reported

Source: www.techwire.net
#https://www.techwire.net/news/la-county-cio-probing-data-breach-ciso-calls-it-innocuous.html#URL:

Corporation Service Company DE 5/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

94,148

Records Reported

Source: CA AG's office / NH AG's office / VT AG'
#https://oag.ca.gov/system/files/CSC-%20California%20Notice%20of%20Data%20Event_0.pdf#URL:

Black Phoenix, Inc. CA 5/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

150

Records Reported

Source: CA AG's office
#https://oag.ca.gov/system/files/NOTICE%20OF%20DATA%20BREACH%20-%20BP_0.pdf#URL:

Bombas, LLC NY 5/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

41,000

Records Reported

Source: CA AG's office / VT AG's office
#https://oag.ca.gov/system/files/Bombas%20Ad%20r4prf%20%28002%29_0.pdf#URL:

Pension Fund of the Christian Church IN 1/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,981

Records Reported

Source: NC AG's office
Per FOIA Request NC AG's office#http://Per FOIA Request NC AG's office#URL:

Marriott International MD 2/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295059.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Principal Financial Group IA 2/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295079%20(2).pdf#URL:

State Employee Credit Union of 
Maryland

MD 3/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

554

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295145.pdf#URL:

Parkway Corporation PA 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

589

Records Reported

Source: MD AG's office / NY AG's office / NC AG'
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295144.pdf#URL:

Remington Hotels, LLC TX 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

313

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295143.pdf#URL:

Fairchild Maddox & Leonidas, Ltd. MN 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,365

Records Reported

Source: MD AG's office / NY AG's office / NC AG'
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295142.pdf#URL:

Waccamaw Management, LLC SC 3/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295169.pdf#URL:

Personal Care Products Council DC 3/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

128

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295201%20(1).pdf#URL:

M&E Tax and Financial Services VA 3/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,810

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295172.pdf#URL:
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Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

CHROME Federal Credit Union PA 3/6/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,122

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295174.pdf#URL:

Securus TX 5/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: motherboard.vice.com
#https://motherboard.vice.com/en_us/article/gykgv9/securus-phone-tracking-company-hacked#URL:

US Marine Corps DC 5/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

164,000

Records Reported

Source: stripes.com
#https://www.stripes.com/news/marines-make-changes-after-data-of-164-000-people-lost-on-okinawa-1.527438#URL:

Draper and Kramer, Inc. IL 3/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295202.pdf#URL:

Anchor Fund, LLC CA 3/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

485

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295206.pdf#URL:

Academy Mortgage Corporation 
(Workday)

UT 3/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

268

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295205.pdf#URL:

OrthoWest, Ltd. OH 5/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,300

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Nova Southeastern University FL 3/9/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

152

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295204.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Southpoint Financial Services GA 3/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295213.pdf#URL:

Cambridge Dental Consulting Group NV 5/11/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,758

Records Reported

Source: www.news3lv.com / hhs.gov
#http://news3lv.com/features/links/local-dental-group-notifies-patients-of-data-breach#URL:

Davis Clinic / University of Texas 
Health Science Center

TX 5/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.chron.com
#https://www.chron.com/news/medical/article/Patient-email-addresses-improperly-shared-by-UT-12917516.php#URL:

LifeBridge Health / LifeBridge Potomac 
Professionals

MD 5/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

538,127

Records Reported

Source: Company press release / CA AG's office 
#https://www.prnewswire.com/news-releases/lifebridge-health-and-lifebridge-potomac-professionals-notify-patients-of-URL:

Atwood & Moore TN 3/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295380.pdf#URL:

Rotary International IL 3/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,775

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295266.pdf#URL:

SallieMae DE 3/13/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295218.pdf#URL:

UMH Properties, Inc. NJ 3/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

581

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295270.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Triage Consulting Group CA 3/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295276.pdf#URL:

Presti & Naegele (CCH Client Axcess) NY 3/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,079

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295281.pdf#URL:

Connexus Credit Union MN 3/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295379.pdf#URL:

Fireman Hospitality Group NY 3/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295274.pdf#URL:

Hurst & Langlinais Ltd. LA 3/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,113

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295292.pdf#URL:

Ross, Langan & McKendree, LLP VA 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295006.pdf#URL:

Pro World NJ 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295005.pdf#URL:

MedEvolve (reported on 5/16/2018) AR 5/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

205,434

Records Reported

Source: databreaches.net
#https://www.databreaches.net/more-than-200000-patients-records-were-exposed-on-medevolves-public-ftp-server-resURL:
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446,515,334

Total Breaches:

Records Exposed:

Baptist Health AR 5/7/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,453

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Medical Center Ophthalmology TX 4/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,017

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Technical Needs North, Inc. NH 4/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/technical-needs-20180419.pdf#URL:

Julian Sur, CPA PA 4/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-297364.pdf#URL:

McMahan, Thomson & Associates, PC 
(CPAs)

MI 4/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,677

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/mcmahan-20180427.pdf#URL:

Malley's Chocolates OH 5/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,453

Records Reported

Source: cleveland.com / NH AG's office / MT AG'
#http://www.cleveland.com/business/index.ssf/2018/05/malleys_chocolates_website_hac.html#URL:

Fredericksburg School System VA 5/8/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: fredericksburg.com
#http://www.fredericksburg.com/news/local/fredericksburg/hackers-break-into-fredericksburg-school-system-s-emails-URL:

Baystate Family Dental, Inc. MA 5/4/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

500

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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446,515,334

Total Breaches:

Records Exposed:

DigiPen Institute of Technology WA 5/7/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / MT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/digipen-20180507.pdf#URL:

LaPorte & Associates, Inc. OR 5/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Company notice / NH AG's office
#https://www.prnewswire.com/news-releases/laporte-notifies-individuals-of-security-incident-300647155.html##URL:

Cerebral Palsy Research Foundation 
of Kansas

KS 5/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,300

Records Reported

Source: hipaajournal.com / hhs.com
#https://www.hipaajournal.com/8300-cerebral-palsy-research-foundation-of-kansas-patients-informed-of-10-month-expURL:

Mason Law Office, P.C. CA 5/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/NOTICE%20TO%20CLS%20RE%20MYCASE%20DATA%20BREACH_0.pdf#URL:

Deephaven Mortgage LLC NC 5/8/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,593

Records Reported

Source: CA AG's office / MT AG's office
#https://oag.ca.gov/system/files/Deephavensample%20050818_0.pdf#URL:

Farmgirl Flowers CA 5/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,870

Records Reported

Source: CA AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/farmgirl-flowers-20180509.pdf#URL:

Chili's Grill and Bar / Brinker 
International

TX 5/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Chili's notification
#http://brinker.mediaroom.com/ChilisDataIncident#URL:

Capital Administrators, Inc. CA 5/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Sample_Capitol_Individual_Notice_Letter_0.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Nuance Communications (multiple 
entities)

MA 5/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

45,000

Records Reported

Source: Bankinfosecurity.com / hipaajournal.com
#https://www.bankinfosecurity.com/nuance-communications-breach-affected-45000-patients-a-11002#URL:

Tigervision, LLC dba Eye Care Surgery 
Center, Inc.

LA 4/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,553

Records Reported

Source: Company website
#https://www.eyecaresurgerycenterbr.com/wp-content/uploads/2018/04/Substitute-Notice-ECSC.pdf#URL:

US Acute Care Solutions (USACS) OH 5/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,552

Records Reported

Source: CA AG's office / hhs.gov
#https://oag.ca.gov/system/files/letter_USACS_May%208%202018_0.pdf#URL:

Wealth Management, Inc. AR 3/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295355.pdf#URL:

Morgenthaler Private Equity OH 3/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295346%20(2).pdf#URL:

Franklin American Mortgage Company 
(reported on 3/28/2018)

TN 3/28/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295340.pdf#URL:

Lincoln National Life Insurance 
Company

IN 3/29/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295367%20(1).pdf#URL:

Tidewater Mortgage Services, Inc. VA 3/30/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295373.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Mattress Firm, Inc. TX 1/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294949.pdf#URL:

Alabama Ballet AL 3/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295372.pdf#URL:

Securadyne Systems LLC TX 1/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294957.pdf#URL:

Anchorage School District AK 1/17/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

865

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294955%20(1).pdf#URL:

Global University MS 5/8/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

139,810

Records Reported

Source: Company website / CA AG's office / VT A
#https://www.prnewswire.com/news-releases/global-university-provides-notice-of-data-breach-300644987.html#URL:

Oregon Clinic OR 5/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

64,487

Records Reported

Source: Company website / hhs.gov / MT AG's of
#http://www.oregonclinic.com/dataincident#URL:

Knoxville Heart Group, LLC TN 4/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,995

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Hanover Insurance Company MA 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,600

Records Reported

Source: MD AG's office / IN AG's office / NC AG's
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295007.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Vidant Medical Group LLC NC 3/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295000.pdf#URL:

Southwest Airlines Co. (reported on 
3/29/2018)

TX 3/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

36,485

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295371.pdf#URL:

Rx Valet LLC GA 5/4/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/rx-valet-20180504.pdf#URL:

Pioneer Bankcorp, Inc. dba First Bank FL 5/1/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/pioneer-bankcorp-20180501.pdf#URL:

Florida Agency for Persons with 
Disabilities (FAPD) (reported on 

FL 3/1/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

63,627

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Walmart, Inc. AR 3/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

741

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Walgreen Company (reported on 
4/6/2018)

IL 4/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

910

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Walgreen Company (reported on 
4/27/2018)

IL 4/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,692

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

CashNetUSA IL 4/27/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/CashNetUSA.pdf#URL:

Children's Mercy Hospital (reported on 
4/30/2018)

KS 4/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Hospital website / CA AG's office / MT A
#https://www.childrensmercy.org/February2018/#URL:

Building Profits LLC NV 4/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Building-Profits-LLC.pdf#URL:

Blattner Energy, Inc. MN 4/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

248

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Blattner-Energy-Inc..pdf#URL:

SA Stone Wealth Management GA 4/30/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/SA-Stone-Wealth-1.pdf#URL:

Bennett Thrasher LLP GA 4/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Bennett-Thrasher-LLP.pdf#URL:

Walker Advertising, LLC CA 4/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Indivdiual%20Notification%20California-%20Experian%20%28Client%20Approved%29%URL:

WithumSmith+Brown, PC NJ 4/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

228

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/withumsmith-20180425.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Sekisui Diagnostics MA 4/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

194

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/sekisui-20180426.pdf#URL:

Rail Europe North America DE 4/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,785

Records Reported

Source: CA AG's office / VT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/rail-europe-20180424.pdf#URL:

Athens Heart Center, PC GA 4/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,158

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Rutland Regional Medical Center VT 4/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/category/security-breaches/#URL:

National Restaurant Association DC 4/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office / VT AG's office
#https://dojmt.gov/wp-content/uploads/National-Restaurant-Association.pdf#URL:

CPT Group, Inc. CA 4/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,587

Records Reported

Source: CA AG's office / NH AG's office / VT AG'
#https://oag.ca.gov/system/files/CPT_CA_NotificationFinal_0.pdf#URL:

Cetera Advisors LLC (reported on 
4/26/2018)

CO 4/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,299

Records Reported

Source: NH AG's office / VT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/cetera-20180426.pdf#URL:

Educational Testing Service NJ 1/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295025.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Scenic Bluffs Community Health 
Centers

WI 5/4/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,889

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/2889-patients-of-scenic-bluffs-community-health-centers-notified-of-phi-breach/#URL:

Liberty Tax Service VA 5/2/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: wgal.com
#http://www.wgal.com/article/personal-information-found-in-dumpster-behind-tax-prep-office-in-lancaster-county/20127URL:

Worldwide Insurance Services, LLC 
dba GeoBlue

PA 4/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,692

Records Reported

Source: Company notice / hhs.gov
#https://oag.ca.gov/system/files/GeoBlue%20Adult%20CM_0.pdf#URL:

Florida Hospital FL 5/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,724

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/malware-installed-on-florida-hospital-websites-may-have-provided-access-to-phi/#URL:

Maximus, Inc. (Business Ink) VA 5/3/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,029

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/phi-of-3000-patients-exposed-due-to-mailing-printing-error/#URL:

Parker Staffing Services WA 3/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: WA AG's office
#http://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/ParkerStaffingServiURL:

Capital District Physicians' Health Plan NY 4/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

839

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Billings Clinic Atrium Pharmacy MT 4/27/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

949

Records Reported

Source: ktvq.com / hhs.gov
#http://www.ktvq.com/story/38061421/billings-clinic-notifies-nearly-1000-patients-of-data-breach#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Zippy's Restaurants HI 4/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: governor.hawaii.gov
#http://governor.hawaii.gov/newsroom/latest-news/state-office-of-consumer-protection-investigating-security-breach-atURL:

Complete Family Medicine, LLC NE 4/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,331

Records Reported

Source: healthdatamanagement.com / hhs.gov
#https://www.healthdatamanagement.com/news/computer-with-patient-info-checks-stolen-from-nebraska-practice#URL:

Buxbaum Daue PLLC MT 4/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Buxbaum-Daue.pdf#URL:

MCR Investors LLC NY 4/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,178

Records Reported

Source: MT AG's office / NH AG's office
#https://dojmt.gov/wp-content/uploads/MCR-Investors-LLC.pdf#URL:

Golter Law Office, LLC AK 4/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Golter-Law-Office.pdf#URL:

Visit Baltimore (ADP, LLC) MD 1/31/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295036.pdf#URL:

Eagle Bancorp, Inc. MD 1/31/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295008.pdf#URL:

Duquesne University PA 1/31/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

196

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294966.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Doral Corporation WI 2/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

335

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294992.pdf#URL:

MidCap Financial Services MD 2/5/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295096.pdf#URL:

Caliber Collision Centers TX 2/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295090.pdf#URL:

Aflac (reported on 2/6/2018) GA 2/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294982%20(2).pdf#URL:

DSW, Inc. OH 2/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294971.pdf#URL:

TrueNet Communications, Inc. FL 2/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295094.pdf#URL:

Fontainebleau Miami Beach FL 2/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

158

Records Reported

Source: MD AG's office / NY AG's office / NC AG'
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294969.pdf#URL:

Norwich Commercial Group, Inc. dba 
Norcom Mortgage

CT 2/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295101.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Belmont Savings Bank MA 2/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,434

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295118.pdf#URL:

iMiller Public Relations LLC NY 2/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295111.pdf#URL:

Rockville Eye Surgery Center, LLC dba 
Palisades Surgery Center

MD 2/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295057.pdf#URL:

JJ Haines MD 2/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295056.pdf#URL:

Meridian Group MD 2/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295063.pdf#URL:

Musicians on Call, Inc. TN 2/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295062.pdf#URL:

Summit Inspection Services CA 2/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295072%20(2).pdf#URL:

Cedarville University OH 2/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

241

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295108.pdf#URL:
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Total Breaches:

Records Exposed:

ALCOVA Mortgage, LLC WY 2/26/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

112

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295075.pdf#URL:

MorshedEye, PLLC KY 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Caroline County Office of the County 
Administrator - Office of Finance

MD 2/28/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295084.pdf#URL:

LI Tax and Planning, Inc. NY 4/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,882

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/li-tax-20180419.pdf#URL:

Firstmark Services NE 4/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/firstmark-20180409.pdf#URL:

Riverside Medical Center IL 4/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Trust Company of the South NC 4/24/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/04/24/trust-company-of-the-south-notice-of-data-breach-to-consumers/#URL:

Capital Digestive Care MD 4/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,572

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/capital-digestive-care-20180423.pdf#URL:
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Total Breaches:

Records Exposed:

AccessLex Institute dba Access Group 
(Nelnet)

PA 4/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,500

Records Reported

Source: CA AG's office / cbsnews.com
#https://oag.ca.gov/system/files/CA%20notification%20letter_0.pdf#URL:

MEDantex KS 4/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/04/transcription-service-leaked-medical-records/#URL:

Texas Health and Human Services 
(reported on 4/25/2018)

TX 4/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

100

Records Reported

Source: texastribune.org
#https://www.texastribune.org/2018/04/25/texas-health-commission-employee-was-fired-then-she-received-private-i/#URL:

Texas Health Physicians Group TX 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,808

Records Reported

Source: THPG notification / hhs.gov
#https://www.thpg.org/Pages/A-Notice-to-Our-Patients.aspx#URL:

Cornerstone Foot & Ankle NJ 4/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

533

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Center for Orthopaedic Specialists - 
Providence Medical Institute

CA 4/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

81,550

Records Reported

Source: myidcare.com Notification / hhs.gov
#https://ide.myidcare.com/cos/frequently-asked-questions#URL:

American Esoteric Laboratories AL 4/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: VT AG's office / hhs.gov / NH AG's office
#http://ago.vermont.gov/blog/category/security-breaches/#URL:

SunTrust Bank (reported on 2/12/18) GA 2/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295040.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

North Park University IL 4/10/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/north-park-20180410.pdf#URL:

Institute for Supply Management AZ 4/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

246

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/institute-for-supply-20180403.pdf#URL:

Eastern Bank (reported on 3/8/2018) MA 3/8/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/eastern-bank-20180308.pdf#URL:

Illinois Department of Healthcare and 
Family Services and Illinois 

IL 4/21/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

8,000

Records Reported

Source: abc7chicago.com / hhs.gov
#http://abc7chicago.com/health/illinois-agencies-mailed-personal-information-of-4000-people-to-wrong-addresses/3374URL:

Irvington School District NJ 4/18/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,200

Records Reported

Source: nj.com
#http://www.nj.com/essex/index.ssf/2018/04/partial_social_security_numbers_for_1200_school_em.html#URL:

Lydia Security Monitoring dba COPS 
Monitoring

NJ 2/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,260

Records Reported

Source: MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295055.pdf#URL:

Teachers Insurance and Annuity 
Association (TIAA)

NY 4/17/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/TIAA-1.pdf#URL:

Frost Bank (multiple commercial 
customers)

TX 3/16/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

470

Records Reported

Source: Frost Bank website
#https://www.frostbank.com/newsroom/03-16-2018#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Control Technologies, Inc. AL 4/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/control-technologies-20180409.pdf#URL:

Strategic Analysis, Inc. VA 4/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,074

Records Reported

Source: VT AG's office / NH AG's office
#http://ago.vermont.gov/blog/2018/04/19/strategic-analysis-inc-notice-of-data-breach-to-consumers/#URL:

Michael Gruber DMD PA NJ 4/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,624

Records Reported

Source: VT AG's office / hhs.gov
#http://ago.vermont.gov/blog/2018/04/19/michael-gruber-dmd-pa-notice-to-consumers/#URL:

Victoria Independent School District TX 4/10/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,108

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/victoria-independent-school-20180410.pdf#URL:

Polk County Health Services, Inc. / 
Crisis Observation Center

IA 4/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,071

Records Reported

Source: PCHS press release / IA AG's office
https://businessrecord.com/Content/Default/All-Latest-News/Article/Data-breach-affects-hundreds-of-Polk-County-CrisiURL:

MedWatch, LLC FL 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

506

Records Reported

Source: Website Notice / hhs.gov
#https://ide.myidcare.com/medwatch/frequently-asked-questions#URL:

B.T.C.E. dba HomeBrewIt.com IN 4/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,024

Records Reported

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/04/16/btce-inc-sbn-to-consumers/#URL:

Temp-Tations Home LLC dba Tara at 
Home

PA 4/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,028

Records Reported

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/04/16/temp-tations-home-llc-to-consumers/#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Carolina Digestive Health Associates NC 4/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,988

Records Reported

Source: CDHA website / VT AG's office / hhs.gov
#https://carolinadigestive.com/uploads/files/CDH-Substitute-Notice-Short-Form.pdf#URL:

Localblox WA 4/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: digitaltrends.com
#https://www.digitaltrends.com/computing/localblox-data-breach-hits-facebook-linkedin-twitter/#URL:

TaskRabbit, Inc. (Ikea) CA 4/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office/NH AG's office/IA AG's off
#https://www.doj.nh.gov/consumer/security-breaches/documents/taskrabbit-20180514.pdf#URL:

Bio-Rad Laboratories, Inc. (Dun & 
Bradstreet)

CA 4/4/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

362

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/bio-rad-20180404.pdf#URL:

Iditarod Trail Committee AK 4/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MD AG's office
URL:

UnityPoint Health (reported on 
4/16/2018)

IA 4/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,429

Records Reported

Source: hipaajournal.com / WI AG's office
#https://www.hipaajournal.com/several-employee-email-accounts-compromised-in-unitypoint-health-phishing-attack/#URL:

John Y. Trent & Associates, LLC NY 4/4/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,348

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/john-y-trent-20180404.pdf#URL:

Target Direct Marketing MO 4/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: upguard.com
#https://www.upguard.com/breaches/rsync-tdm#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Suncoast Hospital (now owned by 
Largo Medical Center)

FL 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wfla.com
#http://www.wfla.com/news/pinellas-county/former-suncoast-hospital-patients-worried-about-abandoned-medical-recorURL:

CollegePlannerPro CA 4/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: chronicle.com
#https://www.chronicle.com/article/College-Consultants-Client/243127#URL:

Texas Health Resources TX 4/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,000

Records Reported

Source: Company website / hipaajournal.com
#https://www.thpg.org/Pages/A-Notice-to-Our-Patients.aspx#URL:

Prestera Center for Mental Health 
Services, Inc.

WV 3/20/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

670

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Children's National Medical Center DC 3/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

722

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Guardian Pharmacy of Jacksonville, 
LLC

GA 3/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,521

Records Reported

Source: Guardian website / hhs.gov
#http://www.guardianpharmacyflorida.com/general-news/guardian-jacksonville-notifies-patients-of-email-compromise/#URL:

Quality Care Pharmacy (reported on 
4/2/2018)

CA 4/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,000

Records Reported

Source: hipaajournal.com / hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Diagnostic Radiology & Imaging, LLC NC 4/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

800

Records Reported

Source: DRI website notice / hhs.gov
#https://www.greensboroimaging.com/2018/03/30/important-notice-phishing-attack/#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Mise En Place Restaurant Services, Inc. CA 4/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

27,997

Records Reported

Source: CA AG's office / Company Press Releas
#https://www.prnewswire.com/news-releases/mise-en-place-restaurant-services-inc-notifies-clients-individuals-followiURL:

Pierre Fabre (PF@-com, Inc.) NJ 4/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,423

Records Reported

Source: CA AG's office
#https://oag.ca.gov/system/files/CA%20-%20Notification%20of%20Breach_0.pdf#URL:

Inogen CA 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

29,528

Records Reported

Source: CA AG's office / beckershospitalreview.c
https://oag.ca.gov/system/files/Inogen%20-%20CA%20Letter_0.pdf#https://oag.ca.gov/system/files/Inogen - CA Letter_0.URL:

Blue Shield of California CA 4/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,717

Records Reported

Source: CA AG's office
#https://oag.ca.gov/system/files/Notice%20Letter%20Template%20Final_0.pdf#URL:

Integrated Rehab Consultants IL 4/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,292

Records Reported

Source: IRC press release
#https://www.prnewswire.com/news-releases/integrated-rehab-consultants-notice-of-data-security-incident-300626764.URL:

NYC Health + Hospitals/Harlem NY 3/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

595

Records Reported

Source: hhs.gov / NYC Health + Hospitals websit
#https://www.nychealthandhospitals.org/pressrelease/notification-of-possible-phi-disclosure-2/#URL:

Sonoma County Indian Health Project, 
Inc.

CA 3/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

662

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

West Kendall Baptist Hospital FL 4/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,480

Records Reported

Source: hhs.gov / hipaajournal.com
#https://www.hipaajournal.com/baptist-health-alerts-almost-1500-patients-to-possible-abuse-of-credit-card-details/#URL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Springer Science and Business Media 
LLC

NY 4/3/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/04/03/springer-science-and-business-media-llc-security-notification-to-consumers/#URL:

Lincoln Financial Group PA 4/3/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Lincoln-Financial-Group.pdf#URL:

Bearing Distributors, Inc. OH 4/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

857

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Bearing-Distributors-Inc.-BDI.pdf#URL:

LPL Financial (reported on 4/10/18) MA 4/10/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

297

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/LPL-Financial-LLC.pdf#URL:

Friedman, Leavitt & Associates, Inc. 
(CPA)

OH 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office / MD AG's office
#http://ago.vermont.gov/blog/2018/03/27/friedman-leavitt-associates-inc-sbn-to-consumers/#URL:

Ithaca College (reported on 3/14/2018) NY 3/14/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

143

Records Reported

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/03/14/ithaca-college-notice-of-data-security-breach-to-consumers/#URL:

Archbright WA 4/6/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Archbright.pdf#URL:

Cross Road Health Ministries, Inc. AK 3/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

245

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/cross-road-health-20180330.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Boys & Girls Club of Wake County NC 3/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / MD AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/boys-and-girls-20180326.pdf#URL:

Bigfoot Gun Belts ID 3/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,141

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/bigfoot-gun-belts-20180323.pdf#URL:

Fondren Orthopedic Group, LLP TX 4/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

11,552

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Blue Beacon CA 4/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

33,644

Records Reported

Source: CA AG's office / MT AG's office
#https://oag.ca.gov/system/files/Blue%20Beacon--CA%20Adult%20Consumer%20Notification%20Letter_0.pdf#URL:

Chesapeake Regional Healthcare 
Sleep Center

VA 4/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,100

Records Reported

Source: Company website / hipaajournal.com / h
#https://chesapeakeregional.com/patients-visitors/sleep-center-breach-information#URL:

California Department of 
Developmental Services

CA 4/6/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

582,174

Records Reported

Source: CA AG's office / hhs website
#https://oag.ca.gov/system/files/ddsBreachNoticePII_English_0.pdf#URL:

California Veterans Affairs Health Care 
System (VA Palo Alto Health Care 

CA 3/26/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: military.com
#https://www.military.com/militaryadvantage/2018/03/26/va-data-breach-reported-california-hospital.html#URL:

ai (multiple companies) CA 4/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: [24]7.ai press release
#https://www.prnewswire.com/news-releases/247ai-issues-statement-on-information-security-300624659.html#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Wisconsin Department of Health 
Services (The Management Group)

WI 4/4/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

779

Records Reported

Source: DHS website / WI AG's office
#https://www.dhs.wisconsin.gov/news/releases/040418.htm#URL:

Mentor ABI, LLC MA 3/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

994

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Center for Comprehensive Services, 
Inc. dba NeuroRestorative Maryland 

MA 3/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,176

Records Reported

Source: MD AG's office / hhs.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295289.pdf#URL:

North Beach School District WA 2/1/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: WA AG's office
#http://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/NorthBeachSchoolDiURL:

Panerabread.com MO 4/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/04/panerabread-com-leaks-millions-of-customer-records/#URL:

Autism Learning Partners Holdings, 
Inc. (A is for Apple)

CA 4/3/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG'soffice / VT AG's office
#https://oag.ca.gov/system/files/ALP-AisforApple_Sample_Notice_04-03-18_1.pdf#URL:

Milligan Chiropractic Group dba Del 
Mar Chiropractic Sports Group

CA 3/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,640

Records Reported

Source: CA AG's office / hhs.gov
#https://oag.ca.gov/system/files/CA%20Letter_0.pdf#URL:

Hudson Bay Company dba Saks Fifth 
Avenue Lord & Taylor, and Saks OFF 

NY 4/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,000,000

Records Reported

Source: Saks Fifthe Avenue statement / NH AG's 
#https://mobile.nytimes.com/2018/04/01/technology/saks-lord-taylor-credit-cards.html#URL:
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446,515,334

Total Breaches:

Records Exposed:

Cohen, Bergman, Klepper & Romano NY 3/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,000

Records Reported

Source: Upguard.com
#https://www.upguard.com/breaches/rsync-medical#URL:

Middletown Medical PC NY 3/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

63,551

Records Reported

Source: MD AG's office / hhs.gov
http://www.recordonline.com/news/20180329/middletown-medical-dealing-with-data-breach#http://www.recordonline.cURL:

inSite Digestive Health Care CA 3/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,424

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

West Creek Financial, Inc. VA 3/22/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/west-creek-financial-20180322.pdf#URL:

Teal, Becker & Chiaramonte, CPAs PC NY 3/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,576

Records Reported

Source: NH AG's office / MD AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/teal-becker-20180323.pdf#URL:

Squire Patton Boggs OH 3/26/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

256

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/squire-patton-20180326.pdf#URL:

NFP Property & Casualty Services, Inc. NY 3/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

573

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/nfp-20180323.pdf#URL:

JC Penney Corporation, Inc. TX 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / MD AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/jc-penney-20180327.pdf#URL:
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Records Exposed:

Funding Circle USA, Inc. (Dun & 
Bradstreet, Inc.)

CA 3/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,796

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/funding-circle-20180323.pdf#URL:

Northwest Asset Management (NWAM) 
dba RIA Innovations

WA 3/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

531

Records Reported

Source: MT AG's office / NH AG's office
#https://dojmt.gov/wp-content/uploads/Northwest-Asset-Managment.pdf#URL:

ThermoFisher Scientific (reported on 
3/30/2018)

MA 3/30/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,900

Records Reported

Source: MT AG's office / NH AG's office
#https://dojmt.gov/wp-content/uploads/ThermoFisher-Scientific.pdf#URL:

Mintie Corporation CA 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

349

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Mintie-Corporation.pdf#URL:

Cambridge Health Alliance MA 3/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,280

Records Reported

Source: NH AG's office / pressherald.com / hhs.g
#https://www.doj.nh.gov/consumer/security-breaches/documents/cambridge-health-20180328.pdf#URL:

CareFirst BlueCross BlueShield MD 3/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,200

Records Reported

Source: baltimoresun.com / hipaajournal.com / hh
#http://www.baltimoresun.com/news/maryland/anne-arundel/bs-hs-carefirst-phishing-20180330-story.html#URL:

Under Armour / MyFitnessPal MD 3/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MFP website, The Verge, CA AG's office
#https://content.myfitnesspal.com/security-information/notice.html#URL:

Mississippi State Department of Health MS 3/26/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

30,799

Records Reported

Source: MS State Department of Health website /
#https://msdh.ms.gov/msdhsite/_static/23,19687,341.html#URL:
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446,515,334

Total Breaches:

Records Exposed:

Mendes & Haney, LLP CA 3/29/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / MT AG's office / MD AG'
#https://oag.ca.gov/system/files/M%26H%20notification_0.pdf#URL:

Applied Plan Administrators (a division 
of Retirement Advantage)

WI 3/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

22,661

Records Reported

Source: CA AG's office / MT AG's office / MD AG'
#https://oag.ca.gov/system/files/CORR%20A.%20Schlidt%20Letter%20to%20CA%20AG%20Data%20Incident%20NotificaURL:

Fred Usinger, Inc. WI 3/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,147

Records Reported

Source: CA AG's office / MT AG's office
#https://oag.ca.gov/system/files/Usinger%20Model%20Form%20of%20Notice%20of%20Data%20Breach%20Letter_1.pdfURL:

Prudential Insurance Company of 
America (reported on 3/27/2018)

NJ 3/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Prudential%20template%20%28CA-63518%29_0.pdf#URL:

Paycor OH 3/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Supreme%20Corporation%20Notice%20Letter%20-%20CA_0.pdf#URL:

Branton, de Jong & Associates CA 3/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / MT AG's office / MD AG'
#https://oag.ca.gov/system/files/Branton%20Notice_0.pdf#URL:

S.O.S. Tax CA 3/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's ofice
#https://oag.ca.gov/system/files/SOS001%20Letter%20of%20Security%20Data%20Breach_0.pdf#URL:

Shutterfly (Workday) CA 3/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,428

Records Reported

Source: CA AG's office / NH AG's office
#https://oag.ca.gov/system/files/ADULT%20Letter_EE_Contractor_Dependent_Beneficiary_vFinal_0.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Bronson Laboratories / Bronson 
Nutritionals

MI 3/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,450

Records Reported

Source: CA AG's office / MD AG's office
#https://oag.ca.gov/system/files/Bronson%20Nutritionals%20-%20Template%20Individual%20Notification%20Letter%20URL:

GY Agemni UT 3/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

320

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/GY-Agemni-LLC.pdf#URL:

Oregon Department of Revenue OR 3/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

36,000

Records Reported

Source: oregonlive.com / OR AG's office
#http://www.oregonlive.com/politics/index.ssf/2018/03/oregon_tax_agency_employee_cop.html#URL:

Marquis ID Systems HI 3/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

66,500

Records Reported

Source: hawaiitribune-herald.com
#http://www.hawaiitribune-herald.com/2018/03/23/hawaii-news/license-id-data-lost-in-crash-system-failure-affects-9193-URL:

King & Associates, CPA PA 3/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,009

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/King-Associates-CPA-P.C..pdf#URL:

UnitedHealth Group Single Affiliated 
Covered Entity (reported on 3/15/2018)

MN 3/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,755

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Arc of Erie County NY 3/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,751

Records Reported

Source: hhs.gov / hipaajournal.com
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

North Texas Medical Center TX 3/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,350

Records Reported

Source: NH AG's office / hhs.gov
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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446,515,334

Total Breaches:

Records Exposed:

City of Atlanta GA 3/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: forbes.com
#https://www.forbes.com/sites/leemathews/2018/03/23/city-of-atlanta-computers-hit-by-ransomware-attack/#11fd06172eURL:

John J. Pershing VA Medical Center MO 3/7/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,843

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Saint Francis Hospital (reported on 
3/14/2018)

GA 3/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,412

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

CareMeridian, LLC (Bullpen Financial, 
Inc.)

CA 3/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,922

Records Reported

Source: Company press release / CA AG's office 
#https://www.businesswire.com/news/home/20180321006190/en/CareMeridian-LLC-Issues-Data-Breach-Notice#URL:

National Mentor Healthcare, LLC dba 
Georgia MENTOR (Bullpen Financial, 

GA 3/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,015

Records Reported

Source: Company press release / hhs.gov
#https://www.businesswire.com/news/home/20180321006192/en/#URL:

Community First Bank WI 3/20/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,837

Records Reported

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Community-First-Bank.pdf#URL:

Klamath County Falls OR 3/20/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: Klamath County Press Release
#https://static1.squarespace.com/static/59b9f24c64b05fd6531db026/t/5ab1eaa00e2e72081e61de69/1521609376406/03-2URL:

Special Agents Mutual Benefit 
Association

MD 3/13/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

13,942

Records Reported

Source: hhs.gov / SAMBA press release
#https://www.prnewswire.com/news-releases/samba-provides-notice-of-data-incident-300618553.html#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Food Industry Self Insurance Fund of 
New Mexico / Adjusting Alternatives, 

NM 3/8/2018 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Food-Industry-Self-Insurance-Fund.pdf#URL:

Island Outdoor, LLC NY 3/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

979

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Island-Outdoor-LLC.pdf#URL:

Orbitz (Expedia subsidiary) IL 3/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

880,000

Records Reported

Source: securityblvd.com / MT AG's office
#https://dojmt.gov/wp-content/uploads/Orbitz-3-27-18.pdf#URL:

Skamania Public Utility District WA 3/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Skamania-Public-Utility-District.pdf#URL:

Clarfield Financial Advisors (Schwab 
Advisor Center)

NY 3/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,178

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Clarfeld-Financial-Advisors.pdf#URL:

Invacare Corporation OH 3/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

187

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/invacare-20180314.pdf#URL:

ISS Solutions / Geisinger Health PA 3/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,295

Records Reported

Source: NH AG's office / hhs.gov
#https://www.doj.nh.gov/consumer/security-breaches/documents/iss-20180306.pdf#URL:

Serene Sedation MD 3/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,207

Records Reported

Source: MD AG's office / hhs.gov
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295275.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Frost Bank (reported on 3/17/2018) TX 3/17/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

470

Records Reported

Source: ksat.com / databreaches.net
#https://www.ksat.com/news/sa-based-frost-bank-investigating-breach-contacting-affected-customers#URL:

Holiday Inn Sacramento / Atrium 
Hospitality

GA 3/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

182

Records Reported

Source: Atrium Press Release / VT AG's office / 
#https://www.prnewswire.com/news-releases/atrium-hospitality-notifies-hotel-guests-of-compromise-300615517.html##URL:

Primary Health Care, Inc. IA 3/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,313

Records Reported

Source: PHC website
#http://www.phciowa.org/call-center/#URL:

Taylor-Dunn Manufacturing Company CA 1/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Taylor-Dunn_CA_Notice_Sample_0.pdf#URL:

Swenson, Saurer, Gerber, Anderson & 
Co., Ltd.

MN 3/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,664

Records Reported

Source: NH AG'soffice / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/swenson-saurer-20180306.pdf#URL:

Laufer Group International NY 2/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/laufer-20180227.pdf#URL:

ICF VA 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

900

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/icf-20180302.pdf#URL:

Nampa School District ID 3/15/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,054

Records Reported

Source: kivitv.com / MT AG's office / NY AG's offi
#https://dojmt.gov/wp-content/uploads/Nampa-School-District-1.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Dover Business Services TX 3/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Dover-Business-Services.pdf#URL:

MBM Company Inc. (Custom 
Personalization Solutions, LLC dba 

AR 3/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mackeepersecurity.com / VT AG's office
#https://mackeepersecurity.com/post/walmart-jewelry-partner-exposed-millions-customer-details#URL:

Travel Corporation CA 3/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/TravelCorp.pdf#URL:

Port of Longview WA 3/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

370

Records Reported

Source: tdn.com / databreaches.net
#http://tdn.com/news/local/port-of-longview-hit-with-major-cyberattack/article_25102b63-d897-5cfd-b16b-ffec70545d1d.URL:

QuadMed LLC (Hillenbrand Inc. 
Occupational Health and Stoughton 

WI 2/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,305

Records Reported

Source: hhs.gov / hipaajournal.com
#https://www.hipaajournal.com/quadmed-phi-5300-patients-impermissibly-disclosed/#URL:

Interstate Plastics, Inc. (reported on 
3/6/2018)

CA 3/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,031

Records Reported

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Interstate-Plastics-2nd-notice.pdf#URL:

Okaloosa County Water and Sewer FL 3/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: nwfdailynews.com
#http://www.nwfdailynews.com/news/20180312/okaloosa-water-and-sewer-warns-users-of-possible-security-breach#URL:

University of Pennsylvania (PENN) PA 3/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,000

Records Reported

Source: Daily Pennsylvanian
#http://www.thedp.com/article/2018/03/privacy-breach-student-information-upenn-penn-philadelphia-class-lists-registraURL:

Copyright 2018 Identity Theft Resource Center



Identity Theft Resource Center
2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

South Carolina Commission on Higher 
Education

SC 3/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: postandcourier.com
#https://www.postandcourier.com/politics/personal-data-of-south-carolina-college-scholarship-recipients-exposed-for/URL:

ATI Holdings, LLC IL 3/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

34,665

Records Reported

Source: ATI website / MT AG's office / hhs.gov
#https://news.atipt.com/data-privacy-event-update/#URL:

Curtin Maritime Corp. CA 3/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

191

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Curtin-Maritime-Corp.pdf#URL:

CNU Online Holdings, LLC dba Net 
Credit

IL 3/8/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,011

Records Reported

Source: MT AG's office / NH AG's office
#https://dojmt.gov/wp-content/uploads/CNU-Online-Holdings-LLC-NetCredit.pdf#URL:

Barnes-Jewish Healthcare MO 3/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

33,482

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/phi-of-33420-bjc-healthcare-patients-exposed-on-internet-for-8-months/#URL:

Neil D. DiLorenzo CPA, P.C. CO 3/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

963

Records Reported

Source: MT AG's office / NY AG's office / NC AG'
#https://dojmt.gov/wp-content/uploads/DiLorenzo-CPA.pdf#URL:

Harper's Magazine NY 2/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: motherboard.vice.com
#https://motherboard.vice.com/en_us/article/pammz9/harpers-magazine-warns-subscribers-that-passwords-may-have-URL:

Chopra Enterprises, LLC CA 3/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

614

Records Reported

Source: NH AG's office / MT AG's office / NY AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/chopra-20180307.pdf#URL:
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Records Exposed:

Florida Virtual School FL 3/9/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

368,000

Records Reported

Source: FLVLS.net notice
#https://www.flvs.net/notice#URL:

Insight Sourcing Group Holdings GA 1/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

123

Records Reported

Source: WA AG's office
#http://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Safeguarding_Consumers/Breach%20InsightSourURL:

Centris Federal Credit Union NE 3/1/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,049

Records Reported

Source: IA AG's office / MT AG's office
#https://www.iowaattorneygeneral.gov/media/cms/030118_Centris_Federal_Credit_Union_C682106B3D20B.pdf#URL:

Mize Houser & Company, P.A. KS 2/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: IA AG's office
#https://www.iowaattorneygeneral.gov/media/cms/022318__Mize_Houser__Company_P_41C8BE8226FA6.pdf#URL:

Front Range Dermatology Associates CO 3/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,070

Records Reported

Source: hhs.gov / greeleytribune.com
#https://www.greeleytribune.com/news/news-briefs/front-range-dermatology-associates-suffers-a-breach-of-medical-reURL:

GreyHealth Group NY 3/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

683

Records Reported

Source: NH AG's office / NC AG's office / NY AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/greyhealth-20180301.pdf#URL:

ABC Bus Companies MN 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

741

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/abc-bus-20180302.pdf#URL:

California State University - Fresno CA 3/6/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,777

Records Reported

Source: govtech.com / databreaches.net / NH AG
#http://www.govtech.com/security/Stolen-University-Hard-Drive-Potentially-Exposes-Thousands-of-Records.html#URL:
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Records Exposed:

Rhode Island Executive Office of 
Health and Human Servicfes 1095B

RI 2/27/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,100

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Rhode Island Executive Office of 
Health and Human Services SNAP

RI 2/27/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,600

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

ConnectiCare CT 2/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,834

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Center for Sports Medicine and 
Orthopedics

TN 2/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

800

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Mercy Health Love County Hospital 
and Clinic

OK 2/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,229

Records Reported

Source: VT AG's office / hhs.gov
#http://ago.vermont.gov/blog/2018/02/27/mercy-love-county-hospital-clinic-sbn-consumers/#URL:

Coastal Cape Fear Eye Associates NC 2/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

925

Records Reported

Source: hipaajournal.com / hhs.gov / MD AG's off
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295071%20(2).pdf#URL:

Massachusetts Mutual Life Insurance 
Company (reported on 2/16/2018)

MA 2/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/massachusetts-mutual-20180216.pdf#URL:

Beachbody, LLC CA 3/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

920

Records Reported

Source: NH AG's office
https://www.doj.nh.gov/consumer/security-breaches/documents/beachbody-20180301.pdf#https://www.doj.nh.gov/conURL:
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Records Exposed:

Autoliv ASP, Inc. MI 2/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

114

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/autoliv-20180216.pdf#URL:

ASI Construction LLC CO 3/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

336

Records Reported

Source: NH AG's Office / MT AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/asi-construction-20180301.pdf#URL:

Abeles & Hoffman P.C. PA 2/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

237

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/abeles-20180213.pdf#URL:

Kansas Department for Aging and 
Disability Services

KS 3/3/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,000

Records Reported

Source: kdads.ks.gov / databreaches.net
#http://www.kdads.ks.gov/required/AllNewsItems/2018/03/01/kdads-notifies-consumers-about-potential-breach-of-proteURL:

Applebee's Restaurants NE 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: tripwire.com / databreaches.net
#https://www.tripwire.com/state-of-security/latest-security-news/point-of-sale-breach-confirmed-at-some-applebees-locURL:

University of Washington WA 3/5/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,000

Records Reported

Source: dailyuw.com / databreaches.net
#http://www.dailyuw.com/news/article_e0a77a86-201c-11e8-8a8e-d76f00d0261e.html#URL:

Catawaba County NC 3/5/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,182

Records Reported

Source: hickoryrecord.com / databreaches.net / N
#http://www.hickoryrecord.com/news/crime/county-employees-targets-of-malware-attack/article_6557562e-209b-11e8-bURL:

Cindy Nelson & Associates WA 2/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Nelson-CPA.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Cary E Williams CPA MS 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,690

Records Reported

Source: MT AG's office / VT AG's office
#https://dojmt.gov/wp-content/uploads/Cary-Williams-CPA.pdf#URL:

Cruzstar LLC (MenuDrive) PA 3/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

28,740

Records Reported

Source: CA AG's office / NY AG's office
#https://oag.ca.gov/system/files/Notification_0.pdf#URL:

MJ Freeway Business Solutions CO 3/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / NY AG's office
#https://oag.ca.gov/system/files/MJF%20--%20Notice%20for%20Harborside%20Mailing%20-%20All%20Exhibits_0.pdf#URL:

Rockdale ISD TX 3/2/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: kvue.com
#http://www.kvue.com/article/news/local/rockdale-isd-employees-tax-information-compromised-in-data-breach/269-524URL:

St. Louis Community College MO 3/1/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

362

Records Reported

Source: kmov.com
#http://www.kmov.com/story/37628377/st-louis-community-college-investigating-possible-student-#URL:

Ventiv IL 3/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

239

Records Reported

Source: CA AG's office / NY AG's office
#https://oag.ca.gov/ecrime/databreach/reports/sb24-134144#URL:

University of North Georgia GA 2/27/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ungvanguard.org
#http://ungvanguard.org/2018/02/in-banner-security-breach-former-employee-accessed-protected-student-data/#URL:

Tufts Associated Health Maintenance 
Organization, Inc.

MA 2/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

70,320

Records Reported

Source: hhs.gov / databreaches.net / Tufts Health
#https://www.databreaches.net/tufts-health-plan-notifies-70320-members-after-vendor-error-exposes-information-in-enURL:
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Total Breaches:

Records Exposed:

Association for Supervision and 
Curriculum Development (reported on 

VA 2/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

192

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Association-for-Supervision-and-Curriculum-Development-ASCD.pdf#URL:

Active Network TX 2/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

207

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/active-20180223.pdf#URL:

Pennsylvania Department of Education PA 2/26/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

300,000

Records Reported

Source: pennlive.com
#http://www.pennlive.com/politics/index.ssf/2018/02/data_breach_may_have_put_pa_te.html#URL:

NIS America CA 2/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: resetera.com / databreaches.net
#https://www.resetera.com/threads/nisa-online-store-data-breach.26440/#URL:

Memorial Hospital at Gulfport MS 2/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,512

Records Reported

Source: Company website
#http://www.gulfportmemorial.com/news/memorial-hospital-reports-inadvertent-disclosure-413#URL:

Jemison Internal Medicine of Alabama AL 2/16/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,550

Records Reported

Source: hhs.gov / MD AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-295107.pdf#URL:

Country Mutual Insurance Company 
(Country Financial)

IL 2/23/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,390

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Country-Mutual-Insurance-Company-Country-Financial.pdf#URL:

Aldi IL 2/28/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mccall.com
#http://www.mcall.com/business/mc-biz-aldi-security-credit-skimmers-20180228-story.html#URL:
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446,515,334

Total Breaches:

Records Exposed:

Marine Corps Forces Reserve DC 2/28/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,426

Records Reported

Source: marinecorpstimes.com
#https://www.marinecorpstimes.com/news/your-marine-corps/2018/02/28/major-data-breach-at-marine-forces-reserve-iURL:

Curtis Lumber Co. NY 2/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

579

Records Reported

Source: VT AG's office / NY AG's office
#http://ago.vermont.gov/blog/2018/02/26/curtis-lumber-co-sbn-consumers-_redacted/#URL:

St. Peter's Surgery & Endoscopy 
Center

NY 2/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

134,512

Records Reported

Source: VT AG's office / hipaajournal.com / hhs.c
#https://www.hipaajournal.com/new-york-surgery-endoscopy-center-discovers-135000-record-data-breach/#URL:

Bed Bath & Beyond NJ 2/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

200

Records Reported

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Bed-Bath-Beyond.pdf#URL:

Walmart, Inc. (reported on 2/22/2018) AR 2/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

735

Records Reported

Source: MT AG's office / hhs.gov
#https://dojmt.gov/wp-content/uploads/Walmart.pdf#URL:

Santa Cruz Biotechnology CA 2/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,657

Records Reported

Source: CA AG's office / MT AG's office / NY AG'
#https://oag.ca.gov/system/files/TEMPLATE_Santa_Cruz_Biotechnology_Consumer_Notification_Letter_0.pdf#URL:

California College of the Arts CA 2/26/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,709

Records Reported

Source: CA AG's office / hhs.gov
#https://oag.ca.gov/system/files/CCA%20-%20Regulator%20Notice%20-%20CA%20-%20FINAL_0.pdf#URL:

Innovative Artists Talent and Literary 
Agency, Inc.

CA 2/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,151

Records Reported

Source: CA AG's office / NY AG's office
#https://oag.ca.gov/system/files/US%20Notice_0.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Union Lake Market / ShopRite / 
Wakefern Group Corp.

NJ 2/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,956

Records Reported

Source: NJ.com / hipaajournal.com / hhs.com
#http://www.nj.com/cumberland/index.ssf/2018/02/10000_customers_affected_by_shotrite_pharmacy_secu.html#URL:

Metro Wire Rope Corporation NJ 2/27/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

108

Records Reported

Source: VT AG's office / MD AG's office
#http://ago.vermont.gov/blog/2018/02/27/metro-wire-rope-sbn-consumers/#URL:

FastHealth Corporation (multiple 
entities)

AL 2/28/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

657,529

Records Reported

Source: VT AG's office / CA AG's office / OR AG'
#https://oag.ca.gov/system/files/California%20Notice%20Samples_0.pdf#URL:

American Neighborhood Mortgage 
Acceptance Company dba AnnieMac 

NJ 2/16/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

109

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/anniemac-20180216.pdf#URL:

Chase.com (JP Morgan Chase) NY 2/22/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,977

Records Reported

Source: krebsonsecurity.com
#https://krebsonsecurity.com/2018/02/chase-glitch-exposed-customer-accounts/#URL:

City of Houston Medical Plan TX 2/23/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

34,637

Records Reported

Source: khou.com / hhs.gov
#http://www.khou.com/article/news/local/sensitive-info-may-be-compromised-after-city-of-houston-employees-laptop-stURL:

Wallace Community College Selma AL 2/24/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: selmatimesjournal.com
#http://www.selmatimesjournal.com/2018/02/24/cyber-criminals-target-wallace-employees/#URL:

Mueller and Company LLP IL 2/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,921

Records Reported

Source: VT AG's office / NY AG's office / NC AG'
#http://ago.vermont.gov/blog/2018/02/23/mueller-co-cpa-sbn-consumers/#URL:
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Total Breaches:

Records Exposed:

North 40 Outfitters MT 2/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,734

Records Reported

Source: VT AG's office / CA AG's office / OR AG'
#https://oag.ca.gov/system/files/North%2040-%20California%20Form%20Exhibit%201_0.pdf#URL:

University of Wisconsin - Superior WI 2/22/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,734

Records Reported

Source: MT AG's office / NH AG's office / WI AG'
#https://dojmt.gov/wp-content/uploads/University-of-WI.pdf#URL:

University of Virginia Health System VA 2/21/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,882

Records Reported

Source: NBC29.com / databreaches.net / hipaajo
#http://www.nbc29.com/story/37555891/uva-health-system-notifies-1882-patients-about-potential-privacy-issue#URL:

Los Angeles Philharmonic CA 2/20/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,442

Records Reported

Source: VT AG's office / CA AG's office
#https://oag.ca.gov/system/files/LA%20Philharmonic%20-%20Notice%20of%20Data%20Event%20-%20CA%20-%20Ex%2URL:

Chapman Mortgage Services (Motto 
Mortgage of Billings)

MT 2/15/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Chapman-Mortgage-Services.pdf#URL:

Bialy/Thomas & Associates CA 2/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

781

Records Reported

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Bialy-Thomas-and-Associates.pdf#URL:

White and Bright Dental CA 2/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / hipaajournal.com
#https://www.hipaajournal.com/patients-notified-white-bright-family-dental-server-hack/#URL:

Ascensus PA 2/21/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/221725%20Red%20Hawk%20Casino%20-%20Individual%20Letter_1.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Weaver & Tidwell, LLP (CCH Client 
Axcess)

TX 2/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/weaver-20180209.pdf#URL:

Department of Mental Health MO 2/16/2018 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,000

Records Reported

Source: fox2now.com / databreaches.net
#http://fox2now.com/2018/02/16/missouri-mental-health-department-admits-mailing-error/#URL:

HomeTown Bank, N.A. TX 2/18/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: galvnews.com / databreaches.net
#http://www.galvnews.com/classifieds/service/legal/pdfdisplayad_8eb14c78-1371-11e8-8002-677a74384e0a.html#URL:

Medical Science & Computing, LLC MD 2/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

137

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Medical-Science-Computing-LLC.pdf#URL:

Thomas Edison State University NJ 2/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

557

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Thomas-Edison-State-University.pdf#URL:

PACCAR Financial TX 2/14/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

251

Records Reported

Source: MT AG's office / NH AG's office
#https://dojmt.gov/wp-content/uploads/PACCAR.pdf#URL:

Flexible Benefit Service Corporation 
(FLEX)

IL 2/14/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

19,438

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Flexible-Benefit-Service-Corporation.pdf#URL:

American Stock Transfer & Trust 
Company, LLC (Colony Northstar 

NY 2/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Sample%20Notice_21.pdf#URL:
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Records Exposed:

Department of Fish and Wildlife CA 2/14/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/CDFW%20Breach%20Notification-Final_0.pdf#URL:

Driscoll's, Inc. CA 2/13/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,530

Records Reported

Source: CA AG's office
#https://oag.ca.gov/system/files/Driscoll%27s%20-%20Notice%20of%20Data%20Event%20-%20CA%20-%20Exhibit%201URL:

Etsy NY 2/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,566

Records Reported

Source:  ecommercebytes.com / NY AG's office
#https://www.ecommercebytes.com/2018/02/15/etsy-discloses-tax-related-privacy-breach/#URL:

Western Union CO 2/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wccftech.com
#https://wccftech.com/western-union-customer-data-stolen/#URL:

Engle Martin & Associates, Inc. GA 2/14/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,508

Records Reported

Source: VT AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/engle-martin-associates-20180214.pdf#URL:

LendKey Technologies, Inc. NY 2/15/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,403

Records Reported

Source: VT AG's office / MT AG's office / NY AG'
#https://dojmt.gov/wp-content/uploads/LendKey.pdf#URL:

Peoples United Bank VT 2/15/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2017/02/16/peoples-united-bank-sbn-to-consumers/#URL:

FedEx / Bongo TN 2/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

119,000

Records Reported

Source: gizmodo.com
#https://gizmodo.com/119-000-passports-and-photo-ids-of-fedex-customers-foun-1823035669#URL:
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Records Exposed:

Staybridge Suites Lexington KY 2/15/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

244

Records Reported

Source: wkyt.com
#http://www.wkyt.com/content/news/Lexington-hotel-says-customer-credit-card-numbers-exposed-in-data-breach-4741URL:

OneMain Financial IN 2/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,253

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/onemain-financial-20180209.pdf#URL:

Citizens Financial Group, Inc. (multiple 
locations)

RI 2/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

262

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/citizens-financial-20180202.pdf#URL:

Midland School District AR 2/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

100

Records Reported

Source: qctimes.com / databreaches.net
#http://qctimes.com/news/local/barb-ickes/ickes-this-time-students-records-left-behind/article_5692f141-8687-519d-841URL:

Massachusetts Department of 
Revenue / MassTaxConnect

MA 2/13/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

39,000

Records Reported

Source: bostonglobe.com
#http://www.bostonglobe.com/business/2018/02/13/yikes-data-breach-mass-tax-agency-allowed-companies-peek-compURL:

Inspire Home Loans CA 2/9/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,414

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/inspire-home-loans-20180209.pdf#URL:

QuadMed (Whirlpool) WI 1/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,549

Records Reported

Source: hhs.gov / databreaches.net
#https://www.databreaches.net/quadmed-health-records-system-issue-affected-onsite-clinics-of-three-clients/#URL:

Idaho Transportation Department ID 2/12/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,728

Records Reported

Source: eastidahonews.com / databreaches.net
#https://www.eastidahonews.com/2018/02/itd-email-hack-may-have-exposed-truckers-personal-information/#URL:
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Records Exposed:

Livingston County Schools KY 2/13/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wpsdlocal6.com / databreaches.net
#https://www.databreaches.net/?s=livingston&searchsubmit=#URL:

RoxSan Pharmacy CA 2/13/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,049

Records Reported

Source: RoxSan Pharmacy press release
#https://www.prnewswire.com/news-releases/roxsan-pharmacy-notifies-patients-of-potential-breach-of-unsecured-persURL:

Blink Health NY 2/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Blink-Health-Inc..pdf#URL:

Mississippi State University MS 2/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: clarionledger.com
#https://www.clarionledger.com/story/news/local/2018/02/12/msu-data-breach-not-catastrophic/330348002/#URL:

Wintrust Mortgage IL 2/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/wintrust-mortgage-20180202.pdf#URL:

Make-Up Designory CA 2/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

670

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/make-up-designory-20180205.pdf#URL:

Lonza GA 1/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / MD AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/lonza-20180124.pdf#URL:

Coca-Cola Company (reported on 
1/19/2018)

DE 1/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,181

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/coca-cola-20180119.pdf#URL:
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Records Exposed:

Appen Butler Hill, Inc. WA 1/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,584

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/appen-butler-20180105.pdf#URL:

City of Thomasville NC 2/5/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

269

Records Reported

Source: myfox8.com / databreaches.net
#http://myfox8.com/2018/02/06/city-of-thomasville-admits-to-releasing-employees-social-security-numbers/#URL:

Aperio Group CA 2/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: databreaches.net
#https://www.databreaches.net/aperio-group-client-account-data-breached-by-successful-phishing-attack/#URL:

Connecticut Airport Authority CT 2/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

144

Records Reported

Source: VT AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/connecticut-airport-authority-20180209.pdf#URL:

Sutter Health CA 2/6/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office / hipaajournal.com
#https://oag.ca.gov/system/files/Sample%20Notification-PDF_0.pdf#URL:

Eastern Salt Company, Inc. MA 2/2/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/easatern-salt-20180202.pdf#URL:

Sacramento Bee CA 2/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: gizmodo.com
#https://gizmodo.com/sacramento-bee-leaked-19-5-million-california-voter-rec-1822835127#URL:

Corporate Employment Resources, Inc. MI 2/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,086

Records Reported

Source: VT AG's office / MT AG's office / NH AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/corporate-employment-20180208.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

DiFilippo Corporate Finance Group MA 2/2/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/difilippo-20180202.pdf#URL:

Waldo County ME 2/8/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

100

Records Reported

Source: scmagazine.com
#https://www.scmagazine.com/waldo-county-maine-employee-data-breached-after-phishing-attack/article/743142/#URL:

Decatur County General Hospital TN 1/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

24,000

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/24000-decatur-county-general-hospital-data-breach/#URL:

Zachary E. Adkins, DDS NM 1/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,677

Records Reported

Source: hhs.gov / zacharyadkinsdental.com
#http://zacharyadkinsdental.com/press-release/5424413#URL:

Kinetics Systems, Inc. CA 2/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

875

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/kinetics-systems-20180207.pdf#URL:

Boeing Company IL 2/7/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Boeing-2.pdf#URL:

Ameriprise Financial (reported on 
2/6/18)

MN 2/6/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Ameriprise-Financial-1.pdf#URL:

PAR Electrical Contractors, Inc. CA 2/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,500

Records Reported

Source: VT AG's office / CA AG's office / NH AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/par-electrical-20180205.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Wag Labs CA 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,500

Records Reported

Source: paymentweek.com / NY AG's office
#https://paymentweek.com/2018-1-12-bad-dog-wag-labs-socked-data-breach/#URL:

1st Mariner Bank MD 2/5/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,500

Records Reported

Source: MT AG's office / VT AG'soffice
#https://dojmt.gov/wp-content/uploads/1st-Mariner-Bank.pdf#URL:

Bunge Milling MO 2/6/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: journalstar.com
#http://journalstar.com/business/local/crete-workers-victims-of-data-breach/article_2f650ff1-5bf7-551e-b469-b2669bd62URL:

City of Detroit MI 2/5/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

544

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

City of Pittsburg KS 2/5/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: joplinglobe.com
#http://www.joplinglobe.com/news/crime_and_courts/city-of-pittsburg-targeted-in-phishing-attack/article_b82eed90-7cfURL:

Partners HealthCare System MA 2/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,600

Records Reported

Source: hipaajournal.com / NH AG's office / hhs.g
#https://www.hipaajournal.com/partners-healthcare-notifies-2600-patients-may-2017-breach-phi/#URL:

City of Batavia IL 2/2/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dailyherald.com
#http://www.dailyherald.com/news/20180202/some-batavia-city-employees-personal-data-stolen-in-spoofing-attack#URL:

Octoly NY 2/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,000

Records Reported

Source: gizmodo.com
#https://gizmodo.com/12-000-social-media-influencers-mostly-women-exposed-1822634002#URL:
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446,515,334

Total Breaches:

Records Exposed:

Saginaw Valley State Universtiy MI 1/24/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,949

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/saginaw-valley-20180124.pdf#URL:

Rogin Nassau, LLC CT 1/18/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

268

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/rogin-nassau-20180118.pdf#URL:

City of Unalaska AK 2/1/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: kucb.org
#http://kucb.org/post/after-city-mistakenly-releases-unredacted-petition-clerk-offers-cover-identity-theft-monitoring#URL:

City of Keokuk IA 2/4/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: tspr.org / scmagazine.com
#http://tspr.org/post/keokuk-data-breach-results-stolen-city-employee-information#URL:

CarePlus Health Plans FL 2/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

11,248

Records Reported

Source: hipaajournal.com / hhs.gov
#https://www.hipaajournal.com/11200-careplus-health-plan-members-notified-phi-breach/#URL:

Robert Smith DMD, PC TN 1/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,500

Records Reported

Source: hhs.gov / databreaches.net
#https://www.databreaches.net/tn-smith-dental-notifies-hhs-of-ransomware-attacking-affecting-1500/#URL:

Advanced Graphic Products, Inc. dba 
Advanced-Online

TX 2/1/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

22,182

Records Reported

Source: CA AG's office / NH AG's office
#https://oag.ca.gov/system/files/Sample_Notice_0.PDF#URL:

Ron's Pharmacy Services CA 2/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,781

Records Reported

Source: CA AG's office / hipaajournal.com
#https://oag.ca.gov/system/files/T927_v01.pdf_Prescription_0.pdf#URL:
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2018 Breach List: 1,244

446,515,334

Total Breaches:

Records Exposed:

Eastern Maine Medical Center ME 2/1/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

660

Records Reported

Source: bangordailynews.com / databreaches.net
#https://bangordailynews.com/2018/02/01/news/bangor/emmc-waited-a-month-to-alert-patients-of-possible-data-breachURL:

HORNE LLP MS 2/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,670

Records Reported

Source: hipaajournal.com / HORNE Notice of Dat
#https://www.hipaajournal.com/phishing-attack-exposes-forrest-general-hospital-patients-phi/#URL:

Kraus Associates, Inc. dba AK 
Associates

MA 1/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

132

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/kraus-associates-20180126.pdf#URL:

Gillette Medical Imaging WY 1/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,476

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Pearlie Mae's Compassion and Care 
LLC

KS 1/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: healthitsecurity.com
#https://healthitsecurity.com/news/ks-healthcare-organization-fined-over-unsecured-patient-data#URL:

Allscripts IL 1/31/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hipaajournal.com
#https://www.hipaajournal.com/class-action-lawsuit-allscripts-filed-following-ransomware-attack/#URL:

VSA Partners, Inc. IL 1/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

455

Records Reported

Source: VT AG's office / NY AG's office
#http://ago.vermont.gov/blog/2018/01/24/vsa-partners-sbn-consumers/#URL:

Pentair Aquatic Eco-Systems FL 1/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

239

Records Reported

Source: VT AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/pentair-aquatic-20180126.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Vermont Health Connect (reported on 
1/30/2018)

VT 1/30/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: VT AG's office
#http://ago.vermont.gov/blog/2018/01/30/vermont-health-connect-ahs-sbn-consumers/#URL:

National Registry of Emergency 
Medical Technicians (Nevada 

OH 1/25/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

843

Records Reported

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/National-Registy-of-Emergency-Medical-Technicians.pdf#URL:

Goldleaf Partners MN 1/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,020

Records Reported

Source: MT AG's office / NH AG's office / NC AG'
#https://dojmt.gov/wp-content/uploads/Goldleaf.pdf#URL:

Nevro Corporation CA 1/29/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Notification%20Letter%20-%20%20Nevro_0.pdf#URL:

Jeffrey Born CPA, Inc. CA 1/26/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Born%20Notification_0.pdf#URL:

Pediatric Endocrinology and Diabetes 
Specialists

NV 1/18/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,021

Records Reported

Source: hhs.gov / databreaches.net
#http://www.thepeds.com/#URL:

RBC (Travelocity) TX 1/26/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

66,000

Records Reported

Source: MT AG's office / VT AG's office / WI AG's
#https://dojmt.gov/wp-content/uploads/RBC-Travelocity.pdf#URL:

Salvation Army of Augusta GA 1/23/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

570

Records Reported

Source: NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/salvation-army-20180123.pdf#URL:
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446,515,334

Total Breaches:

Records Exposed:

Makeup Geek, LLC MI 1/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,385

Records Reported

Source: NH AG's office / MT AG's office / NY AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/makeup-geek-20180119.pdf#URL:

Maplecrest Ford NJ 1/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/maplecrest-ford-20180119.pdf#URL:

KLX, Inc. FL 1/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,450

Records Reported

Source: NH AG's office / MT AG's office / NY AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/klx-20180124.pdf#URL:

Hudson Structured Capital 
Management Ltd.

CT 1/10/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/hudson-sstructured-20170110.pdf#URL:

Fidelity Investments (reported on 
1/11/18)

MA 1/11/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

348

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/fidelity-20180111.pdf#URL:

Kansas Secretary of State KS 1/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: gizmodo.com / databreaches.net
#https://gizmodo.com/kris-kobach-s-office-leaks-last-4-social-security-digit-1822415622#URL:

Charlotte Housing Authority NC 1/25/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

341

Records Reported

Source: Fox46charlotte.com / NY AG's office
#http://www.fox46charlotte.com/news/local-news/exclusive-charlotte-housing-authority-suffers-data-breach-341-emploURL:

Gourmesso FL 1/24/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ME AG's office
Per ME AG's website update 1/26/18#http://Per ME AG's website update 1/26/18#URL:
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Total Breaches:

Records Exposed:

San Diego County Office of Education CA 1/25/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/San-Diego-County-Office-of-Education.pdf#URL:

Steven Yang, D.D.S., Inc. CA 1/26/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,202

Records Reported

Source: CA AG's office / hhs.gov
#https://oag.ca.gov/system/files/T875_v02%20-%20Notice_0.pdf#URL:

Member First Mortgage MI 1/26/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

36,840

Records Reported

Source: CA AG's office / NH AG's office / IN AG's
#https://www.doj.nh.gov/consumer/security-breaches/documents/member-first-20180126.pdf#URL:

Western Washington Medical Group 
Inc.

WA 1/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

842

Records Reported

Source: hhs.gov / databreaches.net
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

RGH Enterprises, Inc. OH 1/22/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,586

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Rocky Mountain Women's Health 
Center, Inc.

UT 1/25/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,166

Records Reported

Source: hhs.gov / NC AG's office
Per FOIA request NC AG's office#http://Per FOIA request NC AG's office#URL:

Central States Southeast and 
Southwest Areas Health and Welfare 

IL 1/23/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

634

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=4865BEFDA4E9E18A73970E189367F552#URL:

Tennessee Valley Title Insurance 
Company

TN 1/9/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

179

Records Reported

Source: NH AG's office / NY AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/tennessee-valley-20180109.pdf#URL:
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Total Breaches:

Records Exposed:

Florida Secretary of State (Crosscheck) FL 1/22/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

945

Records Reported

Source: kansascity.com
#http://www.kansascity.com/news/politics-government/article196029319.html#URL:

Questar Assessment (multiple school 
districts in multiple states)

MN 1/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: NYS Education Department
#http://www.nysed.gov/news/2018/state-education-department-announces-breach-data-held-vendor-questar#URL:

National Stores, Inc. CA 1/22/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

609,064

Records Reported

Source: MD AG's office / NY AG's office
#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-294960%20(1).pdf#URL:

DJO, LLC CA 1/10/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,203

Records Reported

Source: hhs.gov / DJO website
#http://www.djoglobal.com/corporate-info/privacy-incident-faqs#URL:

Alicia Ann Oswald CA 1/9/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

800

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

High Plains Surgical Associates WY 1/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

607

Records Reported

Source: hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Hallmark Home Mortgage IN 1/12/2018 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,816

Records Reported

Source: VT AG's office
#http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Hallmark%20Home%20Mortgage%20SBN%20to%20CoURL:

Monticello Central School District NY 1/17/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,598

Records Reported

Source: VT AG's office / NH AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/monticello-20180112.pdf#URL:
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Total Breaches:

Records Exposed:

Westminster Ingleside King Farm 
Presbyterian Retirement Communities

MD 1/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,769

Records Reported

Source: VT AG's office / ME AG's office / hipaajo
#https://www.hipaajournal.com/?s=westminster#URL:

Arthur Ventures Management, LLC 
(reported on 1/12/2018)

ND 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

210

Records Reported

Source: MT AG's office / NY AG's office
#https://dojmt.gov/wp-content/uploads/Arthur-Ventures-Management-LLC.pdf#URL:

Pension Fund of the Christian Church 
(reported on 1/16/2018)

IN 1/16/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,996

Records Reported

Source: CA AG's office / MT AG's office / OR AG'
#https://oag.ca.gov/system/files/PFR%20Standard%20Notification%20Letter%20Sample%201_0.pdf#URL:

American Golf Corporation CA 1/17/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,099

Records Reported

Source: CA AG's office / NY AG's office
#https://oag.ca.gov/system/files/Sample%20Notice_20.pdf#URL:

Mindlance NJ 1/19/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,085

Records Reported

Source: CA AG's office / ME AG's office / NY AG'
#https://oag.ca.gov/system/files/California%20Template%20Notification%20%28152381521_1%29_0.PDF#URL:

Guaranteed Rate, Inc. IL 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

187,788

Records Reported

Source: VT AG's office / CA AG's office / MT AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/guaranteed-rate-20180112.pdf#URL:

PharMerica / Onco360 / CareMed 
Specialty Pharmacy

KY 1/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

53,173

Records Reported

Source: VT AG's office / hhs.gov / ME AG's office
#https://www.doj.nh.gov/consumer/security-breaches/documents/pharmerica-20180112.pdf#URL:

Pedes Orange County CA 1/12/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

917

Records Reported

Source: CA AG's office / hhs.gov
#https://oag.ca.gov/system/files/Pedes%20Adult%20CA%20Notice_0.pdf#URL:
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Records Exposed:

NHS, Inc. CA 1/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/Notice%20of%20Breach_0.pdf#URL:

Kaiser Foundation Health Plan 
(reported on 1/19/2018)

CA 1/19/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

638

Records Reported

Source: hhs.gov /  CA AG's office
#https://oag.ca.gov/system/files/FINAL%20Member%20Notification%20Letter_10.10.17_0.pdf#URL:

Multnomah Athletic Club OR 1/11/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,632

Records Reported

Source: OR AG's office / NH AG's office / NY AG'
#https://justice.oregon.gov/consumer/DataBreach/Home/GetBreach/1161073650#URL:

Agency for Health Care Administration FL 1/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

30,000

Records Reported

Source: scmagazine.com / hhs.gov
#https://www.scmagazine.com/breach-possibly-exposed-sensitive-data-on-up-to-30k-florida-medicaid-recipients/articleURL:

MD Medical Spa and Wellness Center MA 1/15/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: turnto10.com / databreaches.net
#http://turnto10.com/news/local/medical-records-found-dumped-in-new-bedford#URL:

Palomar Medical Center Escondido CA 1/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,309

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/1300-patients-medical-records-viewed-without-authorization-palomar-health-nurse/#URL:

Northeast Arc MA 1/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,823

Records Reported

Source: VT AG's office / ME AG's office / NH AG'
#https://www.doj.nh.gov/consumer/security-breaches/documents/northeast-arc-20180105.pdf#URL:

talentReef, Inc. CO 1/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,603

Records Reported

Source: MT AG's office / VT AG's office / NH AG'
#https://dojmt.gov/wp-content/uploads/talentReef-Inc.pdf#URL:
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Records Exposed:

Broward College FL 1/10/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

44,000

Records Reported

Source: MT AG's office / VT AG's office / NH AG'
#https://dojmt.gov/wp-content/uploads/Broward-College.pdf#URL:

Alton Lane Inc. VA 1/10/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,208

Records Reported

Source: MT AG's office / VT AG's office / NH AG'
#https://dojmt.gov/wp-content/uploads/Alton-Lane.pdf#URL:

Jason's Deli TX 1/12/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,400,000

Records Reported

Source: jasonsdeli.com / MT AG's office / VT AG'
#https://www.jasonsdeli.com/data-breach#URL:

Penn Medicine PA 1/2/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,050

Records Reported

Source: hhs.gov / beckershospitalreview.com
#https://www.beckershospitalreview.com/cybersecurity/stolen-computer-at-penn-medicine-compromises-1k-patient-recURL:

Oklahoma State University Center for 
Health Sciences

OK 1/5/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

279,865

Records Reported

Source: hhs.gov / healthcareinfosecurity.com
#https://www.healthcareinfosecurity.com/hacking-incident-impacts-nearly-280000-medicaid-patients-a-10587?rf=2018-0URL:

Cetera Advisors LLC (reported on 
1/8/18)

CO 1/8/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,260

Records Reported

Source: MT AG's office / ME AG's office / MD AG'
#https://dojmt.gov/wp-content/uploads/Cetera-Advisors-LLC.pdf#URL:

Columbia Falls School District MT 1/5/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Columbia-Falls-School-District.pdf#URL:

Montana State University Billings MT 1/12/2018 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: MT AG's office
#https://dojmt.gov/wp-content/uploads/Montana-State-University-Billings.pdf#URL:
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Rea.deemingBeauty, Inc. dba 
beautyblender

PA 1/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,133

Records Reported

Source: CA AG's office / MT AG's office / NY AG'
#https://dojmt.gov/wp-content/uploads/Beautyblinders.pdf#URL:

DHS Office of the Inspector General 
Case Management System

DC 1/3/2018 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

247,167

Records Reported

Source: cnet.com
#https://www.cnet.com/news/homeland-security-breach-exposes-data-on-240000-employees/#URL:

Charles River Medical Associates MA 1/8/2018 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,378

Records Reported

Source: wickedlocal.com / hhs.gov
#http://www.wickedlocal.com/news/20180108/framingham-radiology-lab-loses-medical-records-of-9300-people#URL:

Flagship Facility Services, Inc. CA 1/5/2018 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: CA AG's office
#https://oag.ca.gov/system/files/FlagShip%20Data%20Breach%20Notification%20Letter%20January%202018_0.pdf#URL:

 2018 Breaches Identified by the ITRC as of: 1/7/2019

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based 
breach, as identified by our current process, is considered public when one of these occur:
1) Published by a credible source (Sources include Offices of the Attorney General, and established media – TV news, 
radio, newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our 
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating 
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an 
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of 
the reporting entity..

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.
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