Reported as of: 1/31/2019

ITRC MULTI-YEAR DATA BREACH CHART JAN. 1, 2005-DEC. 31, 2018

# OF TOTAL BREACHES PER INDUSTRY

INDUSTRY 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014
Banking/Credit/Financial 20 31 32 79 58 54 31 24 35 38 71 51 134 135
Business 25 67 130 237 202 274 177 162 194 263 312 497 907 572
Educational 75 80 111 131 78 65 57 63 54 57 58 97 128 77
Government/Military 21 99 110 110 90 104 54 55 60 91 63 72 79 100
Medical/Healthcare 16 44 63 99 70 165 102 167 271 332 275 373 384 367

Total # of Breaches: 446 656 498 662 421

# OF TOTAL BREACHES PER METHOD

METHOD 2005 2006 2007 2008 2009 2010 2011 2012 2013
Insider Theft 8 10 27 102 85 103 56 41 72 81 84 72 87 40
Hacking 53 50 64 91 97 115 110 130 161 247 295 611 956 487
Unauthorized Access n/a n/a n/a n/a n/a n/a n/a n/a n/a 1 2 83 186 376
Data on the Move 7 33 122 137 78 111 78 57 74 62 56 51 37 31
Accidental Web/Internet Exposure 19 49 84 84 41 46 39 41 43 64 56 81 105 115
Employee/Error/Negligence/Improp| 1o | nja | wa | 17 | nfa | na | 39 | 71 | 120 | 151 | 136 | 166 | 149
er Disposal/Lost
Physical Theft n/a n/a n/a n/a n/a n/a n/a n/a 1 98 81 69 71 52
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