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US Army VA 3/7/2019 Government/Military

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.washingtonpost.com

#https://www.washingtonpost.com/national-security/2019/03/06/hundreds-immigrant-recruits-risk-death-sentence-after-URL:

Hamilton College NY 3/8/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.hamilton.edu

#https://www.hamilton.edu/news/story/unauthorized-access-admission-database#URL:

Oberlin College OH 3/8/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.oberlin.edu

#https://www.oberlin.edu/news/faq-compromised-data-issue#URL:

Spectrum Health Lakeland (subcontractor 
Wolverine Solutions Group)

MI 3/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.lakelandhealth.org

#https://www.lakelandhealth.org/how-we-compare/data-security#URL:

Professional Tax & Accounting AL 3/18/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: whnt.com

#https://whnt.com/2019/03/18/boxes-of-documents-including-possible-personal-tax-information-showed-up-at-a-marshURL:

North Ottawa Community Health System 
(subcontractor Wolverine Solutions Group)

MI 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

15,000

Records Exposed

Source: www.noch.org

#http://www.noch.org/uploadedFiles/Library_Assets/WSG%20NOTICE%20OF%20BREACH.pdf#URL:

St. Louis Community College (reported on 
3/25/2019)

MO 3/25/2019 Education

Breached Entity: State Published Date Breach Category

4,000

Records Exposed

Source: www.ksdk.com

#https://www.ksdk.com/article/news/local/stlccs-data-breach-has-students-concerned/63-e6904f06-47b2-4bb4-ade7-8faURL:

Kanopy Inc. CA 3/24/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/kanopy-privacy-breach-reveals-which-movies-members-have-been-streaming/#URL:

Orange County Sanitation District (financial 
consultant NFP Corp.)

CA 3/11/2019 Government/Military

Breached Entity: State Published Date Breach Category

1,000

Records Exposed

Source: www.ocregister.com

#https://www.ocregister.com/2019/03/11/personal-data-for-1000-pensioners-accessed-from-oc-sanitation-district/#URL:
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Health Alliance Plan (subcontractor 
Wolverine Solutions Group)

MI 3/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

120,344

Records Exposed

Source: www.freep.com

#https://www.freep.com/story/news/local/michigan/2019/03/07/wolverine-solutions-group-malware-attack-security-data-URL:

GameSalad TX 3/17/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/round-4-hacker-returns-and-puts-26mil-user-records-for-sale-on-the-dark-web/#URL:

DePaul NY 3/30/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.depaul.org

#https://www.depaul.org/important-information-on-data-incident/#URL:

Home Health Radiology Services NJ 3/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

37,000

Records Exposed

Source: www.hipaajournal.com

#https://www.hipaajournal.com/database-of-new-jersey-healthcare-provider-found-to-be-leaking-ephi/#URL:

 Amerigroup Iowa, Inc. IA 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,191

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Northeast Philadelphia Vascular Surgeons, 
P.C.

PA 3/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

8,193

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Gulfport Anesthesia Services, PA MS 3/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

20,000

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Meditab Software Inc. and affiliate MedPharm 
Services

CA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.hipaajournal.com

#https://www.hipaajournal.com/potentially-massive-breach-of-protected-health-information-discovered/#URL:

Frederick Memorial Hospital MD 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

760

Records Exposed

Source: www.fmh.org

#https://www.fmh.org/documents/PDFs/FRHS-Substitute-Notice-Final-3-14-19.pdf#URL:
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LCP Transportation, Inc IN 3/15/2019 Business

Breached Entity: State Published Date Breach Category

54,528

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Duluth Human Development Center MN 3/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,200

Records Exposed

Source: www.humandevelopmentcenter.org

#https://www.humandevelopmentcenter.org/wp-content/uploads/2019/03/Media-Notice-Data-Breach-03.2019.pdf#URL:

Burrell Behavioral Health (reported on 
3/29/2019)

MO 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

67,493

Records Exposed

Source: www.burrellcenter.com

#https://www.burrellcenter.com/breach-notice/#URL:

Main Line Endoscopy Centers PA 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

14,305

Records Exposed

Source: www.mainlineendoscopy.com

#https://www.mainlineendoscopy.com/notice#URL:

Harland Clarke Corp TX 3/12/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/12/harland-clarke-corp-notice-of-data-breach-to-consumers/#URL:

James Perse Enterprises CA 3/13/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/13/james-perse-enterprises-notice-of-data-breach-to-consumers/#URL:

TriBike Transport LLC NC 3/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/22/tribike-transport-notice-of-data-breach-to-consumers/#URL:

University of Vermont (reported on 3/28/2019) VT 3/28/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/28/university-of-vermont-notice-of-data-breach-to-consumers/#URL:

Columbia Forest Products - employees NC 3/29/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/29/columbia-forest-products-notice-of-data-breach-to-consumers/#URL:
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Earl Enterprises - Buca di Beppo, Earl of 
Sandwich, Planet Hollywood, Chicken Guy!, 

FL 3/29/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.earlenterprises.com

#https://www.earlenterprise.com/incident/#URL:

Fellowship of Catholic University Students 
("FOCUS")

CO 3/29/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/29/fellowship-of-catholic-university-students-notice-of-data-breach-to-consumerURL:

Grinnell College IA 3/25/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Grinnell-College-Notification-to-Montana-AG-with-enclosure-798564URL:

Western Technical College WI 3/21/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-WesternTech_MT-AG-Notice_3.21.19.pdf#URL:

Spectrum Business Resources LLC IL 3/20/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Spectrum-Business-Resources-Notification-to-Montana-AG-with-enURL:

Tempo Inc. TX 3/21/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Tempo-Consumer-Notification-Letter.pdf#URL:

Wenner Group LLC CO 3/21/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-AG-notice-Wenner.pdf#URL:

Cremation Society of Pennsylvania Inc. PA 3/15/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-CON-Montana-Consumer-Notice-3-15-19.pdf#URL:

Navicent Health GA 3/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

278,016

Records Exposed

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Navicent-Health-Ad-SSN-r5prf-c-c-c-c-c.pdf#URL:
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Warn Industries Inc. OR 3/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Warn-Notice-of-Data-Event-MT.pdf#URL:

AG Source Inc. KS 3/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Copy-of-Data-Breach-Letter.pdf#URL:

Little Rock Cancer Clinic, P.A. AR 3/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

3,804

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Federal Emergency Management Agency 
("FEMA")

DC 3/15/2019 Government/Military

Breached Entity: State Published Date Breach Category

2,300,000

Records Exposed

Source: www.oig.dhs.gov

#https://www.oig.dhs.gov/sites/default/files/assets/2019-03/OIG-19-32-Mar19.pdf#URL:

Superior Dental Care OH 3/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

38,260

Records Exposed

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-SDC-Notice-of-Data-Event-MT.pdf#URL:

Nasif Hicks Harris and Co LLP CA 3/26/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-AG-Letter.pdf#URL:

American State Bank IA 3/26/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Letter-1-SS-Debit-Card-DDA-01081897xB8DF0.pdf#URL:

Life Equity LLC OH 3/27/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-3.27.19-Montana-Regulator-Notice.pdf#URL:

OneMain Financial (reported on 3/21/2019) IN 3/21/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-doc-1.pdf#URL:
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Gifted Development Center CO 3/29/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-12584983-AG-MT-Notification-letter-Final-Gifted-Development-CenteURL:

Bridger Insurance Services CA 3/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Bridger%20-%20Website%20Notice%20of%20Data%20Breach%20--%203.22.19_0.pdf#URL:

Brighton Collectibles LLC CA 3/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Brighton%20Adult%20CA%20Notice_0.pdf#URL:

Oregon Department of Human Services (DHS) OR 3/21/2019 Government/Military

Breached Entity: State Published Date Breach Category

500

Records Exposed

Source: www.databreaches.net

#https://www.databreaches.net/oregon-dhs-discloses-breach-potentially-affecting-350000-after-successful-phisher-gaiURL:

Mary Free Bed Rehabilitation Hospital 
(subcontractor Wolverine Solutions Group)

MI 3/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

4,755

Records Exposed

Source:

#https://www.maryfreebed.com/wolverine-solutions-group-information-breach/#URL:

Papa Del's IL 3/15/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: www.papadels.com

#https://www.papadels.com/images/data-security-notice.pdf#URL:

Hartwig Moss Insurance Agency LA 3/20/2019 Business

Breached Entity: State Published Date Breach Category

1,100

Records Exposed

Source: www.hmia.com

#https://www.hmia.com/notice-of-data-security-incident#URL:

ABM Industries Incorporated (reported on 
3/12/2019)

NY 3/12/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ABM%20-%20Notice%20only%200_0.pdf#URL:

Maffi Clinics AZ 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

10,465

Records Exposed

Source: www.hipaajournal.com

#https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/#URL:
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Arthritis & Rheumatism Associates, P.C. MD 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

500

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Oklahoma Heart Hospital LLC OK 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,221

Records Exposed

Source: www.databreaches.net

#https://www.databreaches.net/oklahoma-heart-hospital-notifies-patients-after-thieves-steal-computers-from-clinic/#URL:

Stevens Powell & Company PA FL 3/8/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/stevens-powell-company-p-a-notice-of-data-breach-to-consumers/#URL:

Velan Studios NY 3/8/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/velan-studios-notice-of-data-breach-to-consumers/#URL:

Polaris Real Estate Partners LP CA 3/5/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/11/polaris-real-estate-partners-notice-of-data-breach-to-consumers/#URL:

Eye Buy Direct Inc TX 3/18/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/18/eye-buy-direct-inc-notice-of-data-breach-to-consumers/#URL:

Southern Hills Eye Care IA 3/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

11,617

Records Exposed

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Southern-Hills-Eyecare-AG-Notification-letter-MT.pdf#URL:

Cherrydale Fundraising PA 3/14/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-Notice-of-Data-Event-1.pdf#URL:

Carroll Saints' Shoppe (vendor PrismRBS) MT 3/1/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-2019-03-01-Notification-of-Data-Breach-Carroll-College.pdf#URL:
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American Cancer Society GA 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Montana-Notice-of-Data-Event.pdf#URL:

Emerson Hospital (business associate 
MiraMed)

MA 3/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

6,314

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/emerson-hospital-notice-of-data-breach-to-consumers/#URL:

TEMPTU Inc NY 3/4/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/04/temptu-inc-notice-of-data-breach-to-consumers/#URL:

Advocate Sherman Hospital (contracted 
vendor Jobscience)

IL 3/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/March%202019%20Consumer%20Mailing_0.pdf#URL:

CorVel Enterprise Comp Inc OR 3/13/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/BOTH%20-%20CECI%20Feb%202019%20Incident%20-%20Individual%20Notification%2URL:

flexPATH Strategies LLC CA 3/15/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/flexPATH_CA_0.pdf#URL:

Sheet Metal Workers' Local Union No. 104 CA 3/18/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Calif%20Resident%20Letter_0.pdf#URL:

Local Initiative Health Authority of Los 
Angeles County dba L.A. Care Health Plan

CA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/20190201-LAC-01_Letter_EN_Final_1.pdf#URL:

International Vapor Group FL 3/12/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/IVG%20Security%20Incident%20Notification%20Letter_0.pdf#URL:

Copyright 2019 Identity Theft Resource Center



March  2019Monthly Breach Report:

Page 9 of  10

Identity Theft Resource Center

OnCourse Learning Corporation WI 3/8/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ACID_PRINTERPROOFS_20190305_relias501_1%20%282%29%20%5B48%5D_0.PDF#URL:

Carmel Unified School District CA 3/8/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Carmel%20Unified%20Phishing%20Incident%20-%20CA%20Attorney%20General%20SaURL:

Arizona Health Care Cost Containment 
System

AZ 3/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

3,146

Records Exposed

Source: www.azahcccs.gov

#https://www.azahcccs.gov/shared/News/PressRelease/breach.html#URL:

ZOLL Services LLC PA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

277,319

Records Exposed

Source: www.prnewswire.com

#https://www.prnewswire.com/news-releases/zoll-reports-recent-data-security-incident-300814181.html#URL:

RSC Insurance Brokerage, Inc. MA 3/6/2019 Business

Breached Entity: State Published Date Breach Category

2,088

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Sample%20RSC%20CA%20Individual%20Notice_0.pdf#URL:

Covenant Care CA 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

7,678

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Covenant%20Care%20-%20CA%20Notice%20of%20Data%20Event_0.pdf#URL:

St. Francis Physician Services / Milestone 
Family Medicine

SC 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

32,178

Records Exposed

Source: bonsecours.com

#https://bonsecours.com/greenville/incident-notice#URL:
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 Monthly Breaches as of: 

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based 
breach, as identified by our current process, is considered public when one of these occur:
1) Published by a credible source (sources include Offices of the Attorney General, and established media – TV news, 
radio, newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our 
findings.  If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating 
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an 
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of 
the reporting entity.

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.

4/8/2019 79

3,323,975

Total Breaches:

Records Exposed:
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