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 ITRC Breach Report

ITRC Breach Stats Report



Business

Education

Medical/Healthcare:  

may

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care 
clearinghouses, and (3) health care providers who electronically transmit any health 
information in connection with transactions for which HHS has adopted standards. 
A “business associate” is a person or entity that performs certain functions or activities that 
involve the use or disclosure of protected health information on behalf of, or provides 
services to, a covered entity.   

Government/Military

Banking/Credit/Financial:



Medical/Healthcare Sector Exposes 24 Million Sensitive Records in June 

 

June Data Breaches by Industry 

In June 2019, there were a total of 100 data breaches; which exposed 24,444,672 sensitive records and 

an additional 200,200 non-sensitive records. The Medical/Healthcare sector exposed the highest 

amount of sensitive records reported in June. 

INDUSTRY # OF BREACHES 
# OF SENSITIVE RECORDS 

EXPOSED 
# OF NON-SENSITIVE 
RECORDS EXPOSED 

Medical/Healthcare 40 24,097,159 0 

Business 38 132,756 200,200 

Education 9 32,063 0 

Government/Military 7 95,000 0 

Banking/Credit/Financial 6 87,694 0 

MONTHLY TOTALS: 100 24,444,672 200,200 
 

June Data Breaches by Method 

Unauthorized Access was the most common method of breach at 39 percent of the overall number of 

data breaches reported in the month of June, followed by Hacking at 36 percent.  

# OF DATA BREACHES PER METHOD PER INDUSTRY  

Method Banking Business Education Government Medical Totals 

Unauthorized Access 3 12 3 2 19 39 

Hacking/Intrusion (includes 
Phishing, Ransomware/Malware 
and Skimming) 

1 18 5 3 9 36 

Employee 
Error/Negligence/Improper 
Disposal/Lost 

0 2 1 2 5 10 

Accidental Web/Internet Exposure 1 5 0 0 4 10 

Physical Theft 1 0 0 0 2 3 

Insider Theft 0 0 0 0 1 1 

Data on the Move 0 1 0 0 0 1 

 

Accidental Web/Internet Exposure again was the method responsible for exposing 99 percent of the 

non-sensitive records reported in June.  



 

Unauthorized Access exposed 24 million sensitive records, the highest amount of sensitive records at 99 

percent of the total number of sensitive records exposed in June. 

METHOD OF BREACH # OF SENSITIVE RECORDS EXPOSED # OF BREACHES 

Unauthorized Access 23,929,581 39 

Hacking/Intrusion (includes Phishing, 
Ransomware/Malware and Skimming) 

503,552 36 

Employee Error/Negligence/Improper 
Disposal/Lost 

8,354 10 

Physical Theft 1,824 3 

Accidental Web/Internet Exposure 1,100 10 

Insider Theft 0 1 

Data on the Move 0 1 

 

Three Year Comparison 

Compared to the previous months of 2019, breaches in June exposed the highest number of sensitive 

records, yet had the third lowest amount of data breaches reported for the month.  

When comparing breaches in the month of June – year over year – for the past 3 years (2017-2019), 

2018 reported the highest number of data breaches. June 2019 breaches reported the highest number 

of sensitive records exposed when compared to 2018 and 2017. The Business sector reported the 

highest number of data breaches for both 2018 and 2017, while the Medical/Healthcare sector 

reported the highest number of data breaches for June 2019. Hacking was the most common method of 

breach in 2017 while Unauthorized Access was most common in 2018 and 2019. 



 

INDUSTRY 2019 2018 2017 

 

# of 
breaches 

sensitive 
records 
exposed 

# of 
breaches 

sensitive 
records 
exposed 

# of 
breaches 

sensitive 
records 
exposed 

Medical/Healthcare 40 24,097,159 33 354,290 17 131,154 

Business 38 132,756 61 4,055,673 55 148,106 

Education 9 32,063 7 3,700 5 1,124,757 

Government/Military 7 95,000 8 95,418 5 45,785 

Banking/Credit/Financial 6 87,694 11 1,165 10 68,481 

 

 

 



Identity Theft Resource Center

7/9/2019Report Date:

2019 Category Summary
How is this report produced?  What are the rules?  See below for details.

Banking/Credit/FinancialTotals for Category: 44# of Breaches: 316,403# of Records:

6.2%% of Breaches: 0.8%%of Records:

BusinessTotals for Category: 313# of Breaches: 3,793,402# of Records:

43.9%% of Breaches: 9.5%%of Records:

Education  Totals for Category: 48# of Breaches: 1,459,961# of Records:

6.7%% of Breaches: 3.7%%of Records:

Government/MilitaryTotals for Category: 45# of Breaches: 3,426,313# of Records:

6.3%% of Breaches: 8.6%%of Records:

Medical/HealthcareTotals for Category: 263# of Breaches: 30,847,632# of Records:

36.9%% of Breaches: 77.4%%of Records:

 2019 Breaches Identified by the ITRC as of: 7/9/2019

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as 
identified by our current process, is considered public when one of these occur:
1) Published by a credible source (sources include Offices of the Attorney General, and established media – TV news, radio, 
newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings.  If the 
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics 
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of 
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

Totals for All Categories: 713# of Breaches: 39,843,711# of Records:

100.0%% of Breaches: 100.0%%of Records:

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.

713

39,843,711

Total Breaches:

Records Exposed:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Attunity MA 6/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.upguard.com

#https://www.upguard.com/breaches/attunity-data-leak#URL:

Delta Health Systems - Turlock 
Irrigation District employees

CA 6/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hipaajournal.com

#https://www.hipaajournal.com/delta-health-systems-alerts-plan-members-to-exposure-of-ssns-over-internet/#URL:

Quantum Vision Centers and Eye 
Surgery Center

IL 6/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.quantumvisioncenters.com

#https://www.quantumvisioncenters.com/data/#URL:

Delaware Life Insurance Company 
(service provider Mediant 

DE 6/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/06/28/15281.pdf#URL:

NTCA - The Rural Broadband 
Association

VA 5/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-8.pdf#URL:

Maritime Association - ILA Pension, 
Retiremnt, Welfare & Vacation

TX 2/20/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Maritime-Association-Consumer-Letter.pdf#URL:

VNS Federal Services OH 5/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Notice-to-Montana-Attorney-General-Office-of-Consumer-ProtectionURL:

Medical Professional Home Healthcare 
Center - Chatham

IL 6/17/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: chicago.cbslocal.com

#https://chicago.cbslocal.com/2019/06/17/medical-files-blown-into-yards-after-medical-center-closes-has-some-worriedURL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Wilmington University (third-party 
service provider PrismRBS)

DE 6/24/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT_Notification_Ltr.pdf#URL:

PAR Electrical Contractors, Inc. 
(reported on 6/27/2019)

MO 6/27/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Notice-to-MT-AG.pdf#URL:

Southwest Gastroenterology NM 6/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Southwest-Gastro-Notification-Template-c.pdf#URL:

Princess Polly Group CA 5/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

168,008

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/princess-polly-20190603.pdf#URL:

Debco Construction ID 6/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-20190628135910.pdf#URL:

Prida, Guida and Perez, PA FL 6/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-2019-06-28-MT-Security-Incident-Notification-Prida-AG118606702_1.URL:

City of Longmont CO 6/29/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Longmont-Consumer-Notification-Letter.pdf#URL:

Cvent Inc. VA 6/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/24/cvent-inc-notice-of-data-breach-to-consumers/#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

A.T. Cross Company RI 6/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/26/a-t-cross-company-notice-of-data-breach-to-consumers/#URL:

Forge Companies UT 6/27/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/27/forge-consulting-llc-notice-of-data-breach-to-consumers/#URL:

Toyota and Lexus Financial Services TX 6/27/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/27/toyota-and-lexus-financial-services-notice-of-data-breach-to-consumers/#URL:

Adventist Health Physician Services CA 6/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,797

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Huntridge Family Clinic NV 6/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

giftcardmall.com (IM Shopping Inc.) CA 6/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/California%20Consumer%20Notice.pdf#URL:

City College of San Francisco CA 6/25/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CCSF%20CA%20CM%20Adult%20Notice.pdf#URL:

Micro-Mom Scooters LLC dba Micro 
Kickboard

MI 6/27/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20-%20Exhibit%201%20%28Notice%20Only%29.pdf#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Summa Health OH 6/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,893

Records Reported

Source: 6/28/2019

#https://www.summahealth.org/pressroom/information-security-incident#URL:

MedicareSupplement.com NJ 6/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.comparitech.com

#https://www.comparitech.com/blog/information-security/medicare-supplement-data-breach/#URL:

University of Iowa Hospitals & Clinics 
(reported on 6/25/2019)

IA 6/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

950

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Inform Diagnostics, Inc. TX 6/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

173,617

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Brenda LaTowsky, M.D., PLC AZ 6/17/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,282

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Boulevard Surgical Associates CA 6/20/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

542

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Addison County Home Health & 
Hospice

VT 6/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

758

Records Reported

Source: achhh.org

#https://www.achhh.org/emailnotice.html#URL:

Byham's Insurance Services Inc. PA 6/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,600

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Borough of Westwood NJ 6/25/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: westwoodnj.gov

#https://www.westwoodnj.gov/vertical/Sites/%7BEFC400E6-A5E3-462B-B522-F7250102DEBD%7D/uploads/Website_NotURL:

Delaware Department of Insurance 
(third-party Dominion National)

DE 6/26/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

95,000

Records Reported

Source: news.delaware.gov

#https://news.delaware.gov/2019/06/26/data-breach-95000-delawareans-impacted/#URL:

City of Sun Prairie WI 6/25/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.prnewswire.com

#https://www.prnewswire.com/news-releases/city-of-sun-prairie---notice-of-data-breach-300874813.html#URL:

Nidec Motor Corporation MO 6/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,423

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Sacks Press & Lacher, P.C. NY 5/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,295

Records Reported

Source: ww.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Massachusetts Department of 
Transportation’s Registry of Motor 

MA 5/28/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,202

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

dataxu, Inc. MA 6/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

494

Records Reported

Source: www.maine.gov

URL:

Robert Wilson & Company Inc. MA 6/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10

Records Reported

Source: www.maine.gov

URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Ryder System, Inc. FL 5/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

729

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Castlight Health Inc. CA 6/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

71

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Hood & Associates, CPAs, PC OK 6/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,013

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

The National World War II Museum, Inc. LA 6/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,285

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

National Aviation Academy FL 6/20/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,011

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Kurt J. Lesker Company PA 6/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

199

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Yogurtland CA 6/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Yogurtland%20Notification.pdf#URL:

Manning Silverman & Company IL 6/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Manning-Silverman-Consumer-Notification.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Eton Advisors Group LLC NC 5/24/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

130

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Eton-Advisors-Group-LLC-Consumer-Notification.pdf#URL:

Nassau Educators Federal Credit Union NY 6/7/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

86,773

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Nassau-Educators-Federal-Credit-Union-Consumer-Notification.pdf#URL:

JD Bank LA 6/17/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/JD-Bank-Consumer-Notification.pdf#URL:

Cincinnati Bell Inc. OH 6/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,395

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Cincinnati-Bell-Inc.-Barnes-Dennig-Co.-Ltd.-Consumer-Notification.pdf#URL:

Wor-Wic Community College MD 6/19/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,682

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Wor-Wic-Community-College-Consumer-Notification.pdf#URL:

Tessera Technologes, Inc. (collectively 
Xperi)

CA 5/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/tessera-technologies-20190606.pdf#URL:

Brattleboro Savings & Loan 
Association

VT 5/31/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/brattleboro-savings-loan-20190604.pdf#URL:

Vermont Psychiatric Care Hospital VT 6/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/14/vermont-psychiatric-hospital-notice-of-data-breach-to-consumers/#URL:
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Total Breaches:

Records Exposed:

ShowMeCables MO 6/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

247

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/19/showmecables-notice-of-data-breach-to-consumers/#URL:

Howard Center VT 6/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/19/howard-center-notice-of-data-breach-to-consumers-2/#URL:

Placer Union High School District 
(third-party Total Registration LLC)

CA 5/17/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/PUHSD%20Total%20Registration%20Data%20Vulnerability%20Parent%20Letter_%2005URL:

EyeCare Partners, LLC [on behalf of 
affiliated covered entities]

MO 6/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

141,165

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Franciscan Health (reported on 
6/25/2019)

IN 6/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,180

Records Reported

Source: www.franciscanhealth.org

#https://www.franciscanhealth.org/news-and-events/news/franciscan-health-provides-notice-privacy-breach#URL:

Sunshine State Health Plan, Inc. 
(reported on 6/7/2019)

FL 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Dominion National VA 6/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,964,778

Records Reported

Source: www.dominionnationalfacts.com

#https://www.dominionnationalfacts.com/#URL:

Elim Care (business associate Tenx 
Systems, LLC dba ResiDex Software)

MN 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,500

Records Reported

Source: www.elimcare.org

#http://www.elimcare.org/potential-residex-computer-breach/#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713
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Total Breaches:

Records Exposed:

Shingle Springs Health and Wellness 
Center

CA 6/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,513

Records Reported

Source: www.sshwc.org

#http://www.sshwc.org/wp-content/uploads/Data-Breach.pdf#URL:

City of Georgetown Fire Department TX 5/31/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

719

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

EatStreet - customers WI 6/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/EatStreet%20Diner%20r3prf.pdf#URL:

Tech Data Corporation FL 6/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/06/06/tech-data-server-leak/#URL:

Cornerstone Bank (reported on 
6/3/2019)

GA 6/3/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-8.pdf#URL:

Rocket Dollar TX 6/3/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

921

Records Reported

Source: info.rocketdollar.com

#https://info.rocketdollar.com/learn/april/2019/disclosure#URL:

Umass Memorial Community Healthlink MA 6/17/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,598

Records Reported

Source: www.communityhealthlink.org

#http://www.communityhealthlink.org/chl/images/Files/CHL_Patient_Notice_6-17-2019.pdf#URL:

Sunrise Laboratories (service provider 
American Medical Collection Agency)

NY 6/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/amca-data-breach-has-now-gone-over-the-20-million-mark/#URL:
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713
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Total Breaches:

Records Exposed:

Carecentrix (service provider American 
Medical Collection Agency)

CT 6/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500,000

Records Reported

Source: www.zdnet.com

#https://www.zdnet.com/article/amca-data-breach-has-now-gone-over-the-20-million-mark/#URL:

Tenx Systems dba ResiDex Software MN 6/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

95,000

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/ma-residex-software-discloses-ransomware-incident-affecting-clients-patients-protecteURL:

Cerpassrx, LLC TX 5/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,513

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

 Shingle Springs Health and Wellness 
Center

CA 6/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

21,513

Records Reported

Source: www.sshwc.org

#http://www.sshwc.org/wp-content/uploads/Data-Breach.pdf#URL:

Southern Maryland Medical Group LLC 
(third-party vendor Meditab Software 

MD 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,400

Records Reported

Source: smmgmd.com

#https://smmgmd.com/resources.html#URL:

Capitol Cardiology Associates (third-
party vendor Meditab Software Inc.)

MD 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,980

Records Reported

Source: www.capitolcardiology.com

#https://www.capitolcardiology.com/resources.html#URL:

Temple University PA 6/17/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

160

Records Reported

Source: temple-news.com

#https://temple-news.com/personal-information-of-160-students-exposed-for-three-weeks-on-temple-website/?fbclid=IURL:

Washington Department of Health WA 6/3/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-4.pdf#URL:
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Records Exposed:

Massachusetts Mutual Life Insurance 
Company (reported on 6/4/2019)

MA 6/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-2.pdf#URL:

HintonBurdick CPA & Advisors UT 5/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,579

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-4.pdf#URL:

Desert Healthcare Services, LLC AZ 6/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

RealtyShares CA 6/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/06/10/15195.pdf#URL:

LabCorp. (service provider American 
Medical Collection Agency) - credit 

NC 6/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

200,000

Records Reported

Source: www.sec.gov

#https://www.sec.gov/Archives/edgar/data/920148/000119312519165091/d757830d8k.htm#URL:

Capital City Paincare OH 5/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,012

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Carlson Building Maintenance Inc. MN 5/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.iowaattorneygeneral.gov

#https://www.iowaattorneygeneral.gov/media/cms/53119_Carlson_Building_Maintenance__9396EE3DDBD73.pdf#URL:

Takai, Hoover, and Hsu, P.A. MD 5/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,542

Records Reported

Source: www.thhpediatrics.com

#http://www.thhpediatrics.com/blog/uncategorized/notice-to-patients-and-parents-potential-breach-of-phi-and-personalURL:
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Records Exposed:

Apple Mortgage CO 6/5/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/05/apple-mortgage-notice-of-data-breach-to-consumers/#URL:

American Rental Association IL 6/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

641

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/06/american-rental-association-notice-of-data-breach-to-consumers/#URL:

Calista Corporation AK 6/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/07/calista-corporation-notice-of-data-breach-to-consumers/#URL:

Breckenridge Grand Vacations CO 6/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,455

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/10/breckenridge-grand-vacations-notice-of-data-breach-to-consumers/#URL:

Calcasieu Refining Company LA 6/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/10/transworld-calcasieu-notice-of-data-breach-to-consumers/#URL:

Winebow Group LLC VA 6/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/11/winebow-group-llc-notice-of-data-breach-to-consumers/#URL:

Keystone Peer Review Organization 
Inc. dba KEPRO

TN 6/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

299

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/12/keystone-peer-review-organization-inc-notice-of-data-breach-to-consumers/#URL:

Flood Bumstead McCready and 
McCarthy Inc

TN 6/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/13/flood-bumstead-mccready-and-mccarthy-inc-notice-of-data-breach-to-consuURL:
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Records Exposed:

Oregon State University OR 6/14/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

636

Records Reported

Source: today.orgeon.edu

#https://today.oregonstate.edu/news/oregon-state-university-reports-it-security-incident#URL:

Graceland University IA 6/14/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.graceland.edu

#https://www.graceland.edu/notice-of-data-breach#URL:

Missouri Southern State University MO 6/13/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,574

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/13/missouri-southern-state-university-notice-of-data-breach-to-consumers/#URL:

Special Health Resources for Texas 
Inc. dba Woman and Child Health 

TX 5/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

567

Records Reported

Source: specialhealth.org

#http://www.specialhealth.org/wp-content/uploads/2019/05/WCOL-HIPAA-Notice.pdf#URL:

Hematology Oncology Associates, PC OR 5/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,073

Records Reported

Source: www.hoapc.com

#https://www.hoapc.com/website-notice/#URL:

Humana Inc (reported on 6/3/2019) KY 6/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

863

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Partington Plastic Surgery WA 5/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Healthfirst NY 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,811

Records Reported

Source: healthfirst.org

#https://healthfirst.org/healthfirst-reports-privacy-breach-impacting-1811-members/#URL:
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 Takai, Hoover, and Hsu, P.A. MD 5/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,542

Records Reported

Source: thhpediatrics.com

#http://www.thhpediatrics.com/blog/uncategorized/notice-to-patients-and-parents-potential-breach-of-phi-and-personalURL:

Kansas City VAMC MO 6/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

534

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Worcester Eye Consultants MA 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,634

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Sunshine Family Dentistry TX 5/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

800

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Jcrush NY 6/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com

#https://www.vpnmentor.com/blog/report-jcrush/#URL:

White Sox IL 6/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ticketnews.com

#https://chicago.suntimes.com/news/2019/6/7/18656963/white-sox-tickets-email-exposed-data-breach#URL:

Hopkins County Schools KY 6/10/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,000

Records Reported

Source: the-messenger.com

#https://www.the-messenger.com/news/local/article_be9a823f-e7f8-59c8-8668-16289301d8e3.html#URL:

 Takai, Hoover, and Hsu, P.A. MD 5/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,542

Records Reported

Source: www.thhpediatrics.com

#http://www.thhpediatrics.com/blog/uncategorized/notice-to-patients-and-parents-potential-breach-of-phi-and-personalURL:
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ClearBridge Investments LLC NY 3/21/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311070.pdf#URL:

John Hancock Financial Network 
(former subsidiary Signator Investors 

MA 3/21/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311069.pdf#URL:

Apple Inc. (service provider Concentrix) CA 3/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311059.pdf#URL:

Corporate Environmental Risk 
Management LLC ("CERM")

GA 3/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311181.pdf#URL:

1031 CORP. PA 3/22/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: maryladnattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311072.pdf#URL:

Tower Legal Solutions NY 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310078.pdf#URL:

TaxAct Inc. IA 3/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311073.PDF#URL:

Paramount Insurance Company MD 3/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-309902.pdf#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Champion Title and Settlements Inc. VA 3/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311115.pdf#URL:

Eisai Inc. NJ 3/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310521.pdf#URL:

First Bank of Alabama AL 3/27/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310519.pdf#URL:

Ardent Technologies OH 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311131.pdf#URL:

Resideo Technologies Inc. TX 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311108.pdf#URL:

MetaBank (service provider FSV 
Payment Solutions)

SD 4/4/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311139.pdf#URL:

Access Intelligence LLC MD 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311138.pdf#URL:

Main Street America Group (third-party 
SEI Private Trust Company)

FL 4/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311751.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Chipola College FL 4/8/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311697.pdf#URL:

Corning NY 4/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311707.pdf#URL:

NetCentrics Corporation VA 4/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311703.pdf#URL:

Kingman Regional Medical Center AZ 6/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: www.azkrmc.com

#https://www.azkrmc.com/A%20NOTICE%20TO%20OUR%20PATIENTS%20-%20KHI%20Sub%20Notice.pdf#URL:

Rosenbaum Dental Group FL 6/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,200

Records Reported

Source: rosenbaumdentalgroup.com

#https://rosenbaumdentalgroup.com/#URL:

Monroe County Hospital (vendor 
Navicent Health)

GA 5/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,970

Records Reported

Source: www.monroehospital.org

#http://www.monroehospital.org/docs/Substitute_Notice.pdf?sub=Static#URL:

U.S. Customs and Border Protection DC 6/10/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.cnet.com

#https://www.cnet.com/news/us-customs-and-border-protection-says-traveler-images-were-taken-in-subcontractor-cybURL:

Union Labor Life Insurance Company 
("Ullico")

DC 5/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

87,400

Records Reported

Source: www.ullico.com

#https://www.ullico.com/news-item/notice-of-data-security-incedent#URL:
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Records Exposed:

 Humana Inc (reported on 6/3/2019) KY 6/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

863

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

OneMain Financial (reported on 
4/12/2019)

IN 4/12/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311706.pdf#URL:

Assemblers, Inc. TN 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311716%20(1).pdf#URL:

Grimm and Parker Architecture, Inc. MD 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

103

Records Reported

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311715%20(1).pdf#URL:

New Braunfels Regional Rehabilitation 
Hospital (Ernest Health)

TX 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311719.pdf#URL:

Annette Willis Insurance Agency, LLC FL 4/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311724.pdf#URL:

B'nai B'rith Youth Organization 
("BBYO")

DC 4/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310504.pdf#URL:

Banner Life Insurance Company 
(reported on 4/19/2019)

MD 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311753.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Scott Associates, CPA's ME 4/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310640.pdf#URL:

Midmark Corporation - Veterinary 
Benchmarking service

OH 4/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310630.pdf#URL:

Township of Lakewood NJ 4/26/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311736.pdf#URL:

Oneida Group, Inc. OH 4/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311742.pdf#URL:

SeaSpine Orthopedics Corporation CA 4/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.marylandattorneygeneral.gov

#http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311739.pdf#URL:

Darwin's Natural Pet Products WA 6/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

19,523

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Darwin’s%20Natural%20Pet%20Products%20-%20Notice%20of%20Data%20Event%20-URL:

Timepieces International, Inc. FL 6/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/DBI%20Consumer%20Info%20Letter%20%233%20California_0.pdf#URL:

California Natural Products ("CNP") CA 6/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CNP%20-%20Notice%20Letter%20%5BCA%5D_0.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

BioReference Laboratories subsidiary 
of Opko Health Inc. (service provider 

FL 6/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

422,600

Records Reported

Source: www.reuters.com

#https://www.reuters.com/article/us-opko-health-cyber/opko-health-says-over-400000-customers-likely-affected-by-dataURL:

Perceptics TN 5/23/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.theregister.co.uk

#https://www.theregister.co.uk/2019/05/23/perceptics_hacked_license_plate_recognition/#URL:

LabCorp. (service provider American 
Medical Collection Agency) - no credit 

NC 6/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,700,000

Records Reported

Source: www.sec.gov

#https://www.sec.gov/Archives/edgar/data/920148/000119312519165091/d757830d8k.htm#URL:

 Healthfirst NY 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,811

Records Reported

Source: healthfirst.org

#https://healthfirst.org/healthfirst-reports-privacy-breach-impacting-1811-members/#URL:

University of Chicago Medicine IL 6/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.uchicagomedicine.org

#https://www.uchicagomedicine.org/forefront/news/2019/june/statement-on-data-vulnerability#URL:

Penn Medicine (reported on 5/21/2019) PA 5/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

917

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

UCSD and Christie's Place - EmPower 
Women study

CA 5/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: inewsource.org

#https://inewsource.org/2019/05/14/ucsd-data-breach-hiv-women-study/#URL:

Town of Weare NH 6/3/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.weare.nh.gov

#https://www.weare.nh.gov/sites/wearenh/files/news/town_of_weare_-_website_notice_of_data_security_incident.pdf#URL:
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Total Breaches:

Records Exposed:

William Lyon Homes CA 5/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/06/03/william-lyon-homes-sbn-to-consumers/#URL:

Sage Advisors LLC WA 5/9/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,026

Records Reported

Source: www.atg.wa.gov

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/SageAdvisorsLLCURL:

Service Linen Supply - Personnel and 
Accounting systems

WA 5/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,210

Records Reported

Source: www.atg.wa.gov

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/ServiceLinenSuppURL:

West Hartford Public Schools (Total 
Registration LLC)

CT 5/15/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.courant.com

#https://www.courant.com/community/west-hartford/hc-news-west-hatford-test-registration-data-breach-20190515-mrlcURL:

Maranatha Village Inc. MO 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

520

Records Reported

Source: www.mvlife.org

#https://www.mvlife.org/notice.html#URL:

Mercy Health Saint Mary's MI 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

978

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Health Quest - Health Quest Medical 
Practice, Health Quest Urgent Care 

NY 5/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

28,910

Records Reported

Source: patients.healthquest.org

#https://patients.healthquest.org/notice-of-privacy-incident-2/#URL:

Quest Diagnostics (service provider 
American Medical Collection Agency)

NJ 6/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,900,000

Records Reported

Source: newsroom.questdiagnostics.com

#http://newsroom.questdiagnostics.com/AMCADataSecurityIncident#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Drury Hotels MO 5/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

109,000

Records Reported

Source: ide.myidcare.com

#https://ide.myidcare.com/druryhotels/#URL:

Historical Emporium Inc. CA 5/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,366

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/31/historical-emporium-inc-sbn-to-consumers/#URL:

Hannibal Industries Inc. CA 5/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Hannibal%20Industries%20Inc%20AG%20Notice%20053119_0.pdf#URL:

Jackson National Life Insurance 
(service provider Mediant 

MI 5/31/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

31,170

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20Consumer%20Notice_Mediant_Sample_0.pdf#URL:

Beloit Health System (service provider 
OS Inc.)

WI 5/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: beloithealthsystem.org

#https://beloithealthsystem.org/docs/Website_Data_Event_V2.pdf#URL:

Broome County NY 5/31/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,048

Records Reported

Source: www.gobroomecounty.com

#http://www.gobroomecounty.com/notice#URL:

Talley Medical Surgical Eyecare 
Associates, PC

IN 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

106,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Illinois Department of Natural 
Resources

IL 5/29/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: khqa.com

#https://khqa.com/news/state/data-breach-at-illinois-dnr-05-31-2019#URL:
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Total Breaches:

Records Exposed:

HP Restaurant Group OH 5/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,184

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/05/31/15151.pdf#URL:

Smooth-On, Inc. and Reynolds
Advanced Materials

PA 5/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,300

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/05/21/15127_Redacted.pdf#URL:

forbesmagazine.com NJ 5/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: securityaffairs.co

#https://securityaffairs.co/wordpress/85613/hacking/magecart-forbes-subscription-site.html#URL:

Northwestern Health Sciences 
University

MN 5/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,198

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Acadia Montana Treatment Center MT 5/17/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,794

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Aging, Disability & Transit Services of 
Rockingham County

NC 5/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source:

#http://www.adtsrc.org/documents/Security%20Breach%20Notice.pdf#URL:

Communities Connected for Kids, Inc. FL 5/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

501

Records Reported

Source: www.cckids.net

#http://www.cckids.net/wp-content/uploads/2019/05/Communities-Connected-for-Kids-Media-Notice-5-14-19.pdf#URL:

Capistrano Unified School District 
(third-party Total Registration LLC)

CA 5/30/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Total%20Registration%20Parent%20Letter%20LH%20%285%29_0.pdf#URL:
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Records Exposed:

People Inc. NY 5/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.people-inc.org

#https://www.people-inc.org/news/2019/people_inc_provides_noti-2019-05-29-1778/index.html#URL:

Jefferson City Public Schools MO 5/29/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.jcschools.us

#https://www.jcschools.us/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=270&ViewID=6446EE88-D30URL:

Lewes Board of Public Works ("Lewes 
BPW")

DE 5/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: lewesbpw.delaware.gov

#https://lewesbpw.delaware.gov/2019/05/28/payments/#URL:

Checkers and Rally's FL 5/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.checkers.com

#https://www.checkers.com/security-issue/#URL:

Mediant Communications Inc. NY 5/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

204,812

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/L01_Mediant_%20General_0.pdf#URL:

Community Concepts ME 5/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Flipboard CA 5/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: about.flipboard.com

#https://about.flipboard.com/support-information-incident-May-2019/#URL:

 Communities Connected for Kids, Inc. FL 5/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

501

Records Reported

Source: www.cckids.net

#http://www.cckids.net/wp-content/uploads/2019/05/Communities-Connected-for-Kids-Media-Notice-5-14-19.pdf#URL:
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Records Exposed:

Columbus Community Hospital 
(service provider OS Inc.)

NE 5/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: madison.com

#https://madison.com/wsj/news/local/health-med-fit/columbus-community-hospital-patient-information-may-have-been-URL:

Centura Health (reported on 5/22/2019) CO 5/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,515

Records Reported

Source: www.centura.org

#https://www.centura.org/news/notice-our-patients-regarding-cybersecurity-incident#URL:

TriHealth Physician Practices OH 5/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,433

Records Reported

Source: www.trihealth.com

#https://www.trihealth.com/dailyhealthwire/news/trihealth-confirms-some-patient-medical-data-shared#URL:

Memorial Hermann Health System TX 5/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

604

Records Reported

Source: www.memorialhermann.org

#http://www.memorialhermann.org/news/web-notice-to-memorial-hermann-patients-regarding-potential-impact-to-finanURL:

Encompass Family and internal 
medicine group

CA 5/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

26,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Huggins Insurance OR 5/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

667

Records Reported

Source: www.huggins.com

#http://www.huggins.com/sites/default/files/Huggins-SubstituteNotice.pdf#URL:

National Wildlife Federation - Ranger 
Rick Zoobooks

VA 5/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

47,343

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/National%20Wildlife%20Federation%20-%20Notice%20of%20Data%20Event%20-%20ExURL:

Dawn Food Products, Inc. MI 5/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20Notice_5.pdf#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

First American (Title) Financial Corp. CA 5/24/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: krebsonsecurity.com

#https://krebsonsecurity.com/2019/05/first-american-financial-corp-leaked-hundreds-of-millions-of-title-insurance-recorURL:

 Encompass Family and internal 
medicine group

CA 5/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

26,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Youth Opportunity Center, Inc. IN 5/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,150

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Today's Vision TX 5/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: www.hipaajournal.com

#https://www.hipaajournal.com/boxes-of-records-of-todays-vision-patients-and-employees-discovered-in-texas-dumpstURL:

Professional Dental Alliance of Florida 
PLLC d/b/a All Smiles Dentistry

FL 5/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,505

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Redtail Technology Inc. CA 5/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.investmentnews.com

#https://www.investmentnews.com/article/20190521/FREE/190529989/redtail-crm-data-breach-exposes-personal-client-URL:

RapidScale CA 5/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/16/rapidscale-inc-notice-of-data-breach-to-consumers/#URL:

T3 Micro Inc. CA 5/20/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,881

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20-%20Notice%20of%20Data%20Event_0%20%28notification%29_0.pdf#URL:
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Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Town & Country Federal Credit Union ME 4/1/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,030

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Facility Site Contractors Inc./Total Site 
Contractors, Inc.

MD 5/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

780

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Florida Hometown Title & Escrow FL 5/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,823

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

OnDeck VA 5/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

State Farm Mutual Automobile 
Insurance Company, its affiliates and 

IL 5/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Automated Pet Care Products, Inc. 
("AutoPets")

MI 5/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

181

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Lynette Arce IL 5/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

143

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Akin Doherty Klein & Feuge, P.C. TX 5/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,007

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

BCA Watson Rice, LLP NJ 5/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,113

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Vista Autism Services PA 5/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,249

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

St. Francis College (reported on 
5/16/2019)

NY 5/16/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

28,100

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Aeroflow Inc. NC 5/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,454

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Spangler Candy Company OH 5/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

281

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Community Health Network (reported 
on 5/6/2019)

IN 5/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,600

Records Reported

Source: ecommunity.com

#https://www.ecommunity.com/notice-unauthorized-access-information?utm_source=ecomm_lift_promo&utm_mediuURL:

Lanier Family & Cosmetic Dentistry, 
P.C.

GA 1/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,950

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Oregon Construction Contractors 
Board

OR 5/17/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

466

Records Reported

Source: www.ktvz.com

#https://www.ktvz.com/news/oregon-construction-contractors-board-reports-data-breach/1078851398#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Stack Overflow NY 5/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: stackoverflow.blog

#https://stackoverflow.blog/2019/05/17/update-to-security-incident-may-17-2019/#URL:

Kelsey Research Foundation TX 5/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,228

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Cancer Treatment Centers of America 
at Southeastern Regional Medical 

GA 5/10/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,819

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/13/cancer-treatment-centers-of-america-notice-of-data-breach-to-consumers/#URL:

Amsterdam Printing & Litho NY 5/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/14/amsterdam-printing-litho-notice-of-data-breach-to-consumers/#URL:

Signet Investment Advisory Group RI 5/17/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

285

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/17/signet-investment-advisory-group-notice-of-data-breach-to-consumers/#URL:

Ifficient CO 5/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.bleepingcomputer.com

#https://www.bleepingcomputer.com/news/security/unsecured-survey-database-exposes-info-of-8-million-people/#URL:

Hospice Care Plus, Inc. KY 5/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

BJ's Wholesale Club MA 5/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

71

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/05/16/15096.pdf#URL:
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2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Health Net of California and Health Net 
Life Insurance Company

CA 5/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,404

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/HNCA%20Notification%20Letter_0.pdf#URL:

ProMedica OH 5/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

121

Records Reported

Source: www.13abc.com

#https://www.13abc.com/content/news/Former-ProMedica-employee-suspected-of-stealing-identities-509977571.html#URL:

Tufts Benefit Administrators, Inc. dba 
Tufts Health Plan

MA 5/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,913

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/05/15/15038.pdf#URL:

Father Bill's & MainSpring MA 5/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,446

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/05/15/15043.pdf#URL:

General Board of Higher Education 
and Ministry

TN 5/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

922

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/10/general-board-of-higher-education-and-ministry-notice-of-data-breach-to-conURL:

US Oncology Inc. TX 5/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/10/us-oncology-inc-notice-of-data-breach-to-consumers/#URL:

Midwest Medical Center (service 
provider OS Inc.)

IL 5/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,010

Records Reported

Source: www.galenagazette.com

#https://www.galenagazette.com/stories/midwest-medical-center-vendor-has-data-breach,43281#URL:

Fort Healthcare (service provider OS 
Inc.)

WI 5/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

19,000

Records Reported

Source: www.forthealthcare.com

#https://skqjm2qo294159sjl13cw0k1-wpengine.netdna-ssl.com/wp-content/uploads/2019/05/Website-information-data-eURL:
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2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Sparta Community Hospital (service 
provider OS Inc.)

IL 5/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.spartahospital.com

#https://www.spartahospital.com/wp-content/uploads/2019/05/Sparta-5-3-19-Substitute-Notice-on-Sparta27s-Website-RURL:

Paterson Public Schools NJ 5/13/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/paterson-public-schools-hacked-but-when-and-where-are-the-data-now/#URL:

Inspira Behavioral Care Corp. US 5/2/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,246

Records Reported

Source: www.insprapr.com

#https://www.inspirapr.com/patient-notice-letter#URL:

Partners In Care OR 4/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,048

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

The City of Fort Lauderdale FL 4/29/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

757

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

United Seating and Mobility LLC dba 
Numotion

CT 5/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,578

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Oregon Health Authority - Oregon 
State Hospital

OR 5/10/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/oregon-health-authority-provides-early-notification-to-oregon-state-hospital-patients-of-URL:

Equitas Health OH 5/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

569

Records Reported

Source: equitashealth.com

#https://equitashealth.com/profile/substitute-notice/#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Conde Nast - WIRED NY 5/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-INetCac.pdf#URL:

Village Health Clubs AZ 5/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-DMB_MT-Notice.pdf#URL:

Bed Bath & Beyond (reported on 
5/3/2019)

NJ 5/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

346

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/08/bed-bath-beyond-inc-notice-of-data-breach-to-consumers/#URL:

American Medical Response, Inc. 
(reported on 5/6/2019)

TX 5/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,300

Records Reported

Source:

#https://www.hipaajournal.com/medical-oncology-hematology-consultants-notifies-patients-about-june-2018-data-breaURL:

Pacers Sports & Entertainment IN 5/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.nba.com

#https://www.nba.com/pacers/notice-data-privacy-event#URL:

Independent Health NY 5/10/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,605

Records Reported

Source: www.independenthealth.com

#https://www.independenthealth.com/AboutIndependentHealth/Newsroom/PressReleases/2019PressReleases/MediastaURL:

UMC Physicians (reported on 
5/10/2019)

TX 5/10/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,300

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/tx-umc-physicians-notifies-patients-of-compromised-patient-data/#URL:

Idaho Department of Health and 
Welfare (service provider OS Inc.)

ID 5/9/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,060

Records Reported

Source: healthandwelfare.idaho.gov

#https://healthandwelfare.idaho.gov/AboutUs/Newsroom/tabid/130/ctl/ArticleView/mid/3061/articleId/2032/DHW-learns-cURL:
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Total Breaches:

Records Exposed:

American Medical Collection Agency 
("AMCA")

NY 5/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/american-medical-collection-agency-breach-impacted-200000-patients-gemini-advisory/URL:

 Lanier Family & Cosmetic Dentistry, 
P.C.

GA 1/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,950

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

CHI LakeWood Health MN 1/31/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

885

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

LA Care Health Plan (reported on 
3/15/2019)

CA 3/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,506

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Amerigroup Iowa, Inc. (reported on 
3/29/2019)

IA 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,191

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Country Financial (reported on 
5/7/2019)

IL 5/7/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/05/07/country-financial-notice-of-data-breach-to-consumers/#URL:

Medical Oncology Hematology 
Consultants P.A.

DE 4/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,591

Records Reported

Source: www.cbg.org

#http://www.cbg.org/wp-content/uploads/2019/04/MOHC_Website_Notice_FINAL_A.pdf#URL:

Spectrum Health Lakeland (service 
provider OS Inc.)

MI 5/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/spectrum-health-lakeland-notifies-patients-after-billing-vendor-breach/#URL:
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Records Exposed:

Wyzant IL 5/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/wyzant-online-tutoring-platform-suffers-data-breach/#URL:

Total Registration CO 5/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/vendor-used-by-schools-to-register-students-for-ap-and-psat-exams-left-personal-inforURL:

Ministers Missionaries Benefit Board 
Financial Services ("MMBB")

NY 4/30/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

108

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MMBB-Financial-Services-Notice-of-Data-Event-MT.pdf#URL:

Amazing Designs (Tacony Corporation) MO 4/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Tacony-Corporation-Notice-of-Data-Event-MT.pdf#URL:

Salt Life CA 5/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,267

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Delta-Apparel-Consumer-Notice-Template.pdf#URL:

Simon Pearce Inc. VT 5/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

433

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Simon-Pearce-Notification-Template-c.pdf#URL:

Bloodworks Northwest WA 5/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,893

Records Reported

Source: www.bloodworksnw.org

#https://www.bloodworksnw.org/privacy-notice#URL:

Collie Accountancy CA 5/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Collie%20Accountancy%20AG%20Submission_0.pdf#URL:
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Records Exposed:

American Indian Health & services, Inc. CA 5/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,784

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/AIHS%20-%20individual%20notice_0.pdf#URL:

Southeastern Council on Alcoholism 
and Drug Dependence

CT 5/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,148

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/25148-patients-served-by-southeastern-council-on-alcoholism-and-drug-dependence-nURL:

St. Vincent Medical Center (Verity 
Health System)

CA 5/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: verity.org

#https://verity.org/files/VeritySecurityIncidentMay2019.pdf#URL:

Augustana College IL 5/1/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Augustana-Regulator-Notice-MT-FINAL.pdf#URL:

American Baptist Homes of the 
Midwest

MN 5/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,993

Records Reported

Source: abhomes.net

#https://abhomes.net/databreach/#URL:

Forterra Pipe & Precast LLC TX 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

763

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/04/09/14841.pdf#URL:

Centurion Land Title IN 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,246

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/04/09/14843.pdf#URL:

Episcopal Children's Services FL 4/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,632

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/04/09/14848.pdf#URL:
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Records Exposed:

H Carson Smith IV PC GA 4/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,465

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/04/18/14920.pdf#URL:

Trustpoint Rehabilitation Hospital of 
Lubbock (Ernest Health)

TX 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,037

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Pure Haven LLC RI 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

49

Records Reported

Source: www.mass.gov

#https://www.mass.gov/files/documents/2019/04/19/14940.pdf#URL:

Lafayette Regional Rehabilitation 
Hospital (Ernest Health)

IN 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,037

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Episcopal Health Services NY 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

218,055

Records Reported

Source: ehs.org

#https://ehs.org/application/files/3015/4239/2982/Episcopal_Health_Services_-_Website_Notice_888.pdf#URL:

Area Agency on Aging and Disabilities 
of Southwest Washington

WA 4/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,000

Records Reported

Source: www.atg.wa.gov

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/AreaAgencyOnAginURL:

Port of Seattle WA 4/26/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,357

Records Reported

Source: www.atg.wa.gov

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/PortOfSeattle.2019-0URL:

City of DeKalb IL 4/24/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,091

Records Reported

Source: www.cityofdekalb.com

#https://www.cityofdekalb.com/1256/Email-Security-Incident#URL:
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Records Exposed:

Ricker's IN 4/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,070

Records Reported

Source: rickersrewards.com

#https://rickersrewards.com/wp-content/themes/RickersRewards/images/71st(West)Ricker's_Web%20Posting.pdf#URL:

Kim P. Kornegay DMD AL 4/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

27,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Lisa Rose Durso M.D. PLLC NY 4/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

537

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

All Florida Orthopaedics FL 3/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,700

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Ohio Benefits Portal OH 4/5/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

100

Records Reported

Source: das.ohio.gov

#https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%20OH%20Benefits%20Release.pdf#URL:

Ohio Benefits System OH 4/5/2019 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

643

Records Reported

Source: das.ohio.gov

#https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%20OH%20Benefits%20Release.pdf#URL:

Ohio Benefits Self-Service Portal OH 4/5/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

250

Records Reported

Source: das.ohio.gov

#https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%20OH%20Benefits%20Release.pdf#URL:

At the Pool - app/Facebook user data CA 4/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.upguard.com

#https://www.upguard.com/breaches/facebook-user-data-leak#URL:
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Total Breaches:

Records Exposed:

Cultura Colectiva - app/Facebook user 
data

NY 4/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.upguard.com

#https://www.upguard.com/breaches/facebook-user-data-leak#URL:

Humana (reported on 4/5/2019) TX 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

522

Records Reported

Source: www.ksat.com

#https://www.ksat.com/news/humana-notifying-more-than-500-members-in-texas-about-data-security-incident#URL:

OS, Inc. WI 5/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.os-healthcare.com

#https://cdn2.hubspot.net/hubfs/2687361/OS%20Website%20Notice%20-%20FINAL%205.3.19.pdf#URL:

Health Care Service Corporation 
(reported on 4/24/2019)

IL 4/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

676

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Evisort CA 4/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/04/22/evisort-data-exposed/#URL:

Coates Field Service OK 4/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,475

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-Regulator-Notice.pdf#URL:

American Electric Power OH 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MONTANA.pdf#URL:

Paradigm Life Insurance UT 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

700

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Paradigm-Life-MT-AG-c.pdf#URL:
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Records Exposed:

San Francisco Unified School District CA 4/22/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/BVHM%20-%20LETTER%20Notice%20of%20Data%20Breach%20%5BEnglish%5D%20-URL:

First Commerce Bank NJ 4/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,988

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Herring Bank TX 4/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

95

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Marathon Petroleum Company LP OH 4/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,287

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

John F. Murphy Homes, Inc. ME 4/11/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

853

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Burt Wealth Advisors MD 4/22/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

410

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Gettysburg College (third-party service 
provider PrismRBS)

PA 4/4/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

162

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

SkyMed Medical Evacuation 
Membership Service

AZ 4/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

136,995

Records Reported

Source: securitydiscovery.com

#https://securitydiscovery.com/skymed/#URL:
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Records Exposed:

AA OBGYN PLLC TX 4/30/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

930

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Southwest Idaho Advanced Care 
Hospital

ID 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-2019.04.15-MT-AG-Notice-SWIACH.pdf#URL:

Ernest Health NM 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,037

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-2019.04.15-MT-AG-Notice-Ernest.pdf#URL:

Advanced Care Hospital of Montana 
(Ernest Health)

MT 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Elkhorn Valley Rehabilitation Hospital 
(Ernest Health)

WY 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Northern Colorado Long Term Acute 
Hospital (Ernest Health)

CO 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Northern Colorado Rehabilitation 
Hospital (Ernest Health)

CO 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,037

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Northern Idaho Advanced Care 
Hospital (Ernest Health)

ID 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,037

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:
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Records Exposed:

Ladders NY 5/1/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/05/01/ladders-resume-leak/#URL:

Charles River Laboratories 
International Inc.

MA 4/30/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.criver.com

#https://www.criver.com/sites/default/files/noindex/legal-compliance/cybersecurity-letter-043019.pdf#URL:

Madison Parish Hospital LA 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,436

Records Reported

Source: www.madisonparishhospital.com

#https://www.madisonparishhospital.com/Content/Uploads/Madison%20Parish%20Hospital/files/News/Notice%20of%20URL:

Citrus Valley Health Partners 
(contracted vendor Jobscience)

CA 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CVHP%20Notice%20of%20Data%20Breach%20Template_0.pdf#URL:

Elena Maria Buruiana Physician P.C. NY 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,308

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

David E. Beneson, DPM MI 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,542

Records Reported

Source: www.michiganfeet.com

#https://irp-cdn.multiscreensite.com/1c6ef4fd/files/uploaded/Substitute-Notice.pdf#URL:

Housing Authority of Thurston County WA 4/15/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: atg.wa.gov

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/HousingAuthorityOfURL:

Care.com (reported on 4/24/2019) MA 4/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/24/care-com-inc-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

Abel HR NJ 4/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,637

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Abel%20HR%20-%20Notice%20of%20Data%20Event%20-%20Exhibit%201%20-%20CA_URL:

Lancaster Archery Supply Inc. PA 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

53,345

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Lancaster%20Archery%20-%20Regulator%20Letter%20-%20CA%20_0.pdf#URL:

Loungefly LLC CA 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,600

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Sample%20California%20Consumer%20Notice_0.pdf#URL:

Citrix Systems, Inc - current and 
former employees

FL 4/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CX1%20US%20LTR%20%28no%20MA%20or%20CT%29_0.pdf#URL:

Independent Insurance Agent & 
Brokers of America ("IIABA")

VA 4/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.independentagent.com

#https://www.independentagent.com/legal-advocacy/pages/notice-of-data-breach.aspx#URL:

Gardner Family Health Network CA 3/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

5,064

Records Reported

Source: secureservercdn.net

#https://secureservercdn.net/166.62.108.43/nns.01b.myftpupload.com/wp-content/uploads/2019/04/English.pdf#URL:

Raffle Brothers dba Arby's ME 4/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,578

Records Reported

Source: www.maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Lauderdale County - employees MS 4/25/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.meridianstar.com

#https://www.meridianstar.com/news/local_news/lauderdale-county-employees-sensitive-information-exposed/article_URL:
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HawksShop.com GA 4/23/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.scmagazine.com

#https://www.scmagazine.com/home/security-news/cybercrime/magecart-hackers-force-a-turnover-steal-from-atlanta-hURL:

Tower Imaging, LLC FL 4/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

810

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Mid-Cities Home Medical Delivery 
Service, LLC

TX 4/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Docker Hub CA 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: success.docker.com

#https://success.docker.com/article/docker-hub-user-notification#URL:

University of Alaska (reported on 
4/26/2019)

AK 4/26/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.alaska.edu

#https://www.alaska.edu/news/it/dataincident.php#URL:

ABM Industries Incorporated (reported 
on 4/26/2019)

NY 4/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.abm.com

#https://www.abm.com/wp-content/themes/abm/assets/files/notice_of_data_privacy_incident.pdf#URL:

Inmediata Health Group NC 4/24/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,565,338

Records Reported

Source: portal.inmediata.com

#https://portal.inmediata.com/patients-of-data-security-incident/#URL:

Arlington Public Schools - Naviance 
college readiness system

VA 4/26/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.arlnow.com

#https://www.arlnow.com/2019/04/26/just-in-aps-informs-parents-of-limited-data-breach/#URL:
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Invenshure LLC MN 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Inveshure-Template-C1.pdf#URL:

Imbio LLC MN 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Imbio-Template-C1.pdf#URL:

iCracked CA 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#URL:

Moda Operandi NY 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#URL:

Evite CA 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#URL:

Wanelo CA 4/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#URL:

Hot Line Construction Inc. CA 4/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,812

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Hot-Line-Notice-of-Data-Event-MT.pdf#URL:

Seattle University (reported on 
4/23/2019)

WA 4/23/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/23/seattle-university-notice-of-data-breach-to-consumers/#URL:
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National Seating & Mobility (reported 
on 4/5/2019)

TN 4/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,800

Records Reported

Source: www.nsm-seating.com

#https://www.nsm-seating.com/wp-content/uploads/2019/04/NSM-Substitute-Notice.pdf#URL:

Village Hat Shop CA 4/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

300

Records Reported

Source: dojmt.gov

#https://dojmt.gov/consumer/consumers-known-data-breach-incidents/#URL:

Delta Dental of Illinois (reported on 
4/16/2019)

IL 4/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,092

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-DDIL-Individual-Member-Notice-Letter-1-Yr-Protection-FINAL.pdf#URL:

RunSignUp Inc. NJ 4/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

222

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-RunSignup-Notice-of-Data-Event-MT.pdf#URL:

L&M Fleet Supply MN 4/23/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,952

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-L-M-Supply-MT-AG-Notice-with-enclosure-8052073x7AB84.pdf#URL:

Heritage Companies MO 4/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Heritage-Benefits-Consumer-Notification-Letter.pdf#URL:

Doctors Management Service Inc. MA 4/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

206,695

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/24/doctors-management-service-inc-sbn-to-consumers/#URL:

Maine Maritime Academy ME 4/24/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

696

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/24/maine-maritime-academy-sbn-to-consumers/#URL:
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Flywheel Exchange LLC MN 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Flywheel-Template-C1.pdf#URL:

Gaming Arts LLC NV 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Gaming-Arts-Notice-of-Data-Event-MT.pdf#URL:

Color Street NY 4/16/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

389

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-CS-Breach-Notification-DRAFT.pdf#URL:

Steps to Recovery PA 4/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

145,000

Records Reported

Source: rainbowtabl.es

#https://rainbowtabl.es/2019/04/19/steps-to-recovery-recovery-addiction-treatment-center-leak/#URL:

VoterVoice DC 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/04/04/votervoice-leak/#URL:

Jobscience Inc. (TalentPath product) CA 4/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,750,000

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/05/jobscience-inc-notice-of-data-breach-to-consumers/#URL:

UCLA Health (vendor Eurofins VRL 
Inc.)

CA 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-UCLA-Eurofin-Adults-Template.pdf#URL:

Martinsburg VA Medical Center WV 4/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,882

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Ronald Snyder M.D. (ActivYouth 
Orthopaedics)

NJ 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

24,176

Records Reported

Source: www.activyouthortho.com

#https://docs.wixstatic.com/ugd/f33a81_58584e5ba28e44cd937ac351a9312b7e.pdf#URL:

Center for Sight & Hearing IL 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,319

Records Reported

Source: www.cshni.org

#https://www.cshni.org/email-incident/#URL:

Oregon Institute of Technology OR 4/18/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

770

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-Notice-of-Data-Event-4.pdf#URL:

Duke University (reported on 4/9/2019) NC 4/9/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,491

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/09/duke-university-notice-of-data-breach-to-consumers/#URL:

Alana Healthcare / DME Tennessee TN 4/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,691

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/12/alana-healthcare-notice-of-data-breach-to-consumers/#URL:

Volcano Fine Electronic Cigarettes HI 4/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,998

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/wp-content/uploads/2019/04/2019-04-16-Jacor-Enterprises-LLC-dba-Volcano-eCigs-Notice-of-URL:

Cincinnatus Savings and Loan OH 4/16/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/16/cincinnatus-savings-and-loan-notice-of-data-breach-to-consumers/#URL:

Harbor OH 4/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,290

Records Reported

Source: www.harbor.org

#http://www.harbor.org/images/pdfs/harbor%20website%20notice%204.12.19.pdf#URL:
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Records Exposed:

Mountain Valley Regional 
Rehabilitation Hospital (Ernest Health)

AZ 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/18/mountain-valley-regional-rehab-hospital-sbn-to-consumers/#URL:

Shubert Organization Inc. NY 4/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,358

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/wp-content/uploads/2019/04/2019-04-11-The-Shubert-Organization-SBN-to-Consumers.pdf#URL:

Union Benefit Planners NJ 4/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,764

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/18/union-benefit-planners-sbn-to-consumers/#URL:

Archbright (reported on 4/5/2019) WA 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Archbright-Consumer-Notification-Letter.pdf#URL:

H&R Block (reported on 4/8/2019) MO 4/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-AG.pdf#URL:

American Juice Co. LLC TX 4/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,843

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-America-Juice-Sample-Consumer-Notification-Letter.pdf#URL:

Dr. T.Y. Steven Ip M.D. CA 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,326

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Dr%20Ip%20Ad%20SSN%201%20Year%20r4fin_0.pdf#URL:

Gary W. Peer M.D. CA 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,400

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/GWP%20GEN%20LTR_0.PDF#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

International Agri-Center CA 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/4_19_2019_FINAL_Notice_of_Data_Breach__International_Agri-Center__0.pdf#URL:

Mikhail Education Corporation NV 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,237

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20AG%20Notice_0.pdf#URL:

Minnesota Eye Consultants MN 4/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,556

Records Reported

Source: www.mneye.com

#https://www.mneye.com/news/recent-hipaa-breach-at-minnesota-eye-consultants/#URL:

Partners for Quality Inc. PA 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,673

Records Reported

Source: www.pfq.org

#https://www.pfq.org/news/notice-security-incident-0#URL:

Riverplace Counseling Center MN 4/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,639

Records Reported

Source: www.riverplacecenter.com

#http://www.riverplacecenter.com/riverplace-counseling-center-notifies-individuals-of-possible-data-security-incident/#URL:

Northern Light Acadia Hospital ME 4/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

300

Records Reported

Source: nothernlighthealth.org

#https://northernlighthealth.org/Locations/Acadia-Hospital/News-Events/News/2019/Notice-of-Data-Privacy-Incident#URL:

United Way of the Big Bend FL 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

64

Records Reported

Source: www.wtxl.com

#https://www.wtxl.com/news/local-news/united-way-of-the-big-bend-investigates-possible-data-security-breach#URL:

Bodybuilding.com ID 4/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,193

Records Reported

Source: www.bodybuilding.com

#https://www.bodybuilding.com/help?notifications&data-incident#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

EmCare Inc. TX 4/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

31,236

Records Reported

Source: www.emcare.com

#https://www.emcare.com/data-incident-notice#URL:

Metrocare Services (reported on 
4/5/2019)

TX 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,290

Records Reported

Source: www.metrocareservices.org

#https://www.metrocareservices.org/community-notice#URL:

Centrelake Medical Group, Inc. CA 4/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

197,661

Records Reported

Source: centrelakeimaging.com

#https://centrelakeimaging.com/wp-content/uploads/2019/04/Press-Release-4.16.19-1.pdf#URL:

Wingate Wealth Advisors MA 4/10/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/11/wingate-wealth-advisors-notice-of-data-breach-to-consumers/#URL:

Canyon Bakehouse LLC CO 4/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,976

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/09/canyon-bakehouse-llc-notice-of-data-breach-to-consumers/#URL:

Kenra Professional CA 4/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

969

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Kenra_AG-MT-Notice.pdf#URL:

International Rehabilitation Sciences 
Inc. dba RS Medical

WA 4/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,911

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/wa-rs-medical-notifies-patients-because-an-attacker-potentially-had-access-to-their-infURL:

Dakota County MN 4/2/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,026

Records Reported

Source: www.co.dakota.mn.us

#https://www.co.dakota.mn.us/notices/Pages/dakota-county-provides-notification-of-data-security-incident.aspx#URL:
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713
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Total Breaches:

Records Exposed:

Health Recovery Services Inc. OH 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

20,485

Records Reported

Source: www.hrs.org

#https://docs.wixstatic.com/ugd/1888a8_26b6edf126d44baeb08126034cd90aa7.pdf#URL:

Hartford Financial Services Group Inc. CT 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

43,000

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Cal%20AG%20Notification%20Ltr%204.12.2019_0.pdf#URL:

OB Pharmacy CA 4/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,241

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Regional Health Medical Clinic - 
Flormann Street

SD 4/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

696

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

FBI National Academy Associates Inc. 
("FBINAA")

VA 4/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,000

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/thousands-of-identities-personal-information-published-in-fbi-related-hack/#URL:

Questcare Medical Services PLLC TX 4/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,573

Records Reported

Source: questcare.com

#https://questcare.com/data-incident-notice/#URL:

Blue Cross of Idaho Health Service Inc. ID 4/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,045

Records Reported

Source: corporate.bcidaho.com

#https://corporate.bcidaho.com/NewsReleaseDetail.page?ReleaseID=jt11s0o1#URL:

Klaussner Furniture Industries Inc - 
Employee Benefits Plan

NC 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,352

Records Reported

Source: www.globalnewswire.com

#https://www.globenewswire.com/news-release/2019/04/05/1797766/0/en/Klaussner-Furniture-Informs-Certain-EmployeURL:
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Records Exposed:

FirstLease Inc PA 2/15/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

564

Records Reported

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/firstlease-20190219.pdf#URL:

Aspire Financial Services LLC FL 2/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,431

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Aspire-Consumer-Breach-Notification.pdf#URL:

Microsoft - email services WA 4/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/04/13/microsoft-support-agent-email-hack/#URL:

Colgate University (third-party service 
provider PrismRBS)

NY 4/9/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

621

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/09/colgate-university-redacted-notice-of-data-breach-to-consumers/#URL:

University Hospitals Rainbow Babies & 
Children's Hospital

OH 4/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

838

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/1600-ohio-patients-notified-of-impermissible-phi-disclosures/#URL:

Gulf Coast Pain Consultants, LLC d/b/a 
Clearway Pain Solutions Institute

FL 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,000

Records Reported

Source: clearwaypain.com

#https://clearwaypain.com/patient-privacy/#URL:

 LA Care Health Plan (reported on 
3/15/2019)

CA 3/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,506

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Providence Health Plan (RSC 
Insurance Brokerage)

OR 3/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

651

Records Reported

Source: healthplans.providence.org

#https://healthplans.providence.org/about-us/news-notices-announcements/member-notification/#URL:
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Records Exposed:

Mayo Clinic (reported on 3/22/2019) MN 3/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,902

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Georgia Tech (reported on 4/2/2019) GA 4/2/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,300,000

Records Reported

Source: breach.gatech.edu

#https://breach.gatech.edu/security-notification/communication#URL:

Myriad Genetic Laboratories, Inc. UT 4/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,719

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Auto Truck Kargo Equipment LLC SC 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

762

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/02/auto-truck-kargo-equipment-llc-notice-of-data-breach-to-consumers/#URL:

City of Winter Park FL 4/2/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/02/the-city-of-winter-park-florida-notice-of-data-breach-to-consumers/#URL:

Community College of Allegheny 
County

PA 4/5/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,180

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/05/community-college-of-allegheny-county-notice-of-data-breach-to-consumers/URL:

First Iowa Insurance Agency Inc IA 1/23/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.iowaattorneygeneral.gov

#https://www.iowaattorneygeneral.gov/media/cms/12319_First_Iowa_Insurance_Agency_I_EE91FF14A980C.pdf#URL:

Women's Health USA Inc. CT 3/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,531

Records Reported

Source: www.whusa.com

#http://www.whusa.com/media/1147/whusa-website-notice-32919.pdf#URL:
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Records Exposed:

Rehabilitation Hospital of Northwest 
Ohio (Ernest Health)

OH 4/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,143

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Weslaco Regional Rehabilitation 
Hospital (Ernest Health)

TX 4/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,434

Records Reported

Source: www.ernesthealth.com

#http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#URL:

Palmetto Health SC 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,811

Records Reported

Source: www.palmettohealth.org

#https://www.palmettohealth.org/patients-guests/data-security-incident#URL:

Minnesota Department of Human 
Services (reported on 4/9/2019)

MN 4/9/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,263

Records Reported

Source: mn.gov

#https://mn.gov/dhs/assets/2019-04-09-sample-notification-letter-clients_tcm1053-379202.pdf#URL:

Oregon Endodontic Group OR 4/2/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,952

Records Reported

Source: www.oregonendodonticgroup.com

#https://www.oregonendodonticgroup.com/files/2019/04/Website-notice.pdf#URL:

Key West Hotels LLC FL 4/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,000

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/WEBSITE%20NOTIFICATION%20%28J2477810x7AD79%29_0.pdf#URL:

Urban One Inc. MD 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,012

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/USA01-%2312602455-v1-AG_CA_Notice_-_Urban_One_0.pdf#URL:

AeroGrow International Inc. (reported 
on 4/4/2019)

CO 4/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

27,488

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Cali%20Indiv%20Notification%20042019_0.pdf#URL:
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Records Exposed:

Baystate Health (reported on 4/5/2019) MA 4/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,658

Records Reported

Source: www.baystatehealth.org

#https://www.baystatehealth.org/phishing#URL:

US Army VA 3/7/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.washingtonpost.com

#https://www.washingtonpost.com/national-security/2019/03/06/hundreds-immigrant-recruits-risk-death-sentence-after-URL:

Hamilton College NY 3/8/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.hamilton.edu

#https://www.hamilton.edu/news/story/unauthorized-access-admission-database#URL:

Oberlin College OH 3/8/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.oberlin.edu

#https://www.oberlin.edu/news/faq-compromised-data-issue#URL:

Spectrum Health Lakeland 
(subcontractor Wolverine Solutions 

MI 3/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.lakelandhealth.org

#https://www.lakelandhealth.org/how-we-compare/data-security#URL:

Professional Tax & Accounting AL 3/18/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: whnt.com

#https://whnt.com/2019/03/18/boxes-of-documents-including-possible-personal-tax-information-showed-up-at-a-marshURL:

North Ottawa Community Health 
System (subcontractor Wolverine 

MI 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,000

Records Reported

Source: www.noch.org

#http://www.noch.org/uploadedFiles/Library_Assets/WSG%20NOTICE%20OF%20BREACH.pdf#URL:

St. Louis Community College (reported 
on 3/25/2019)

MO 3/25/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,000

Records Reported

Source: www.ksdk.com

#https://www.ksdk.com/article/news/local/stlccs-data-breach-has-students-concerned/63-e6904f06-47b2-4bb4-ade7-8faURL:
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Total Breaches:

Records Exposed:

Kanopy Inc. CA 3/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/kanopy-privacy-breach-reveals-which-movies-members-have-been-streaming/#URL:

McLaren Health Care (subcontractor 
Wolverine Solutions Group)

MI 2/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.mclaren.org

#https://www.mclaren.org/Uploads/Public/Documents/Corporate/wolverine-solutions-group-security-statement.pdf#URL:

Orange County Sanitation District 
(financial consultant NFP Corp.)

CA 3/11/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,000

Records Reported

Source: www.ocregister.com

#https://www.ocregister.com/2019/03/11/personal-data-for-1000-pensioners-accessed-from-oc-sanitation-district/#URL:

Health Alliance Plan (subcontractor 
Wolverine Solutions Group)

MI 3/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

120,344

Records Reported

Source: www.freep.com

#https://www.freep.com/story/news/local/michigan/2019/03/07/wolverine-solutions-group-malware-attack-security-data-URL:

GameSalad TX 3/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/round-4-hacker-returns-and-puts-26mil-user-records-for-sale-on-the-dark-web/#URL:

Verity Medical Foundation (reported on 
2/26/2019 and 3/11/2019)

CA 2/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,894

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/verity-medical-foundation-discloses-third-incident-involving-access-to-employees-emaiURL:

DePaul NY 3/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

902

Records Reported

Source: www.depaul.org

#https://www.depaul.org/important-information-on-data-incident/#URL:

Pie Five Pizza TX 4/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.piefivepizza.com

#https://www.piefivepizza.com/paymentcardsecurity/notice/#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Home Health Radiology Services NJ 3/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

37,000

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/database-of-new-jersey-healthcare-provider-found-to-be-leaking-ephi/#URL:

 Amerigroup Iowa, Inc. IA 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,191

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Northeast Philadelphia Vascular 
Surgeons, P.C.

PA 3/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,193

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Gulfport Anesthesia Services, PA MS 3/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

14,000

Records Reported

Source:

#https://www.wmcactionnews5.com/2019/05/02/files-containing-patient-information-go-missing-doctors-office-storage-fURL:

Meditab Software Inc. and affiliate 
MedPharm Services

CA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.hipaajournal.com

#https://www.hipaajournal.com/potentially-massive-breach-of-protected-health-information-discovered/#URL:

Frederick Memorial Hospital MD 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

760

Records Reported

Source: www.fmh.org

#https://www.fmh.org/documents/PDFs/FRHS-Substitute-Notice-Final-3-14-19.pdf#URL:

LCP Transportation, Inc IN 3/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

54,528

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Duluth Human Development Center MN 3/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,200

Records Reported

Source: www.humandevelopmentcenter.org

#https://www.humandevelopmentcenter.org/wp-content/uploads/2019/03/Media-Notice-Data-Breach-03.2019.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Burrell Behavioral Health (reported on 
3/29/2019)

MO 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

67,493

Records Reported

Source: www.burrellcenter.com

#https://www.burrellcenter.com/breach-notice/#URL:

Main Line Endoscopy Centers PA 3/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,305

Records Reported

Source: www.mainlineendoscopy.com

#https://www.mainlineendoscopy.com/notice#URL:

Harland Clarke Corp TX 3/12/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

230

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/12/harland-clarke-corp-notice-of-data-breach-to-consumers/#URL:

James Perse Enterprises CA 3/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

684

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/13/james-perse-enterprises-notice-of-data-breach-to-consumers/#URL:

TriBike Transport LLC NC 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,495

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/22/tribike-transport-notice-of-data-breach-to-consumers/#URL:

University of Vermont (reported on 
3/28/2019)

VT 3/28/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/28/university-of-vermont-notice-of-data-breach-to-consumers/#URL:

Columbia Forest Products - employees NC 3/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,391

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/29/columbia-forest-products-notice-of-data-breach-to-consumers/#URL:

Earl Enterprises - Buca di Beppo, Earl 
of Sandwich, Planet Hollywood, 

FL 3/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.earlenterprises.com

#https://www.earlenterprise.com/incident/#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Fellowship of Catholic University 
Students ("FOCUS")

CO 3/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,777

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/29/fellowship-of-catholic-university-students-notice-of-data-breach-to-consumerURL:

CM Group Holdings dba Creative 
Memories

CA 4/1/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,251

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/04/01/cm-group-holdings-creative-memories-notice-of-data-breach-to-consumers/#URL:

Salem School District OR 2/28/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/salem-school-20190304.pdf#URL:

Combe Incorporated NY 2/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/combe-20190301.pdf#URL:

Grinnell College IA 3/25/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,261

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Grinnell-College-Notification-to-Montana-AG-with-enclosure-798564URL:

Western Technical College WI 3/21/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

28,835

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-WesternTech_MT-AG-Notice_3.21.19.pdf#URL:

Spectrum Business Resources LLC IL 3/20/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Spectrum-Business-Resources-Notification-to-Montana-AG-with-enURL:

Tempo Inc. TX 3/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Tempo-Consumer-Notification-Letter.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Wenner Group LLC CO 3/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-AG-notice-Wenner.pdf#URL:

Cremation Society of Pennsylvania Inc. PA 3/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

24,168

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-CON-Montana-Consumer-Notice-3-15-19.pdf#URL:

Navicent Health GA 3/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

278,016

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Navicent-Health-Ad-SSN-r5prf-c-c-c-c-c.pdf#URL:

Warn Industries Inc. OR 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Warn-Notice-of-Data-Event-MT.pdf#URL:

AG Source Inc. KS 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Copy-of-Data-Breach-Letter.pdf#URL:

Little Rock Cancer Clinic, P.A. AR 3/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,804

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Federal Emergency Management 
Agency ("FEMA")

DC 3/15/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,300,000

Records Reported

Source: www.oig.dhs.gov

#https://www.oig.dhs.gov/sites/default/files/assets/2019-03/OIG-19-32-Mar19.pdf#URL:

Superior Dental Care OH 3/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

38,260

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-SDC-Notice-of-Data-Event-MT.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Nasif Hicks Harris and Co LLP CA 3/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-AG-Letter.pdf#URL:

American State Bank IA 3/26/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Letter-1-SS-Debit-Card-DDA-01081897xB8DF0.pdf#URL:

Life Equity LLC OH 3/27/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

361

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-3.27.19-Montana-Regulator-Notice.pdf#URL:

OneMain Financial (reported on 
3/21/2019)

IN 3/21/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-doc-1.pdf#URL:

Gifted Development Center CO 3/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-12584983-AG-MT-Notification-letter-Final-Gifted-Development-CenteURL:

Bridger Insurance Services CA 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Bridger%20-%20Website%20Notice%20of%20Data%20Breach%20--%203.22.19_0.pdf#URL:

Brighton Collectibles LLC CA 3/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,550

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Brighton%20Adult%20CA%20Notice_0.pdf#URL:

Oregon Department of Human 
Services (DHS)

OR 3/21/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

645,000

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/oregon-dhs-discloses-breach-potentially-affecting-350000-after-successful-phisher-gaiURL:
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Total Breaches:

Records Exposed:

Mary Free Bed Rehabilitation Hospital 
(subcontractor Wolverine Solutions 

MI 3/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,755

Records Reported

Source:

#https://www.maryfreebed.com/wolverine-solutions-group-information-breach/#URL:

Papa Del's IL 3/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.papadels.com

#https://www.papadels.com/images/data-security-notice.pdf#URL:

Hartwig Moss Insurance Agency LA 3/20/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: www.hmia.com

#https://www.hmia.com/notice-of-data-security-incident#URL:

ABM Industries Incorporated (reported 
on 3/12/2019)

NY 3/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,366

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ABM%20-%20Notice%20only%200_0.pdf#URL:

Delaware Guidance Services for 
Children and Youth

DE 2/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

50,000

Records Reported

Source: www.delawareguidance.org

#http://www.delawareguidance.org/docs/Patient%20Privacy%20Letter%202019.pdf#URL:

Maffi Clinics AZ 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,465

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/#URL:

Arthritis & Rheumatism Associates, 
P.C.

MD 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Oklahoma Heart Hospital LLC OK 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,221

Records Reported

Source: www.databreaches.net

#https://www.databreaches.net/oklahoma-heart-hospital-notifies-patients-after-thieves-steal-computers-from-clinic/#URL:
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Records Exposed:

Stevens Powell & Company PA FL 3/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/stevens-powell-company-p-a-notice-of-data-breach-to-consumers/#URL:

Velan Studios NY 3/8/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/velan-studios-notice-of-data-breach-to-consumers/#URL:

Polaris Real Estate Partners LP CA 3/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/11/polaris-real-estate-partners-notice-of-data-breach-to-consumers/#URL:

Eye Buy Direct Inc TX 3/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

797

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/18/eye-buy-direct-inc-notice-of-data-breach-to-consumers/#URL:

Southern Hills Eye Care IA 3/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,617

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Southern-Hills-Eyecare-AG-Notification-letter-MT.pdf#URL:

Cherrydale Fundraising PA 3/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,061

Records Reported

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-MT-Notice-of-Data-Event-1.pdf#URL:

Carroll Saints' Shoppe (vendor 
PrismRBS)

MT 3/1/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-2019-03-01-Notification-of-Data-Breach-Carroll-College.pdf#URL:

American Cancer Society GA 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/CON-Montana-Notice-of-Data-Event.pdf#URL:
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Records Exposed:

Emerson Hospital (business associate 
MiraMed)

MA 3/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,314

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/08/emerson-hospital-notice-of-data-breach-to-consumers/#URL:

TEMPTU Inc NY 3/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,268

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/03/04/temptu-inc-notice-of-data-breach-to-consumers/#URL:

Advocate Sherman Hospital 
(contracted vendor Jobscience)

IL 3/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/March%202019%20Consumer%20Mailing_0.pdf#URL:

CorVel Enterprise Comp Inc OR 3/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/BOTH%20-%20CECI%20Feb%202019%20Incident%20-%20Individual%20Notification%2URL:

flexPATH Strategies LLC CA 3/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

91,769

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/flexPATH_CA_0.pdf#URL:

Sheet Metal Workers' Local Union No. 
104 (reported on 3/18/2019)

CA 3/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,047

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Calif%20Resident%20Letter_0.pdf#URL:

Local Initiative Health Authority of Los 
Angeles County dba L.A. Care Health 

CA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/20190201-LAC-01_Letter_EN_Final_1.pdf#URL:

International Vapor Group FL 3/12/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,656

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/IVG%20Security%20Incident%20Notification%20Letter_0.pdf#URL:
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Records Exposed:

OnCourse Learning Corporation WI 3/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,600

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ACID_PRINTERPROOFS_20190305_relias501_1%20%282%29%20%5B48%5D_0.PDF#URL:

Carmel Unified School District CA 3/8/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Carmel%20Unified%20Phishing%20Incident%20-%20CA%20Attorney%20General%20SaURL:

Arizona Health Care Cost Containment 
System

AZ 3/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,146

Records Reported

Source: www.azahcccs.gov

#https://www.azahcccs.gov/shared/News/PressRelease/breach.html#URL:

ZOLL Services LLC PA 3/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

277,319

Records Reported

Source: www.prnewswire.com

#https://www.prnewswire.com/news-releases/zoll-reports-recent-data-security-incident-300814181.html#URL:

RSC Insurance Brokerage, Inc. MA 3/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,088

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Sample%20RSC%20CA%20Individual%20Notice_0.pdf#URL:

Covenant Care CA 3/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,678

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Covenant%20Care%20-%20CA%20Notice%20of%20Data%20Event_0.pdf#URL:

Humana (reported on 2/27/2019) KY 2/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,447

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Columbia Surgical Specialist of 
Spokane

WA 2/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

400,000

Records Reported

Source: Columbia Surgical Specialists

#https://d6tyb85jnfina.cloudfront.net/wp-content/uploads/2019/03/notification-letter-update.pdf#URL:
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Records Exposed:

Rush University Medical Center 
(reported on 2/28/2019)

IL 2/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

44,924

Records Reported

Source: www.rush.edu

#https://www.rush.edu/sites/default/files/patient-letter-022819.pdf#URL:

Pizap CA 2/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#URL:

ClassPass NY 2/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#URL:

GfyCat CA 2/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#URL:

StoryBird NY 2/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet

#https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#URL:

Petflow NY 2/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: 2/14/2019

#https://www.zdnet.com/article/127-million-user-records-from-8-companies-put-up-for-sale-on-the-dark-web/#URL:

Younow NY 2/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.zdnet.com

#https://www.zdnet.com/article/127-million-user-records-from-8-companies-put-up-for-sale-on-the-dark-web/#URL:

Whitepages WA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.theregister.co.uk

#https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/#URL:
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Total Breaches:

Records Exposed:

HauteLook CA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.theregister.co.uk

#https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/#URL:

Bookmate OR 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.theregister.co.uk

#https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/#URL:

St. Francis Physician Services / 
Milestone Family Medicine

SC 3/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

32,178

Records Reported

Source: bonsecours.com

#https://bonsecours.com/greenville/incident-notice#URL:

OneDigital/Digital Insurance, LLC GA 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,763

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Kids Central Inc. FL 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,250

Records Reported

Source: www.kidscentralinc.org

#https://www.kidscentralinc.org/wp-content/uploads/2019/02/KCIPublicNotice-Feb2019-1.pdf#URL:

Roll20.net KS 2/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: blog.roll20.net

#http://blog.roll20.net/post/182811484420/roll20-security-breach#URL:

Three Rivers Health (subcontractor 
Wolverine Solutions Group)

MI 2/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: threerivershealth.org

#http://threerivershealth.org/news/data-security-incident/#URL:

Stanwich Mortgage Loan Trust / 
Ascension Data & Analytics, LLC (third 

CT 2/12/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

53,829

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA-%20Notice%20of%20Data%20Event_2.pdf#URL:
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Records Exposed:

Florida Keys Community College FL 2/28/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,492

Records Reported

Source: www.fkcc.edu

#https://www.fkcc.edu/2019/02/fkcc-notice-of-data-security-incident/#URL:

Blue Cross Blue Shield of 
Massachusetts (reported on 2/15/2019)

MA 2/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,262

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

California Physicians' Service d/b/a 
Blue Shield of California

CA 2/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,416

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/BS%20No%20SSN%20Notice_0.pdf#URL:

Molina Healthcare (reported on 
2/22/2019)

CA 2/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

895

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

West Virginia Public Employees 
Insurance Agency (reported on 

WV 2/27/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,400

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Phillip Capital IL 2/28/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,043

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Phillip01_Multi%20States_0.pdf#URL:

ShareThis, Inc. CA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ShareThis%20-%20Notice%20of%20Data%20Event%20-%20CA%20-%20Exhibit%201_0.URL:

Bamboo HR LLC UT 2/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,497

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/BHR%20General%20Notification%20Sample_0.pdf#URL:
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Records Exposed:

Investment Professionals, Inc. 
(reported on 2/25/2019)

TX 2/25/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/25/investment-professionals-inc-notice-of-data-breach-to-consumers-2/#URL:

Pasquotank County / Pasquotank-
Camden Emergency Medical Services

NC 2/25/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40,000

Records Reported

Source: www.pasquotankcountync.org

#https://www.pasquotankcountync.org/county-news/2019/2/28/security-breach#URL:

DiPardo Eremic & Co. P.C. PA 2/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,098

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/25/dipardo-eremic-co-cpas-notice-of-data-breach-to-consumers/#URL:

Capital Asset Management Group, Inc. DC 2/26/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/26/capital-asset-management-group-inc-notice-of-data-breach-to-consumers/#URL:

Provident Bank (reported on 2/8/2019) NJ 2/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/provident-bank-20190211.pdf#URL:

Granite State Glass NH 2/1/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

107

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/granite-state-glass-20190201.pdf#URL:

Town of Concord - Concord Police 
Department log

MA 2/7/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

327

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/concord-massachusetts-20190207.pdf#URL:

American Tire Distributors, Inc. CA 2/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

257

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/american-tires-20190211.pdf#URL:
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Records Exposed:

Akwa Vista LLC NH 2/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

81

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/akwa-vista-20190206.pdf#URL:

Golden Lion Operations, Inc. CA 2/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Golden-Lion-Operations-Inc..pdf#URL:

Marquette Management IL 2/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,917

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Marquette-Management-Consumer-Breach-Notification.pdf#URL:

Katz, Sapper, & Miller (file sharing 
service Citrix ShareFile)

IN 2/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/KSM-Consumer-Breach-Notification.pdf#URL:

Windham Professionals, Inc. NH 2/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Windham-Consumer-Notification-1.pdf#URL:

Direct Scripts OH 2/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,319

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/22/direct-scripts-notice-of-data-breach-to-consumers/#URL:

Agri Supply Company NC 2/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/21/direct-distributors-inc-notice-of-data-breach-to-consumers/#URL:

Wentworth Institute of Technology 
(reported on 2/19/2019)

MA 2/19/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/02/19/wentworth-institute-of-technology-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

The Borough of Beach Haven NJ 1/31/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/31/borough-of-beach-haven-new-jersey-notice-of-data-breach-to-consumers/#URL:

Saline Picture Frame Company MI 1/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/31/saline-picture-frame-company-notice-of-data-breach-to-consumers/#URL:

Del Taco LLC - employment information CA 2/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/L01_Del%20Taco_Cal_%20FINAL_0.pdf#URL:

Welk Resort Group, Inc. (reported on 
2/22/2019)

CA 2/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,872

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA-%20Notice%20of%20Data%20Event_3.pdf#URL:

San Antonio Winery, Inc. CA 2/26/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA%20Letter_2.pdf#URL:

Ohio Department of Commerce - 
Division of Unclaimed Funds

OH 2/15/2019 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

9,000

Records Reported

Source: www.10tv.com

#https://www.10tv.com/sites/default/files/ohiowrongtaxforms.pdf#URL:

Evergreen Alliance Golf Limited, L.P. 
dba Arcis Golf

TX 2/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,868

Records Reported

Source: www.arcisgolf.com

#https://www.arcisgolf.com/paymentcardincident#URL:

Rocky Boy Health Center MT 2/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

6,000

Records Reported

Source: www.rbclinic.org

#https://www.rbclinic.org/rbhb/#URL:
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Southside Medical Clinic GA 2/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: www.wsbtv.com

#https://www.wsbtv.com/news/local/atlanta/data-compromised-piles-of-medical-records-found-outside-atlanta-medical-URL:

Manchester School District NH 2/15/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.unionleader.com

#https://www.unionleader.com/news/education/manchester-school-officials-confirm-data-breach-saying-student-scoreURL:

Salt Lake Community College UT 2/13/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,000

Records Reported

Source: www.slcc.edu

#https://www.slcc.edu/student/financial/docs/1098-t-qa.pdf#URL:

Roper St. Francis Healthcare (reported 
on 1/29/2019)

SC 1/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,253

Records Reported

Source: hipaajournal.com

#https://www.hipaajournal.com/13-accounts-compromised-in-roper-st-francis-healthcare-phishing-attack/#URL:

Aetna (reported on 1/30/2019) CT 1/30/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,030

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Catholic Health Initiatives ("CHI") MN 1/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

885

Records Reported

Source: lakewoodhealthcenter.org

#https://lakewoodhealthcenter.org/wp-content/uploads/2019/01/FINAL-Substitute-Notice-for-website-posting.pdf#URL:

Rainbow Dental Care PLLC TX 2/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Lakeland Care, Inc. WI 2/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,300

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Records Exposed:

DataCamp NY 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: support.datacamp.com

#https://support.datacamp.com/hc/en-us/articles/360017716074-DataCamp-Security-Update-Frequently-Asked-QuestionURL:

ArmorGames, Inc (reported on 
2/11/2019)

CA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: armorgames.com

#https://armorgames.com/page/data-breach-2019#URL:

Artsy NY 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.artnews.com

#http://www.artnews.com/2019/02/14/artsy-data-stolen-security-incident/#URL:

EyeEm NY 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: eyeem.zendesk.com

#https://eyeem.zendesk.com/hc/en-us/articles/360000977977-Important-Security-Information-for-Your-EyeEm-Account#URL:

StreetEasy NY 2/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.inman.com

#https://www.inman.com/2019/02/20/one-million-streeteasy-accounts-have-been-hacked/#URL:

Dubsmash NY 2/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dubsmash.com

#https://dubsmash.com/user-notice#URL:

Rubrik CA 1/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/01/29/rubrik-data-leak/#URL:

Kewaskum Police Department WI 1/15/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,720

Records Reported

Source: www.tmj4.com

#https://www.tmj4.com/news/local-news/criminals-may-have-stolen-personal-info-from-thousands-after-hacking-kewasURL:
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Records Exposed:

City of Pompano Beach (Click2Gov) FL 2/23/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,790

Records Reported

Source: www.sun-sentinel.com

#https://www.sun-sentinel.com/local/broward/pompano-beach/fl-ne-pompano-water-bill-breach-20190223-story.html#URL:

Dunn Brothers Coffee (POS vendor 
North Country Business Products, Inc.)

MN 2/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dunnbrothers.com

#https://dunnbrothers.com/important-security-and-protection-notification/#URL:

Pellissippi State Community College TN 2/5/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

222

Records Reported

Source: www.pstcc.edu

#http://www.pstcc.edu/records/datafaq#URL:

AZ Plastic Surgery Center AZ 2/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,524

Records Reported

Source: www.azplasticsurgerycenter.com

#https://www.azplasticsurgerycenter.com/wp-content/uploads/2019/02/WPDOCS01-7463674-v1-.pdf#URL:

USR Holdings, LLC FL 2/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,903

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Rush University Medical Center IL 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

908

Records Reported

Source: www.rush.edu

#https://www.rush.edu/sites/default/files/patient-response-letter-epilepsy-center-012119.pdf#URL:

Green Ridge Behavioral Health, LLC MD 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Crawford Wellness Center, Inc TX 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,500

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Cambridge Healthcare Services, LLC CA 1/30/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,866

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Stanford University (content 
management system NolijWeb)

CA 2/14/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.stanforddaily.com

#https://www.stanforddaily.com/2019/02/14/data-breach-allowed-students-to-view-other-students-admission-files-sensiURL:

Coffee Meets Bagel CA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/coffee-meets-bagel-notifies-users-of-breach/#URL:

Truluck's Seafood, Steak, & Crab 
House - Dallas and Southlake

TX 2/13/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,422

Records Reported

Source: www.dallasnews.com

#https://www.dallasnews.com/business/restaurants/2019/02/13/popular-business-hotspot-trulucks-reports-data-breach-URL:

Trakt ("Trakt.tv") CA 2/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: scmagazine.com

#https://www.scmagazine.com/home/security-news/movie-and-tv-tracking-service-trakt-belatedly-discovers-2014-breacURL:

EyeSouth Partners / Georgia Eye 
Associates

GA 1/23/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

24,113

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=DF453836EFDE25567DB464386AA11323#URL:

United Hospital District MN 2/4/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,143

Records Reported

Source: www.uhd.org

#https://www.uhd.org/wp-content/uploads/2019/02/Media-Notice.pdf#URL:

Sharecare Health Data Services 
("SHDS")

CA 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,300

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/patients-receive-notifications-of-phi-theft-8-months-after-business-associate-data-breaURL:
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713

39,843,711

Total Breaches:

Records Exposed:

Rutland Regional Medical Center 
(reported on 2/20/2019)

VT 2/20/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

72,224

Records Reported

Source: www.rrmc.org

#https://www.rrmc.org/about/newsroom/2019/public-notice/#URL:

UConn Health CT 2/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

326,629

Records Reported

Source: health.uconn.edu

#https://health.uconn.edu/securityincident#URL:

Kentucky Counseling Center, LLC KY 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,440

Records Reported

Source: kentuckycounselingcenter.com

#https://kentuckycounselingcenter.com/notice-of-privacy-incident/#URL:

Anesthesia Associates of Kansas City KS 2/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,472

Records Reported

Source: www.aakc.com

#https://www.aakc.com/wp-content/uploads/2019/02/AAKC-Substitute-Notice-Final-Feb-01-2019.pdf#URL:

University of Washington Medical 
Center ("UW Medicine")

WA 2/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

973,024

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/UWM%20CA%20notification%20letter%202_0.pdf#URL:

Sierra View Medical Center - current 
and former employees

CA 2/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Notice%20of%20Data%20Breach_2.pdf#URL:

Applied Data Finance, LLC dba 
Personify Financial

CA 2/1/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ADF%20-%20%20Data%20Breach%20Notification%20Letter%20Sample_0.PDF#URL:

Bayside Covenant Church, Inc. CA 2/5/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,611

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Bayside%20-%20Notice%20of%20Data%20Event%20-%20CA%20-%20Exhibit%201_0.pdURL:
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2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

David B. Cheatham, CPA CA 2/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Cheatham%20Notice_0.pdf#URL:

Five Below, Inc. (reported on 2/14/2019) PA 2/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

56,102

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/FB_CA_Notice_0.pdf#URL:

North 40 Outfitters (reported on 
2/14/2019)

MT 2/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,957

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/North%2040%20-Regulation%20Letter%20-%20CA%20-%20FINAL_0.pdf#URL:

North Country Business Products, Inc. 
and business partners

MN 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/NCBP-%20Notice%20of%20Data%20Event-%20CA%20Exhibit%201_0.pdf#URL:

AltaMed Health Services Corporation 
(business associate Sharecare Health 

CA 2/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,000

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/AltaMed%20--%20CA%20AG_0.pdf#URL:

Volt Information Sciences, Inc. NY 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,064

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Volt%20-%20Notice%20of%20Data%20Event%20-%20Exhibit%201%20-%20CA_0.pdf#URL:

Print EZ, Inc. NY 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Print%20EZ%20-%20CA%20Exhibit%201_0.pdf#URL:

Hourglass Cosmetics CA 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,626

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Hourglass%20-%20Consumer%20Notice%20-%20US_0.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

pillowpets.com (CJ Products Inc.) CA 2/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Pillow%20Pets%20-%20General%20Master%20%281%29_0.pdf#URL:

Centinela Valley Union High School 
District - employees

CA 2/19/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Centinela%20Adult%20Notification%20Letter%20Sample_0.pdf#URL:

Martin, Hutchison & Hohman, CPAs CA 2/19/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/MHH%20Security%20Breach_0.pdf#URL:

Topps Company, Inc. (reported on 
2/22/2019)

NY 2/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,700

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CustomerNotice%28US%29%282.2019%29_0.pdf#URL:

Rennline Automotive VT 2/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,540

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/CA_X108_v02__002__0.pdf#URL:

Rocky Mountain Health Care Services 
(reported on 2/11/2019)

CO 2/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

971

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Memorial Hospital at Gulfport 
(reported on 2/15/2019)

MS 2/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

30,642

Records Reported

Source: gulfportmemorial.com

#http://www.gulfportmemorial.com/news/memorial-notifies-patients-about-email-phishing-in-444#URL:

Graf & Sons Inc. MO 2/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,243

Records Reported

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/graf-sons-20190206.pdf#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

Don Best Sports Corporation and DBS 
Canada Corporation

NV 2/6/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

58,000

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Don-Best-Sports-Corporation-and-DBS-Canada-Corporation-Scientific-Games-CURL:

Abbott - employees IL 2/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,600

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Abbott-Laboratories.pdf#URL:

Pawnee County Memorial Hospital NE 1/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,038

Records Reported

Source: http://s663398653.initial-website.com/

Word Document - http://s663398653.initial-website.com/#http://Word Document - http://s663398653.initial-website.com/#URL:

Vermont Department for Children & 
Families, Office of Child Support

VT 1/16/2019 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/17/agency-of-human-services-dcf-ocs-notice-of-data-breach-to-consumers/#URL:

Department of Vermont Health Access 
(reported on 1/7/2019)

VT 1/7/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/URL:

Reproductive Medicine and Infertility 
Associates - Woodbury Infertility Clinic

MN 2/1/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

40,000

Records Reported

Source: www.twincities.com

#https://www.twincities.com/2019/02/01/woodbury-infertility-clinic-reports-data-breach-possible-exposure-of-clients-peURL:

CVS Pharmacy (reported on 1/30/2019) RI 1/30/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

5,645

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

The Caroline Kline Galland Home dba 
Kline

WA 1/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

9

Records Reported

Source: HHS

#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting_Law_Enforcement/CarolineKlineGallanURL:
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Total Breaches:

Records Exposed:

Capital One (service provider) VA 1/7/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Capital-One-Bank-1.pdf#URL:

Immanuel Lutheran Communties MT 1/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Immanuel-Lutheran-Communities.pdf#URL:

Lutheran Life Communities IL 1/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,794

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Lutheran-Life-Communities.pdf#URL:

DEFENDERS, Inc. IN 1/29/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,382

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Defenders-Inc..pdf#URL:

Stonehaven Dental TX 1/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,289

Records Reported

Source: thestonehavendental.com

#https://thestonehavendental.com/wp-content/uploads/2019/01/website-notice-c.pdf#URL:

DiGiovine, Hnilo, Jordan + Johnson 
Ltd ("DHJJ")

IL 1/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/digiovine-20190123.pdf#URL:

Data Facts, Inc. TN 1/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/data-facts-20190128.pdf#URL:

Century Spring Corp. (reported on 
1/8/2019)

CA 1/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/century-spring-2019123.pdf#URL:
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713

39,843,711

Total Breaches:

Records Exposed:

Capital City Bank Group, Inc. FL 1/22/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,011

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/capital-city-bank-20190128.pdf#URL:

Image-I-Nation Technologies, Inc. NC 1/30/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

430,139

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/30/2019-01-30-image-i-nation-technologies-inc-notice-of-data-breach-to-consumURL:

Huddle House credit card processor GA 2/1/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.huddlehouse.com

#https://www.huddlehouse.com/data-protection-notification/#URL:

Houzz CA 1/31/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/01/31/houzz-data-breach/#URL:

Epic Games - Fortnite NC 1/16/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: research.checkpoint.com

#https://research.checkpoint.com/hacking-fortnite/#URL:

Valley Professionals Community 
Health Center

IN 1/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,029

Records Reported

Source: valleyprohealth.org

#https://valleyprohealth.org/files/forms/en/VPCHC-%20Website%20Notice.docx.pdf#URL:

FABEN Obstetrics and Gynecology, 
LLC

FL 1/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,092

Records Reported

Source: www.fabenobgyn.com

#http://www.fabenobgyn.com/pdf/general/FABEN_Individual_%20Notification%20_Letter_%20(00455940-2xB33F6)_%20URL:

Sunflower State Health Plan KS 1/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,625

Records Reported

Source: www.sunflowerhealthplan.com

#https://www.sunflowerhealthplan.com/content/sunflower/en_us/newsroom/notice-january-2019.html#URL:
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Total Breaches:

Records Exposed:

oxo.com (reported 1/15/2019) NY 1/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/OXO%20International%202%20Ad%20r2fin_0.pdf#URL:

AdventHealth Medical Group - 
Pulmonary & Sleep Medicine at Tavares

FL 1/29/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

42,161

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/29/adventhealth-medical-group-sbn-to-consumers/#URL:

Dr. DeLuca, Dr. Marciano & Associates CT 1/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,578

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/25/dr-deluca-dr-marciano-associates-pc-sbn-to-consumers/#URL:

NCH Corporation TX 1/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,171

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/nch-corporation-20190128.pdf#URL:

Nova Southeastern University 
(reported on 1/25/2019)

FL 1/25/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,681

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/nova-southeastern-university-20190128.pdf#URL:

Verity Health System (reported on 
1/25/2019)

CA 1/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,988

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/VHS%20Notice%20-%201_0.pdf#URL:

Verity Medical Foundation - Social 
Security number (reported on 

CA 1/26/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/VMF%20Notice%20-%20A_0.pdf#URL:

Allen Chern LLP ("UpRight Law") IL 1/28/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/7884921_0.pdf#URL:
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Records Exposed:

Integrity, Inc. dba Integrity House NJ 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,206

Records Reported

Source: integrityhouse.org

#https://integrityhouse.org/data/#URL:

North Atlanta Medical Clinic GA 1/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,800

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Premier Specialties, Incorporated TX 1/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,300

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

ABB Inc. Active Employee Group 
Benefit Plan

NC 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

6,877

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Department of Vermont Health Access 
(contractor MAXIMUS)

VT 1/17/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/17/vermont-agency-of-human-services-dvha-maximus-notice-of-data-breach-to-cURL:

American Councils for International 
Education - Al-Farabi Kazakh National 

DC 1/23/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

208

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/23/american-councils-for-international-education-notice-of-data-breach-to-consuURL:

ALM Media, LLC NY 1/23/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

933

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/23/alm-media-notice-of-data-breach-to-consumers/#URL:

Discover (reported on 1/23/2019) IL 1/23/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/23/discover-sbn-to-consumers-2/#URL:

Copyright 2019 Identity Theft Resource Center



Identity Theft Resource Center
2019 Breach List: 

713

39,843,711

Total Breaches:

Records Exposed:

RevolutionParts, Inc. AZ 1/24/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,190

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/24/revolutionparts-notice-of-data-breach-to-consumers/#URL:

Association of National Advertisers, 
Inc.

NY 1/25/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/25/association-of-national-advertisers-sbn-to-consumers/#URL:

Wisconsin Health Care Liability 
Insurance Plan (file sharing system 

WI 1/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/25/wausau-medmal-management-services-sbn-to-consumers/#URL:

Nortrax, Inc. FL 1/14/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

64

Records Reported

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/nortrax-20190114.pdf#URL:

Control Consultants, Inc. subsidiary of 
Kele, Inc.

TN 1/22/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/kele-20190122.pdf#URL:

NH Department of Health and Human 
Services - Bureau of Child Support 

NH 1/17/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/child-support-services-20190117.pdf#URL:

Unum Group / Colonial Life and 
Accident Insurance

SC 1/18/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

532

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/The-Unum-Group-Colonial-Life-and-Accident-Insurance.pdf#URL:

Aetrex Worldwide, Inc. NJ 1/17/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

14,291

Records Reported

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Aetrex-%20Notice%20of%20Data%20Event-%20CA_0%20%28notice%29_0.pdf#URL:
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Records Exposed:

Pharmaca Integrative Pharmacy Inc. CO 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Pharmaca%20-%20Regulator%20Notice%20-%20CA%20-%20FINAL_0%20%28notice%2URL:

Zurich American Insurance Company 
(vendor)

IL 1/21/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/California%20Claimant%20Notification%20Letter_0.pdf#URL:

Critical Care, Pulmonary and Sleep 
Associates, PLLP

CO 1/21/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,377

Records Reported

Source: www.critcaremd.com

#https://www.critcaremd.com/wp-content/uploads/2019/01/CCPSA_PrivacyIncident_Notice.pdf#URL:

BlackRock Inc. NY 1/19/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.financialexpress.com

#https://www.financialexpress.com/industry/technology/data-leak-blackrock-exposes-info-on-thousands-of-advisers-viURL:

City of Knoxville TN 1/18/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/knoxville-employees-information-exposed-online-for-almost-one-year/#URL:

Las Colinas Orthopedic Surgery & 
Sports Medicine, PA

TX 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

76,000

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Humana Inc. (reported on 1/15/2019) KY 1/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

598

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Humana Inc. (reported on 1/9/2019) KY 1/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,211

Records Reported

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Lebanon VA Medical Center PA 1/16/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,002

Records Reported

Source:

#https://www.hipaajournal.com/phi-of-almost-1000-lebanon-va-medical-center-patients-impermissibly-disclosed/#URL:

Valley Hope Association (reported on 
1/18/2019)

KS 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

70,799

Records Reported

Source: valleyhope.org

#https://valleyhope.org/data-security-event-2/#URL:

All-Star Orthopaedics TX 1/18/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.databreaches.net

#https://www.databreaches.net/all-star-orthopaedics-provides-notice-of-patient-data-breach/#URL:

Oklahoma Department of Securities OK 1/16/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

293,492

Records Reported

Source: www.securities.ok.gov

#http://www.securities.ok.gov/Press_Releases/PRDetail.asp?ID=81#URL:

Liberty Tax Alta Mesa - Fort Worth 
Office

TX 1/7/2019 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: nbcdfw.com

#https://www.nbcdfw.com/news/local/Liberty-Income-Tax-Investigates-After-Boxes-of-Tax-Forms-End-up-in-Dumpster-IURL:

Mandan High School ND 1/8/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,024

Records Reported

Source: kxnet.com

#https://www.kxnet.com/news/bismarck-news/school-leaks-students-personal-information/1692424771#URL:

Detroit Fire Department MI 1/3/2019 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: www.clickondetroit.com

#https://www.clickondetroit.com/news/detroit-fire-department-personal-information-compromised-after-fire-at-former-trURL:

Progress Bank AL 1/1/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Progress-Bank.pdf#URL:
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Auburn University (reported on 
1/4/2019)

AL 1/4/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

155

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Auburn-University-1.pdf#URL:

Oliver Companies MN 1/4/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Oliver-Companies.pdf#URL:

Real Estate Digital CA 1/7/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Real-Estate-Digital-LLC.pdf#URL:

First American Payment Systems, L.P. TX 1/10/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/First-American-Payment-Systems.pdf#URL:

Bradley W. Orser, CPA, Inc. P.S. WA 1/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Bradley-W.-Orser-C.P.A.-Inc.-P.S..pdf#URL:

Graeter's Ice Cream OH 1/15/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,030

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Graeters-Ice-Cream.pdf#URL:

Welders Supply Company (third-party 
service provider iNET)

WI 1/3/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/03/welders-supply-notice-of-data-breach-to-consumers/#URL:

Vermont Agency of Human Services - 
Department of Vermont Health Access

VT 1/7/2019 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/URL:
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A&A Global Imports CA 1/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

52,441

Records Reported

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/01/09/aa-global-imports-notice-of-data-breach-to-consumers/#URL:

Johnny Appleseed's, Inc. MA 1/8/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

179

Records Reported

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/johnny-appleseed-20190109.pdf#URL:

Hankin Group PA 1/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/hankin-group-20190107.pdf#URL:

Enservio, Inc. MA 1/9/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

490

Records Reported

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/enservio-20190109.pdf#URL:

Burke Law, P.C. VT 1/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

89

Records Reported

Source: www.doj.nh.gov

#https://www.doj.nh.gov/consumer/security-breaches/documents/buke-law-20190102.pdf#URL:

Reliant Rehabilitation TX 1/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,608

Records Reported

Source: dojmt.gov

#https://dojmt.gov/wp-content/uploads/Reliant-Rehabilitation.pdf#URL:

Hanover County (Click2Gov) VA 1/9/2019 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: www.hanovercounty.gov

#https://www.hanovercounty.gov/DocumentCenter/View/3183/Hanover-County-Credit-Card-Notice-PDF#URL:

Dermacare Brickell FL 1/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,800

Records Reported

Source: www.dermacarebrickell.com

#https://www.dermacarebrickell.com/announcement/#URL:
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International E-Z UP, Inc. CA 1/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/E-Z%20UP%2C%20Inc.%20-%20Notice%20of%20Data%20Event%20-%20Exhibit%201%URL:

Jensen Enterprises, Inc. dba Jensen 
Precast

CA 1/11/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Jensen%20-%20CA%20Regulatory%20Notification%20Letter_0%20%28notice%29_0.pdURL:

Chaplaincy Health Care WA 1/3/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,086

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/1080-chaplaincy-health-care-patients-potentially-impacted-by-phishing-attack/#URL:

Managed Health Services (reported 
1/8/2019)

IN 1/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

576

Records Reported

Source:

#https://www.hipaajournal.com/31876-managed-health-services-indiana-members-data-breaches/#URL:

Kent County Commmunity Medical 
Health Authority dba Network180

MI 1/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,284

Records Reported

Source: www.hipaajournal.com

#https://www.hipaajournal.com/phishing-attack-impacts-2200-kent-county-community-mental-health-authority-patients/URL:

Sacred Heart Rehabilitation Center MI 1/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,266

Records Reported

Source: www.hipaajounral.com

#https://www.hipaajournal.com/sacred-heart-rehabilitation-center-notifies-patients-of-phishing-incident/#URL:

DeKalb County Schools GA 1/4/2019 Education

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,000

Records Reported

Source: www.11alive.com

#https://www.11alive.com/article/news/education/mom-shocked-to-find-drivers-license-on-metro-atlanta-school-websitURL:

Centerstone Insurance and Financial 
Services d/b/a BenefitMall

TX 1/4/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

111,589

Records Reported

Source: www.benefitmall.com

#https://www.benefitmall.com/HIPAA-Notification#URL:
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Town of Salem (produced by 
BlankMediaGames)

TX 1/2/2019 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com

#https://haveibeenpwned.com/PwnedWebsites#BlankMediaGames#URL:

 2019 Breaches Identified by the ITRC as of: 7/9/2019

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based 
breach, as identified by our current process, is considered public when one of these occur:
1) Published by a credible source (Sources include Offices of the Attorney General, and established media – TV news, 
radio, newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our 
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating 
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an 
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of 
the reporting entity..

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.
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