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Choice Hotels (reported on 8/13/2019) MD 8/13/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: comparitech.com

#https://www.comparitech.com/blog/vpn-privacy/choice-hotels-data-leak/#URL:

Imperva - Cloud Web Application Firewall product CA 8/27/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: imperva.com

#https://www.imperva.com/blog/ceoblog/#URL:

Buca Di Beppo CA 8/22/2019 Business

Breached Entity: State Published Date Breach Category

596

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Calibre CPA Group MD 8/26/2019 Business

Breached Entity: State Published Date Breach Category

1,801

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Deluxe Corporation MN 8/29/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

153

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Homeside Financial, LLC MD 8/29/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

28,446

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Communities Connected for Kids, Inc. (reported 
on 8/29/2019)

FL 8/29/2019 Business

Breached Entity: State Published Date Breach Category

149,114

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:
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University of New England ME 8/19/2019 Education

Breached Entity: State Published Date Breach Category

51

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Borough of Fair Lawn NJ 8/19/2019 Government/Military

Breached Entity: State Published Date Breach Category

3,585

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Edinboro University Student Government 
Association

PA 8/15/2019 Business

Breached Entity: State Published Date Breach Category

362

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

KeyBank N.A. OH 8/7/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

89

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Olsson, Inc. NE 8/6/2019 Business

Breached Entity: State Published Date Breach Category

3,949

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

AAR Corp. IL 8/6/2019 Business

Breached Entity: State Published Date Breach Category

4,431

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Czero, Inc. CO 8/1/2019 Business

Breached Entity: State Published Date Breach Category

99

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:
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Drexel Medicine PA 8/7/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

4,340

Records Exposed

Source: drexelmedicine.org

#https://drexelmedicine.org/news-and-events/press-releases/notice-of-data-security-incident/#URL:

Riggs Wealth Management WA 8/1/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

607

Records Exposed

Source: media.dojmt.gov

#https://media.dojmt.gov/wp-content/uploads/Data-Breach-NotificationDetails3.pdf#URL:

Cottingham & Butler Claims Services (third-party 
vendor Equian, LLC)

IA 8/30/2019 Business

Breached Entity: State Published Date Breach Category

434

Records Exposed

Source: maine.gov

#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Fedcap Rehabilitation Services, Inc. NY 8/29/2019 Business

Breached Entity: State Published Date Breach Category

5,097

Records Exposed

Source: fedcap.org

#http://www.fedcap.org/sites/default/files/fedcapwebsitenotice82919.pdf#URL:

Arizona State University (reported on 8/19/2019) AZ 8/19/2019 Education

Breached Entity: State Published Date Breach Category

4,000

Records Exposed

Source: beckershospitalreview.com

#https://www.beckershospitalreview.com/cybersecurity/arizona-state-university-alerts-4-000-students-of-data-breach.htURL:

Cardiovascular Group GA 8/23/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

2,168

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Alight Solutions LLC IL 8/20/2019 Business

Breached Entity: State Published Date Breach Category

19,379

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Enclosures%20Joint.pdf#URL:
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Cornerstone Incorporated WI 8/19/2019 Business

Breached Entity: State Published Date Breach Category

7,213

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/20/cornerstone-inc-notice-of-data-breach-to-consumers/#URL:

Lake Park High School District 108 (Pearson - 
AIMSWeb 1.0 platform)

IL 8/31/2019 Education

Breached Entity: State Published Date Breach Category

676

Records Exposed

Source: lphs.org

#https://www.lphs.org/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=10&ViewID=6446EE88-D30C-497URL:

Waukegan Community Unit School District 60 
(Pearson - AIMSWeb 1.0 platform)

IL 8/9/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: wps60.org

#https://www.wps60.org/news/what_s_new/letter_regarding_nationwide_pearson_breach#URL:

Oak Grove School District 68 (Pearson - 
AIMSWeb 1.0 platform)

IL 8/6/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ogschool.org

#https://campussuite-storage.s3.amazonaws.com/prod/803180/eeb75da6-ddad-11e6-8383-22000bd8490f/1965749/6a6c2URL:

Pomfret Community School (Pearson - AIMSWeb 
1.0 platform)

CT 8/29/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: pomfretcommunityschool.org

#https://www.pomfretcommunityschool.org/pearson-clinical-assessment-security-data-breach#URL:

Addison School District 4 (Pearson - AIMSWeb 
1.0 platform)

IL 8/29/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: asd4.org

#https://www.asd4.org/apps/news/article/1069304#URL:

Discover (reported on 8/21/2019) IL 8/21/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/21/discover-notice-of-data-breach-to-consumers-8/#URL:
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Conway Regional Health System AR 8/25/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: conwayregional.org

#http://www.conwayregional.org/security-notification#URL:

Cleveland Clinic Foundation OH 8/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

604

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Wilson County Memorial Hospital District dba 
Connally Memorial Medical Center

TX 8/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

7,358

Records Exposed

Source: connallymmc.org

#https://www.connallymmc.org/phi-security-incident/#URL:

NorthStar Anesthesia, P.A. (reported on 
8/22/2019)

TX 8/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

19,807

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Choctaw Nation Health Services Authority OK 8/23/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

550

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Artesia General Hospital NM 8/27/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

13,905

Records Exposed

Source: atesiageneral.com

#https://artesiageneral.com/notice-of-privacy-incident/#URL:

Naples Central School District (Pearson - 
AIMSWeb 1.0 platform)

NY 8/29/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: naplescsd.org

#http://www.naplescsd.org/districtpage.cfm?pageid=1008#URL:
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Cartersville City Schools (Pearson - AIMSWeb 1.0 
platform)

GA 8/29/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: cartersvilleschools.org

#https://www.cartersvilleschools.org/cms/lib/GA02202677/Centricity/Domain/4/AIMSweb%201.0.pdf#URL:

Foxit Software Inc. CA 8/30/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: foxitsoftware.com

#https://www.foxitsoftware.com/support/security-advisories.php#URL:

Oregon Judicial Department - employees OR 8/30/2019 Government/Military

Breached Entity: State Published Date Breach Category

6,607

Records Exposed

Source: opb.org

#https://www.opb.org/news/article/oregon-judicial-department-phishing-attack-information/#URL:

Russel Stover Chocolates, LLC MO 8/30/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: russellstover.com

#https://www.russellstover.com/securityincident#URL:

Espresso Parts LLC WA 8/20/2019 Business

Breached Entity: State Published Date Breach Category

763

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/20/espresso-parts-llc-notice-of-data-breach-to-consumers/#URL:

New York Athletic Club NY 8/20/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/20/ny-athletic-club-notice-of-data-breach-to-consumers/#URL:

Ultimate Fighting Championship (UFC) NV 8/22/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/22/ufc-notice-of-data-breach-to-consumers/#URL:
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NTCA - The Rural Broadband Association 
(reported on 8/26/2019)

VA 8/26/2019 Business

Breached Entity: State Published Date Breach Category

25,365

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/26/ntca-the-rural-broadband-association-notice-of-data-breach-to-consumers/#URL:

Connecticut Laborers Fund Office CT 8/26/2019 Business

Breached Entity: State Published Date Breach Category

1,567

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/26/connecticut-laborers-fund-notice-of-data-breach-to-consumers/#URL:

Mobius Executive Leadership LLC MA 8/27/2019 Business

Breached Entity: State Published Date Breach Category

124

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/27/mobius-executive-leadership-llc-notice-of-data-breach-to-consumers/#URL:

Carl's Golfland MI 8/29/2019 Business

Breached Entity: State Published Date Breach Category

24,772

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/29/carls-golfland-notice-of-data-breach-to-consumers/#URL:

Eye Safety Systems, Inc. (ESS) ID 8/22/2019 Business

Breached Entity: State Published Date Breach Category

7,666

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/ESS%20-%20CA%20Sample%20of%20Notice.pdf#URL:

Creation Entertainment, Inc. CA 8/26/2019 Business

Breached Entity: State Published Date Breach Category

57,078

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Customer-Notice.pdf#URL:

Gorman Brothers, Inc. NY 8/12/2019 Business

Breached Entity: State Published Date Breach Category

307

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/12/gorman-brothers-inc-notice-of-data-breach-to-consumers/#URL:
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Medical College of Wisconsin (reported on 
8/14/2019)

WI 8/14/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

995

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/14/medical-college-of-wisconsin-notice-of-data-breach-to-consumers/#URL:

Carle Foundation Hospital (reported on 8/16/2019) IL 8/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,653

Records Exposed

Source: newsroom.carle.org

#https://newsroom.carle.org/news/notice-to-carle-patients-an-email-incident.htm#URL:

Flagstaff Unified School District (Pearson - 
AIMSWeb 1.0 platform)

AZ 8/21/2019 Education

Breached Entity: State Published Date Breach Category

6,916

Records Exposed

Source: fusd1.org

#https://www.fusd1.org/Page/15990#URL:

Haldane Central School District (Pearson - 
AIMSWeb 1.0 platform)

NY 8/20/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: haldaneschool.org

#https://resources.finalsite.net/images/v1566909039/haldaneschoolorg/phtftoqsgbvworhvzlcd/LetterfromDrBenante_AiURL:

Calhoun City Schools (Pearson - AIMSWeb 1.0 
platform)

GA 8/26/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: underthegeorgiansun.com

#https://www.underthegeorgiasun.com/2019/08/26/calhoun-city-schools-among-school-systems-hit-by-data-breach/#URL:

Fayetteville-Manlius School District (Pearson - 
AIMSWeb 1.0 platform)

NY 8/26/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: fmschools.org

#https://www.fmschools.org/district-reviewing-data-security-protocols/#URL:

Gordon County Schools (Pearson - AIMSWeb 1.0 
platform)

GA 8/26/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: gcbe.org

#https://www.gcbe.org/#URL:
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Wisconsin Diagnostic Laboratories (service 
provider American Medical Collection Agency)

WI 8/28/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

114,985

Records Exposed

Source: wisonsindiagnostic.com

#https://www.wisconsindiagnostic.com/patients_and_families/notice_to_patients.php#URL:

Lyons Companies DE 8/23/2019 Business

Breached Entity: State Published Date Breach Category

8,002

Records Exposed

Source: lyonsedu.com

#http://www.lyonsedu.com/Notice/Notice.pdf#URL:

Earnin CA 8/8/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: earnin.com

#https://www.earnin.com/blog/data-incident#URL:

Vitagene, Inc. CA 8/6/2019 Business

Breached Entity: State Published Date Breach Category

1,980

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Vitagene_1_State%20Consumer.pdf#URL:

Los Angeles Police Federal Credit Union CA 8/19/2019 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Member%20Notice%20of%20Data%20Breach.pdf#URL:

One Care Medical, LLC VA 8/6/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

634

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Michael Amaro, MD, PA TX 8/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

500

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Community Health Choice, Inc. TX 8/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

7,855

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Wisconsin Department of Corrections WI 8/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,041

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

IlliniCare Health Plan, Inc. IL 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

3,517

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Cancer Center of Kansas KS 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

773

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Walmart Inc. (reported on 8/9/2019) AR 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

4,738

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Timothee T. Wilkin, D.O. AR 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

15,113

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Mid-Valley Behavioral Care Network OR 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

10,710

Records Exposed

Source: mvbcn.org

#https://www.mvbcn.org/#URL:
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Renown South Meadows Medical Center 
(Renown Health)

NV 8/9/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

27,004

Records Exposed

Source: renown.org

URL:

Grays Harbor Community Hospital and Harbor 
Medical Group

WA 8/12/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

88,399

Records Exposed

Source: ghcares.org

#https://www.ghcares.org/news/releases/grays-harbor-community-hospital-provides-notice-of-recent-ransomware-attaURL:

Pelican Products (vendor SureSource LLC dba 
BrandShop)

CA 8/19/2019 Business

Breached Entity: State Published Date Breach Category

1,284

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/wp-content/uploads/2019/08/2019-08-19-Pelican-Products-Notice-of-Data-Breach-to-ConsumeURL:

Rome City School District (Pearson - AIMSWeb 
1.0 platform)

NY 8/15/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: wktv.com

#https://www.wktv.com/content/community/Rome-school-district-falls-victim-to-nationwide-data-breach---556837811.htURL:

Massachusetts General Hospital - Neurology 
Department

MA 8/22/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

9,900

Records Exposed

Source: massgeneral.org

#https://www.massgeneral.org/about/newsarticle.aspx?id=7238#URL:

Quorum Health TN 8/11/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,269

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Fairfield Medical Center OH 8/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,182

Records Exposed

Source: ocrportal.hhs.gov

#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Rhode Island Ear, Nose and Throat Physicians 
Inc.

RI 8/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

2,943

Records Exposed

Source: rient.net

#https://docs.wixstatic.com/ugd/6287d8_b48a38e531314289bfd6c3bd868be5db.pdf#URL:

Hospice of San Joaquin CA 8/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

13,000

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Security%20Breach%20Notification.pdf#URL:

Moline - Coal Valley School District (Pearson - 
AIMSWeb 1.0 platform)

IL 8/20/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: molineschools.org

#https://www.molineschools.org/apps/pages/index.jsp?uREC_ID=390784&type=d&pREC_ID=1728939#URL:

Central Unit School District 301 (Pearson - 
AIMSWeb 1.0 platform)

IL 8/6/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: central301.net

#https://central301.net/blog/2019/08/06/aimsweb-data-security-breach-announcement/#URL:

Downers Grove Grade School District 58 
(Pearson -  AIMSWeb 1.0 platform)

IL 8/9/2019 Education

Breached Entity: State Published Date Breach Category

5,200

Records Exposed

Source: dg58.org

#https://dg58.org/blog/2019/08/09/aimsweb-data-security-breach/#URL:

Diamond Lake School District 76 (Pearson - 
AIMSWeb 1.0 platform)

IL 8/5/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: dist76.org

#https://www.dist76.org/protected/ArticleView.aspx?iid=6GBBGY2&dasi=32Y2#URL:

Brighton Central School District (Pearson - 
AIMSWeb 1.0 platform)

NY 8/5/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: bcsd.org

#https://www.bcsd.org/site/default.aspx?PageType=3&DomainID=8&ModuleInstanceID=19574&ViewID=6446EE88-D30CURL:
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Seneca Falls Central School District (Pearson 
AIMSWeb 1.0 platform)

NY 8/13/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: senecafallscsd.org

#https://www.senecafallscsd.org/site/default.aspx?PageType=3&ModuleInstanceID=4357&ViewID=7b97f7ed-8e5e-4120-URL:

Hazelwood School District (Pearson - AIMSWeb 
1.0 platform)

MO 8/20/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: hazelwoodschools.org

#https://www.hazelwoodschools.org/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=43&ViewID=6446URL:

Joliet Township High School District 204 
(Pearson - AIMSWeb 1.0 platform)

IL 8/7/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: jths.org

#https://resources.finalsite.net/images/v1565204616/jthsorg/fr3t6lvup0rduj4voao0/PearsonDataBreachNotice.pdf#URL:

West Shore School District (Pearson - AIMSWeb 
1.0 platform)

PA 8/8/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: wsd.k12.pa.us

#https://www.wssd.k12.pa.us/protected/ArticleView.aspx?iid=532BUY&dasi=3IU0#URL:

Boulder Valley School District (Pearson - 
AIMSWeb 1.0 platform)

CO 8/20/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: bvsd.org

#https://www.bvsd.org/big-topics/pearson-data-breach#URL:

School of the Osage School District (Pearson - 
AIMSWeb 1.0 platform)

MO 8/19/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: activities.osageschools.org

#https://activities.osageschools.org/node/109185#URL:

Holden R-III School District (Pearson - AIMSWeb 
1.0 platform)

MO 8/20/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: holdenschools.org

#https://www.holdenschools.org/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=2540&ViewID=6446EURL:
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3Fun AZ 8/8/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/08/08/group-dating-app-3fun-security-flaws/#URL:

Western Connecticut Health Network (Nuvance 
Health)

CT 8/19/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,293

Records Exposed

Source: westernconnecticuthealthnetwork.org

#https://www.westernconnecticuthealthnetwork.org/notice-of-privacy-incident#URL:

Bayview Dental MN 8/13/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

1,938

Records Exposed

Source: prnewswire.com

#https://www.prnewswire.com/news-releases/bayview-dental-notice-of-data-privacy-incident-300901000.html#URL:

University of Missouri Health Care (reported on 
8/2/2019)

MO 8/2/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

14,402

Records Exposed

Source: muhealth.org

#https://www.muhealth.org/data-security-incident#URL:

Riverside County Department of Social Services CA 8/8/2019 Government/Military

Breached Entity: State Published Date Breach Category

770

Records Exposed

Source: dpss.co.riverside.ca.us

#http://dpss.co.riverside.ca.us/news-and-events/articles/137#URL:

Leadership for Educational Equity (LEE) DC 8/7/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: securitydiscovery.com

#https://securitydiscovery.com/leadership-for-educational-equity/#URL:

Bismarck Public School District (Pearson - 
AIMSWeb 1.0 platform)

ND 8/12/2019 Education

Breached Entity: State Published Date Breach Category

18,500

Records Exposed

Source: bismarckschools.org

#https://www.bismarckschools.org//cms/lib/ND02203833/Centricity/Domain/481/BPS%20AIMSweb%20Data.pdf#URL:

Copyright 2019 Identity Theft Resource Center



August  2019Monthly Breach Report:

Page 15 of  19

Identity Theft Resource Center

Charleston County - employees SC 8/13/2019 Government/Military

Breached Entity: State Published Date Breach Category

824

Records Exposed

Source: live5news.com

#https://www.live5news.com/2019/08/13/data-breach-exposes-information-more-than-charleston-co-employees/#URL:

NCH Healthcare System, Inc. FL 8/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

57

Records Exposed

Source: nchmd.org

#https://www.nchmd.org/data-notice#URL:

Michigan Medicine (reported on 8/16/2019) MI 8/16/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

5,466

Records Exposed

Source: uofmhealth.org

#https://www.uofmhealth.org/news/archive/201908/michigan-medicine-notifies-patients-health-information#URL:

Cable One Inc. - employees AZ 8/16/2019 Business

Breached Entity: State Published Date Breach Category

7,375

Records Exposed

Source: cableone.net

#https://www.cableone.net/landingpage/securitynotice/index.aspx#URL:

Virginia Gay Hospital IA 8/15/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

5,030

Records Exposed

Source: myvgh.org

#https://myvgh.org/important-information-regarding-vgh-data-security/#URL:

Suprema - BioStar 2 platform FL 8/14/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: vpnmentor.com

#https://www.vpnmentor.com/blog/report-biostar2-leak/#URL:

Valley View Public School District (Pearson - 
AIMSWeb 1.0 platform)

IL 8/14/2019 Education

Breached Entity: State Published Date Breach Category

18,000

Records Exposed

Source: vvsd.org

#https://www.vvsd.org/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=15468&ViewID=6446EE88-D30CURL:
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Floyd County Schools (Pearson - AIMSWeb 1.0 
platform)

GA 8/15/2019 Education

Breached Entity: State Published Date Breach Category

5,900

Records Exposed

Source: floydboe.net

#https://www.floydboe.net/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=29&ViewID=6446EE88-D30CURL:

Wind River Environmental LLC MA 8/14/2019 Business

Breached Entity: State Published Date Breach Category

593

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/14/wind-river-environmenal-llc-notice-of-data-breach-to-consumers/#URL:

Hy-Vee, Inc. IA 8/14/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: hy-vee.com

#https://www.hy-vee.com/corporate/news-events/announcements/notice-of-payment-card-data-incident/#URL:

Marion County Public Schools (Pearson - 
AIMSWeb 1.0 platform)

FL 8/9/2019 Education

Breached Entity: State Published Date Breach Category

37,152

Records Exposed

Source: marionschools.net

#https://www.marionschools.net/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=78982&ViewID=6446EURL:

New York City Fire Department ("FDNY") - with 
Social Security number

NY 8/9/2019 Government/Military

Breached Entity: State Published Date Breach Category

3,000

Records Exposed

Source: www1.nyc.gov

#https://www1.nyc.gov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/URL:

New York City Fire Department ("FDNY") - no 
Social Security number

NY 8/9/2019 Government/Military

Breached Entity: State Published Date Breach Category

7,253

Records Exposed

Source: www1.nyc.gov

#https://www1.nyc.gov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/URL:

Fremont School District 79 (Pearson - AIMSWeb 
1.0 platform)

IL 8/9/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: fsd79.org

#https://www.fsd79.org/site/default.aspx?PageType=3&DomainID=4&ModuleInstanceID=16&ViewID=6446EE88-D30C-49URL:
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StockX MI 8/1/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: techcrunch.com

#https://techcrunch.com/2019/08/03/stockx-hacked-millions-records/#URL:

Greenville County School District (Pearson - 
AIMSWeb 1.0 platform)

SC 8/2/2019 Education

Breached Entity: State Published Date Breach Category

24,282

Records Exposed

Source: greenvillejournal.com

#https://greenvillejournal.com/2019/08/02/data-breach-affects-some-gcs-students-low-risk-information/#URL:

Dekalb School District 428 (Pearson - AIMSWeb 
1.0 platform)

IL 8/2/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: daily-chronicle.com

#https://www.daily-chronicle.com/2019/08/02/hackers-gain-access-to-d-428-students-names-birthdates-through-third-pURL:

Kern County (third-party administrator of Health 
Benefits plan)

CA 8/6/2019 Government/Military

Breached Entity: State Published Date Breach Category

15,298

Records Exposed

Source: turnto23.com

#https://www.turnto23.com/news/local-news/possible-data-security-concerns-for-county-employees#URL:

West Hills Hospital & Medical Center / United 
WestLabs, Inc. (service provider American 
Medical Collection Agency)

CA 8/8/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

10,650

Records Exposed

Source: westhillshospital.com

#https://westhillshospital.com/about/notice-of-data-breach.dot#URL:

Township of Maplewood NJ 8/7/2019 Government/Military

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: twp.maplewood.nj.us

#https://www.twp.maplewood.nj.us/home/news/notice-data-privacy-incident#URL:

Mount Sinai Medical Center (service provider 
American Medical Collection Agency)

FL 8/2/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

33,730

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/02/mount-sinai-medical-center-notice-of-data-breach-to-consumers/#URL:
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Craft Beer Guild Distributing of Vermont VT 8/5/2019 Business

Breached Entity: State Published Date Breach Category

1,572

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/05/craft-beer-guild-distributing-of-vermont-notice-of-data-breach-to-consumers/URL:

Weichert Companies NJ 8/5/2019 Business

Breached Entity: State Published Date Breach Category

6,126

Records Exposed

Source: ago.vermont.gov

#https://ago.vermont.gov/blog/2019/08/05/weichert-co-notice-of-data-breach-to-consumers/#URL:

Amarin Pharma, Inc. (Vascepa database vendor) NJ 8/5/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Data%20Issue%20-%20Individual%20Notification.pdf#URL:

JoFit (reported on 8/5/2019) PA 8/5/2019 Business

Breached Entity: State Published Date Breach Category

4,358

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Jofit_Ad_CA_r3prf.pdf#URL:

Presbyterian Healthcare Services (reported on 
8/2/2019)

NM 8/2/2019 Medical/Healthcare

Breached Entity: State Published Date Breach Category

183,370

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/SSN%20Final%20Proof%20%28Updated%29-07-30-2019.pdf#URL:

National Baseball Hall of Fame 
(shop.baseballhall.org)

NY 8/2/2019 Business

Breached Entity: State Published Date Breach Category

5,746

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/National%20Baseball%20HoF%20Ad%20CA%20r5prf.pdf#URL:

Sark Technologies LLC (SuperINN.com) OH 8/2/2019 Business

Breached Entity: State Published Date Breach Category

43,250

Records Exposed

Source: oag.ca.gov

#https://oag.ca.gov/system/files/Sark%20Notice%20of%20Data%20Security%20Incident%20%28California%29_1.PDF#URL:
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CafePress KY 8/5/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: haveibeenpwned.com

#https://haveibeenpwned.com/PwnedWebsites#CafePress#URL:

Clark County School District (Pearson - AIMSWeb 
1.0 platform)

NV 8/1/2019 Education

Breached Entity: State Published Date Breach Category

559,487

Records Exposed

Source: newsroom.ccsd.net

#https://newsroom.ccsd.net/wp-content/uploads/CCSD-News-Release-Data-Security-Incident.pdf#URL:

River Trails School District 26 (Pearson - 
AIMSWeb 1.0 platform)

IL 8/1/2019 Education

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: rtsd26.org

#https://www.rtsd26.org/news/what_s_new/pearson_aimsweb_data_incident#URL:

Poshmark CA 8/1/2019 Business

Breached Entity: State Published Date Breach Category Records Exposed

Unknown

Source: blog.poshmark.com

#https://blog.poshmark.com/2019/08/01/important-security-notice-from-poshmark/#URL:

 Monthly Breaches as of: 

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based 
breach, as identified by our current process, is considered public when one of these occur:
1) Published by a credible source (sources include Offices of the Attorney General, and established media – TV news, 
radio, newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our 
findings.  If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating 
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an 
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of 
the reporting entity.

The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.

9/12/2019 130

1,748,078

Total Breaches:

Records Exposed:
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