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October 31, 2019

brought to you by CyberScout. We would like to thank CyberScout for
their continued financial support.
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The ITRC Data
Breach Report is
sponsored by:

QCYBER

Identity Theft Resource Center would like to thank CyberScout for their continued financial support.
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CyberScout delivers a comprehensive suite of breach mitigation
and identity management solutions to empower you to:

® Reduce your risk of a data breach occuring
® React swiftly and appropriately in the event a breach happens

® Manage the reputation of your organization and of those
affected by the breach

Visit www.CyberScout.com or call 888.682.5911 today to learn more.




Information and Background on ITRC

Information management is critically important to all of us - as employees and consumers. For
that reason, the Identity Theft Resource Center has been tracking security breaches since 2005,
looking for patterns, new trends and any information that may better help us to educate
consumers and businesses on the need for understanding the value of protecting personal
identifying information.

What is a breach? The ITRC defines a data breach as an incident in which an individual name
plus a Social Security number, driver’s license number, medical record or financial record (credit/
debit cards included) is potentially put at risk because of exposure. This exposure can occur
either electronically or in paper format. The ITRC will also capture breaches that do not, by the
nature of the incident, trigger data breach notification laws. Generally, these breaches consist of
the exposure of user names, emails and passwords without involving sensitive personal
identifying information. These breach incidents will be included by name but without the total
number of records exposed in the cumulative annual total.

There are currently two ITRC breach reports which are updated and posted on-line on a weekly
basis. The ITRC Breach Report presents detailed information about data exposure events along
with running totals for a specific year. Breaches are broken down into five categories, as follows:
business, banking/credit/financial, educational, Government/Military and medical/healthcare. The
ITRC Breach Stats Report provides a summary of this information by category. Other more
detailed reports may be generated on a quarterly basis or as dictated by trends.

It should be noted that data breaches are not all alike. Security breaches can be broken down
into a number of additional sub-categories by what happened and what information (data) was
exposed. What they all have in common is they usually contain personal identifying information
(PIl) in a format easily read by thieves, in other words, not encrypted.

The ITRC currently tracks seven categories of data loss methods: Insider Theft, Hacking (which
includes Spearphishing, Ransomware, and Skimming), Data on the Move, Employee error/
Negligence/Improper disposal/Lost, Accidental web/Internet Exposure, Physical Theft and
Unauthorized Access. (Please note that Accidental email, previously included with Accidental
web/Internet Exposure, has been re-categorized under the Employee error/Negligence/Improper
disposal/Lost category.) Subcontractor/Third Party/BA is included here but is combined with one
of the above. In these, as well as some other breaches, there may be more than one category
checked.

The ITRC breach list also tracks types of information compromised:
e Social Security number
e Credit/Debit Card number
e Protected Health Information (PHI)
« DMV Records
e Financial Accounts
o Email/Password/User Name
e Other/Undefined Type of Records



Methodology

The ITRC breach list is a compilation of data breaches confirmed by various media sources or
notification lists from state governmental agencies. This list is updated daily, and published each
Tuesday.

Breaches on this list typically have exposed information which could potentially lead to identity theft,
including Social Security numbers, financial account information, or medical information. ITRC
follows U.S. Federal guidelines about what combination of personal information comprise a unique
individual, and the exposure of which will constitute a data breach.

Records Reported:

This field has been changed to more accurately reflect the circumstances surrounding the number
of records exposed. The numeral “0” has been replaced with “Unknown” - recognizing the number
of records may have been reported to some other entity (i.e. government or law enforcement), but is
not provided in the information available to the ITRC.

Breach categories:

Business: This category encompasses retail services, hospitality and tourism, professional, trade,
transportation, utilities, payment processors and other entities not included in the other four sectors.
It also includes nonprofit organizations, industry associations, non-government social service
providers, as well as life insurance companies and insurance brokers (non-medical).

Education: Any public or private educational facility, from pre-school through university level.
This category does not include scholarship providers, after school entities, or tutoring organizations.

Medical/Healthcare: Any medical covered entity (CE) or business associate (BA), as defined
by HIPAA, in the healthcare industry. Also includes healthcare facilities and organizations which
may be attached to schools and universities, and may include pharmaceutical manufacturers.
Insurance companies may vary by industry — medical and long term insurance providers will be
classified as medical healthcare. (Included on hhs.gov list).

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care
clearinghouses, and (3) health care providers who electronically transmit any health
information in connection with transactions for which HHS has adopted standards.

A “business associate” is a person or entity that performs certain functions or activities that
involve the use or disclosure of protected health information on behalf of, or provides
services to, a covered entity.

Government/Military: Any city, county, state, national or military entity; or a department
within one of these entities. In the event that a medical facility is also a government or military
entity, it will be listed under Government/Military. Entities such as Veteran Association Medical
Centers (VAMC) will be included in this sector.

Banking/Credit/Financial: This sector includes entities such as banks, credit unions, credit
card companies, mortgage and loan brokers, financial services, investment firms and trust
companies, payday lenders and pension funds (401 savings plans)



Seven million Adobe Creative Cloud Users Exposed Due To Misconfigured Database

October Data Breaches by Industry

In October 2019 there was a total of 107 data breaches which exposed 1,954,166 sensitive records and

9,964,202 non-sensitive records. The Medical/Healthcare sector experienced the highest number of
data breaches and the highest number of sensitive records exposed per sector.

INDUSTRY

# OF BREACHES

# OF SENSITIVE RECORDS

# OF NON-SENSITIVE

Medical/Healthcare 55

Business 37

Banking/Credit/Financial 10

Education 3

Government/Military 2

MONTHLY TOTALS: 107

EXPOSED RECORDS EXPOSED
961,413 944
886,918 9,963,258
100,157 0
209 0
5,469 0
1,954,166 9,964,202

October Data Breaches by Method

Hacking was the most common breach method at 36 percent of the overall number of data breaches

and 81 percent of the overall number of sensitive records exposed.

Hacking/Intrusion (includes
Phishing, Ransomware/Malware
and Skimming)

3

13 0

1 21

# OF DATA BREACHES PER METHOD PER INDUSTRY
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Employee Error/Negligence/Improper Disposal/Lost was the second most common breach method and
was responsible for 28 percent of the overall number of data breaches and 9 percent of the overall

number of sensitive records exposed.




OCTOBER 2019 DATA BREACHES VS RECORDS EXPOSED BY
METHOD
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e=@==Data Breaches  ==@==Sensitive Records Exposed IDENTITY THEFT
RESOURCE CENTER

Accidental Web/Internet Exposure exposed 100 percent of the total number of non-sensitive records
exposed in October.

METHOD OF BREACH # OF SENSITIVE RECORDS EXPOSED  # OF BREACHES

Hacking/Intrusion (includes Phishing,

Ransomware/Malware and Skimming) 1,591,651 38
Employee Error/Negligence/Improper 174,015 30
Disposal/Lost

Accidental Web/Internet Exposure 116,759 6
Unauthorized Access 67,324 28
Insider Theft 2,738 2
Physical Theft 1,000 2
Data on the Move 679 1

Three Year Comparison

When comparing breaches in the month of October — year-over-year — for the past three years (2017-
2019), the highest number of data breaches was in 2019. October 2018 had the highest number of
sensitive records exposed when compared to 2019 and 2017. The Business sector reported the highest
number of data breaches in 2018 and 2017, while the Medical/Healthcare sector reported the highest
number of data breaches in 2019. Hacking was the most common breach method for 2019 and 2017,
while Unauthorized Access was most common in 2018.



INDUSTRY 2019 | 2018 2017 |
# of sensitive # of sensitive # of sensitive
records records records
breaches breaches breaches

exposed exposed exposed
Medical/Healthcare 55 961,413 31 277,286 28 230,135
Business 37 886,918 43 10,617,769 46 422,760
Banking/Credit/Financial 10 100,157 7 1,202 11 161,226
Education 3 209 4 1,102 4 150
Government/Military 2 5,469 11 1,374,206 6 6,267

YEAR-OVER-YEAR RECORDS EXPOSED PER METHOD
10,000,000 9,555,587
9,000,000 +
8,000,000 +
7,000,000 +
6,000,000 +
5,000,000 +
4,000,000 +
3,000,000 + 1,591,651 322,946
2,000,000 938,328 328,99 101,180

41 o1s 116,759 16855 46533
i , 2,738 1,137 1,841
1,000,000 T MO,GEE 48,532l 67,324 527 | ’1,000 \ | 679

1,748,263
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How is this report produced? What are the rules?

2019 Category Summary

See below for details.

Report Date: 11/13/2019

Totals for Category: Banking/Credit/Financial

# of Breaches:

% of Breaches:

83
6.5%

# of Records: 100,543,258
%of Records: 61.7%

Totals for Category: Business

# of Breaches:

% of Breaches:

545
42.8%

# of Records: 18,123,408
%of Records: 11.1%

Totals for Category: Education

# of Breaches: 108

% of Breaches:

8.5%

# of Records: 2,250,169
%of Records: 1.4%

Totals for Category: Government/Military

# of Breaches:

% of Breaches:

75
5.9%

# of Records: 3,601,214
%of Records: 2.2%

Totals for Category: Medical/Healthcare

# of Breaches:

% of Breaches:

461
36.2%

# of Records: 38,515,304
%of Records: 23.6%

Totals for All Categories:

# of Breaches:

% of Breaches:

2019 Breaches ldentified by the ITRC as of: 11/13/2019

1272
100.0%

# of Records: 163,033,353
%of Records: 100.0%

Total Breaches: 1,272

Records Exposed: 163,033,353

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as

identified by our current process, is considered public when one of these occur:

1) Published by a credible source (sources include Offices of the Attorney General, and established media — TV news, radio,

newspapers)

2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings. If the
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

Q The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC
c Y B E R Breach Stats Report and all supplemental breach reports.

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported

American Express Travel Related NY 10/4/2019 Electronic Banking/Credit/Financial 1,083
Services Company, Inc. and/or its
Affiliates (reported on 10/4/2019)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dominion Energy Credit Union VA 10/28/2019 Electronic Banking/Credit/Financial 2,662

Source: maine.gov

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Draper, Inc. IN 10/3/2019 Electronic Business 89

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BLA Partners, LLC dba Aspenti Health VT 10/7/2019 Electronic Medical/Healthcare 501

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The McKeogh Company - AMETEK, Inc. PA 10/9/2019 Electronic Business 6,161

employees

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-22.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Lucie West District Services FL 10/23/2019 Electronic Government/Military 1,069

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delta Dental of lllinois (reported on IL 10/25/2019 Electronic Medical/Healthcare 24,425
10/25/2019)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Copyright 2019 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Liberty Healthcare Corporation PA 10/29/2019 Electronic Medical/Healthcare 907
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amerman, Ginder & Co. PA 10/30/2019 Electronic Business 580
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nelnet Loan Servicing NE 10/31/2019 Electronic Banking/Credit/Financial 301
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Autoclerk CA 10/21/2019 Electronic Business Unknown
Source: zdnet.com

URL: #https://www.zdnet.com/article/autoclerk-database-leaked-customer-government-and-military-personal-records/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Betty Jean Kerr People's Health Centers MO 10/25/2019 Electronic Medical/Healthcare 152,000
Source: phcenters.org

URL: #http://phcenters.org/wp-content/uploads/sites/3/2019/10/Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Kroger Co., for itself and its OH 10/25/2019 Paper Data Medical/Healthcare 4,812

affiliates and subsidiaries #2

Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Kroger Co., for itself and its OH 10/25/2019 Paper Data Medical/Healthcare 2,752

affiliates and subsidiaries #1

Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Copyright 2019 Identity Theft Resource Center
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TN Identity Theft Resource Center

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category

Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare
Allen (Texas Health Resources)

QCYBER

Records Reported
2,993

Source: texashealth.org

URL: #https://lwww.texashealth.org/allen/about-texas-health-allen/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 14,881

Fort Worth (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/fortworth/about-texas-health-fort-worth/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,157

Kaufman (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/kaufman/about-texas-health-kaufman/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare 9,678

Plano (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/plano/about-texas-health-plano/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Arlington Memorial (Texas TX 10/22/2019 Paper Data Medical/Healthcare 6,187

Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/arlington/about-texas-health-arlington-memorial/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist X 10/22/2019 Paper Data Medical/Healthcare 525

Southlake (Texas Health Resources)

Source: texashealthsouthlake.com

URL: #https://www.texashealthsouthlake.com/message.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital TX 10/22/2019 Paper Data Medical/Healthcare 1,348

Stephenville (Texas Health Resources)

Source: texashealth.org
URL: #https://lwww.texashealth.org/stephenville/about-texas-health-stephenville/a-message-to-our-patients#

Copyright 2019 Identity Theft Resource Center
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TN Identity Theft Resource Center

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category

Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare
Rockwall (Texas Health Resources)

QCYBER

Records Reported
4,789

Source: texashealthrockwell.com

URL: #https://lwww.texashealthrockwall.com/news/billing-discrepancy/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 7,478
Southwest Fort Worth (Texas Health

Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/southwestfw/about-texas-health-southwest-fort-worth/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,737

Cleburne (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/cleburne/about-texas-health-cleburne/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,113

Azle (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/azle/about-texas-health-azle/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare 6,688

Denton (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/denton/about-texas-health-denton/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital > 10/22/2019 Paper Data Medical/Healthcare 3,784

Alliance (Texas Health Resources)

Source: texashealth.org

URL: #https://lwww.texashealth.org/alliance/about-texas-health-alliance/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital TX 10/22/2019 Paper Data Medical/Healthcare 12,415

Dallas (Texas Health Resources)

Source: texashealth.org
URL: #https://lwww.texashealth.org/dallas/about-texas-health-dallas/a-message-to-our-patients#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 4,804
Hurst-Euless-Bedford (Texas Health

Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/heb/about-texas-health-heb/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abdul Memon, MD PLLC AZ 10/11/2019 Electronic Medical/Healthcare 1,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southern New Mexico Neurosurgery LLC NM 10/14/2019 Electronic Medical/Healthcare 11,754
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Click2Mail VA 10/8/2019 Electronic Business Unknown
Source: databreaches.net

URL: #https://www.databreaches.net/click2mail-issues-statement-to-customers-acknowledges-hack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Philadelphia Department of Public PA 10/14/2019 Electronic Medical/Healthcare 23,000

Health (PDPH)

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/philadelphia-department-of-public-health-data-breach-exposed-hepatitis-patients-data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Geisinger Health Plan (business PA 10/24/2019 Electronic Medical/Healthcare Unknown

associate Magellan NIA)

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/geisinger-health-plan-notifies-members-about-business-associate-phishing-attack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Pittsburg Graduate School PA 10/4/2019 Electronic Education Unknown

of Public Health

Source: post-gazette.com
URL: #https://lwww.post-gazette.com/news/education/2019/10/04/data-breach-hack-student-privacy-University-of-Pittsburgh-
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category

Ferro Corporation OH 10/23/2019 Electronic Business

QCYBER

Records Reported

Unknown

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/23/ferro-corporation-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prisma Health - Midlands - Palmetto SC 10/28/2019 Electronic Medical/Healthcare 19,060
Health

Source: palmettohealth.org

URL: #https://www.palmettohealth.org/patients-guests/news/cybersecurity-incident-palmetto-health-website#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Adobe Creative Cloud CA 10/25/2019 Electronic Business Unknown
Source: comparitech.com

URL: #https://www.comparitech.com/blog/information-security/7-million-adobe-creative-cloud-accounts-exposed-to-the-publi

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 10/17/2019) AR 10/17/2019 Electronic Medical/Healthcare 4,211
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Affiliated Sante Group MD 10/20/2019 Electronic Medical/Healthcare 679
Source: thesantegroup.org

URL: #https://www.thesantegroup.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Greater Cincinnati Pathologists, Inc. OH 10/23/2019 Electronic Medical/Healthcare 7,725
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seattle Cancer Care Alliance WA 10/16/2019 Electronic Medical/Healthcare Unknown
Source: seattlecca.org

URL: #https:/lwww.seattlecca.org/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
LaBorde Therapy Center LLC LA 10/16/2019 Electronic Medical/Healthcare 7,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hunt Memorial Hospital District X 10/7/2019 Electronic Medical/Healthcare 323,832
(reported on 10/7/2019)

Source: huntregional.org

URL: #https://www.huntregional.org/sites/www/Uploads/files/INR%20-%20Data%20Breech%2010%202019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Leafly WA 10/10/2019 Electronic Business Unknown
Source: iowaattorneygeneral.gov

URL: #https://www.iowaattorneygeneral.gov/media/cms/93019 Leafly Holdings Inc A9CFFA3AS54D6A.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UnitedHealthcare (third-party vendor MN 10/16/2019 Electronic Medical/Healthcare Unknown
Equian, LLC)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-40.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Utah Valley Eye Center uT 10/31/2019 Electronic Medical/Healthcare 20,418
Source: hipaajournal.com

URL: #https://www.hipaajournal.com/utah-valley-eye-center-hacking-incident-leads-to-phishing-attack-on-patients/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aquiline Capital Partners LLC NY 10/29/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-45.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Artesia General Hospital (reported on NM 10/3/2019 Electronic Medical/Healthcare 858
10/3/2019)

Source: artesiageneral.com

URL: #https://artesiageneral.com/notice-of-privacy-incident/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Roswell Park Comprehensive Cancer NY 10/18/2019 Electronic Medical/Healthcare 584
Center

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wheatland Dental Care IL 10/24/2019 Electronic Medical/Healthcare 955
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tots & Teens Pediatrics X 10/24/2019 Electronic Medical/Healthcare 31,787
Source: tots-teenspediatrics.com

URL: #https://www.tots-teenspediatrics.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chronic Care Management, Inc. - OH 10/17/2019 Electronic Business 612

Matthews-Vu Medical Group

Source: 10/17/2019

URL: #https://chroniccaremanagement.com/?page id=653#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
United States Medical Supply, LLC FL 10/18/2019 Electronic Medical/Healthcare 674

Source: usmed.com

URL: #https://www.usmed.com/information-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Self Regional Healthcare (reported on SC 10/21/2019 Electronic Medical/Healthcare 2,661

10/21/2019)

Source: selfregional.org

URL: #https://lwww.selfregional.org/patient-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Benefits, Inc. PA 10/21/2019 Electronic Business 2,991

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-41.pdf#
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Web.com Group, Inc. - includes Network FL 10/31/2019 Electronic Business Unknown
Solutions and Register.com (reported on

10/3/2019)

Source: notice.web.com

URL: #https://notice.web.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Title Boxing, LLC KS 10/31/2019 Electronic Business 10,762
Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/8439950.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Central Valley Regional Center CA 10/24/2019 Electronic Business 15,975
Source: cvrc.org

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gazelle Transportation, LLC CA 10/29/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Data%20Breach%20Notification%20L etter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Guidance Center - Long Beach CA 10/25/2019 Electronic Business 1,235
Source: oag.ca.gov

URL: #https://www.tgclb.org/security-notification/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marriott International, Inc. - Marriott MD 10/30/2019 Electronic Business Unknown

associates (reported on 10/30/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Youth For Christ USA, Inc. CcoO 10/21/2019 Electronic Business 873
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-43.pdf#
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RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
JAG Capital Management MO 10/25/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-14.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Buckhead Smile Center, P.C. GA 10/17/2019 Electronic Medical/Healthcare 1,655
Source: smilecenterteam.com

URL: #https://www.smilecenterteam.com/information-security-incident.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Virginia Department of Behavioral VA 10/25/2019 Electronic Medical/Healthcare 1,442

Health & Developmental Services

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sheltered Wings Inc. dba Vortex Optics Wi 10/29/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/29/sheltered-wings-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Auto Approve, LLC MN 10/28/2019 Electronic Banking/Credit/Financial 93,759
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/28/auto-approve-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
L&M Fleet Supply (reported on MN 10/23/2019 Electronic Business 665
10/23/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-13.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children's Minnesota MN 10/25/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-15.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
BookShark CO 10/25/2019 Electronic Business 3,524
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/25/bookshark-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Smith's Food & Drug NV 10/29/2019 Paper Data Business 57,600
Source: hipaajournal.com

URL: #https://www.hipaajournal.com/improper-disposal-incident-smiths-food-drug-58000-patients/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Granite State College NH 10/21/2019 Electronic Education 209
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/21/granite-state-college-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Endicott College MA 10/24/2019 Electronic Education Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/24/endicott-college-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hamlin & Burton Liability Management FL 10/21/2019 Electronic Business 1,500
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-42.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aptevo Therapeutis, Inc. WA 10/16/2019 Electronic Business 310
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-11.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Levy Premium Foodservice Limited IL 10/18/2019 Electronic Business 50
Partnership

Source: ago.vermont.gov

URL: #https:/lago.vermont.qov/blog/2019/10/18/levy-premium-foodservice-notice-of-data-breach-to-consumers/#
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1,272

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Magnolia Pediatrics LA 10/9/2019 Electronic Medical/Healthcare 11,100
Source: magnoliapediatrics.com

URL: #https://magnoliapediatrics.com/notice-of-potential-unauthorized-disclosure-of-information-for-patients-of-magnolia-pe

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sioux Falls VA Health Care System SD 10/1/2019 Paper Data Medical/Healthcare 564

(reported on 10/1/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Defense Health Headquarters VA 10/4/2019 Electronic Medical/Healthcare 3,500
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gary Smith and assoc inc dba gary MS 10/4/2019 Electronic Medical/Healthcare 2,000
smith agency

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Euphemia R. Brumskine, MD, LLC MD 10/4/2019 Electronic Medical/Healthcare 850
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arkansas Health Group AR 10/7/2019 Electronic Medical/Healthcare 903
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Berman McAleer NY 10/4/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/04/berman-mcaleer-notice-of-data-breach-to-consumers/#
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sevila, Saunders, Huddleston & White VA 10/7/2019 Electronic Business Unknown
P.C.

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/07/sevila-saunders-huddleston-and-white-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mission Health NC 10/11/2019 Electronic Medical/Healthcare Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/11/mission-health-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Crichton Group TN 10/14/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/14/crichton-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Princeton Insurance Agency NJ 10/15/2019 Electronic Business 3,166
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/15/princeton-insurance-agency-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EyeBuyDirect X 10/17/2019 Electronic Business 756,322
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/17/eye-buy-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paragon Marketing Group, LLC IL 10/2/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https:/lago.vermont.gov/blog/2019/10/02/paragon-marketing-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Professional Golfers' Association of FL 10/4/2019 Electronic Business 576
America

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-38.pdf#
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Continental Finance Company, LLC DE 10/7/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Consumer-Notice-37.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Pacific Financial Corporation CA 10/11/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-10.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Art.com CA 10/11/2019 Electronic Business 2,078
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-35.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nutraceutical Wellness Inc. dba Nutrafol NY 10/11/2019 Electronic Business 21,405
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-39.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PKF, LLP CA 10/15/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-34.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pine County MN 10/16/2019 Electronic Government/Military 4,400
Source: co.pine.mn.us

URL: #https://www.co.pine.mn.us/qovernment/security incident.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kalispell Regional Healthcare MT 10/22/2019 Electronic Medical/Healthcare 140,209
Source: krh.org

URL: #https:/lwww.krh.org/news/kalispell-regional-healthcare-provides-notification-of-data-security-event/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Catholic Charities West Virginia Wwv 6/12/2019 Electronic Business 84
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315174.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dominion Electric Supply Company, Inc. VA 6/13/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315185.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Meltzer Group, Inc. MD 6/17/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315190.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BFJ Financial Group MD 7/12/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315526.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BCS Financial, Inc. - Lee & Mason IL 6/18/2019 Electronic Business 84
Financial Services

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315244.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International Finance Bank FL 7/1/2019 Electronic Banking/Credit/Financial 2,950
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315506.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
White Oak Commercial Finance, LLC NY 7/2/2019 Electronic Banking/Credit/Financial 75
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315505.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Institute for Defense & Business ("IDB") NC 713/2019 Electronic Education 274
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315503%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cabaletta Bio, Inc. PA 7/1/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315496%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blu Dot Design and Manufacturing, Inc.  MN 7/5/12019 Electronic Business 122
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315493.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ludus, LLC Ml 7/8/2019 Electronic Business 3,671
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315490.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc (reported on 10/2/2019) KY 10/2/2019 Electronic Medical/Healthcare 756
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Toyota Financial Services WA 10/3/2019 Electronic Banking/Credit/Financial 2,352
Source: atg.wa.gov

URL: #https://lagportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/ToyotaFinancialSe

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Telecare Corporation CA 10/4/2019 Electronic Medical/Healthcare 823
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Breach%20Notification%20Letter%2010 3 2019.pdf#
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Breached Entity: State Published Date Breach Type Breach Category

Beatitudes Campus AZ 9/27/2019 Electronic Medical/Healthcare

QCYBER

Records Reported
514

Source: beatitudescampus.org

URL: #https://beatitudescampus.org/data-security/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Francisco Department of Public CA 9/27/2019 Paper Data Medical/Healthcare 622

Health (third-party Alluma)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Pt%20Notif%20Ltr FINAL filed%200online%20State%20AG.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
McAlister's Corporation, Moe's Stores GA 10/2/2019 Electronic Business Unknown

LLC, Schlottzky's Stores LLC, and
entities that are franchisees

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/California%20Notice 1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Monterey Health Center OR 10/11/2019 Electronic Medical/Healthcare 5,400
Source: montereyhealthcenter.org

URL: #https://docs.wixstatic.com/ugd/004285 7ea15014af5f4bafa35be351f780af2d.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Perfect Teeth Yale, P.C. CO 9/19/2019 Electronic Medical/Healthcare 15,000
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choctaw Nation Health Service OK 9/27/2019 Electronic Medical/Healthcare 500

Authority - Talihina Clinic

Source: choctawnation.com

URL: #https://www.choctawnation.com/news-events/press-media/talihina-clinic-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Datamars, Inc. TX 7/9/2019 Electronic Business 117
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315488.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hitachi Vantara CA 7/10/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315485.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tuckey Companies PA 7/11/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315482.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OneMain Financial (reported on MD 7/12/2019 Electronic Banking/Credit/Financial Unknown
7/12/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315476.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New Hampshire Department of Health NH 6/10/2019 Electronic Government/Military Unknown
and Human Services

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/health-human-services-20190613.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Alabama Medicine ("UAB AL 9/30/2019 Electronic Medical/Healthcare 19,557
Medicine")

Source: uab.edu

URL: #https://www.uab.edu/news/health/item/10813-uab-medicine-notifies-patients-of-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Broken Arrow (Click2Gov #2) OK 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Coral Springs (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Milton (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Bakersfield (Click2Gov #2) CA 9/19/2019 Electronic Government/Military 2,500
Source: bakersfield.com

URL: #https://lwww.bakersfield.com/news/city-to-ditch-online-payment-system-that-was-breached-twice/article 8c04d274-e6f

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Methodist Hospitals, Inc. IN 10/4/2019 Electronic Medical/Healthcare 68,039
Source: methodisthospitals.org

URL: #https://www.methodisthospitals.org/wp-content/uploads/2019/10/Methodist-Hospitals-Website-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Steppenwolf Theatre Company IL 6/13/2019 Electronic Business 1,014
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/steppenwolf-theatre-20190624.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Springhouse, Inc. (business associate MA 7/12/2019 Electronic Business 479
Tenx Systems, LLC dba ResiDex

Software)

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/springhouse-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sophia Snow House (business MA 7/12/2019 Electronic Business Unknown

associate Tenx Systems, LLC dba
ResiDex Software)

Source: doj.nh.gov

URL: #https://lwww.doj.nh.gov/consumer/security-breaches/documents/sophia-snow-house-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paine Art Center and Gardens, Inc. WI 7/18/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/paint-art-center-20190722.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
LKQ Corporation TN 6/4/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/lkq-20190610.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Faulk & Winkler LLC LA 718/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/faulk-winkler-20190708.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Epoch Senior Living, LLC (business MA 7/12/2019 Electronic Business 1,389
associate Tenx Systems, LLC dba

ResiDex Software)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/epoch-senior-living-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EnergyUnited NC 6/14/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/energy-united-20190617.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coastal Truck & Auto Body, Inc. NH 7/12/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/coastal-truck-20190715.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Compu-Link Corporation dba Celink Ml 7/3/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://lwww.doj.nh.gov/consumer/security-breaches/documents/celink-20190703.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alexandrian Hotel VA 6/19/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://lwww.doj.nh.gov/consumer/security-breaches/documents/alexandrian-20190709.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bluegreen Vacations FL 10/1/2019 Paper Data Business Unknown
Source: media.dojmt.gov

URL: #https://dojmt.gov/iconsumer/databreach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Katherine Caldwell, CPA - All Needs MT 9/13/2019 Paper Data Business Unknown

Construction LLC payroll folder

Source: media.dojmt.gov

URL: #https://dojmt.gov/consumer/databreach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lakeside Orthopedic Clinic NE 9/27/2019 Electronic Medical/Healthcare 48,000
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-17.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
All American Entertainment NC 9/24/2019 Electronic Business 486
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-2.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Majoris Health System, Inc. OR 9/20/2019 Electronic Medical/Healthcare 13,120
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-20.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Salem Health OR 9/17/2019 Electronic Medical/Healthcare Unknown
Source: salemhealth.org

URL: #https://www.salemhealth.org/about/news/news-article/2019/09/27/notice-to-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
47 Brand LLC MA 8/30/2019 Electronic Business 1,800
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-22.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Securities Training Corporation NY 9/13/2019 Electronic Business 994
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-23.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vitalant X 9/12/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/General-Notice-6.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tom Sauer Bond Agency LLC CO 9/11/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-7.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
State Bar of Michigan Mi 9/9/2019 Electronic Government/Military Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-9.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MGM Resorts International NV 9/5/2019 Electronic Business 46,542
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-26.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Presbyterian Healthcare Services NM 9/20/2019 Electronic Medical/Healthcare Unknown

(reported on 9/20/2019)

Source: ago.vermont.gov

URL: #https:/lago.vermont.gov/blog/2019/09/20/presbyterian-healthcare-services-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bates Technical College WA 9/13/2019 Electronic Medical/Healthcare 2,112
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medico of South Carolina, Inc. SC 9/17/2019 Electronic Medical/Healthcare 6,489
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Treatment Centers of America GA 9/27/2019 Electronic Medical/Healthcare 3,290

(CTCA) at Southeastern Regional
Medical Center (reported on 9/27/2019)

Source: cancercenter.com

URL: #https://www.cancercenter.com/locations/atlanta/patient-notification-july-29-2019#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Charlottesville VA 9/25/2019 Electronic Government/Military 10,549

Source: charlottesville.org

URL: #https://www.charlottesville.org/Home/Components/News/News/10032/635#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children's Hope Alliance NC 9/26/2019 Electronic Medical/Healthcare 10,774

Source: childrenshopealliance.org

URL: #https://www.childrenshopealliance.org/notice-of-data-security-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kearns, Brinen & Monaghan DE 10/1/2019 Electronic Business 444

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/General-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ashton Woods Homes GA 9/26/2019 Electronic Business 2,089

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mannheim School District 83 IL 9/19/2019 Electronic Education 583
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-3.pdf#
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Breached Entity: State Published Date

PA 9/11/2019

Breach Type Breach Category

Northeastern Star Asset Management Electronic Banking/Credit/Financial

QCYBER

Records Reported
627

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/General-Notice-5.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Express Company NY 9/30/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Consumer.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Goshen Health IN 9/30/2019 Electronic Medical/Healthcare 9,160
Source: goshenhealth.com

URL: #https://goshenhealth.com/health-library/notice-of-data-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zendesk CA 10/2/2019 Electronic Business Unknown
Source: zendesk.com

URL: #https://www.zendesk.com/blog/security-update-2019/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Creighton University - Cornerstone NE 9/24/2019 Electronic Education Unknown
Advisors Asset Management, LLC

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/09/24/creighton-university-cornerstone-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Covestro LLC X 9/23/2019 Electronic Business 2,780
Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/09/23/covestro-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Little Rock Plastic Surgery, P.A. AR 9/12/2019 Electronic Medical/Healthcare 6,300
Source: katv.com

URL: #https://katv.com/news/locall/little-rock-plastic-surgery-releases-statement-after-internal-hipaa-breach#
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Breached Entity: State Published Date

AZ 9/12/2019 Electronic

Breach Type Breach Category

Pima County Medical/Healthcare

QCYBER

Records Reported
1,498

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sarrell Dental AL 9/12/2019 Electronic Medical/Healthcare 391,472
Source: sarrelldental.org

URL: #https://lide.myidcare.com/sarrellprotect/frequently-asked-questions/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zynga Inc. CA 9/12/2019 Electronic Business Unknown
Source: investor.zynga.com

URL: #https:/linvestor.zynga.com/news-releases/news-release-details/player-security-announcement#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jewish Community Federation CA 9/24/2019 Electronic Business 1,127
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/JCF%20-%20CA%20-%20Notice%200f%20Data%20Event.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kaiser Permanente - Northern California CA 9/26/2019 Electronic Medical/Healthcare 990

(reported on 9/26/2019)

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Member%20Letter%20Template NCal%20email%20incident 092619 FINAL.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chirobody WA 9/19/2019 Electronic Medical/Healthcare 525
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mecklenburg County Boy Scouts (third- NC 9/8/2019 Electronic Business 12,900

party vendor Trails End)

Source: scmagazine.com
URL: #https://www.scmagazine.com/home/security-news/data-breach/north-carolina-boy-scouts-pii-compromised/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Groton Central School District NY 8/29/2019 Electronic Education 846
(Pearson - AIMSWeb 1.0 platform)

Source: grotoncs.org

URL: #http://lwww.grotoncs.orq/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bethlehem Central School District NY 9/9/2019 Electronic Education 2,168

(Pearson - AIMSWeb 1.0 platform)

Source: bethlehemschools.org

URL: #https://www.bethlehemschools.org/letter-pearson-aimsweb-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Edcouch-Elsa Independent School TX 7/1/2019 Electronic Education Unknown
District

Source: eeisd.org

URL: #http://www.eeisd.org/UserFiles/Servers/Server 1220678/File/DATA%20BREACH%20L etter/Letter%20for%20Computer

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Austin Employees’ Retirement X 9/11/2019 Electronic Government/Military Unknown
System

Source: coaers.org

URL: #https://www.coaers.org/FAQ-securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Ames (Click2Gov #2) 1A 9/19/2019 Electronic Government/Military 1,500
Source: cityofames.org

URL: #https://www.cityofames.org/Home/Components/News/News/5414/2106#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Pocatello (Click2Gov #2) ID 9/19/2019 Electronic Government/Military Unknown
Source: pocatello.us

URL: #https://lwww.pocatello.us/CivicAlerts.aspx?AlD=1108#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Palm Bay (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: palmbayflorida.org

URL: #https://lwww.palmbayflorida.org/Home/Components/News/News/7760/17#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Deerfield Beach (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: deerfield-beach.com

URL: deerfield-beach.com/CivicAlerts.aspx?AlD=3002#http://deerfield-beach.com/CivicAlerts.aspx?AlID=3002#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paragon Health, P.C. Ml 9/16/2019 Electronic Medical/Healthcare 4,674
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wood Ranch Medical CA 9/18/2019 Electronic Medical/Healthcare 5,835
Source: woodranchmedical.com

URL: #https://www.woodranchmedical.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tomo Drug Testing MO 9/27/2019 Electronic Business 1,459
Source: yourdrugtesting.com

URL: #https://www.yourdrugtesting.com/notice-of-data-privacy-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Florida OB-GYN FL 9/29/2019 Electronic Medical/Healthcare 528,188
Source: nfobgyn.com

URL: #https://nfobgyn.com/uploads/WCF-WebsiteNotice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rockville Eye Surgery Center LLC dba MD 7/17/2019 Electronic Medical/Healthcare 2,696

Palisades Eye Surgery Center (reported
on 7/17/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315478.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Keats Insurance Agency, Inc. NY 7/15/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315471.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maddox Electric Company, Inc. FL 7/16/2019 Electronic Business 1,334
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315456.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Association of Tissue Banks VA 7/17/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315454%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DoorDash - Dashers with Driver's CA 9/26/2019 Electronic Business 100,000

licenses exposed

Source: blog.doordash.com

URL: #https://blog.doordash.com/important-security-notice-about-your-doordash-account-ddd90ddf5996#46h35gr24e#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DoorDash - customers, Dashers, and CA 9/26/2019 Electronic Business Unknown
merchants

Source: blog.doordash.com

URL: #https://blog.doordash.com/important-security-notice-about-your-doordash-account-ddd90ddf5996#46h35gr24e#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Audrey Golden Associates NY 7/17/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315453%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sheridan Healthcorp, Inc and affiliates FL 7/19/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315450.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Napa Valley Lodge CA 7/19/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315448.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Americares CT 7/19/2019 Electronic Business 258
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315447%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Holland America Line (third-party WA 7/19/2019 Electronic Business Unknown
Baggage Airline Guest Services)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315446.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MedStar Health, Inc. (reported on MD 7122/2019 Electronic Medical/Healthcare Unknown
7/22/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315436.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Principal Financial Group (reported on 1A 7/17/2019 Electronic Banking/Credit/Financial Unknown
7/17/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315530.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Impact Partnership, LLC (subcontractor GA 7/24/2019 Electronic Banking/Credit/Financial Unknown
OneHQ)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315407.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zippy Shell Incorporated NC 7/24/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315398.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Morris, Manning & Martin, LLP GA 7/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315387.pdf#
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QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Council of Producers & Distributors of DC 7/25/2019 Electronic Business Unknown
Agrotechnology

Source: marylandattorneygeneral.org

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315531.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida A&M University Federal Credit FL 7/26/2019 Electronic Banking/Credit/Financial 2,329
Union

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315379.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Legends Distributing of Washington DC  DC 7/29/2019 Electronic Business Unknown
LLC

Source: marylandattorneygeneral.org

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315532.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zell Law, PLLC VA 7/31/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315374.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MoviePass NY 8/20/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/08/20/moviepass-thousands-data-exposed-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rocky Mountain Health Maintenance (6]0) 9/12/2019 Paper Data Medical/Healthcare 1,835

Organization, Incorporated (business
associate eviCore healthcare)

Source: rmhp.org

URL: #https:/lwww.rmhp.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
June E. Nylen Cancer Center 1A 9/11/2019 Electronic Medical/Healthcare 927
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#
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1,272

Total Breaches:

2019 Breach List:

Records Exposed: 163,033,353

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kilgore Vision Center AR 9/13/2019 Electronic Medical/Healthcare 40,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sweetser ME 9/13/2019 Electronic Medical/Healthcare 22,309
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Gastroenterology Specialists OH 9/18/2019 Paper Data Medical/Healthcare 1,260
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Metro Mobility MN 9/9/2019 Electronic Government/Military Unknown
Source: twincities.com

URL: #https://www.twincities.com/2019/09/23/metro-mobility-says-15000-customers-impacted-by-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AXA US NY 4/3/2019 Electronic Business Unknown
Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abound Wealth TN 1/28/2019 Electronic Banking/Credit/Financial 292
Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TriBen Insurance Solutions, Inc. PA 1/11/2019 Electronic Business Unknown

Source: Per CT AG

URL:
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Breached Entity: State Published Date

U.S. Silica Company MD 3/13/2019

Breach Type

Electronic

Identity Theft Resource Center

1,272

Breach Category

Business

QCYBER

Records Reported

Unknown

Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prisma - Midlands SC 9/6/2019 Paper Data Medical/Healthcare 2,770

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Corporate Creations International, Inc. FL 8/28/2019 Electronic Business 1,147

Source: mass.gov

URL: #https://www.mass.govl/files/documents/2019/09/04/15638.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Employers and Laborers Locals 100 and MO 8/26/2019 Electronic Medical/Healthcare 560

397 Health & Welfare Fund

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Source 1 Healthcare Solutions LLC PA 8/29/2019 Electronic Business 15,450

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rural Health Access Corporation dba WV 9/6/2019 Electronic Medical/Healthcare 874

Coalfield Health Center

Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date
Health Care Service Corporation IL 9/6/2019

(reported on 9/6/2019)

Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breach Type
Paper Data

Breach Category

Medical/Healthcare

Records Reported
998
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Simmons Family Chiropractic GA 9/6/2019 Electronic Medical/Healthcare 2,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Berry Family Services X 9/6/2019 Electronic Medical/Healthcare 1,751
Source: berryfamilyservices.com

URL: #http://berryfamilyservices.com/wp-content/uploads/2019/09/Substitute-Notice-Berry-Family-Services-601070675v1-US

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coyuchi CA 9/11/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Coyuchi%20Customer%20Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Regence BlueShield Washington WA 8/16/2019 Paper Data Medical/Healthcare 684
Source: atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/Regence.2019-08-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UNICEF (reported on 9/11/2019) NY 9/11/2019 Electronic Business Unknown
Source: infosecurity-magazine.com

URL: #https://www.infosecurity-magazine.com/news/unicef-leaks-data-of-online/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dealer Leads, LLC CA 9/11/2019 Electronic Business Unknown
Source: securitydiscover.com

URL: #https://securitydiscovery.com/dealer-leads/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fraser MN 8/30/2019 Electronic Medical/Healthcare 2,890
Source: fraser,org

URL: #https:/lwww.fraser.org/news/fraser-email-compromised-in-phishing-scheme#
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Total Breaches: 1,272
Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category

Shore Specialty Consultants NJ 9/6/2019 Electronic Medical/Healthcare

Pulmonology Group

QCYBER

Records Reported
9,700

Source: shorephysiciansgroup.com

URL: #https://shorephysiciansqroup.com/wp-content/uploads/2019/09/Pulmonary-Patient-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amateur Athletic Union (reported on FL 9/13/2019 Electronic Business 287,661
9/13/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/09/13/amateur-athletic-union-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Building Brands, Inc. NC 9/11/2019 Electronic Business 11,185
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Cornerstone CA Sample Notices.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Peoples Injury Network Northwest WA 9/11/2019 Electronic Medical/Healthcare 13,269
Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/09/11/peoples-injury-network-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PW Companies - cariloha.com uT 8/29/2019 Electronic Business 59
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/29/pw-companies-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Penn-Mar Human Services MD 9/5/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https:/lago.vermont.gov/blog/2019/09/05/penn-mar-human-services-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Family Medical uT 8/30/2019 Electronic Medical/Healthcare 320,000
Source:

URL: #https://premierfamily.net/questions-about-notification-letter/#
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choice Hotels (reported on 8/13/2019) MD 8/13/2019 Electronic Business Unknown
Source: comparitech.com

URL: #https://www.comparitech.com/blog/vpn-privacy/choice-hotels-data-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Imperva - Cloud Web Application CA 8/27/2019 Electronic Business Unknown

Firewall product

Source: imperva.com

URL: #https://www.imperva.com/blog/ceoblog/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Buca Di Beppo CA 8/22/2019 Electronic Business 596

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calibre CPA Group MD 8/26/2019 Electronic Business 1,801

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Deluxe Corporation MN 8/29/2019 Electronic Banking/Credit/Financial 153

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Homeside Financial, LLC MD 8/29/2019 Electronic Banking/Credit/Financial 28,446
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Communities Connected for Kids, Inc. FL 8/29/2019 Electronic Business 149,114

(reported on 8/29/2019)

Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Total Breaches:

Identity Theft Resource Center

1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date

University of New England ME 8/19/2019

Breach Type

Electronic

Breach Category

Education

QCYBER

Records Reported
51

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Borough of Fair Lawn NJ 8/19/2019 Electronic Government/Military 3,585

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Edinboro University Student PA 8/15/2019 Electronic Business 362

Government Association

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
KeyBank N.A. OH 8/7/2019 Electronic Banking/Credit/Financial 89

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Olsson, Inc. NE 8/6/2019 Electronic Business 3,949

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AAR Corp. IL 8/6/2019 Electronic Business 4,431

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Czero, Inc. CcO 8/1/2019 Electronic Business 99
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Drexel Medicine PA 8/7/2019 Electronic Medical/Healthcare 4,340

Source: drexelmedicine.org

URL: #https://drexelmedicine.org/news-and-events/press-releases/notice-of-data-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Riggs Wealth Management WA 8/1/2019 Electronic Banking/Credit/Financial 1,314

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Data-Breach-NotificationDetails3.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cottingham & Butler Claims Services 1A 8/30/2019 Electronic Business 434

(third-party vendor Equian, LLC)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wall Street Greetings KY 9/4/2019 Electronic Business 412

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Eastern Pennsylvania PA 9/5/2019 Electronic Government/Military 761

Transportation Authority (SEPTA)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fedcap Rehabilitation Services, Inc. NY 8/29/2019 Electronic Business 5,097
Source: fedcap.org

URL: #http://www.fedcap.org/sites/default/files/fedcapwebsitenotice82919.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Andy Frain Services IL 9/3/2019 Electronic Business 3,948
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Andy%20Frain%20Services%20-%20Proof%20-%20A%20-%20California%20.pdf#
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RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arizona State University (reported on AZ 8/19/2019 Electronic Education 4,000
8/19/2019)

Source: beckershospitalreview.com

URL: #https://lwww.beckershospitalreview.com/cybersecurity/arizona-state-university-alerts-4-000-students-of-data-breach.ht

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cardiovascular Group GA 8/23/2019 Electronic Medical/Healthcare 2,168
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
East Central Indiana School Trust IN 9/3/2019 Electronic Medical/Healthcare 3,259
Source: ecesc.k12.in.us

URL: #https://core-docs.s3.amazonaws.com/documents/asset/uploaded file/456116/ECIST.Substitute Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alight Solutions LLC IL 8/20/2019 Electronic Business 19,379
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Enclosures%20Joint.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Incorporated Wi 8/19/2019 Electronic Business 7,213
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/20/cornerstone-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DK-Lok AL 9/5/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: vpnmentor.com/blog/report-dklok-leak/#http://vpnmentor.com/blog/report-dklok-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lake Park High School District 108 IL 8/31/2019 Electronic Education 676

(Pearson - AIMSWeb 1.0 platform)

Source: Iphs.org
URL: #https:/lwww.lphs.org/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=10&ViewID=6446EE88-D30C-497
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Waukegan Community Unit School IL 8/9/2019 Electronic Education Unknown
District 60 (Pearson - AIMSWeb 1.0

platform)

Source: wps60.org

URL: #https:/lwww.wps60.org/news/what s newl/letter regarding nationwide pearson breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oak Grove School District 68 (Pearson - IL 8/6/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: ogschool.org

URL: #https://campussuite-storage.s3.amazonaws.com/prod/803180/eeb75da6-ddad-11e6-8383-22000bd8490f/1965749/6a6¢2

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pomfret Community School (Pearson - CT 8/29/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: pomfretcommunityschool.org

URL: #https://www.pomfretcommunityschool.org/pearson-clinical-assessment-security-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Addison School District 4 (Pearson - IL 8/29/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: asd4.org

URL: #https://www.asd4.org/apps/news/article/1069304#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Discover (reported on 8/21/2019) IL 8/21/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/21/discover-notice-of-data-breach-to-consumers-8/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Conway Regional Health System AR 8/25/2019 Electronic Medical/Healthcare 37,000
Source: conwayregional.org

URL: #http://www.conwayregional.org/security-notification#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cleveland Clinic Foundation OH 8/19/2019 Electronic Medical/Healthcare 604
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date

TX 8/16/2019 Electronic

Breach Type Breach Category

Wilson County Memorial Hospital Medical/Healthcare

District dba Connally Memorial Medical

QCYBER

Records Reported
7,358

Center

Source: connallymmc.org

URL: #https://www.connallymmec.org/phi-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NorthStar Anesthesia, P.A. (reported on  TX 8/22/2019 Paper Data Medical/Healthcare 19,807

8/22/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choctaw Nation Health Services OK 8/23/2019 Electronic Medical/Healthcare 550

Authority

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Artesia General Hospital NM 8/27/2019 Electronic Medical/Healthcare 13,905

Source: atesiageneral.com

URL: #https://artesiageneral.com/notice-of-privacy-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Naples Central School District NY 8/29/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: naplescsd.org

URL: #http://www.naplescsd.org/districtpage.cfm?pageid=1008#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cartersville City Schools (Pearson - GA 8/29/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: cartersvilleschools.org

URL: #https://lwww.cartersvilleschools.org/cms/lib/GA02202677/Centricity/Domain/4/AIMSweb%201.0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Foxit Software Inc. CA 8/30/2019 Electronic Business Unknown
Source: foxitsoftware.com

URL: #https://lwww.foxitsoftware.com/support/security-advisories.php#
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Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Judicial Department - employees OR 8/30/2019 Electronic Government/Military 6,607
Source: opb.org

URL: #https://www.opb.org/news/article/oreqon-judicial-department-phishing-attack-information/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Russel Stover Chocolates, LLC MO 8/30/2019 Electronic Business Unknown
Source: russellstover.com

URL: #https://lwww.russellstover.com/securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Espresso Parts LLC WA 8/20/2019 Electronic Business 763
Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/08/20/espresso-parts-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York Athletic Club NY 8/20/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/20/ny-athletic-club-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ultimate Fighting Championship (UFC) NV 8/22/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/08/22/ufc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NTCA - The Rural Broadband VA 8/26/2019 Electronic Business 25,365

Association (reported on 8/26/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/08/26/ntca-the-rural-broadband-association-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Connecticut Laborers Fund Office CT 8/26/2019 Electronic Business 1,567
Source: ago.vermont.gov

URL: #https:/lago.vermont.qov/bloq/2019/08/26/connecticut-laborers-fund-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mobius Executive Leadership LLC MA 8/27/2019 Electronic Business 124

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/27/mobius-executive-leadership-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carl's Golfland Ml 8/29/2019 Electronic Business 24,772

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/29/carls-golfland-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eye Safety Systems, Inc. (ESS) ID 8/22/2019 Electronic Business 7,666

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/ESS%20-%20CA%20Sample%200f%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Creation Entertainment, Inc. CA 8/26/2019 Electronic Business 57,078

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Customer-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gorman Brothers, Inc. NY 8/12/2019 Electronic Business 307

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/12/gorman-brothers-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medical College of Wisconsin (reported ~ WiI 8/14/2019 Electronic Medical/Healthcare 995

on 8/14/2019)

Source: ago.vermont.gov

URL: #https:/lago.vermont.gov/blog/2019/08/14/medical-college-of-wisconsin-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carle Foundation Hospital (reported on IL 8/22/2019 Electronic Medical/Healthcare 1,653
8/16/2019)

Source: newsroom.carle.org

URL: #https://Inewsroom.carle.org/news/notice-to-carle-patients-an-email-incident.htm#

Copyright 2019 Identity Theft Resource Center



TN

LW AS Identity Theft Resource Center Q CYBER
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,272

Records Exposed: 163,033,353

Breached Entity: State Published Date Breach Type Breach Category Records Reported

Flagstaff Unified School District AZ 8/21/2019 Electronic Education 6,916
(Pearson - AIMSWeb 1.0 platform)

Source: fusd1.org

URL: #https://www.fusd1.orq/Page/15990#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Haldane Central School District NY 8/20/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: haldaneschool.org

URL: #https:/iresources.finalsite.net/images/v1566909039/haldaneschoolorg/phtftogsgbvworhvzicd/LetterfromDrBenante Ai

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calhoun City Schools (Pearson - GA 8/26/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: underthegeorgiansun.com

URL: #https://www.underthegeorgiasun.com/2019/08/26/calhoun-city-schools-among-school-systems-hit-by-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fayetteville-Manlius School District NY 8/26/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: fmschools.org

URL: #https://www.fmschools.org/district-reviewing-data-security-protocols/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gordon County Schools (Pearson - GA 8/26/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: gcbe.org

URL: #https://www.gcbe.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Diagnostic Laboratories wi 8/28/2019 Electronic Medical/Healthcare 114,985

(service provider American Medical
Collection Agency)

Source: wisonsindiagnostic.com

URL: #https://lwww.wisconsindiagnostic.com/patients and families/notice to patients.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lyons Companies DE 8/23/2019 Electronic Business 8,002
Source: lyonsedu.com

URL: #http://www.lyonsedu.com/Notice/Notice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Earnin CA 8/8/2019 Electronic Banking/Credit/Financial Unknown
Source: earnin.com

URL: #https://www.earnin.com/blog/data-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vitagene, Inc. CA 8/6/2019 Electronic Business 1,980
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Vitagene 1 State%20Consumer.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Los Angeles Police Federal Credit Union CA 8/19/2019 Electronic Banking/Credit/Financial Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Member%20Notice%200f%20Data%20Breach.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
One Care Medical, LLC VA 8/6/2019 Electronic Medical/Healthcare 634
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Michael Amaro, MD, PA X 8/8/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Health Choice, Inc. X 8/8/2019 Paper Data Medical/Healthcare 7,855
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Department of Corrections Wi 8/8/2019 Electronic Medical/Healthcare 1,041
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
llliniCare Health Plan, Inc. IL 8/9/2019 Electronic Medical/Healthcare 3,517

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Center of Kansas KS 8/9/2019 Electronic Medical/Healthcare 773

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 8/9/2019) AR 8/9/2019 Paper Data Medical/Healthcare 4,738

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Timothee T. Wilkin, D.O. AR 8/9/2019 Electronic Medical/Healthcare 15,113

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mid-Valley Behavioral Care Network OR 8/9/2019 Electronic Medical/Healthcare 10,710

Source: mvbcn.org

URL: #https://www.mvbcn.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Renown South Meadows Medical Center NV 8/9/2019 Electronic Medical/Healthcare 27,004

(Renown Health)

Source: renown.org

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Grays Harbor Community Hospital and WA 8/12/2019 Electronic Medical/Healthcare 88,399

Harbor Medical Group

Source: ghcares.org
URL: #https:/lwww.ghcares.org/news/releases/grays-harbor-community-hospital-provides-notice-of-recent-ransomware-atta
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pelican Products (vendor SureSource CA 8/19/2019 Electronic Business 1,284
LLC dba BrandShop)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/iwp-content/uploads/2019/08/2019-08-19-Pelican-Products-Notice-of-Data-Breach-to-Consume

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rome City School District (Pearson - NY 8/15/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: wktv.com

URL: #https://lwww.wktv.com/content/community/Rome-school-district-falls-victim-to-nationwide-data-breach---556837811.ht

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Massachusetts General Hospital - MA 8/22/2019 Electronic Medical/Healthcare 9,900

Neurology Department

Source: massgeneral.org

URL: #https://www.massgeneral.org/about/newsarticle.aspx?id=7238#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Quorum Health TN 8/11/2019 Electronic Medical/Healthcare 1,269

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fairfield Medical Center OH 8/15/2019 Paper Data Medical/Healthcare 1,182

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rhode Island Ear, Nose and Throat RI 8/16/2019 Electronic Medical/Healthcare 2,943

Physicians Inc.

Source: rient.net

URL: #https://docs.wixstatic.com/uqd/6287d8 b48a38e531314289bfd6c3bd868be5db.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hospice of San Joaquin CA 8/19/2019 Electronic Medical/Healthcare 13,000

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Security%20Breach%20Notification.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Moline - Coal Valley School District IL 8/20/2019 Electronic Education Unknown
(Pearson - AIMSWeb 1.0 platform)

Source: molineschools.org

URL: #https://www.molineschools.org/apps/pages/index.jisp?uREC 1D=390784&type=d&pREC 1D=1728939#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Central Unit School District 301 IL 8/6/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: central301.net

URL: #https://central301.net/blog/2019/08/06/aimsweb-data-security-breach-announcement/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Downers Grove Grade School District 58 IL 8/9/2019 Electronic Education 5,200

(Pearson - AIMSWeb 1.0 platform)

Source: dg58.org

URL: #https://dg58.org/blog/2019/08/09/aimsweb-data-security-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Diamond Lake School District 76 IL 8/5/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: dist76.0rg

URL: #https://www.dist76.org/protected/ArticleView.aspx?iid=6GBBGY2&dasi=32Y2#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brighton Central School District NY 8/5/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: besd.org

URL: #https://www.bcsd.org/site/default.aspx?PageType=3&DomainiD=8&ModulelnstancelD=19574&ViewI|D=6446EE88-D30C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seneca Falls Central School District NY 8/13/2019 Electronic Education Unknown

(Pearson AIMSWeb 1.0 platform)

Source: senecafallscsd.org

URL: #https://lwww.senecafallscsd.org/site/default.aspx?PageType=3&ModulelnstancelD=4357&ViewlD=7b97f7ed-8e5e-4120-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hazelwood School District (Pearson - MO 8/20/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: hazelwoodschools.org
URL: #https://lwww.hazelwoodschools.org/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=43&ViewlD=6446
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Joliet Township High School District 204 IL 8/7/2019 Electronic Education Unknown
(Pearson - AIMSWeb 1.0 platform)

Source: jths.org

URL: #https:/iresources.finalsite.net/images/v1565204616/jthsorg/fr3t6lvupOrduj4dvoao0/PearsonDataBreachNotice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
West Shore School District (Pearson - PA 8/8/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: wsd.k12.pa.us

URL: #https://lwww.wssd.k12.pa.us/protected/ArticleView.aspx?iid=532BUY &dasi=31U0#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Boulder Valley School District CO 8/20/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: bvsd.org

URL: #https://www.bvsd.org/big-topics/pearson-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Serena Community Unit School District IL 7/23/2019 Electronic Education Unknown

#2 (Pearson - AIMSWeb 1.0 platform)

Source: unit2.net

URL: #https://www.unit2.net/vnews/display.v/ART/5d375e1bbb413#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
School of the Osage School District MO 8/19/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: activities.osageschools.org

URL: #https://activities.osageschools.org/node/109185#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Holden R-lll School District (Pearson - MO 8/20/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: holdenschools.org

URL: #https://lwww.holdenschools.org/site/default.aspx?PageType=3&DomainiD=4&ModulelnstancelD=2540&ViewlD=6446E

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Geneva Community Unit School District  IL 7/29/2019 Electronic Education Unknown

304 (Pearson - AIMSWeb 1.0 platform)

Source: geneva304.org
URL: #http://lwww.geneva304.org/protected/ArticleView.aspx?iid=6YYB2BY &dasi=3G20#
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Breached Entity: State Published Date Breach Type Breach Category

Integrated Regional Laboratories, LLC FL 7/30/2019 Electronic Medical/Healthcare
(service provider American Medical
Collection Agency)

QCYBER

Records Reported
29,644

Source: irlfl.com

URL: #https://irlfl.com/about/newsroom/amca-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
3Fun AZ 8/8/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/08/08/group-dating-app-3fun-security-flaws/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Connecticut Health Network CT 8/19/2019 Paper Data Medical/Healthcare 1,293

(Nuvance Health)

Source: westernconnecticuthealthnetwork.org

URL: #https://www.westernconnecticuthealthnetwork.org/notice-of-privacy-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bayview Dental MN 8/13/2019 Electronic Medical/Healthcare 1,938
Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/bayview-dental-notice-of-data-privacy-incident-300901000.htmI#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Missouri Health Care MO 8/2/2019 Electronic Medical/Healthcare 14,402

(reported on 8/2/2019)

Source: muhealth.org

URL: #https://www.muhealth.org/data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Riverside County Department of Social CA 8/8/2019 Paper Data Government/Military 770
Services

Source: dpss.co.riverside.ca.us

URL: #http://dpss.co.riverside.ca.us/news-and-events/articles/137#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Leadership for Educational Equity (LEE) DC 8/7/2019 Electronic Business Unknown
Source: securitydiscovery.com

URL: #https://securitydiscovery.com/leadership-for-educational-equity/#
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Bismarck Public School District ND 8/12/2019 Electronic Education 18,500
(Pearson - AIMSWeb 1.0 platform)

Source: bismarckschools.org

URL: #https://lwww.bismarckschools.org//cms/lib/ND02203833/Centricity/Domain/481/BPS%20AIMSweb%20Data.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Charleston County - employees SC 8/13/2019 Electronic Government/Military 824
Source: live5news.com

URL: #https://lwww.liveS5news.com/2019/08/13/data-breach-exposes-information-more-than-charleston-co-employees/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NCH Healthcare System, Inc. FL 8/15/2019 Electronic Medical/Healthcare 57
Source: nchmd.org

URL: #https://www.nchmd.org/data-notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Michigan Medicine (reported on Ml 8/16/2019 Electronic Medical/Healthcare 5,466
8/16/2019)

Source: uofmhealth.org

URL: #https://www.uofmhealth.org/news/archive/201908/michigan-medicine-notifies-patients-health-information#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cable One Inc. - employees AZ 8/16/2019 Electronic Business 7,375
Source: cableone.net

URL: #https://www.cableone.net/landingpage/securitynotice/index.aspx#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Virginia Gay Hospital 1A 8/15/2019 Electronic Medical/Healthcare 5,030
Source: myvgh.org

URL: #https://myvgh.org/important-information-regarding-vgh-data-security/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Suprema - BioStar 2 platform FL 8/14/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-biostar2-leak/#
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Valley View Public School District IL 8/14/2019 Electronic Education 18,000
(Pearson - AIMSWeb 1.0 platform)

Source: vvsd.org

URL: #https://www.vvsd.org/site/default.aspx?PageType=3&DomainiD=4&ModulelnstancelD=15468&ViewID=6446EE88-D30C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Floyd County Schools (Pearson - GA 8/15/2019 Electronic Education 5,900

AIMSWeb 1.0 platform)

Source: floydboe.net

URL: #https://lwww.floydboe.net/site/default.aspx?PageType=3&DomainID=4&ModulelnstancelD=29&ViewID=6446EE88-D30C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wind River Environmental LLC MA 8/14/2019 Electronic Business 593
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/14/wind-river-environmenal-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hy-Vee, Inc. 1A 8/14/2019 Electronic Business Unknown
Source: hy-vee.com

URL: #https://www.hy-vee.com/corporate/news-events/announcements/notice-of-payment-card-data-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marion County Public Schools FL 8/9/2019 Electronic Education 37,152

(Pearson - AIMSWeb 1.0 platform)

Source: marionschools.net

URL: #https://www.marionschools.net/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=78982&ViewlD=6446E

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York City Fire Department NY 8/9/2019 Electronic Government/Military 3,000

("FDNY") - with Social Security number

Source: www1.nyc.gov

URL: #https://lwww1.nyc.gov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York City Fire Department NY 8/9/2019 Electronic Government/Military 7,253

("FDNY") - no Social Security number

Source: www1.nyc.gov
URL: #https:/lwww1.nyc.gov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hamilton College (reported on 7/12/2019) PA 7/12/2019 Electronic Education Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-31.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Woodstream Corporation PA 7/22/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/22/woodstream-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Los Angeles Police Department CA 7/29/2019 Electronic Government/Military 20,000
Source: latimes.com

URL: #https://www.latimes.com/california/story/2019-07-29/lapd-applicants-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fremont School District 79 (Pearson - IL 8/9/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: fsd79.org

URL: #https://www.fsd79.org/site/default.aspx?PageType=3&DomainID=4&ModulelnstancelD=16&ViewID=6446EE88-D30C-49

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pearson - AIMSWeb 1.0 platform NY 7/19/2019 Electronic Education Unknown
Source: scmagazine.com

URL: #https://www.scmagazine.com/home/security-news/data-breach/pearson-data-breach-involves-thousands-of-university

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Shenandoah County Public Schools VA 7/30/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: shenandoah.k12.va.us

URL: #https://www.shenandoah.k12.va.us/?showHomepage=true#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
StockX MI 8/1/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://itechcrunch.com/2019/08/03/stockx-hacked-millions-records/#
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Greenville County School District SC 8/2/2019 Electronic Education 24,282
(Pearson - AIMSWeb 1.0 platform)

Source: greenvillejournal.com

URL: #https://greenvillejournal.com/2019/08/02/data-breach-affects-some-qcs-students-low-risk-information/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dekalb School District 428 (Pearson - IL 8/2/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: daily-chronicle.com

URL: #https://lwww.daily-chronicle.com/2019/08/02/hackers-gain-access-to-d-428-students-names-birthdates-through-third-p

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kern County (third-party administrator CA 8/6/2019 Electronic Government/Military 15,298

of Health Benefits plan)

Source: turnto23.com

URL: #https://www.turnto23.com/news/local-news/possible-data-security-concerns-for-county-employees#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
West Hills Hospital & Medical Center / CA 8/8/2019 Electronic Medical/Healthcare 10,650

United WestLabs, Inc. (service provider
American Medical Collection Agency)

Source: westhillshospital.com

URL: #https://westhillshospital.com/about/notice-of-data-breach.dot#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Township of Maplewood NJ 8/7/2019 Electronic Government/Military Unknown
Source: twp.maplewood.nj.us

URL: #https://www.twp.maplewood.nj.us/home/news/notice-data-privacy-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Henry Ford Health System (reported on Mi 6/19/2019 Electronic Medical/Healthcare 1,404
6/19/2019)

Source: henryford.com

URL: #https://lwww.henryford.com/visitors/expect/privacy/active-breaches#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mercy Health System Corporation WI 71212019 Electronic Medical/Healthcare 5,946
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Copyright 2019 Identity Theft Resource Center



TR~
rriss.

IDENTITY THEFT

RESOURCE CENTER 2019 Breach List: _ 10t breaches:
Records Exposed: 163,033,353

Identity Theft Resource Center

1,272

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hunt Regional Medical Center X 7/12/2019 Electronic Medical/Healthcare 3,700
Source: huntregional.org - word doc saved as PD

URL: #https://www.huntreqgional.orq/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CentraCare Health System MN 7/12/2019 Electronic Medical/Healthcare 2,085
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Colorado Eye Center CO 7/15/2019 Electronic Medical/Healthcare 4,478
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wayne County Board of Developmental OH 7/25/2019 Electronic Medical/Healthcare 536
Disabilities

Source: waynedd.org

URL: #http://www.waynedd.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Susan Marshall, M.D., PC NY 7/25/2019 Electronic Medical/Healthcare 743
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aavgo CA 7/18/2019 Electronic Business Unknown
Source: wizcase.com

URL: #https://lwww.wizcase.com/blog/aavgo-leak-research/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mount Sinai Medical Center (service FL 8/2/2019 Electronic Medical/Healthcare 33,730
provider American Medical Collection

Agency)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/02/mount-sinai-medical-center-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Craft Beer Guild Distributing of Vermont VT 8/5/2019 Electronic Business 1,572
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/05/craft-beer-guild-distributing-of-vermont-notice-of-data-breach-to-consumers/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Weichert Companies NJ 8/5/2019 Electronic Business 6,126
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/05/weichert-co-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amarin Pharma, Inc. (Vascepa database = NJ 8/5/2019 Electronic Medical/Healthcare Unknown
vendor)

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Data%20lssue%20-%20Individual%20Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
JoFit (reported on 8/5/2019) PA 8/5/2019 Electronic Business 4,358
Source: oag.ca.gov

URL: #https://loag.ca.gov/system/files/Jofit Ad CA r3prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Presbyterian Healthcare Services NM 8/2/2019 Electronic Medical/Healthcare 183,370

(reported on 8/2/2019)

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/SSN%20Final%20Proof%20%28Updated%29-07-30-2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Baseball Hall of Fame NY 8/2/2019 Electronic Business 5,746

(shop.baseballhall.org)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/National%20Baseball%20HoF%20Ad%20CA%20r5prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sark Technologies LLC (SuperINN.com) OH 8/2/2019 Electronic Business 43,250
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sark%20Notice%200f%20Data%20Security%20Incident%20%28California%29 1.PDF#
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SaveDay (technology vendor Sooryen X 7/31/2019
Technologies)

Total Breaches:
Records Exposed: 163,033,353

Breach Type

Electronic

Identity Theft Resource Center

1,272

Breach Category

Banking/Credit/Financial

QCYBER

Records Reported
3,744

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/SaveDay%20Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CafePress KY 8/5/2019 Electronic Business Unknown
Source: haveibeenpwned.com

URL: #https://haveibeenpwned.com/PwnedWebsites#CafePress#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Comprehensive Cancer Centers of NV 7/16/2019 Paper Data Medical/Healthcare 2,251
Nevada

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Imperial Health, LLP LA 7/18/2019 Electronic Medical/Healthcare 116,262
Source: imperialhealth.com

URL: #http://imperialhealth.com/Images/Interior/hipaa%20breach pubrelease%2007%202019%20(lss%20rev%2007%2015%20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Philadelphia (reported on PA 7/19/2019 Electronic Medical/Healthcare 1,458
7/19/2019)

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cosmetic Surgery Specialists, P.C. PA 7/23/2019 Paper Data Medical/Healthcare 3,000
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hennepin Healthcare System, Inc. dba MN 7/25/2019 Electronic Medical/Healthcare 820
Hennepin Healthcare (service provider

Nemadji)

Source: nemadji.org

URL: #https://nemadji.org/notice-of-data-security-incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nemadiji MN 7/8/2019 Electronic Medical/Healthcare Unknown
Source: nemadiji.org

URL: #https://nemadji.org/notice-of-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Perry County Medical Center, Inc. dba TN 7/26/2019 Electronic Medical/Healthcare 3,812

Three Rivers Community Health Group

Source: 3riverscommunityhealth.com

URL: #https://lwww.3riverscommunityhealth.com/index.php/notice-of-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 7/26/2019) AR 7/26/2019 Paper Data Medical/Healthcare 3,135
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Symmetry Partners - CJS Financial CT 7/23/2019 Electronic Banking/Credit/Financial Unknown

Corp. customers

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-48.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Washoe County School District NV 7/31/2019 Electronic Education 114,000

(Pearson - AIMSWeb 1.0 platform)

Source: washoeschools.net

URL: #https://www.washoeschools.net/site/default.aspx?PageType=3&ModulelnstancelD=2000&ViewID=7b97f7ed-8e5e-4120

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Clark County School District (Pearson - NV 8/1/2019 Electronic Education 559,487

AIMSWeb 1.0 platform)

Source: newsroom.ccsd.net

URL: #https://Inewsroom.ccsd.net/wp-content/uploads/CCSD-News-Release-Data-Security-Incident.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
River Trails School District 26 (Pearson - L 8/1/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: rtsd26.org
URL: #https://lwww.rtsd26.org/news/what s new/pearson aimsweb data incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Poshmark CA 8/1/2019 Electronic Business Unknown
Source: blog.poshmark.com

URL: #https://blog.poshmark.com/2019/08/01/important-security-notice-from-poshmark/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Robert W. Woodruff Arts Center GA 7/24/2019 Electronic Business 2,346
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/24/robert-w-woodruff-arts-center-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eagle's Nest Foundation, Inc. NC 7/26/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/26/eagles-nest-foundation-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ANSYS, Inc. PA 7/29/2019 Electronic Business 99
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/29/ansys-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DataDirect Networks, Inc. CA 6/28/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/datadirect-networks-20190701.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Partnership Health Center MT 7/22/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/Breach-NotificationDetails-46.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graeter's Ice Cream (reported on OH 7/23/2019 Electronic Business 6,386
7/23/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/Breach-NotificationDetails-47.pdf#

Copyright 2019 Identity Theft Resource Center



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List:

Identity Theft Resource Center

Total Breaches: 1,272

Records Exposed: 163,033,353

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sterling & Sterling, LLC dba SterlingRisk NY 7/23/2019 Electronic Business 8,639
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CM%20CA%20Client.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zions Bancorporation, N.A. uT 7/23/2019 Electronic Banking/Credit/Financial 20,826
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ZBC%20Customer%20Notice%207-23-19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Trusted Tours & Attractions, LLC FL 7/29/2019 Electronic Business 50,743
Source: oag.ca.gov

URL: #https://loag.ca.gov/system/files/TTA CA Source.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Psychiatric Clinic WA 7/26/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-58.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pershing LLC NJ 7/26/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-59.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Temple University Health System PA 7/25/2019 Electronic Medical/Healthcare 2,399
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported

Capital One #2 (reported on 7/29/2019) - VA 7/29/2019 Electronic

SSN and/or bank account numbers

Source: www.capitalone.com
URL: #https://lwww.capitalone.com/facts2019/#

Banking/Credit/Financial

Unknown
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Capital One #1 (reported on 7/29/2019) - VA 7/29/2019 Electronic Banking/Credit/Financial 100,000,000
no SSN or bank account numbers

Source: www.capitalone.com

URL: #https://lwww.capitalone.com/facts2019/2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CompuNet Clinical Laboratories (service OH 7/26/2019 Electronic Medical/Healthcare 77,682
provider American Medical Collection

Agency)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-60.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TDT CPAs and Adyvisors, P.C. 1A 7125/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-61.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rogerson House, Inc. MA 7/12/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Benefitfocus.com, Inc. SC 7/10/2019 Paper Data Business 827
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fordland Clinic Inc. MO 7/26/2019 Electronic Medical/Healthcare 881
Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.qgov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brewer-Porch Children's Center / The AL 7/16/2019 Electronic Medical/Healthcare 641
University of Alabama - employee

information

Source: oit.ua.edu

URL: #https://oit.ua.edu/securityincident/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brewer-Porch Children's Center / The AL 7/16/2019 Electronic Medical/Healthcare 727
University of Alabama - client

information

Source: oit.ua.edu

URL: #https://oit.ua.edu/securityincident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Associates in Dermatology, PLLC KY 7/16/2019 Electronic Medical/Healthcare 9,020
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Puerto Rico Women And Children's us 7/19/2019 Electronic Medical/Healthcare 99,943
Hospital, LLC

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bayamon Medical Center Corp. us 7/19/2019 Electronic Medical/Healthcare 422,496
Source: bayamon-medical.com

URL: #http://www.bayamon-medical.com/prwch/docs/carta.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aprima Medical Software, Inc. X 4/1/2019 Electronic Business 180
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311075.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
B. Riley Wealth Management, Inc. TN 4/4/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311407.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brandt Information Services FL 4/5/2019 Electronic Business 137
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311755.pdf#
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Breached Entity: State Published Date Breach Type Breach Category

Greenwood Regional Rehabilitation GA 4/15/2019 Electronic Medical/Healthcare
Hospital (Ernest Health)

QCYBER

Records Reported

Unknown

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311717.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Second Family, Inc. MD 4/12/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311713.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
lllinois Health and Science dba Zevacor IN 4/23/2019 Electronic Medical/Healthcare Unknown
Molecular

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310501.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RehabCare Group East, Inc. dba KY 4/24/2019 Electronic Medical/Healthcare Unknown
RehabCare

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310543%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flexible Architecture and Simplified NJ 4/25/2019 Electronic Business Unknown

Technology, LLC dba FAST

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-310541%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Scrapbook.com LLC (reported on AZ 7/23/2019 Electronic Business 1,679
7/23/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/23/scrapbook-com-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Party Source Inc. KY 7/9/2019 Electronic Business 1,028
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/23/the-party-source-inc-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Revolution Foods Inc. CA 4/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311735.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SunTrust Bank (reported on 4/23/2019) VA 4/23/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311757.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Laboratory Medicine Consultants, Ltd. NV 7/19/2019 Electronic Medical/Healthcare 143,400

(service provider Ame