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Total number of breaches reported

SENSITIVE | soysmye | sor | SESTIVE | pugire

BREACHES RECORDS | BREACHES RECORDS
1l Sl l&*}ﬂ I h EXPOSED | exposen EXPOSED | exposep
Business 18,824,975 705,106,352 575 438,952,056 1,570,602,391
Medical/Healthcare 525 39,378,157 1,852 369 10,632,600 2,800
Government/Military 83 3,606,114 22,747 100 18,447,924 60,085,000
Banking/Credit/Financial 108 100,621,770 20,000 135 1,778,658  Unknown
Education 113 2,252,439 23,103 78 1,414,624 39,690
Monthly Totals 1,473 164,683,455 705,174,054 1,257 471,225,862 1,630,729,881
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to their database not being of the sensmve
Py peC LI PROBCLCY “ Pll for its industry category
/ T \ #OF % OF #OFNON- | % OF NON-
#OF | %OFTOTAL | SENSITIVE | SENSITIVE | SENSITIVE | SENSITIVE
BREACHES | BREACHES | RECORDS | RECORDS | RECORDS | RECORDS
I | \ | I 'i I “ EXPOSED | EXPOSED | EXPOSED | EXPOSED
Business 644 43.72% | 18,824,975 | 11.43% |705,106,352| 99.990%
Medical/Healthcare 525 35.64% | 39,378,157 | 23.91% 1,852 0.000%
Education 113 7.67% | 2,252,439 | 1.37% 23,103 0.003%
Banking/Credit/Financial 108 7.33% |100,621,770| 61.10% 20,000 0.003%
Government/Military 83 5.63% | 3,606,114 | 2.19% 22,747 0.003%
Monthly Totals 1,473 100% |164,683,455| 100% |705,174,054| 100%

As a leader in identity crimes and their impacts, ITRC is at the forefront of data breach trends, a

clearinghouse of breach analysis and a voice on consumer/victim impacts.

&P Want the most up-to-date information on US data breaches?

@ Need to keep up on the latest risks Facing your industry and consumers?

Sign up for the latest news and updates about upcoming product
’a launches and services on our website:

IDTHEFT.CENTER/2019DATABREACHREPORT
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The New Year — 2020 — marks two major milestones in the history of the |dentity Theft Resource
Center and identity crime. The 20th anniversary of the ITRC and the 15th anniversary of the

watershed event that brought the term “data breach” to the public lexicon.

In 2000, we started the year by surviving the Y2K computer scare and ended the year with George
W. Bush being elected president of the United States. A gallon of gas cost an average of $1.26 and
the Dow Jones Industrial Average hit the peak of the Dot-com era — 11,722.98. And, the ITRC had
just opened to provide free assistance to the victims of identity theft and other identity crimes.

Fast forward five years to February 14, 2005; the day when MSNBC broke the story of an unknown
data broker based in metro Atlanta that had sent letters to consumers under California’'s new Data
Breach Notification Law. There had been a handful of other companies who issued notices, but

they had not captured the attention of the media, public and policymakers.

As a result, the Identity Theft Resource Center began compiling what has, subsequently, become
the most comprehensive repository of information about U.S publicly notified data breaches which

have occurred over the past 15 years. The annual ITRC End-of-Year Data Breach Report — sponsored

for the sixth year in a row by CyberScout — has become the leading source of data breach trend
information used by the news media, researchers, academics, business analysts and public policy
staff.

Meanwhile, our core mission remains the same — providing free-of-charge assistance to the victims
of identity crimes to individuals and guidance to businesses and government agencies. It would not
be possible to offer these services without our generous sponsors and other financial supporters

you will find listed on our website.

:
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WHAT HAPPENED IN 2019

When 2018 ended, the number of reported data breaches had dropped for the first time in nearly

five years. The number of records exposed was up, but various experts theorized that the number
of breaches had peaked. It would take another year to find out if this was a trend or a statistical

anomaly.

One year later we know the drop in 2018 was a blip. By October 2019, the number of data breaches
reported had already surpassed the annual figure for 2018. We also saw the rise of a significant
new threat - data exposure from unsecured databases — and growth of an existing tactic known
as credential stuffing where data thieves use seemingly innocuous information like stolen email
addresses and logins to attempt to access various kinds of accounts. Third-party vendors also
continued to be a source of data breaches through accidental release or supply chain cyberattacks.

Although there may not be an obvious connection between these issues, there is. Unsecured data
and credential stuffing attacks were facilitated by the general trend of more people having access to
varying levels of technology. Additionally, users may or may not have had the knowledge to ensure

they used the technology in a secure way.

Likewise, convenience continued to be an enabler of data breaches and unsecure data. Consumers/
businesses want ease of access to their data and frictionless transactions. Greater security measures
often mean creating barriers to accessing data — which means more hoops to jump through and
delays in completing a transaction. Shortcuts to strong security create a vulnerability that are easy
to exploit, such as default security tools that do not force an automatic configuration update upon

installation or easy-to-use/duplicated usernames and passwords.

UNSECURED DATA

Unlike a data breach where there is clear evidence that the data is stolen, an unsecured database
may or may not have been accessed by criminals, but the potential exists until the security lapse is

corrected.

% :
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Cloud providers require their customers who put web applications, databases and other software

in a public or private cloud environment to provide their own cybersecurity.

While cloud providers may offer some basic tools, they do not require customers to use them,

including something as basic as a password.

In 2019, a number of large organizations simply failed to add a password to protect their
cloud-based data. In most cases, it is not known if the data was downloaded by criminals and it
may take months to years before the data surfaces in criminal data marketplaces before anyone

knows for certain.

Businesses that deploy databases in public or private cloud environments have the primary
responsibility for securing their databases. However, the increasing number of databases with no
default security indicates cloud providers should force customers to install minimum levels of

security to prevent accidental exposure.

The most headline grabbing example of these new types of information risk include:

Top 10 Unsecured Database Breaches

Entity Records Exposed
Ladders 13,700,000
Ifficient 8,000,000
Adobe Creative Cloud 7.000,000
Leadership for Educational Equity (LEE) 3,690,000
3Fun 1,500,000
University of Washington Medical Center ("UW Medicine”) 973,024
Wizards of the Coast - Magic Online and MTG Arena users 452,634
Jcrush 200,000
Steps To Recovery 145,000
SkyMed Medical Evacuation Membership Service 136,995
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* 33,890,000 records exposed in the top 5 unsecured database breaches were

non-sensitive data with 4 of the 5 exposing username/email and password that can

lead to credential stuffing.

OTHER NOTABLE UNSECURED DATABASE BREACHES:

» Reported by ITRC with no number of records exposed

1. First American Financial (reported 885 million files exposed — did not give a
number for how many people were affected).

2. Choice Hotels (700,000 customer records — did not specify if the records were one
record per individual or multiple records per person).

3. MedicareSupplement.com (5 million records — did not specify if the records were

one per individual or multiple records per person).

NOT REPORTED BY ITRC:
1. Verifications.io — we did not report as there was no US location identified. Exposed
763 million dates of birth, email addresses, employer names, genders, geographic
locations, IP addresses, job titles, names, phone numbers, and physical addresses.

See: https://haveibeenpwned.com/PwnedWebsites# VerificationsIO

2. Collections 1-5 — “Collections” (as they've been identified on the Dark Web) have
been categorized as available data from previously breached entities that was
aggregated by another hacker to maximize its value for resale
e Collection 1 - not reported since no business confirmed to be the owner of the

data. Exposed 773 million unique usernames and passwords (see credential
stuffing.)
e Collections 2-5 - 45 gigabytes of stolen data and 25 billion records in all -

https://www.wired.com/story/collection-leak-usernames-passwords-billions/
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CREDENTIAL STUFFING

Credential stuffing is not new, but it has exploded since 2018. A common theme, especially among

small and medium businesses (SMBs), is that non-financial data has no value. It is a misconception
that only financial information like payment card numbers or bank accounts has monetary value

to data thieves.

The theft of email addresses and passwords from businesses of all sizes fuels credential stuffing
attacks where criminals use automated systems to attempt to access accounts at a business using
the stolen information. Why? Because the vast majority of people — up to 83 percent according to

2018 research - use the same password for more than one account.

So long as people use the same login and password for multiple sites, credential stuffing will

continue to be an issue.

NOTEWORTHY CREDENTIAL STUFFING ATTACKS IN 2019 INCLUDE:

e Intuit
e Boost Mobile

e Dunkin Donuts

e Disney+

In each of these attacks, an unknown number of records were exposed and there has been no

information as to where the attackers obtained the information.

THIRD-PARTY CONTRACTORS

The 2018 Data Breach Report called attention to the trend of data losses and breaches originating

with third-party contractors. These accidental and malicious data events continued to expose both

sensitive and non-sensitive data in 2019. Key events included:

* GOVERNMENT AGENCIES
» Federal Emergency Management Agency (FEMA): Inadvertently exposed PIl and
sensitive Pl of 2.3 million survivors of hurricane, wildfire and other natural disasters to
its contractor, in an attempt to verify eligibility for the Transitional Sheltering Assistance
program. Exposed data fields included applicant street address, city name, ZIP code,

financial institution name, electronic funds transfer number and bank transit number.
w
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» U.S. Customs and Border Protection (third-party Perceptics): Without CBP's
authorization or knowledge, the contractor (Perceptics) transferred copies of an
undisclosed number of license plate images and traveler images collected by CBP
to the subcontractor’'s company network. The company’s network was then hacked,
exposing consumer biometrics.

» Click2Gov: In 2018, it was first reported that Click2Gov, a self-service bill-pay

portal for utilities, community development and parking tickets had compromised
dozens of cities in the United States and Canada from 2017 through 2018 exposing
hundreds of thousands (300,000 according to Gemini Advisory) of payment card
details. In September of 2019, another wave of Click2Gov breaches emerged, although
the issue was thought to have been fixed. Gemini Advisory reported in September

that the second wave of Click2Gov breaches had compromised eight cities and
20,000 records, although many of the cities notices of the breach lacked a number

of individuals affected. Cities continue to come forward to announce they have been
affected by a Click2Gov breach.

e First wave (2017-2018): ITRC has 16 entered with 30,153 records exposed
e Second wave (2019): ITRC has 13 entered with 4,000 records exposed

 MEDICAL
» American Medical Collection Agency (in its entirety): Database had been found
for sale on the dark web that included information from 27 separate entities, including
AMCA. Information such as names, payment card information, name of lab or medical
service provider, date of medical service, referring doctor, some medical information
(not including test results), Social Security numbers and contact information was
exposed. 24,780,533 records exposed that the ITRC is aware of — there may be more.

« EDUCATION
» Pearson (AIMSWeb 2.0 platform): 13,000 school and university AIMSWeb accounts
experienced unauthorized access exposing possibly thousands of student accounts
per school. Information possibly exposed differed per school but included information
like student name, student date of birth, student email address, staff name, staff date of
birth, staff email address, staff job title and more.
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LESSONS LEARNED / NEXT STEPS

Even after 15 years of data breach notices, comprehensive information about individual data
breaches is hard to come by, even when reported to government officials. As noted elsewhere in
this report, more than 10,000 data breaches and data exposures have been publicly reported in the
U.S since 2005. Contrast that with the more than 160,000 data breaches reported in the European

Union since May 2018. The difference is the EU has a strong data privacy and cybersecurity law

that mandates reporting to government officials. The U.S does not.

INDUSTRY AND BUSINESS NEED TO BE TRANSPARENT

To improve the analysis — and ultimately reduce the number of breach events — the type of
information reported about a data breach needs to move beyond the broad categories disclosed
today. Notifications that categorize compromised data as “employee records” or “financial
information” and similar terms have long ceased to be informative and helpful. Rather, breached
entities should report specific categories such as date of birth, drivers license, social security

number and other data fields.

Increased transparency also requires organizations to share more information about the root
cause of a breach and the number of people/accounts/records impacted by the event. Today,
too many organizations fail to share their learnings — an especially frustrating circumstance for
cybersecurity professionals who need to know as much as possible to prevent other successful
attacks. Without specific information about a successful attack vector, Information Security teams
cannot adequately prepare for or defend against similar attacks. Likewise, without knowing the
size, scope, and impact of past breaches, security experts cannot accurately assess the risks

associated with future attacks.

GOVERNMENT HAS A ROLE TO PLAY TOO

Policymakers have an important role to play here. Organizations that have been breached need
incentives and/or protections that encourage them to share more information about breaches

4 Without fear of complicating the legal and regulatory actions that follow many data breaches.
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Likewise, lawmakers and regulators at all levels of government should continue to build frameworks

that support best practices for data collection, use, storage, destruction and overall cybersecurity.

New state laws like the California Consumer Privacy Act (CCPA), the New York SHIELD Act and

proposals in other states encourage public and private enterprises to collect and store less data by

giving consumers more rights to access and control their personal information. It's a simple, but
effective approach to protecting privacy and personal data: if you don't collect it or store it, it can't

be stolen or misused by data thieves.

There is also a need for more involvement from decision makers in government and private industry
to increase understanding of how breaches affect individuals and the seriousness of this form of
victimization. Along with more organizational resources and policy focus dedicated to prevention

of ID crimes, we need more resources to provide support services to victims.

Identity crimes that result from data breaches are real crimes with real victims. We do not deny
assistance and support to someone who is the victim of a more traditional crime. We should give

identity crime victims access to the same level of resources and tools as do victims of other crimes.

CONSUMERS HAVE THEIR PART TO PLAY

Frictionless engagement doesn’t equal consumer-
first security. Every time a consumer requests
convenience over a more secure engagement, it
creates an environment where hackers and bad actors
have fewer obstacles to getting to their pay-day.
Consumers that continue to value convenience over

security place their data in the cross-hairs. Consumers

need to evaluate whether the additional convenience
of faster access outweighs the increased security that additional measures provide. Does that
extra couple of seconds mean more to you than the knowledge that your data is less accessible

to ne'er-do-wells looking to profit from your PII?

o
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Demanding better security and privacy from the companies with whom we engage isn't an

outlandish request. It is feedback on how to best engage with you. And at the end of the day, it's as

much the consumer’s responsibility to ensure that they are being as security-conscious as possible.

A

i
1

-

Lastly, consumers have tools available to them but dont dismiss the warning signs. Got a

notification letter that your data was exposed? Don't toss it aside and ignore it. See a news story

about a breach in the news regarding a company with which you do business? Go get more

information to see what you may need to do to minimize your risks.

Download the ID Theft Help App. If the last 2018's Breach Settlement activity is any indicator of how

claims will be processed moving forward, every breach victim needs the App’s case management
log the moment that they finish reading that notification letter to catalog every step they take to
ensure their own identity security. Use the resources available — whether those available from the
ITRC or other experts. Every consumer needs to find the resources that are the right ones for their

set of circumstances.
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2019 DATA BREACH KEY FINDINGS

2019 VISUAL SUMMARIES:

# OF # OF SENSITIVE # OF NON-SENSITIVE
BREACHES RECORDS EXPOSED RECORDS EXPOSED

Business 18,824,975 705,106,352
Medical/Healthcare 39,378,157 1,852
Banking/Credit/Financial 100,621,770 20,000
Government/Military 3,606,114 22,747
Education 2,252,439 23,103
2019 TOTALS: 164,683,455 705,174,054

INDUSTRY

# OF DATA BREACHES PER METHOD PER INDUSTRY

Method Banking Business Education Government Medical BIeIElS

Hacking/Intrusion (includes

Phishing, Ransomware/Malware 31 291 29 35 191 577
and Skimming)
Unauthorized Access 45 223 59 15 196 538

Employee Error/Negligence/

Improper Disposal/Lost 12 <2 = = = —
é;;g:lseur;teal Web/Internet 12 a4 E 8 17 88
Physical Theft 2 17 0 2 32 53
Insider Theft 6 12 2 10 33
Data on the Move 0 15 1 1 6 23
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# OF SENSITIVE RECORDS
METHOD OF BREACH EXPOSED # OF BREACHES
Unauthorized Access 142,220,540 538

Hacking/Intrusion (includes
Phishing, Ransomware/Malware 15,272,609 577
and Skimming)

Accidental Web/Internet

3,784,642 88
Exposure
Employee E.rror/Negllgence/ > 888.617 161
Improper Disposal/Lost
Physical Theft 246,186 53
Data on the Move 179,563 23
Insider Theft 91,298 33

KEY FINDING #1: 2019 V. 2018

The total number of breaches reported in 2019 (1,473) increased 17 percent from the total number
of breaches reported in 2018 (1,257), however the reported number of sensitive consumer records
exposed dropped by 65 percent. In 2019, 164,683,455 sensitive records were reported exposed
while in 2018, 471,225,862 sensitive records were reported. The 2018 breach of Marriott's records
alone exposed 383 million sensitive records, skewing the data significantly. The Business sector
experienced the highest number of data breaches for both years, followed by the Medical/
Healthcare sector. Although breaches in the Business sector accounted for 44 percent of the total
number of breaches in 2019, they only exposed 11 percent of the total number of sensitive records
for the year. Breaches in the Banking/Credit/Financial sector exposed 61 percent of sensitive
records in 2019, while in 2018 only exposed 0.38 percent of the total number of sensitive records.
The 2019 breach at Capital One was responsible for 99 percent of the sensitive records exposed
in the Banking/Credit/Financial industry.

‘
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For both years, Hacking was the most common method of breach totaling 577 data breaches and
exposing 15 million (15,272,609) sensitive records in 2019 compared to 490 data breaches and
exposing 18 million (18,611,586) sensitive records in 2018. Hacking also contributed to 81 percent
(568,792,077 records) of non-sensitive records exposed. Unauthorized Access was the second
most common method of breach for both years as well. Although Unauthorized Access only
accounted for 36.5 percent (538 breaches) of the total number of data breaches reported for 2019,
it represented 86 percent of the total number of sensitive records exposed in 2019. In 2018, while
only responsible for 30 percent of data breaches, Unauthorized Access exposed 90 percent of the

overall number of sensitive records.

DATA BREACHES AND RECORDS EXPOSED PER INDUSTRY PER YEAR

2019 PAONRS

# of Sensitive Non-Sensitive
Industry Records Records

Breaches

Exposed Exposed

Business 644 | 18,824,975 | 705,106,352 575 438,952,056 | 1,570,602,391
scelEel 525 39,378,157 1,852 369 | 10,632,600 2,800
Healthcare
Government/ 83| 3606114 22,747 100 1844792 | 60,085,000
Military
Banking/
Credit/ 108 | 100,621,7 20,000 135 1,778,658 Unknown
Financial
Education 113 | 2,252,439 23,103 78 1,414,624 39,690
TOTALS: 1,473 |164,683,455| 705,174,054 1,257 471,225,862 | 1,630,729,881
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KEY FINDING #2: SENSITIVE RECORDS V. NON-SENSITIVE
RECORDS PER INDUSTRY

In 2019, 164,683,455 sensitive records were exposed and an additional 705,174,054 non-sensitive
records were exposed. The Business sector exposed the highest number of non-sensitive records with
a total of 705,106,352 exposed. The Banking/Credit/Financial sector exposed the highest number of
sensitive records with a total of 100,621,770 exposed. The Medical/Healthcare sector exposed the
second highest number of sensitive records, exposing a total of 39 million (39,378,157) records, and

exposing the lowest number of non-sensitive records (1,852) for the year.

It has been generally accepted that the likelihood of identity theft increases when sensitive personally
identifiable information (SPIl) has been exposed compared to non-sensitive Pll. As demonstrated
in the amount of records exposed through various breaches, non-sensitive records are becoming
highly targeted as many people use non-sensitive Pll such as usernames and passwords, to guard
sensitive Pll such as financial account details. Unfortunately, it is common for consumers to reuse
their usernames and passwords, or use similar credentials for other accounts because it is easy to
remember. Although initial access may be gained to non-sensitive accounts, if the same credentials
are used for other accounts both sensitive and non-sensitive, this can lead to access to a wide-variety

of personal information.

KEY FINDING #3: BREACHES VS. RECORDS EXPOSED

Whenexaminingthe percentageofdatabreachesversusthepercentage ofrecordsexposedpermethod,
there were some interesting trends. Hacking, for example, was responsible for the highest percentage
of data breaches (39 percent) and the highest number of non-sensitive records exposed (81 percent)
while only responsible for nine percent of sensitive records exposed. Unauthorized access was the
second mostcommon method of breach identified with nearly the same percentage as Hacking at 36.5
percent of the overall number of data breaches in 2019. Unauthorized Access exposed significantly

more sensitive records than Hacking — 86 percent of the total number of sensitive records exposed.

o
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Breaches in the Business sector topped two categories: data breaches (44 percent) and non-sensitive
records exposed (99.99 percent) in 2019. The Business sector only accounted for 11.43 percent of the
total number of sensitive records exposed per industry for the year. The Medical/Healthcare sector,
while being the second most industry breached in 2019 (36 percent of the total number of breaches
reported in 2019), had the second highest percentage of sensitive records exposed (24 percent) and
the lowest percentage of non-sensitive records exposed (zero percent). The Banking/Credit/Financial
sector had the second lowest percentage of data breaches (eight percent) in 2019, but had the highest

percentage of sensitive records exposed (61 percent) per industry for the year.

% of total
sensitive records
exposed

METHOD OF BREACH # of % of total # of sensitive

breaches breaches records exposed

Hacking/Intrusion

ggﬁ;“friivzkr‘f/mﬁ;vare 577 39.17% 15,272,609 9.27%
and Skimming)

Unauthorized Access 538 36.52% 142,220,540 86.36%
Employee Error/Neg-

ligence/Improper 161 10.93% 2,888,617 1.75%
Disposal/Lost

ﬁ]ctg'ror']irt‘tg(g\c’)‘zg/r . 88 5.97% 3,784,642 2.30%
Physical Theft 53 3.60% 246,186 0.15%
Insider Theft 33 2.24% 91,298 0.06%
Data on the Move 23 1.56% 179,563 0.11%
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# OF qels # OF NON- % OF

# OF % OF SENSITIVE  SENSITIVE  SENSITIVE NON-

INDUSTRY BREACHES BRZI;ECXEZAI-II-ES RECORDS RECORDS  RECORDS SRI;:E,\CIZg-IgE)/E
EXPOSED EXPOSED EXPOSED EXPOSED

Business 43.72% 18,824,975  |11.43% 705,106,352 | 99.990%
Medical/ 525 35.64% 39378157 |23.91% 1,852 0.000%
Healthcare

Education |[IRE 7.67% 2252439 1.37% 23,103 0.003%
Banking/

Credit/ 108 7.33% 100,621,770 |61.10% 20,000 0.003%
Financial

Government/ B 5.63% 3,606,114 2.19% 22747 0.003%
Military

MONTHLY i . .
TOTALS: 1,473 100% 164,683,455 |100% 705.174,054 |100%

DATA BREACHES AND SENSITIVE RECORDS EXPOSED PER MONTH 2019
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CyberScout delivers a comprehensive suite of breach mitigation
and identity management solutions to empower you to:

® Reduce your risk of a data breach occuring

® React swiftly and appropriately in the event a breach happens

® Manage the reputation of your organization and of those
affected by the breach

Visit www.CyberScout.com or call 888.682.5911 today to learn more.




Information and Background on ITRC

Information management is critically important to all of us - as employees and consumers. For
that reason, the Identity Theft Resource Center has been tracking security breaches since 2005,
looking for patterns, new trends and any information that may better help us to educate
consumers and businesses on the need for understanding the value of protecting personal
identifying information.

What is a breach? The ITRC defines a data breach as an incident in which an individual name
plus a Social Security number, driver’s license number, medical record or financial record (credit/
debit cards included) is potentially put at risk because of exposure. This exposure can occur
either electronically or in paper format. The ITRC will also capture breaches that do not, by the
nature of the incident, trigger data breach notification laws. Generally, these breaches consist of
the exposure of user names, emails and passwords without involving sensitive personal
identifying information. These breach incidents will be included by name but without the total
number of records exposed in the cumulative annual total.

There are currently two ITRC breach reports which are updated and posted on-line on a weekly
basis. The ITRC Breach Report presents detailed information about data exposure events along
with running totals for a specific year. Breaches are broken down into five categories, as follows:
business, banking/credit/financial, educational, Government/Military and medical/healthcare. The
ITRC Breach Stats Report provides a summary of this information by category. Other more
detailed reports may be generated on a quarterly basis or as dictated by trends.

It should be noted that data breaches are not all alike. Security breaches can be broken down
into a number of additional sub-categories by what happened and what information (data) was
exposed. What they all have in common is they usually contain personal identifying information
(PIl) in a format easily read by thieves, in other words, not encrypted.

The ITRC currently tracks seven categories of data loss methods: Insider Theft, Hacking (which
includes Spearphishing, Ransomware, and Skimming), Data on the Move, Employee error/
Negligence/Improper disposal/Lost, Accidental web/Internet Exposure, Physical Theft and
Unauthorized Access. (Please note that Accidental email, previously included with Accidental
web/Internet Exposure, has been re-categorized under the Employee error/Negligence/Improper
disposal/Lost category.) Subcontractor/Third Party/BA is included here but is combined with one
of the above. In these, as well as some other breaches, there may be more than one category
checked.

The ITRC breach list also tracks types of information compromised:
e Social Security number
e Credit/Debit Card number
e Protected Health Information (PHI)
« DMV Records
e Financial Accounts
o Email/Password/User Name
e Other/Undefined Type of Records



Methodology

The ITRC breach list is a compilation of data breaches confirmed by various media sources or
notification lists from state governmental agencies. This list is updated daily, and published each
Tuesday.

Breaches on this list typically have exposed information which could potentially lead to identity theft,
including Social Security numbers, financial account information, or medical information. ITRC
follows U.S. Federal guidelines about what combination of personal information comprise a unique
individual, and the exposure of which will constitute a data breach.

Records Reported:

This field has been changed to more accurately reflect the circumstances surrounding the number
of records exposed. The numeral “0” has been replaced with “Unknown” - recognizing the number
of records may have been reported to some other entity (i.e. government or law enforcement), but is
not provided in the information available to the ITRC.

Breach categories:

Business: This category encompasses retail services, hospitality and tourism, professional, trade,
transportation, utilities, payment processors and other entities not included in the other four sectors.
It also includes nonprofit organizations, industry associations, non-government social service
providers, as well as life insurance companies and insurance brokers (non-medical).

Education: Any public or private educational facility, from pre-school through university level.
This category does not include scholarship providers, after school entities, or tutoring organizations.

Medical/Healthcare: Any medical covered entity (CE) or business associate (BA), as defined
by HIPAA, in the healthcare industry. Also includes healthcare facilities and organizations which
may be attached to schools and universities, and may include pharmaceutical manufacturers.
Insurance companies may vary by industry — medical and long term insurance providers will be
classified as medical healthcare. (Included on hhs.gov list).

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care
clearinghouses, and (3) health care providers who electronically transmit any health
information in connection with transactions for which HHS has adopted standards.

A “business associate” is a person or entity that performs certain functions or activities that
involve the use or disclosure of protected health information on behalf of, or provides
services to, a covered entity.

Government/Military: Any city, county, state, national or military entity; or a department
within one of these entities. In the event that a medical facility is also a government or military
entity, it will be listed under Government/Military. Entities such as Veteran Association Medical
Centers (VAMC) will be included in this sector.

Banking/Credit/Financial: This sector includes entities such as banks, credit unions, credit
card companies, mortgage and loan brokers, financial services, investment firms and trust
companies, payday lenders and pension funds (401 savings plans)



TN

rmi. ,

oenrmvrerr . ldentity Theft Resource Center oyger 7
RESOURCE CENTER

2019 Category Summary

How is this report produced? What are the rules? See below for details. Report Date:  1/8/2020

Totals for Category: Banking/Credit/Financial # of Breaches: 108 # of Records: 100,621,770
% of Breaches: 7.3% %of Records: 61.1%

Totals for Category: Business # of Breaches: 644 # of Records: 18,824,975
% of Breaches: 43.7%  %of Records: 11.4%
Totals for Category: Education # of Breaches: 113 # of Records: 2,252,439
% of Breaches: 7.7% %of Records: 1.4%

Totals for Category: Government/Military # of Breaches: 83 # of Records: 3,606,114
% of Breaches: 5.6% %of Records: 2.2%

Totals for Category: Medical/Healthcare # of Breaches: 525 # of Records: 39,378,157
% of Breaches: 35.6%  %of Records: 23.9%

Totals for All Categories: # of Breaches: 1473 # of Records: 164,683,455

% of Breaches: 100.0% %of Records: 100.0%

2019 Breaches Identified by the ITRC as of:  1/8/2020 Total Breaches: 1,473

Records Exposed: 164,683,455

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based breach, as
identified by our current process, is considered public when one of these occur:

1) Published by a credible source (sources include Offices of the Attorney General, and established media — TV news, radio,
newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings. If the
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

Q The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC
c Y B E R Breach Stats Report and all supplemental breach reports.

Copyright 2020 Identity Theft Resource Center
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2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zenith Global Logistics NC 12/19/2019 Electronic Business 1,500
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-37.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cook Wealth Management NC 12/20/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-36.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pleasant Wealth LLC OH 12/23/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-35.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Baylor Genetics X 12/24/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-73.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Life Line Screening of America Ltd. X 12/30/2019 Electronic Medical/Healthcare Unknown
(vendor)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-34.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ann & Robert H. Lurie Children's IL 12/26/2019 Electronic Medical/Healthcare 4,195
Hospital of Chicago

Source: luriechildrens.org

URL: #https://www.luriechildrens.org/en/notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
HealthMarkets Insurance Agency, Inc. X 3/28/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310518.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center

Page 1 of 211
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2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mansfield Energy Corp. GA 8/1/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/mansfield-enerqy-20190801.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lourd Capital LLC ("LourdMurray") CA 6/26/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/lourd-capital-20190628.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Aurora - Aurora Water (Click2Gov CO 12/30/2019 Electronic Government/Military Unknown
#2)

Source: auroragov.org

URL: #https://www.auroragov.org/cms/one.aspx?portalld=1881221&paqgeld=16261247#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 3,784
Alliance (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/alliance/about-texas-health-alliance/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,113
Azle (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/azle/about-texas-health-azle/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare 6,688
Denton (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/denton/about-texas-health-denton/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Kroger Co., for itself and its OH 10/25/2019 Paper Data Medical/Healthcare 4,812

affiliates and subsidiaries #2

Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.

gov/ocr/breach/breach report.jsf#

Report Date: 1/8/2020

Copyright 2020 Identity Theft Resource Center Page 2 of 211
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Philadelphia (reported on PA 7/19/2019 Electronic Medical/Healthcare 1,458

7/19/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Starmount Life Insurance Company LA 12/9/2019 Electronic Medical/Healthcare 630

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Roosevelt General Hospital NM 12/19/2019 Electronic Medical/Healthcare 28,847

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/new-mexico-hospital-discovers-malware-on-imaging-server/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Anwan Wellness LLC GA 12/9/2019 Electronic Medical/Healthcare 530

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beech Brook OH 12/6/2019 Electronic Medical/Healthcare 2,636

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Speight Family Medical, LLC TN 12/6/2019 Electronic Medical/Healthcare 2,000

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Express Travel Related NY 12/23/2019 Electronic Banking/Credit/Financial 229

Services Company, Inc (reported on

12/23/2019)

Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-16243-american-express-travel-related-services-company-inc/do

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 3 of 211
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Express Travel Related NY 11/6/2019 Electronic Banking/Credit/Financial 32,549
Services Company, Inc (reported on

11/6/2019)

Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-data-beach-number-16012-american-express-travel-related-services-company-inc

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Webster Five Cents Savings Bank MA 11/5/2019 Electronic Banking/Credit/Financial 74

(reported on 11/5/2019)

Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-data-beach-number-16016-webster-five-cents-savings-bank/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Uber Technologies, Inc. - Massachusetts MA 10/25/2019 Electronic Business 65

drivers only

Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-15953-uber-technologies-inc/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Anne's Credit Union MA 10/7/2019 Electronic Banking/Credit/Financial 55
Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-data-beach-number-16006-st-annes-credit-union/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wolff Shoe Company MO 11/6/2019 Electronic Business 5,084
Source: mass.gov

URL: #https://www.mass.gov/doc/assigned-breach-number-16021-wolff-shoe-company/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SmartBear Software Inc. MA 11/26/2019 Electronic Business Unknown
Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-16121-smartbear-software-inc/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dedham Savings (reported on MA 11/29/2019 Electronic Banking/Credit/Financial Unknown
11/29/2019)

Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-16129-dedham-savings-bank/download#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 4 of 211
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Donut Enterprises, Inc. MA 11/27/2019 Electronic Business Unknown
Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-16124-donut-enterprises-inc/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sealcoating Inc. dba Indus MA 12/2/2019 Electronic Business Unknown
Source: mass.gov

URL: #https://www.mass.qov/doc/assigned-breach-number-16142-sealcoating-inc-dba-indus/download#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prestige Health Choice FL 12/13/2019 Electronic Medical/Healthcare 4,662
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vimly Benefit Solutions, Inc. WA 12/13/2019 Electronic Business 2,675
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Children’s Hospital (reported on X 12/16/2019 Paper Data Medical/Healthcare 597
12/16/2019)

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Francisco Department of Public CA 12/10/2019 Paper Data Medical/Healthcare 1,174

Health - Zuckerberg SF General Hospital

Source: nbcbayarea.com

URL: #https://www.nbcbayarea.com/news/local/san-francisco/privacy-breach-involving-meal-tray-tickets-at-zuckerberg-san-f

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Equian, LLC (reported on 12/27/2019) IN 12/27/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/27/equian-lic-notice-of-data-breach-to-consumers/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 5 of 211
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2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Freedom Innovations, LLC CA 12/30/2019 Electronic Business Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/12/30/freedom-innovations-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Park University (reported on IL 12/30/2019 Electronic Education Unknown
12/30/2019)
Source: ao.vermont.gov
URL: #https://ago.vermont.gov/blog/2019/12/30/north-park-university-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Avid Technology, Inc. MA 12/24/2019 Electronic Business Unknown
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/Avid%20Technoloqy-%20Notice%200f%20Data%20Event-%20%28Notice%200nly%29.p
Breached Entity: State Published Date Breach Type Breach Category Records Reported
ACCO Engineered Systems, Inc. CA 12/26/2019 Electronic Business Unknown
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/ACC0%20-%20%28Notice%200nly%29.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Landry's, Inc. - restaurants X 12/31/2019 Electronic Business Unknown
Source: oag.ca.gov
URL: #https://oag.ca.gov/system/files/CA%20AG%20Attachment%20%28Notice%200nly%29.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Active Network, LLC - Blue Bear platform TX 12/30/2019 Electronic Business Unknown
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/Individual%20Letter%20CA.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Evolucion Innovations Inc. - evo.com WA 12/31/2019 Electronic Business Unknown
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/CA%20Attachment%20%28Notice%200nly%29.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 6 of 211
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hilltop Health Services - Hilltop CO 12/13/2019 Electronic Business Unknown
Community Resources Residential

Youth Services

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-67.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Holdings Corporation NY 12/10/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-65.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
INTL FCStone, Inc. NY 12/10/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-64.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wyze Labs, Inc. WA 12/26/2019 Electronic Business Unknown
Source: forums.wyzecam.com

URL: #https://[forums.wyzecam.com/t/updated-12-29-19-data-leak-12-26-2019/79046#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunshine House, Inc. SC 10/17/2019 Electronic Education Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-317296.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NEXT Financial Group, Inc. and Mosaic = TX 10/22/2019 Electronic Banking/Credit/Financial 478
Financial Associates

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/ITU-317962%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vivo Arundel, LLC - Vivo Italian Kitchen =MD 10/22/2019 Paper Data Business Unknown

& Wine Bar

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/ITU-317940.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center

Page 7 of 211
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2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
F & M Bank Corp. VA 10/21/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-317414.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
John M. Scorsine, PLLC dba Kanthaka CO 10/23/2019 Electronic Business Unknown
Group
Source: marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/ITU-317965%20(1).pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
414 New York LLC ("414 Hotel") NY 10/24/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-317621%20(1).pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
JA Glynn & Co. MO 10/15/2019 Electronic Banking/Credit/Financial 1,491
Source: marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-317622.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paradise Cruise Line Operator Ltd., dba FL 10/29/2019 Electronic Business Unknown
Bahamas Paradise Cruise Line
Source: marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/ITU-318912%20(2).pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Greek Orthodox Archdiocese of America NY 8/5/2019 Electronic Business 318
Source: doj.nh.gov
URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/greek-orthodox-20190806.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Energy United NC 6/14/2019 Electronic Business Unknown
Source: doj.nh.gov
URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/energy-united-20190617.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 8 of 211
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City Abstract LLC NJ 7/31/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/city-abstract-201907 31.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Avalara, Inc. WA 6/6/2019 Electronic Business 1,251
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/avalara-20190613.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Anvil Accounting Services, LLC PA 8/7/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/anvil-accounting-20190812.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aires PA 7/31/2019 Electronic Business 2,002
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/aires-20190805.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sweaty Betty Ltd NY 12/4/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/13/sweaty-betty-ltd-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Facebook - current and former CA 12/13/2019 Electronic Business 29,000

employees (reported on 12/13/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/13/facebook-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Millennium Healthcare Group PA 12/16/2019 Electronic Medical/Healthcare Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/12/16/millennium-healthcare-group-notice-of-data-breach-to-consumers/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 9 of 211
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RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SmokingPipes.com SC 12/16/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/12/16/smokingpipes-com-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Preservation Management, Inc. ME 12/17/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/12/17/preservation-management-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Farmers Insurance - James Gallegos CA 11/6/2019 Electronic Business Unknown

Insurance Agency

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sample%20Mailing%20-%20Data%20Breach.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arthur J. Gallagher, Inc. IL 12/6/2019 Electronic Business 3,330
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20AG%20-%20Exhibit%201%28Notice%200nly%29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Master's Touch, LLC - WA 12/13/2019 Electronic Business Unknown

eNoticesOnline.com

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/%23601426225v1 USA %20-%20Notification%20Letter%20CA%20-%20TMT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
George Paniculam - Financial Planning  MD 12/17/2019 Electronic Banking/Credit/Financial Unknown

& Management Center

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/17/george-paniculam-financial-planning-management-center-notice-of-data-brea

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jewish Social Service Agency MD 12/20/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/12/20/jewish-social-service-agency-notice-of-data-breach-to-consumers/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 10 of 211
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SharesPost, Inc. CA 12/23/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/12/23/sharespost-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Health Advantage (vendor) CA 12/12/2019 Electronic Medical/Healthcare Unknown
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/WHA Notices Sample.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Islands Restaurants, LP and CA 12/19/2019 Electronic Business Unknown

Champagne French Bakery Café

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Islands%20Press%20Release%20and%20Sub%20Notice%2C%20Champagne%20press

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Toondoo.com DE 12/19/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sample%20Individual%20Notification%200f%20ToonDo0%20Data%20Breach.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Moss Adams LLP WA 12/22/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oaq.ca.gov/system/files/Moss%20Adams %20-%20Sample%20Consumer%20Notification%20Letter%20%28CA%

Breached Entity: State Published Date Breach Type Breach Category Records Reported
HelloTech, Inc. CA 12/23/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/General%20Notice%20Z2507 v02.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Honda North America CA 12/18/2019 Electronic Business Unknown
Source: securitydiscover.com

URL: #https://securitydiscovery.com/honda-exposes-vehicle-owner-records-on-the-web/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 11 of 211
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Records Exposed: 164,683,455
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wawa PA 12/19/2019 Electronic Business Unknown
Source: 12/19/2019

URL: #https://www.wawa.com/alerts/data-security#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Service Benefit Plan Administrative DC 12/12/2019 Electronic Business 11,536

Services Corporation

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marion Eye Center, LTD. IL 12/13/2019 Paper Data Medical/Healthcare 811

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Therapeutic Oasis of the Palm Beaches  FL 12/13/2019 Electronic Medical/Healthcare 1,100

LLC

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Ottawa Community Health System MI 12/16/2019 Electronic Medical/Healthcare 4,013

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aflac (reported on 12/16/2019) GA 12/16/2019 Electronic Medical/Healthcare 1,601

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Colorado Department of Human CO 11/29/2019 Electronic Medical/Healthcare 12,230

Services (reported on 12/16/2019)

Source: colorado.gov
URL: #https://lwww.colorado.gov/pacific/cdhs/news/state-colorado-notifies-people-impacted-correspondence-error#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sinai Health System (reported on IL 12/13/2019 Electronic Medical/Healthcare 12,578

12/13/2019)

Source: sinai.org

URL: #https://lwww.sinai.org/www.sinai.org/securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Family Care Medical Specialists Group, CA 12/8/2019 Paper Data Medical/Healthcare 2,490

Inc.

Source: fcsmg.com

URL: #https://lwww.fcsmg.com/contents/securitybreach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Equinox, Inc. NY 12/6/2019 Electronic Medical/Healthcare 1,021

Source: equinoxinc.org

URL: #https://lwww.equinoxinc.org/vs-uploads/pdfs/1575561050 NotificationOfDataSecuritylncident-December2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Conway Medical Center SC 12/5/2019 Electronic Medical/Healthcare 2,550

Source: conwaymedicalcenter.com

URL: #https://www.conwaymedicalcenter.com/notice-of-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunrise Community Health CO 12/5/2019 Electronic Medical/Healthcare 7,668

Source: sunrisecommunityhealth.org

URL: #https://sunrisecommunityhealth.org/wp-content/uploads/2019/12/Sunrise-Website-Notice-ENGLISH-version-Dec-5th-20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children's Hope Alliance (reported on NC 12/3/2019 Electronic Medical/Healthcare 4,564

12/3/2019)

Source: childrenshopealliance.org

URL: #https://www.childrenshopealliance.org/data-security-event-3/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Montana Department of Fish, Wildlife, MT 12/5/2019 Electronic Government/Military Unknown

and Parks (FWP)

Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Consumer-Notice-62.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 13 of 211



TN

T Kt Identity Theft Resource Center Q CYBER

IDENTITY THEFT

RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hartman, Blitch & Gartside FL 12/3/2019 Paper Data Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-61.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bainville School District MT 12/4/2019 Electronic Education Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-39.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Disability Insurance Specialists, LLC CT 12/2/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-38.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Indiana Trust and Investment IN 11/27/2019 Electronic Banking/Credit/Financial 6,814
Management Company

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-37.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nespresso (customer service partner) NY 11/26/2019 Electronic Business 939
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/General-Notice-28.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
State Bank of Lizton IN 11/21/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-57.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blauer Manufacturing Co., Inc. MA 11/22/2019 Electronic Business 1,157
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-35.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Elizabeth Family Health CO 11/22/2019 Electronic Medical/Healthcare 28,375
Source: elizabethfamilyhealth.com

URL: #https://lwww.elizabethfamilyhealth.com/wp-content/uploads/2019/11/4855659-Substitute-Notice-.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Century 21 Department Stores, LLC NY 11/21/2019 Electronic Business 7,213
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-30.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
C.C. Filson Co. WA 11/18/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Filson.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nationwide Mutual Insurance Company  OH 11/27/2019 Electronic Business Unknown
(reported on 11/27/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-58.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
glassybaby LLC WA 12/2/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-40.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Rural Health Resource Center MN 12/9/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-42.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blue Cross Blue Shield Association IL 12/12/2019 Electronic Medical/Healthcare Unknown
Service Benefit Plan vendor - fepblue

mobile app

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-44.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Truman Medical Center, Incorporated MO 12/5/2019 Electronic Medical/Healthcare 114,466
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-43.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Web Courseworks Ltd. (service provider W] 12/12/2019 Electronic Business Unknown
for American Association of Nurse

Anesthetists)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-31.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
James A. Scott & Sons, Inc. VA 12/10/2019 Electronic Business 1,550
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-41.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Magellan Rx Management, subsidiary of AZ 12/4/2019 Electronic Medical/Healthcare Unknown

Magellan Health, Inc.

Source: www1.magellanrx.com

URL: #https://www1.magellanrx.com/home/2516-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Master Painters Institute - MO 12/4/2019 Electronic Business Unknown

www.specifpaint.com

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/04/master-painters-institute-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of New Bedford - New Bedford Port MA 12/4/2019 Electronic Government/Military Unknown
Authority

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/12/04/city-of-new-bedford-massachusetts-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rodgers & Hammerstein Organization NY 10/15/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/R%26H%20-%20Data%20Breach%20Notification%20-%202019-10-15.PDF#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 16 of 211
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EmployBridge (third-party Corporate GA 11/8/2019 Electronic Business 1,522
Creations)

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/EmployBridge%20Iindividual%20Template%20Notice%20L etter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reiter Berry Farms, Inc. (Reiter Affiliated CA 11/8/2019 Electronic Business Unknown

Companies third-party administrative
services company)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Reiter%20Affiliated%20Companies%20-%20Notice%200f%20Data%20Event%20-%20EXx.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reiter Brothers, Inc. (Reiter Affiliated CA 11/8/2019 Electronic Business Unknown

Companies third-party administrative
services company)

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Reiter%20Affiliated%20Companies%20-%20Notice %200f%20Data%20Event%20-%20Ex.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jal Berry Farms LLC (Reiter Affiliated CA 11/8/2019 Electronic Business Unknown

Companies third-party administrative
services company)

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Reiter%20Affiliated%20Companies%20-%20Notice %200f%20Data%20Event%20-%20Ex.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
River Valley Farms LLC (Reiter Affiliated IL 11/8/2019 Electronic Business Unknown

Companies third-party administrative
services company)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Reiter%20Affiliated%20Companies%20-%20Notice%200f%20Data%20Event%20-%20EXx.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CMG CIT Acquisition dba Core Medical NH 12/5/2019 Electronic Business Unknown
Group

Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/12/05/cmg-cit-acquisition-dba-core-medical-group-notice-of-data-breach-to-consum

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LightinTheBox and subsidiary sites WA 12/16/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-lightinthebox-leak/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 17 of 211
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RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Youth Development, Inc. NM 11/26/2019 Electronic Business Unknown
Source: ydinm.org

URL: #http://www.ydinm.org/uploads/FileLinks/e003be8369cd4807ad9301d76f32b2de/YDI Substitute Notice 4830 9600 8

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The UPS Store, Inc. (reported on CA 11/27/2019 Electronic Business 6,400
11/27/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California 6%20%28notification%29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choice Hotels International, Inc. MD 11/29/2019 Electronic Business 88,295
(reported on 11/29/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California%20Notice 2%20%28notification%29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cucamonga Valley Water District CA 12/4/2019 Electronic Business Unknown
(Click2Gov #2)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ CVWD%20C2G%20Incident%20Notification%20Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CJGO Fulfillment, Inc. dba CoffeeAM GA 12/9/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Notice%20Letter%20Sample.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rooster Teeth - online store X 12/11/2019 Electronic Business Unknown
Source: blog.roosterteeth.com

URL: #https://blog.roosterteeth.com/notice-of-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Human Services, Inc. PA 11/18/2019 Electronic Medical/Healthcare 1,559
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breach Type

Electronic

Breach Category

Medical/Healthcare

Records Reported
1,522

Breach Type

Electronic

Breach Category

Medical/Healthcare

Records Reported
3,977

Breached Entity: State Published Date
Ronald E. Rosenbaum DMD, PA FL 11/21/2019
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date
OmniSeq, Inc. NY 11/21/2019
Source: omniseq.com

URL: #https://www.omniseg.com/notice/#

Breached Entity: State Published Date
Southeastern Minnesota Oral & MN 11/22/2019

Maxillofacial Surgery

Breach Type

Electronic

Breach Category

Medical/Healthcare

Records Reported
80,000

Source: semoms.com

URL: #https://www.semoms.com/data-security-incident/#
Breached Entity: State Published Date
Beer Industry - Local Union No. 703 IL 11/28/2019

Health and Welfare Fund

Breach Type

Electronic

Breach Category

Medical/Healthcare

Records Reported
9,279

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Francisco VA Health Care System CA 11/27/2019 Electronic Medical/Healthcare 735
Source: sanfrancisco.va.gov

URL: #https://www.sanfrancisco.va.gov/pressreleases/sfvahcs-news-release-20191127.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
La Clinica de La Raza, Inc. CA 11/22/2019 Electronic Medical/Healthcare 2,477
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Katherine Shaw Bethea Hospital IL 11/30/2019 Electronic Medical/Healthcare 1,486
Source: ksbhospital.com

URL: #https://lwww.ksbhospital.com/wordpress2017/wp-content/uploads/2019/12/KSB Substitute Notice 11-30-19.pdf#

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
RiverKids Pediatric Home Health X 12/2/2019 Electronic Medical/Healthcare 10,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Loudoun Medical Group dba VA 11/27/2019 Electronic Medical/Healthcare 15,575
Comprehensive Sleep Care Center

("cscch)

Source: comprehensivesleepcare.com

URL: #https://comprehensivesleepcare.com/notice-of-data-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Waco (Click2Gov #2) X 12/11/2019 Electronic Government/Military Unknown
Source: waco-texas.com

URL: #https://lwww.waco-texas.com/pdf/information/press-releases/12.12.19.Data%20Security%20Incident.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cheyenne Regional Medical Center wy 12/10/2019 Electronic Medical/Healthcare 17,549
Source: cheyenneregional.org

URL: #https://www.cheyenneregional.org/home/notification-of-crmc-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nebraska Medicine NE 12/4/2019 Electronic Medical/Healthcare 1,149
Source: hipaajournal.com

URL: #https://www.hipaajournal.com/nebraska-medicine-discovers-insider-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Healthcare Administrative Partners PA 12/3/2019 Electronic Business 17,693
Source: hapusa.com

URL: #https://www.hapusa.com/notice-of-data-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Evergreen Psychological Services X 11/1/2019 Electronic Medical/Healthcare 4,174
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported

Gateway Health Plan LP (third-party PA 11/14/2019 Electronic Medical/Healthcare 753
National Imaging Associates, Inc.)

Source: gatewayhealthplan.com

URL: #https://www.gatewayhealthplan.com/notifications-and-alerts/notice-of-security-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medical Park Family Care, Inc. AK 11/18/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ZoneAlarm CA 11/9/2019 Electronic Business Unknown
Source: tachradar.com

URL: #https://www.techradar.com/news/zonealarm-hit-in-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of College Station (Click2Gov #2) TX 11/18/2019 Electronic Government/Military Unknown
Source: cstx.gov

URL: #https://www.cstx.gov/icms/one.aspx?portalld=12410917&pageld=16219652#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
VA St. Louis Health Care System MO 11/21/2019 Paper Data Medical/Healthcare 595
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PayMyTab FL 11/19/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-paymytab-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kaiser Foundation Health Plan (Kaiser CA 11/7/2019 Paper Data Medical/Healthcare 515
Permanente)

Source: m.kp.org

URL: #https://m.kp.org/northern-california/alerts/p2/notice-of-data-exposure-november-2019#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Penn-Mar Human Services (reported on  MD 11/25/2019 Electronic Medical/Healthcare 536
11/25/2019)

Source: penn-mar.org

URL: #http://www.penn-mar.org/data-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Collins Aerospace FL 11/20/2019 Electronic Business 1,500
Source: iowaattorneygeneral.gov

URL: #https://www.iowaattorneygeneral.gov/imedia/cms/112019 Collins Aerospace Security B 9B192D64FD70D.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Allied Universal PA 11/21/2019 Electronic Business Unknown
Source: bleepingcomputer.com

URL: #https://lwww.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TrueDialog X 12/1/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-truedialog-leak/?=truedialog-exposed-data#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Adobe - Magento Marketplace users CA 11/27/2019 Electronic Business Unknown
Source: zdnet.com

URL: #https://www.zdnet.com/article/adobe-discloses-security-breach-impacting-magento-marketplace-users/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wizards of the Coast - Magic Online and WA 11/16/2019 Electronic Business Unknown

MTG Arena users

Source: techcrunch.com

URL: #https://techcrunch.com/2019/11/16/magic-the-gathering-wizards-data-exposure/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Brooklyn Hospital Center NY 11/1/2019 Electronic Medical/Healthcare 26,312
Source: tbh.org

URL: #https://lwww.tbh.org/notice-data-event#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Outreach Health Services X 11/8/2019 Electronic Medical/Healthcare 500
Source: outreachhealth.com

URL: #https:/loutreachhealth.com/notice-to-our-patients-of-possible-unauthorized-access-to-patient-information/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of North Carolina at Chapel NC 11/12/2019 Electronic Medical/Healthcare 3,716
Hill School of Medicine (reported on

11/12/2019)

Source: uncnews.unc.edu

URL: #https://luncnews.unc.edu/2019/11/12/school-of-medicine-notifies-patients-about-data-breach-from-phishing-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Palo Alto Networks (third-party vendor) CA 11/28/2019 Electronic Business 7
Source: infosecurity-magazine.com

URL: #https://www.infosecurity-magazine.com/news/palo-alto-third-party-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ivy Rehab Network, Inc. and its affiliated NY 11/26/2019 Electronic Medical/Healthcare 125,000
companies

Source: ivyrehab.com

URL: #https://lwww.ivyrehab.com/data-security-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DiBella's Old Fashioned Submarines NY 11/26/2019 Electronic Business 305,000
Source: dibellas.com

URL: #https://www.dibellas.com/security#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Taco Bueno X 2/14/2019 Electronic Business Unknown
Source: tacobueno.com

URL: #https://lwww.tacobueno.com/paymentcardincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Dothan (Click2Gov #2) AL 11/19/2019 Electronic Government/Military Unknown
Source: dothan.org

URL: #https://lwww.dothan.org/DocumentCenter/View/6014/Click2Gov-QandA-Customers#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
On the Border Mexican Grill & Cantina > 11/26/2019 Electronic Business Unknown
Source: ontheborder.com

URL: #https://www.ontheborder.com/security.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ascension Borgess Hospital Ml 11/14/2019 Electronic Medical/Healthcare 996
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Catch Steak NY 11/25/2019 Electronic Business Unknown
Source: catchrestaurants.com

URL: #https://catchrestaurants.com/catchsteaknyc/paymentcardincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Catch NYC - including Catch Roof NY 11/25/2019 Electronic Business Unknown
Source: catchrestaurants.com

URL: #https://catchrestaurants.com/catchnyc/paymentcardincidents#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Atria Senior Living KY 11/19/2019 Electronic Medical/Healthcare Unknown
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Atria%20Ad%20CM%20CA%20r4prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Saint Francis Medical Center - Ferguson MO 11/20/2019 Electronic Medical/Healthcare 107,054

Medical Group

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/107000-ferguson-medical-group-patients-impacted-by-ransomware-attack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Legg Mason (business associate BNY MD 11/18/2019 Electronic Banking/Credit/Financial Unknown

Mellon Investment Servicing (US), Inc.)

Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-24.pdf#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Golden Entertainment, Inc. NV 11/7/2019 Electronic Business 5,815
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-notif.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beneficial State Bank CA 11/6/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-54.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pathway Bank NE 11/5/2019 Electronic Banking/Credit/Financial 1,100
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-48.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Barnard Construction Company, Inc. MT 11/5/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-27.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
GFS, Inc. CA 11/13/2019 Electronic Banking/Credit/Financial 6,110
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/GFS%2C%20Inc%20-%20Notice%200f%20Data%20Event%20-%20Exhibit%201%20-%20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Green Roads of Florida, LLC FL 11/15/2019 Electronic Business 41,422
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/259198 01 IDExperts Green%20Roads%20StaticProof General 1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital Planning Advisors CA 11/15/2019 Electronic Banking/Credit/Financial Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20-%20Exhibit%201%20-%20CPA%20%28notification%29.pdf#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported

Wescom Credit Union (third-party CA 11/19/2019 Electronic Banking/Credit/Financial Unknown
service provider Geezeo)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Wescom%20Central%20Credit%20Union%20-%20CA%20Notice%200f%20Data%20Even

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LifeMark Securities Corp. NY 11/19/2019 Electronic Banking/Credit/Financial 10,879
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20AG%20Notification%20%28notification%29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cadence Aerospace CA 11/20/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20Notice%20Letter 1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
KPRS Construction Services, Inc. CA 11/20/2019 Electronic Business 825
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/KPRS%20--%20Consumer%20notification%20letter%20%28California%20version%29 P

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Epstein Schneider, PLC AZ 10/30/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/30/epstein-schneider-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aegis Medical Group FL 11/8/2019 Electronic Medical/Healthcare 9,800
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/11/08/aegis-medical-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
U.S. Xpress Enterprises, Inc. ("USX") CA 11/15/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/11/15/u-s-xpress-enterprises-inc-notice-of-data-breach-to-consumers/#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Drake Software (reported on 11/18/2019) NC 11/18/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/11/18/drake-software-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Woodman & Eaton, P.C. MA 11/22/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/11/22/woodman-and-eaton-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
California Department of Motor Vehicles CA 11/5/2019 Electronic Government/Military 3,200
(DMV)

Source: assets.documentcloud.org

URL: #https://assets.documentcloud.org/documents/6540706/Cover-Letter-and-Notice-of-Breach-Merged.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Macy's - macys.com (reported on OH 11/14/2019 Electronic Business 135,152
11/14/2019)

Source: documentcloud.org

URL: #https://www.documentcloud.org/documents/6552530-macy-s-notice-of-data-breach.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fairfax County Police Department VA 11/16/2019 Electronic Government/Military 1,700
Source: washingtonpost.com

URL: #https://www.washingtonpost.com/local/public-safety/data-breach-may-impact-more-than-500-fairfax-county-police-em

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Georgia Tech (reported on 11/7/2019) GA 11/7/2019 Electronic Education 1,100
Source: news.gatech.edu

URL: #https://Inews.gatech.edu/2019/11/07/tech-responds-student-data-disclosure#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CAH Holdings, Inc. AL 11/15/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/11/19/cah-holdings-inc-notice-of-data-breach-to-consumers/#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Krystal GA 10/24/2019 Electronic Business Unknown
Source: krystal.com

URL: #https://krystal.com/security/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
T-Mobile - prepaid service WA 11/22/2019 Electronic Business Unknown
Source: t-mobile.com

URL: #https://www.t-mobile.com/customers/6305378822#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Church's Chicken - company-operated GA 11/21/2019 Electronic Business Unknown

restaurants (payment processing
systems servicer)

Source: churchs.com

URL: #https://www.churchs.com/security/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choice Cancer Care Treatment Center X 11/15/2019 Electronic Medical/Healthcare 14,673
Source: choicecancercare.com

URL: #https://choicecancercare.com/choice-cancer-treatment-center-privacy-incident-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunshine Behavioral Health, LLC CA 11/14/2019 Electronic Medical/Healthcare 3,500
Source: databreaches.net

URL: #https://lwww.databreaches.net/exclusive-more-than-90000-patient-billing-files-from-an-alcohol-and-drug-addiction-trea

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Select Health Network IN 11/1/2019 Electronic Medical/Healthcare 3,582
Source: selecthealthnetwork.com

URL: #https://lwww.selecthealthnetwork.com/sites/default/files/Select%20Health%20Website%20Notice%20Updated%2011.12.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
First Aid Beauty MA 11/8/2019 Electronic Business 21,486
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/First%20Aid%20Beauty%20-%20Individual%20Notification%20Letter.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Solara Medical Supplies, LLC CA 11/13/2019 Electronic Medical/Healthcare 114,007

Source: solara.com

URL: #https://www.solara.com/dataincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Starling Physicians CT 11/12/2019 Electronic Medical/Healthcare 977

Source: starlingphysicians.com

URL: #https://lwww.starlingphysicians.com/databreach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delta Dental of Arizona AZ 11/8/2019 Electronic Medical/Healthcare 12,886

Source: deltadentalaz.com

URL: #https://www.deltadentalaz.com/documents/DDAZ DataPrivacylncident0719 WebsiteNotice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Main Street Clinical Associates, PA NC 11/8/2019 Electronic Medical/Healthcare 3,031

Source: mainstreetclinical.com

URL: #http://www.mainstreetclinical.com/files/MSCA%20-%20Website%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Express Travel Related NY 10/4/2019 Electronic Banking/Credit/Financial 1,083

Services Company, Inc. and/or its

Affiliates (reported on 10/4/2019)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dominion Energy Credit Union VA 10/28/2019 Electronic Banking/Credit/Financial 2,662

Source: maine.gov

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Draper, Inc. IN 10/3/2019 Electronic Business 89
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
BLA Partners, LLC dba Aspenti Health VT 10/7/2019 Electronic Medical/Healthcare 501

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The McKeogh Company - AMETEK, Inc. PA 10/9/2019 Electronic Business 6,161

employees

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-22.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Lucie West District Services FL 10/23/2019 Electronic Government/Military 1,069

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delta Dental of lllinois (reported on IL 10/25/2019 Electronic Medical/Healthcare 24,425

10/25/2019)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Liberty Healthcare Corporation PA 10/29/2019 Electronic Medical/Healthcare 907

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amerman, Ginder & Co. PA 10/30/2019 Electronic Business 580

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nelnet Loan Servicing NE 10/31/2019 Electronic Banking/Credit/Financial 301

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Autoclerk CA 10/21/2019 Electronic Business Unknown
Source: zdnet.com

URL: #https://www.zdnet.com/article/autoclerk-database-leaked-customer-government-and-military-personal-records/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Betty Jean Kerr People’s Health Centers MO 10/25/2019 Electronic Medical/Healthcare 152,000
Source: phcenters.org

URL: #http://phcenters.org/wp-content/uploads/sites/3/2019/10/Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Kroger Co., for itself and its OH 10/25/2019 Paper Data Medical/Healthcare 2,752
affiliates and subsidiaries #1

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital > 10/22/2019 Paper Data Medical/Healthcare 2,993
Allen (Texas Health Resources)

Source: texashealth.org

URL: #https://lwww.texashealth.org/allen/about-texas-health-allen/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 14,881
Fort Worth (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/fortworth/about-texas-health-fort-worth/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,157
Kaufman (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/kaufman/about-texas-health-kaufman/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital > 10/22/2019 Paper Data Medical/Healthcare 9,678
Plano (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/plano/about-texas-health-plano/a-message-to-our-patients#
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Breached Entity: State Published Date Breach Type Breach Category

Texas Health Arlington Memorial (Texas TX 10/22/2019 Paper Data Medical/Healthcare
Health Resources)

Records Reported
6,187

Source: texashealth.org

URL: #https://www.texashealth.org/arlington/about-texas-health-arlington-memorial/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist > 10/22/2019 Paper Data Medical/Healthcare 525

Southlake (Texas Health Resources)

Source: texashealthsouthlake.com

URL: #https://www.texashealthsouthlake.com/message.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 1,348

Stephenville (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/stephenville/about-texas-health-stephenville/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare 4,789

Rockwall (Texas Health Resources)

Source: texashealthrockwell.com

URL: #https://lwww.texashealthrockwall.com/news/billing-discrepancy/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 7,478
Southwest Fort Worth (Texas Health

Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/southwestfw/about-texas-health-southwest-fort-worth/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 2,737

Cleburne (Texas Health Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/cleburne/about-texas-health-cleburne/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Presbyterian Hospital X 10/22/2019 Paper Data Medical/Healthcare 12,415

Dallas (Texas Health Resources)

Source: texashealth.org
URL: #https://www.texashealth.org/dallas/about-texas-health-dallas/a-message-to-our-patients#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Texas Health Harris Methodist Hospital X 10/22/2019 Paper Data Medical/Healthcare 4,804
Hurst-Euless-Bedford (Texas Health

Resources)

Source: texashealth.org

URL: #https://www.texashealth.org/heb/about-texas-health-heb/a-message-to-our-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abdul Memon, MD PLLC AZ 10/11/2019 Electronic Medical/Healthcare 1,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southern New Mexico Neurosurgery LLC NM 10/14/2019 Electronic Medical/Healthcare 11,754
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Click2Mail VA 10/8/2019 Electronic Business Unknown
Source: databreaches.net

URL: #https://www.databreaches.net/click2mail-issues-statement-to-customers-acknowledges-hack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Philadelphia Department of Public PA 10/14/2019 Electronic Medical/Healthcare 23,000

Health (PDPH)

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/philadelphia-department-of-public-health-data-breach-exposed-hepatitis-patients-data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Geisinger Health Plan (business PA 10/24/2019 Electronic Medical/Healthcare Unknown

associate Magellan NIA)

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/geisinger-health-plan-notifies-members-about-business-associate-phishing-attack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Pittsburg Graduate School PA 10/4/2019 Electronic Education Unknown

of Public Health

Source: post-gazette.com
URL: #https://lwww.post-gazette.com/news/education/2019/10/04/data-breach-hack-student-privacy-University-of-Pittsburgh-
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ferro Corporation OH 10/23/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/23/ferro-corporation-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prisma Health - Midlands - Palmetto SC 10/28/2019 Electronic Medical/Healthcare 19,060
Health

Source: palmettohealth.org

URL: #https://www.palmettohealth.org/patients-guests/news/cybersecurity-incident-palmetto-health-website#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Veritas Genetics MA 11/6/2019 Electronic Medical/Healthcare Unknown
Source: bloomberg.com

URL: #https://www.bloomberg.com/news/articles/2019-11-06/breach-at-dna-test-firm-veritas-exposed-customer-information#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Adobe Creative Cloud CA 10/25/2019 Electronic Business Unknown
Source: comparitech.com

URL: #https://www.comparitech.com/blog/information-security/7-million-adobe-creative-cloud-accounts-exposed-to-the-publi

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Trend Micro X 11/5/2019 Electronic Business Unknown
Source: blog.trendmicro.com

URL: #https://blog.trendmicro.com/trend-micro-discloses-insider-threat-impacting-some-of-its-consumer-customers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Florida PBS FL 11/1/2019 Electronic Business 528
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/11/01/south-florida-pbs-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Russell Brier & Company MA 11/1/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/11/01/russell-brier-company-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 10/17/2019) AR 10/17/2019 Electronic Medical/Healthcare 4,211
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Affiliated Sante Group MD 10/20/2019 Electronic Medical/Healthcare 679
Source: thesantegroup.org

URL: #https://www.thesanteqroup.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Greater Cincinnati Pathologists, Inc. OH 10/23/2019 Electronic Medical/Healthcare 7,725
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Juniata College PA 11/1/2019 Electronic Education 1,170
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seattle Cancer Care Alliance WA 10/16/2019 Electronic Medical/Healthcare Unknown
Source: seattlecca.org

URL: #https://www.seattlecca.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LaBorde Therapy Center LLC LA 10/16/2019 Electronic Medical/Healthcare 7,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hunt Memorial Hospital District > 10/7/2019 Electronic Medical/Healthcare 323,832
(reported on 10/7/2019)

Source: huntregional.org

URL: #https://www.huntregional.org/sites/www/Uploads/files/INR%20-%20Data%20Breech%2010%202019.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Leafly WA 10/10/2019 Electronic Business Unknown
Source: iowaattorneygeneral.gov

URL: #https://www.iowaattorneygeneral.gov/imedia/cms/93019 Leafly Holdings Inc A9CFFA3A54D6A.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Washington University School of WA 11/1/2019 Electronic Medical/Healthcare 3,237
Medicine Department of Ophthalmology

and Visual Sciences

Source: medicine.wustl.edu

URL: #https://medicine.wustl.edu/news/announcements/patient-notice-privacy-breach-11-2019/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UnitedHealthcare (third-party vendor MN 10/16/2019 Electronic Medical/Healthcare Unknown
Equian, LLC)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-40.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Utah Valley Eye Center uT 10/31/2019 Electronic Medical/Healthcare 20,418
Source: hipaajournal.com

URL: #https://www.hipaajournal.com/utah-valley-eye-center-hacking-incident-leads-to-phishing-attack-on-patients/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aquiline Capital Partners LLC NY 10/29/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/Consumer-Notice-45.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Artesia General Hospital (reported on NM 10/3/2019 Electronic Medical/Healthcare 858
10/3/2019)

Source: artesiageneral.com

URL: #https://artesiageneral.com/notice-of-privacy-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Roswell Park Comprehensive Cancer NY 10/18/2019 Electronic Medical/Healthcare 584
Center

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wheatland Dental Care IL 10/24/2019 Electronic Medical/Healthcare 955
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tots & Teens Pediatrics X 10/24/2019 Electronic Medical/Healthcare 31,787
Source: tots-teenspediatrics.com

URL: #https://lwww.tots-teenspediatrics.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chronic Care Management, Inc. - OH 10/17/2019 Electronic Business 612

Matthews-Vu Medical Group

Source: 10/17/2019

URL: #https://chroniccaremanagement.com/?page id=653#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
United States Medical Supply, LLC FL 10/18/2019 Electronic Medical/Healthcare 674
Source: usmed.com

URL: #https://www.usmed.com/information-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Self Regional Healthcare (reported on SC 10/21/2019 Electronic Medical/Healthcare 2,661
10/21/2019)

Source: selfregional.org

URL: #https://www.selfregional.org/patient-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Benefits, Inc. PA 10/21/2019 Electronic Business 2,991
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-41.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Web.com Group, Inc. - includes Network FL 10/31/2019 Electronic Business Unknown
Solutions and Register.com (reported on

10/3/2019)

Source: notice.web.com

URL: #https:/Inotice.web.com/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Title Boxing, LLC KS 10/31/2019 Electronic Business 10,762
Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/8439950.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Central Valley Regional Center CA 10/24/2019 Electronic Business 15,975
Source: cvrc.org

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gazelle Transportation, LLC CA 10/29/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Data%20Breach%20Notification%20Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Guidance Center - Long Beach CA 10/25/2019 Electronic Business 1,189
Source: oag.ca.gov

URL: #https://www.tgclb.org/security-notification/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marriott International, Inc. - Marriott MD 10/30/2019 Electronic Business Unknown
associates (reported on 10/30/2019)

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/CA%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Youth For Christ USA, Inc. CO 10/21/2019 Electronic Business 873
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-43.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
JAG Capital Management MO 10/25/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-14.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Buckhead Smile Center, P.C. GA 10/17/2019 Electronic Medical/Healthcare 1,655
Source: smilecenterteam.com

URL: #https://www.smilecenterteam.com/information-security-incident.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Virginia Department of Behavioral VA 10/25/2019 Electronic Medical/Healthcare 1,442

Health & Developmental Services

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sheltered Wings Inc. dba Vortex Optics Wi 10/29/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/29/sheltered-wings-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Auto Approve, LLC MN 10/28/2019 Electronic Banking/Credit/Financial 93,759
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/28/auto-approve-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
L&M Fleet Supply (reported on MN 10/23/2019 Electronic Business 665
10/23/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/General-Notice-13.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children's Minnesota MN 10/25/2019 Electronic Medical/Healthcare 37,942
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-15.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BookShark CO 10/25/2019 Electronic Business 3,524
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/25/bookshark-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Smith's Food & Drug NV 10/29/2019 Paper Data Business 57,600
Source: hipaajournal.com
URL: #https://www.hipaajournal.com/improper-disposal-incident-smiths-food-drug-58000-patients/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Granite State College NH 10/21/2019 Electronic Education 209
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/10/21/granite-state-college-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Endicott College MA 10/24/2019 Electronic Education Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/10/24/endicott-college-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hamlin & Burton Liability Management FL 10/21/2019 Electronic Business 1,500
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-42.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aptevo Therapeutis, Inc. WA 10/16/2019 Electronic Business 310
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/iwp-content/uploads/General-Notice-11.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Levy Premium Foodservice Limited IL 10/18/2019 Electronic Business 50
Partnership
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/10/18/levy-premium-foodservice-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Magnolia Pediatrics LA 10/9/2019 Electronic Medical/Healthcare 11,100
Source: magnoliapediatrics.com
URL: #https://magnoliapediatrics.com/notice-of-potential-unauthorized-disclosure-of-information-for-patients-of-magnolia-pe
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Sioux Falls VA Health Care System SD 10/1/2019 Paper Data Medical/Healthcare 564
(reported on 10/1/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Defense Health Headquarters VA 10/4/2019 Electronic Medical/Healthcare 3,500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gary Smith and assoc inc dba gary MS 10/4/2019 Electronic Medical/Healthcare 2,000

smith agency

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Euphemia R. Brumskine, MD, LLC MD 10/4/2019 Electronic Medical/Healthcare 850
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arkansas Health Group AR 10/7/2019 Electronic Medical/Healthcare 903
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Berman McAleer NY 10/4/2019 Electronic Banking/Credit/Financial 324
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/04/berman-mcaleer-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sevila, Saunders, Huddleston & White VA 10/7/2019 Electronic Business Unknown
P.C.

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/07/sevila-saunders-huddleston-and-white-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mission Health NC 10/11/2019 Electronic Medical/Healthcare 4,521
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/11/mission-health-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Crichton Group TN 10/14/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/14/crichton-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Princeton Insurance Agency NJ 10/15/2019 Electronic Business 3,166
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/15/princeton-insurance-agency-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EyeBuyDirect X 10/17/2019 Electronic Business 756,322
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/10/17/eye-buy-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paragon Marketing Group, LLC IL 10/2/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/10/02/paragon-marketing-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Professional Golfers' Association of FL 10/4/2019 Electronic Business 576
America

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-38.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Continental Finance Company, LLC DE 10/7/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-37.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Pacific Financial Corporation CA 10/11/2019 Electronic Banking/Credit/Financial 16,166
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-10.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Art.com CA 10/11/2019 Electronic Business 2,078
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-35.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nutraceutical Wellness Inc. dba Nutrafol NY 10/11/2019 Electronic Business 21,405
Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/Consumer-Notice-39.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PKF, LLP CA 10/15/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-34.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pine County MN 10/16/2019 Electronic Government/Military 4,400
Source: co.pine.mn.us

URL: #https://www.co.pine.mn.us/government/security incident.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kalispell Regional Healthcare MT 10/22/2019 Electronic Medical/Healthcare 140,209
Source: krh.org

URL: #https:/lwww.krh.org/news/kalispell-regional-healthcare-provides-notification-of-data-security-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Catholic Charities West Virginia Wwv 6/12/2019 Electronic Business 84
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315174.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dominion Electric Supply Company, Inc. VA 6/13/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315185.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Meltzer Group, Inc. MD 6/17/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315190.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BFJ Financial Group MD 7/12/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315526.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BCS Financial, Inc. - Lee & Mason IL 6/18/2019 Electronic Business 84

Financial Services

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315244.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International Finance Bank FL 7/1/2019 Electronic Banking/Credit/Financial 2,950
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315506.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
White Oak Commercial Finance, LLC NY 71212019 Electronic Banking/Credit/Financial 75
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315505.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Institute for Defense & Business ("IDB") NC 713/2019 Electronic Education 274
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315503%20(2).pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cabaletta Bio, Inc. PA 7/1/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315496%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blu Dot Design and Manufacturing, Inc.  MN 7/5/2019 Electronic Business 122
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315493.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ludus, LLC Ml 7/8/2019 Electronic Business 3,671
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315490.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc (reported on 10/2/2019) KY 10/2/2019 Electronic Medical/Healthcare 756
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Toyota Financial Services WA 10/3/2019 Electronic Banking/Credit/Financial 2,352
Source: atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/ToyotaFinancialSe

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Telecare Corporation CA 10/4/2019 Electronic Medical/Healthcare 823
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Breach%20Notification%20Letter%2010 3 2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beatitudes Campus AZ 9/27/2019 Electronic Medical/Healthcare 514
Source: beatitudescampus.org

URL: #https://beatitudescampus.org/data-security/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Francisco Department of Public CA 9/27/2019 Paper Data Medical/Healthcare 622
Health (third-party Alluma)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Pt%20Notif%20Ltr FINAL filed%200online%20State%20AG.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
McAlister's Corporation, Moe's Stores GA 10/2/2019 Electronic Business Unknown
LLC, Schlottzky's Stores LLC, and

entities that are franchisees

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California%20Notice 1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Monterey Health Center OR 10/11/2019 Electronic Medical/Healthcare 5,400
Source: montereyhealthcenter.org

URL: #https://docs.wixstatic.com/uqd/004285 7ea15014af5f4bafa35be351f780af2d.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Perfect Teeth Yale, P.C. CO 9/19/2019 Electronic Medical/Healthcare 15,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choctaw Nation Health Service OK 9/27/2019 Electronic Medical/Healthcare 500
Authority - Talihina Clinic

Source: choctawnation.com

URL: #https://www.choctawnation.com/news-events/press-media/talihina-clinic-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Datamars, Inc. X 7/9/2019 Electronic Business 117
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315488.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hitachi Vantara CA 7/10/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315485.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tuckey Companies PA 7/11/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315482.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OneMain Financial (reported on MD 7/12/2019 Electronic Banking/Credit/Financial Unknown
7/12/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315476.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New Hampshire Department of Health NH 6/10/2019 Electronic Government/Military Unknown
and Human Services

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/health-human-services-20190613.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Alabama Medicine ("UAB AL 9/30/2019 Electronic Medical/Healthcare 19,557
Medicine")

Source: uab.edu

URL: #https://www.uab.edu/news/health/item/10813-uab-medicine-notifies-patients-of-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Broken Arrow (Click2Gov #2) OK 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Coral Springs (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Milton (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: geminiadvisory.io

URL: #https://geminiadvisory.io/second-wave-of-click2gov-breaches-hits-united-states/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Bakersfield (Click2Gov #2) CA 9/19/2019 Electronic Government/Military 2,500
Source: bakersfield.com

URL: #https://lwww.bakersfield.com/news/city-to-ditch-online-payment-system-that-was-breached-twice/article 8c04d274-e6f

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Methodist Hospitals, Inc. IN 10/4/2019 Electronic Medical/Healthcare 68,039
Source: methodisthospitals.org

URL: #https://www.methodisthospitals.org/wp-content/uploads/2019/10/Methodist-Hospitals-Website-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Steppenwolf Theatre Company IL 6/13/2019 Electronic Business 1,014
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/steppenwolf-theatre-20190624.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Springhouse, Inc. (business associate MA 7/12/2019 Electronic Business 479
Tenx Systems, LLC dba ResiDex

Software)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/springhouse-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sophia Snow House (business MA 7/12/2019 Electronic Business Unknown

associate Tenx Systems, LLC dba
ResiDex Software)

Source: doj.nh.gov

URL: #https://lwww.doj.nh.qov/consumer/security-breaches/documents/sophia-snow-house-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paine Art Center and Gardens, Inc. WI 7/18/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/paint-art-center-20190722.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LKQ Corporation TN 6/4/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/lkq-20190610.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Faulk & Winkler LLC LA 7/8/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/faulk-winkler-20190708.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Epoch Senior Living, LLC (business MA 7/12/2019 Electronic Business 1,389

associate Tenx Systems, LLC dba
ResiDex Software)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/epoch-senior-living-20190712.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EnergyUnited NC 6/14/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/energy-united-20190617.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coastal Truck & Auto Body, Inc. NH 7/12/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/coastal-truck-20190715.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Compu-Link Corporation dba Celink Ml 7/3/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/celink-20190703. pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alexandrian Hotel VA 6/19/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/alexandrian-20190709.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bluegreen Vacations FL 10/1/2019 Paper Data Business Unknown
Source: media.dojmt.gov

URL: #https://dojmt.gov/consumer/databreach/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Katherine Caldwell, CPA - All Needs MT 9/13/2019 Paper Data Business Unknown
Construction LLC payroll folder

Source: media.dojmt.gov

URL: #https://dojmt.gov/consumer/databreach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lakeside Orthopedic Clinic NE 9/27/2019 Electronic Medical/Healthcare 48,000
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-17.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
All American Entertainment NC 9/24/2019 Electronic Business 486
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-2.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Majoris Health System, Inc. OR 9/20/2019 Electronic Medical/Healthcare 13,120
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-20.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Salem Health OR 9/17/2019 Electronic Medical/Healthcare Unknown
Source: salemhealth.org

URL: #https://www.salemhealth.org/about/news/news-article/2019/09/27/notice-to-patients#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
47 Brand LLC MA 8/30/2019 Electronic Business 1,800
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-22.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Securities Training Corporation NY 9/13/2019 Electronic Business 994
Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/Consumer-Notice-23.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vitalant X 9/12/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/General-Notice-6.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tom Sauer Bond Agency LLC CO 9/11/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-7.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
State Bar of Michigan Mi 9/9/2019 Electronic Government/Military Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-9.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MGM Resorts International NV 9/5/2019 Electronic Business 46,542
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Consumer-Notice-26.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Presbyterian Healthcare Services NM 9/20/2019 Electronic Medical/Healthcare Unknown
(reported on 9/20/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/09/20/presbyterian-healthcare-services-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bates Technical College WA 9/13/2019 Electronic Medical/Healthcare 2,112
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medico of South Carolina, Inc. SC 9/17/2019 Electronic Medical/Healthcare 6,489
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Cancer Treatment Centers of America GA 9/27/2019 Electronic Medical/Healthcare 3,290
(CTCA) at Southeastern Regional
Medical Center (reported on 9/27/2019)

Source: cancercenter.com

URL: #https://www.cancercenter.com/locations/atlanta/patient-notification-july-29-2019#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Charlottesville VA 9/25/2019 Electronic Government/Military 10,549

Source: charlottesville.org

URL: #https://www.charlottesville.org/Home/Components/News/News/10032/635#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children’s Hope Alliance NC 9/26/2019 Electronic Medical/Healthcare 10,774

Source: childrenshopealliance.org

URL: #https://www.childrenshopealliance.org/notice-of-data-security-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kearns, Brinen & Monaghan DE 10/1/2019 Electronic Business 444

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/General-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ashton Woods Homes GA 9/26/2019 Electronic Business 2,089

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/General-Notice-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mannheim School District 83 IL 9/19/2019 Electronic Education 583

Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/General-Notice-3.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northeastern Star Asset Management PA 9/11/2019 Electronic Banking/Credit/Financial 627

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/General-Notice-5.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Express Company NY 9/30/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Consumer.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Goshen Health IN 9/30/2019 Electronic Medical/Healthcare 9,160
Source: goshenhealth.com

URL: #https://goshenhealth.com/health-library/notice-of-data-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zendesk CA 10/2/2019 Electronic Business Unknown
Source: zendesk.com

URL: #https://lwww.zendesk.com/blog/security-update-2019/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Creighton University - Cornerstone NE 9/24/2019 Electronic Education Unknown
Advisors Asset Management, LLC

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/09/24/creighton-university-cornerstone-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Covestro LLC X 9/23/2019 Electronic Business 2,780
Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/09/23/covestro-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Little Rock Plastic Surgery, P.A. AR 9/12/2019 Electronic Medical/Healthcare 6,300
Source: katv.com

URL: #https://katv.com/news/local/little-rock-plastic-surgery-releases-statement-after-internal-hipaa-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pima County AZ 9/12/2019 Electronic Medical/Healthcare 1,498
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sarrell Dental AL 9/12/2019 Electronic Medical/Healthcare 391,472
Source: sarrelldental.org
URL: #https://lide.myidcare.com/sarrellprotect/frequently-asked-questions/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zynga Inc. CA 9/12/2019 Electronic Business Unknown
Source: investor.zynga.com
URL: #https:/linvestor.zynga.com/news-releases/news-release-details/player-security-announcement#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jewish Community Federation CA 9/24/2019 Electronic Business 1,127
Source: oag.ca.gov
URL: #https://oag.ca.qov/system/files/JCF%20-%20CA%20-%20Notice%200f%20Data%20Event.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kaiser Permanente - Northern California CA 9/26/2019 Electronic Medical/Healthcare 990
(reported on 9/26/2019)
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/Member%20Letter%20Template NCal%20email%20incident 092619 FINAL.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chirobody WA 9/19/2019 Electronic Medical/Healthcare 525
Source: ocrportal.hhs.gov
URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mecklenburg County Boy Scouts (third- NC 9/8/2019 Electronic Business 12,900
party vendor Trails End)
Source: scmagazine.com
URL: #https://www.scmagazine.com/home/security-news/data-breach/north-carolina-boy-scouts-pii-compromised/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Groton Central School District NY 8/29/2019 Electronic Education 846
(Pearson - AIMSWeb 1.0 platform)
Source: grotoncs.org
URL: #http://lwww.grotoncs.orq/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Bethlehem Central School District NY 9/9/2019 Electronic Education 2,168
(Pearson - AIMSWeb 1.0 platform)

Source: bethlehemschools.org

URL: #https://www.bethlehemschools.org/letter-pearson-aimsweb-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Edcouch-Elsa Independent School X 7/1/2019 Electronic Education Unknown
District

Source: eeisd.org

URL: #http://lwww.eeisd.org/UserFiles/Servers/Server 1220678/File/DATA%20BREACH%20L etter/Letter%20for%20Computer

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Austin Employees' Retirement X 9/11/2019 Electronic Government/Military Unknown
System

Source: coaers.org

URL: #https://lwww.coaers.org/FAQ-securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Ames (Click2Gov #2) 1A 9/19/2019 Electronic Government/Military 1,500
Source: cityofames.org

URL: #https://lwww.cityofames.org/Home/Components/News/News/5414/2106#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Pocatello (Click2Gov #2) ID 9/19/2019 Electronic Government/Military Unknown
Source: pocatello.us

URL: #https://www.pocatello.us/CivicAlerts.aspx?AlD=1108#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Palm Bay (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: palmbayflorida.org

URL: #https://www.palmbayflorida.org/Home/Components/News/News/7760/17#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Deerfield Beach (Click2Gov #2) FL 9/19/2019 Electronic Government/Military Unknown
Source: deerfield-beach.com

URL: deerfield-beach.com/CivicAlerts.aspx?AlD=3002#http://deerfield-beach.com/CivicAlerts.aspx?AlD=3002#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paragon Health, P.C. Ml 9/16/2019 Electronic Medical/Healthcare 4,674
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wood Ranch Medical CA 9/18/2019 Electronic Medical/Healthcare 5,835
Source: woodranchmedical.com

URL: #https://www.woodranchmedical.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tomo Drug Testing MO 9/27/2019 Electronic Business 1,459
Source: yourdrugtesting.com

URL: #https://www.yourdrugtesting.com/notice-of-data-privacy-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Florida OB-GYN FL 9/29/2019 Electronic Medical/Healthcare 528,188
Source: nfobgyn.com

URL: #https:/Infobgyn.com/uploads/WCF-WebsiteNotice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rockville Eye Surgery Center LLC dba MD 7/117/2019 Electronic Medical/Healthcare 2,696
Palisades Eye Surgery Center (reported

on 7/17/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315478.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Keats Insurance Agency, Inc. NY 7/15/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315471.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maddox Electric Company, Inc. FL 7/16/2019 Electronic Business 1,334
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315456.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Association of Tissue Banks VA 7/17/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315454%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DoorDash - Dashers with Driver's CA 9/26/2019 Electronic Business 100,000
licenses exposed

Source: blog.doordash.com

URL: #https://blog.doordash.com/important-security-notice-about-your-doordash-account-ddd90ddf5996#46h35qr24e#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DoorDash - customers, Dashers, and CA 9/26/2019 Electronic Business Unknown
merchants

Source: blog.doordash.com

URL: #https://blog.doordash.com/important-security-notice-about-your-doordash-account-ddd90ddf5996#46h35qr24e#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Audrey Golden Associates NY 7/17/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315453%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sheridan Healthcorp, Inc and affiliates FL 7/19/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315450.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Napa Valley Lodge CA 7/19/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315448.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Americares CT 7/19/2019 Electronic Business 258
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315447%20(2).pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Holland America Line (third-party WA 7/19/2019 Electronic Business Unknown
Baggage Airline Guest Services)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315446.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MedStar Health, Inc. (reported on MD 7/22/2019 Electronic Medical/Healthcare Unknown
7/22/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315436.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Principal Financial Group (reported on 1A 7/117/2019 Electronic Banking/Credit/Financial 2,243
7/17/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315530.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Impact Partnership, LLC (subcontractor GA 7/24/2019 Electronic Banking/Credit/Financial Unknown
OneHQ)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315407.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zippy Shell Incorporated NC 7/24/2019 Electronic Business 442
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-315398.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Morris, Manning & Martin, LLP GA 7/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315387.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Council of Producers & Distributors of DC 7/25/2019 Electronic Business Unknown
Agrotechnology

Source: marylandattorneygeneral.org

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315531.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida A&M University Federal Credit FL 7/26/2019 Electronic Banking/Credit/Financial 2,329
Union

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315379.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Legends Distributing of Washington DC DC 7/29/2019 Electronic Business Unknown
LLC

Source: marylandattorneygeneral.org

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315532.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zell Law, PLLC VA 7/31/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-315374.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MoviePass NY 8/20/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/08/20/moviepass-thousands-data-exposed-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rocky Mountain Health Maintenance CO 9/12/2019 Paper Data Medical/Healthcare 1,835

Organization, Incorporated (business
associate eviCore healthcare)

Source: rmhp.org

URL: #https://www.rmhp.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
June E. Nylen Cancer Center 1A 9/11/2019 Electronic Medical/Healthcare 927
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kilgore Vision Center AR 9/13/2019 Electronic Medical/Healthcare 40,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sweetser ME 9/13/2019 Electronic Medical/Healthcare 22,309
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Gastroenterology Specialists OH 9/18/2019 Paper Data Medical/Healthcare 1,260
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Metro Mobility MN 9/9/2019 Electronic Government/Military Unknown
Source: twincities.com

URL: #https://www.twincities.com/2019/09/23/metro-mobility-says-15000-customers-impacted-by-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AXA US NY 4/3/2019 Electronic Business Unknown
Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abound Wealth TN 1/28/2019 Electronic Banking/Credit/Financial 292
Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TriBen Insurance Solutions, Inc. PA 1/11/2019 Electronic Business Unknown
Source: Per CT AG

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
U.S. Silica Company MD 3/13/2019 Electronic Business Unknown

Source: Per CT AG
URL:

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prisma - Midlands SC 9/6/2019 Paper Data Medical/Healthcare 2,770
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Corporate Creations International, Inc. FL 8/28/2019 Electronic Business 1,147
Source: mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/09/04/15638.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Employers and Laborers Locals 100 and MO 8/26/2019 Electronic Medical/Healthcare 560

397 Health & Welfare Fund

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Source 1 Healthcare Solutions LLC PA 8/29/2019 Electronic Business 15,450
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rural Health Access Corporation dba Wwv 9/6/2019 Electronic Medical/Healthcare 874

Coalfield Health Center

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Health Care Service Corporation IL 9/6/2019 Paper Data Medical/Healthcare 998

(reported on 9/6/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Simmons Family Chiropractic GA 9/6/2019 Electronic Medical/Healthcare 2,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Berry Family Services X 9/6/2019 Electronic Medical/Healthcare 1,751
Source: berryfamilyservices.com

URL: #http://berryfamilyservices.com/wp-content/uploads/2019/09/Substitute-Notice-Berry-Family-Services-601070675v1-US

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coyuchi CA 9/11/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Coyuchi%20Customer%20Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Regence BlueShield Washington WA 8/16/2019 Paper Data Medical/Healthcare 684
Source: atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/Regence.2019-08-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UNICEF (reported on 9/11/2019) NY 9/11/2019 Electronic Business Unknown
Source: infosecurity-magazine.com

URL: #https://Iwww.infosecurity-magazine.com/news/unicef-leaks-data-of-online/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dealer Leads, LLC CA 9/11/2019 Electronic Business Unknown
Source: securitydiscover.com

URL: #https://securitydiscovery.com/dealer-leads/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fraser MN 8/30/2019 Electronic Medical/Healthcare 2,890
Source: fraser,org

URL: #https:/lwww.fraser.org/news/fraser-email-compromised-in-phishing-scheme#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Shore Specialty Consultants NJ 9/6/2019 Electronic Medical/Healthcare 9,700

Pulmonology Group

Source: shorephysiciansgroup.com
URL: #https://shorephysiciansqroup.com/wp-content/uploads/2019/09/Pulmonary-Patient-Notification.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 62 of 211
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amateur Athletic Union (reported on FL 9/13/2019 Electronic Business 287,661
9/13/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/09/13/amateur-athletic-union-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Building Brands, Inc. NC 9/11/2019 Electronic Business 11,185
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Cornerstone CA Sample Notices.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Peoples Injury Network Northwest WA 9/11/2019 Electronic Medical/Healthcare 13,269
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/09/11/peoples-injury-network-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PW Companies - cariloha.com uT 8/29/2019 Electronic Business 59
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/29/pw-companies-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Penn-Mar Human Services MD 9/5/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/09/05/penn-mar-human-services-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Family Medical uTt 8/30/2019 Electronic Medical/Healthcare 320,000
Source:

URL: #https://premierfamily.net/questions-about-notification-letter/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choice Hotels (reported on 8/13/2019) MD 8/13/2019 Electronic Business Unknown
Source: comparitech.com

URL: #https://www.comparitech.com/blog/vpn-privacy/choice-hotels-data-leak/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 63 of 211
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Breached Entity: State Published Date Breach Type

Imperva - Cloud Web Application CA 8/27/2019 Electronic
Firewall product

Breach Category

Business

Records Reported

Unknown

Source: imperva.com

URL: #https://www.imperva.com/blog/ceoblog/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Buca Di Beppo CA 8/22/2019 Electronic Business 596

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calibre CPA Group MD 8/26/2019 Electronic Business 1,801

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Deluxe Corporation MN 8/29/2019 Electronic Banking/Credit/Financial 153

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Homeside Financial, LLC MD 8/29/2019 Electronic Banking/Credit/Financial 28,446
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Communities Connected for Kids, Inc. FL 8/29/2019 Electronic Business 149,114

(reported on 8/29/2019)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of New England ME 8/19/2019 Electronic Education 51
Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Borough of Fair Lawn NJ 8/19/2019 Electronic Government/Military 3,585
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Edinboro University Student PA 8/15/2019 Electronic Business 362
Government Association
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
KeyBank N.A. OH 8/7/2019 Electronic Banking/Credit/Financial 89
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Olsson, Inc. NE 8/6/2019 Electronic Business 3,949
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
AAR Corp. IL 8/6/2019 Electronic Business 4,431
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Czero, Inc. CO 8/1/2019 Electronic Business 99
Source: maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Drexel Medicine PA 8/7/2019 Electronic Medical/Healthcare 4,340
Source: drexelmedicine.org
URL: #https://drexelmedicine.org/news-and-events/press-releases/notice-of-data-security-incident/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Riggs Wealth Management WA 8/1/2019 Electronic Banking/Credit/Financial 1,314
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Data-Breach-NotificationDetails3.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cottingham & Butler Claims Services 1A 8/30/2019 Electronic Business 434

(third-party vendor Equian, LLC)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wall Street Greetings KY 9/4/2019 Electronic Business 412

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Eastern Pennsylvania PA 9/5/2019 Electronic Government/Military 761

Transportation Authority (SEPTA)

Source: maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fedcap Rehabilitation Services, Inc. NY 8/29/2019 Electronic Business 5,097
Source: fedcap.org

URL: #http://www.fedcap.org/sites/default/files/fedcapwebsitenotice82919.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Andy Frain Services IL 9/3/2019 Electronic Business 3,948
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Andy%20Frain%20Services%20-%20Proof%20-%20A%20-%20California%20.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arizona State University (reported on AZ 8/19/2019 Electronic Education 4,000
8/19/2019)

Source: beckershospitalreview.com

URL: #https://lwww.beckershospitalreview.com/cybersecurity/arizona-state-university-alerts-4-000-students-of-data-breach.ht

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cardiovascular Group GA 8/23/2019 Electronic Medical/Healthcare 2,168
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
East Central Indiana School Trust IN 9/3/2019 Electronic Medical/Healthcare 3,259
Source: ecesc.k12.in.us

URL: #https://core-docs.s3.amazonaws.com/documents/asset/uploaded file/456116/ECIST.Substitute Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alight Solutions LLC IL 8/20/2019 Electronic Business 19,379
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Enclosures%20Joint.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Incorporated Wi 8/19/2019 Electronic Business 7,213
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/20/cornerstone-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DK-Lok AL 9/5/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: vpnmentor.com/blog/report-dklok-leak/#http://vpnmentor.com/blog/report-dklok-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lake Park High School District 108 IL 8/31/2019 Electronic Education 676

(Pearson - AIMSWeb 1.0 platform)

Source: Iphs.org

URL: #https://www.Iphs.org/site/default.aspx?PageType=3&DomainiD=4&ModulelnstancelD=10&ViewI|D=6446EE88-D30C-497

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Waukegan Community Unit School IL 8/9/2019 Electronic Education Unknown
District 60 (Pearson - AIMSWeb 1.0

platform)

Source: wps60.org

URL: #https://lwww.wps60.org/news/what s newl/letter regarding nationwide pearson breach#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Oak Grove School District 68 (Pearson - IL 8/6/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: ogschool.org

URL: #https://campussuite-storage.s3.amazonaws.com/prod/803180/eeb75da6-ddad-11e6-8383-22000bd8490f/1965749/6a6¢2

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pomfret Community School (Pearson - CT 8/29/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: pomfretcommunityschool.org

URL: #https://lwww.pomfretcommunityschool.org/pearson-clinical-assessment-security-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Addison School District 4 (Pearson - IL 8/29/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: asd4.org

URL: #https://lwww.asd4.org/apps/news/article/1069304#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Discover (reported on 8/21/2019) IL 8/21/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/21/discover-notice-of-data-breach-to-consumers-8/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Conway Regional Health System AR 8/25/2019 Electronic Medical/Healthcare 37,000
Source: conwayregional.org

URL: #http://www.conwayregional.org/security-notification#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cleveland Clinic Foundation OH 8/19/2019 Electronic Medical/Healthcare 604
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wilson County Memorial Hospital > 8/16/2019 Electronic Medical/Healthcare 7,358
District dba Connally Memorial Medical

Center

Source: connallymmc.org

URL: #https://www.connallymmec.org/phi-security-incident/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
NorthStar Anesthesia, P.A. (reported on  TX 8/22/2019 Paper Data Medical/Healthcare 19,807
8/22/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Choctaw Nation Health Services OK 8/23/2019 Electronic Medical/Healthcare 550
Authority

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Artesia General Hospital NM 8/27/2019 Electronic Medical/Healthcare 13,905
Source: atesiageneral.com

URL: #https://artesiageneral.com/notice-of-privacy-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Naples Central School District NY 8/29/2019 Electronic Education Unknown
(Pearson - AIMSWeb 1.0 platform)

Source: naplescsd.org

URL: #http://www.naplescsd.org/districtpage.cfm?pageid=1008#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cartersville City Schools (Pearson - GA 8/29/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: cartersvilleschools.org

URL: #https://www.cartersvilleschools.org/cms/lib/GA02202677/Centricity/Domain/4/AIMSweb%201.0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Foxit Software Inc. CA 8/30/2019 Electronic Business Unknown
Source: foxitsoftware.com

URL: #https://www.foxitsoftware.com/support/security-advisories.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Judicial Department - employees OR 8/30/2019 Electronic Government/Military 6,607
Source: opb.org

URL: #https://www.opb.org/news/article/oreqon-judicial-department-phishing-attack-information/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Russel Stover Chocolates, LLC MO 8/30/2019 Electronic Business Unknown
Source: russellstover.com

URL: #https://lwww.russellstover.com/securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Espresso Parts LLC WA 8/20/2019 Electronic Business 763
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/20/espresso-parts-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York Athletic Club NY 8/20/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/20/ny-athletic-club-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ultimate Fighting Championship (UFC) NV 8/22/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/22/ufc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NTCA - The Rural Broadband VA 8/26/2019 Electronic Business 25,365

Association (reported on 8/26/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/26/ntca-the-rural-broadband-association-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Connecticut Laborers Fund Office CT 8/26/2019 Electronic Business 1,567
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/26/connecticut-laborers-fund-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mobius Executive Leadership LLC MA 8/27/2019 Electronic Business 124
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/27/mobius-executive-leadership-lic-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carl's Golfland Ml 8/29/2019 Electronic Business 24,772

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/29/carls-golfland-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eye Safety Systems, Inc. (ESS) ID 8/22/2019 Electronic Business 7,666

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/ESS %20-%20CA%20Sample%200f%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Creation Entertainment, Inc. CA 8/26/2019 Electronic Business 57,078

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Customer-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gorman Brothers, Inc. NY 8/12/2019 Electronic Business 307

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/12/gorman-brothers-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medical College of Wisconsin (reported ~ WI 8/14/2019 Electronic Medical/Healthcare 995

on 8/14/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/14/medical-college-of-wisconsin-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carle Foundation Hospital (reported on IL 8/22/2019 Electronic Medical/Healthcare 1,653
8/16/2019)

Source: newsroom.carle.org

URL: #https://Inewsroom.carle.org/news/notice-to-carle-patients-an-email-incident.htm#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flagstaff Unified School District AZ 8/21/2019 Electronic Education 6,916

(Pearson - AIMSWeb 1.0 platform)

Source: fusd1.org
URL: #https://www.fusd1.orq/Page/15990#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Haldane Central School District NY 8/20/2019 Electronic Education Unknown
(Pearson - AIMSWeb 1.0 platform)

Source: haldaneschool.org

URL: #https:/iresources.finalsite.net/images/v1566909039/haldaneschoolorg/phtftogsgbvworhvzicd/LetterfromDrBenante Ai

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calhoun City Schools (Pearson - GA 8/26/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: underthegeorgiansun.com

URL: #https://www.underthegeorgiasun.com/2019/08/26/calhoun-city-schools-among-school-systems-hit-by-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fayetteville-Manlius School District NY 8/26/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: fmschools.org

URL: #https://lwww.fmschools.org/district-reviewing-data-security-protocols/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gordon County Schools (Pearson - GA 8/26/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: gcbe.org

URL: #https:/lwww.gcbe.orgl#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Diagnostic Laboratories Wi 8/28/2019 Electronic Medical/Healthcare 114,985

(service provider American Medical
Collection Agency)

Source: wisonsindiagnostic.com

URL: #https://www.wisconsindiagnostic.com/patients and families/notice to patients.php#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lyons Companies DE 8/23/2019 Electronic Business 8,002
Source: lyonsedu.com

URL: #http://www.lyonsedu.com/Notice/Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Earnin CA 8/8/2019 Electronic Banking/Credit/Financial Unknown
Source: earnin.com

URL: #https://lwww.earnin.com/blog/data-incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vitagene, Inc. CA 8/6/2019 Electronic Business 1,980
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Vitagene 1 State%20Consumer.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Los Angeles Police Federal Credit Union CA 8/19/2019 Electronic Banking/Credit/Financial Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Member%20Notice%200f%20Data%20Breach.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
One Care Medical, LLC VA 8/6/2019 Electronic Medical/Healthcare 634
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Michael Amaro, MD, PA > 8/8/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Health Choice, Inc. X 8/8/2019 Paper Data Medical/Healthcare 7,855
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Department of Corrections wi 8/8/2019 Electronic Medical/Healthcare 1,041
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
llliniCare Health Plan, Inc. IL 8/9/2019 Electronic Medical/Healthcare 3,517
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Center of Kansas KS 8/9/2019 Electronic Medical/Healthcare 773
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 8/9/2019) AR 8/9/2019 Paper Data Medical/Healthcare 4,738
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Timothee T. Wilkin, D.O. AR 8/9/2019 Electronic Medical/Healthcare 15,113
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mid-Valley Behavioral Care Network OR 8/9/2019 Electronic Medical/Healthcare 10,710
Source: mvbcn.org

URL: #https://www.mvbcn.org/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Renown South Meadows Medical Center NV 8/9/2019 Electronic Medical/Healthcare 27,004

(Renown Health)

Source: renown.org

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Grays Harbor Community Hospital and ~ WA 8/12/2019 Electronic Medical/Healthcare 88,399

Harbor Medical Group

Source: ghcares.org

URL: #https:/lwww.ghcares.org/news/releases/grays-harbor-community-hospital-provides-notice-of-recent-ransomware-atta

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pelican Products (vendor SureSource CA 8/19/2019 Electronic Business 1,284

LLC dba BrandShop)

Source: ago.vermont.gov
URL: #https://ago.vermont.qov/wp-content/uploads/2019/08/2019-08-19-Pelican-Products-Notice-of-Data-Breach-to-Consume
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Rome City School District (Pearson - NY 8/15/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: wktv.com

URL: #https://lwww.wktv.com/content/community/Rome-school-district-falls-victim-to-nationwide-data-breach---556837811.ht

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Massachusetts General Hospital - MA 8/22/2019 Electronic Medical/Healthcare 9,900

Neurology Department

Source: massgeneral.org

URL: #https://www.massgeneral.org/about/newsarticle.aspx?id=7238#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Quorum Health TN 8/11/2019 Electronic Medical/Healthcare 1,269
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fairfield Medical Center OH 8/15/2019 Paper Data Medical/Healthcare 1,182
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rhode Island Ear, Nose and Throat RI 8/16/2019 Electronic Medical/Healthcare 2,943

Physicians Inc.

Source: rient.net

URL: #https://docs.wixstatic.com/ugd/6287d8 b48a38e531314289bfd6c3bd868be5db.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hospice of San Joaquin CA 8/19/2019 Electronic Medical/Healthcare 13,000
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Security%20Breach%20Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Moline - Coal Valley School District IL 8/20/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: molineschools.org
URL: #https://www.molineschools.org/apps/pages/index.jsp?uREC 1D=390784&type=d&pREC 1D=1728939#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Central Unit School District 301 IL 8/6/2019 Electronic Education Unknown
(Pearson - AIMSWeb 1.0 platform)

Source: central301.net

URL: #https://central301.net/blog/2019/08/06/aimsweb-data-security-breach-announcement/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Downers Grove Grade School District 58 IL 8/9/2019 Electronic Education 5,200

(Pearson - AIMSWeb 1.0 platform)

Source: dg58.org

URL: #https://dq58.org/blog/2019/08/09/aimsweb-data-security-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Diamond Lake School District 76 IL 8/5/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: dist76.org

URL: #https://lwww.dist76.org/protected/ArticleView.aspx?iid=6GBBGY2&dasi=32Y2#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brighton Central School District NY 8/5/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: bcsd.org

URL: #https://www.bcsd.org/site/default.aspx?PageType=3&DomainlD=8&ModulelnstancelD=19574&ViewI|D=6446EE88-D30C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seneca Falls Central School District NY 8/13/2019 Electronic Education Unknown

(Pearson AIMSWeb 1.0 platform)

Source: senecafallscsd.org

URL: #https://lwww.senecafallscsd.org/site/default.aspx?PageType=3&ModulelnstancelD=4357&ViewlID=7b97f7ed-8e5e-4120-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hazelwood School District (Pearson - MO 8/20/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: hazelwoodschools.org

URL: #https://www.hazelwoodschools.org/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=43&ViewlD=6446

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Joliet Township High School District 204 IL 8/7/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: jths.org
URL: #https:/iresources.finalsite.net/images/v1565204616/jthsorg/fr3t6lvupOrduj4voao0/PearsonDataBreachNotice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

West Shore School District (Pearson - PA 8/8/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: wsd.k12.pa.us

URL: #https://lwww.wssd.k12.pa.us/protected/ArticleView.aspx?iid=532BUY &dasi=31U0#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Boulder Valley School District CO 8/20/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: bvsd.org

URL: #https://lwww.bvsd.org/big-topics/pearson-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Serena Community Unit School District IL 7/23/2019 Electronic Education Unknown

#2 (Pearson - AIMSWeb 1.0 platform)

Source: unit2.net

URL: #https://www.unit2.net/'vhews/display.v/ART/5d375e1bbb413#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
School of the Osage School District MO 8/19/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: activities.osageschools.org

URL: #https://activities.osageschools.org/node/109185#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Holden R-lll School District (Pearson - MO 8/20/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: holdenschools.org

URL: #https://lwww.holdenschools.org/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=2540&ViewID=6446E

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Geneva Community Unit School District IL 7/29/2019 Electronic Education Unknown

304 (Pearson - AIMSWeb 1.0 platform)

Source: geneva304.org

URL: #http://lwww.geneva304.org/protected/ArticleView.aspx?iid=6YYB2BY &dasi=3G20#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Integrated Regional Laboratories, LLC FL 7/30/2019 Electronic Medical/Healthcare 29,644

(service provider American Medical
Collection Agency)

Source: irlfl.com
URL: #https://irlfl.com/about/newsroom/amca-data-security-incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
3Fun AZ 8/8/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/08/08/group-dating-app-3fun-security-flaws/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Connecticut Health Network CT 8/19/2019 Paper Data Medical/Healthcare 1,293
(Nuvance Health)

Source: westernconnecticuthealthnetwork.org

URL: #https://www.westernconnecticuthealthnetwork.org/notice-of-privacy-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bayview Dental MN 8/13/2019 Electronic Medical/Healthcare 1,938
Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/bayview-dental-notice-of-data-privacy-incident-300901000.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Missouri Health Care MO 8/2/2019 Electronic Medical/Healthcare 14,402
(reported on 8/2/2019)

Source: muhealth.org

URL: #https://www.muhealth.org/data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Riverside County Department of Social CA 8/8/2019 Paper Data Government/Military 770
Services

Source: dpss.co.riverside.ca.us

URL: #http://dpss.co.riverside.ca.us/news-and-events/articles/137#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Leadership for Educational Equity (LEE) DC 8/7/2019 Electronic Business Unknown
Source: securitydiscovery.com

URL: #https://securitydiscovery.com/leadership-for-educational-equity/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bismarck Public School District ND 8/12/2019 Electronic Education 18,500
(Pearson - AIMSWeb 1.0 platform)

Source: bismarckschools.org

URL: #https://lwww.bismarckschools.org//cms/lib/ND02203833/Centricity/Domain/481/BPS%20AIMSweb%20Data.pdf#

Report Date: 1/8/2020

Copyright 2020 Identity Theft Resource Center

Page 78 of 211



TN

TN Identity Theft Resource Center o CYBER
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Charleston County - employees SC 8/13/2019 Electronic Government/Military 824
Source: livebnews.com

URL: #https://lwww.live5news.com/2019/08/13/data-breach-exposes-information-more-than-charleston-co-employees/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NCH Healthcare System, Inc. FL 8/15/2019 Electronic Medical/Healthcare 57
Source: nchmd.org

URL: #https://www.nchmd.org/data-notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Michigan Medicine (reported on Ml 8/16/2019 Electronic Medical/Healthcare 5,466
8/16/2019)

Source: uofmhealth.org

URL: #https://www.uofmhealth.org/news/archive/201908/michigan-medicine-notifies-patients-health-information#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cable One Inc. - employees AZ 8/16/2019 Electronic Business 7,375
Source: cableone.net

URL: #https://www.cableone.net/landingpage/securitynotice/index.aspx#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Virginia Gay Hospital 1A 8/15/2019 Electronic Medical/Healthcare 5,030
Source: myvgh.org

URL: #https://myvgh.org/important-information-regarding-vgh-data-security/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Suprema - BioStar 2 platform FL 8/14/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-biostar2-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Valley View Public School District IL 8/14/2019 Electronic Education 18,000

(Pearson - AIMSWeb 1.0 platform)

Source: vvsd.org
URL: #https://www.vvsd.org/site/default.aspx?PageType=3&DomainiD=4&ModulelnstancelD=15468&ViewID=6446EE88-D30C
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Floyd County Schools (Pearson - GA 8/15/2019 Electronic Education 5,900
AIMSWeb 1.0 platform)

Source: floydboe.net

URL: #https://lwww.floydboe.net/site/default.aspx?PageType=3&DomainID=4&ModulelnstancelD=29&ViewID=6446EE88-D30C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wind River Environmental LLC MA 8/14/2019 Electronic Business 593
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/08/14/wind-river-environmenal-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hy-Vee, Inc. 1A 8/14/2019 Electronic Business Unknown
Source: hy-vee.com

URL: #https://www.hy-vee.com/corporate/news-events/announcements/notice-of-payment-card-data-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marion County Public Schools FL 8/9/2019 Electronic Education 37,152

(Pearson - AIMSWeb 1.0 platform)

Source: marionschools.net

URL: #https://www.marionschools.net/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=78982&ViewID=6446E

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York City Fire Department NY 8/9/2019 Electronic Government/Military 3,000

("FDNY") - with Social Security number

Source: www1.nyc.gov

URL: #https://lwww1.nyc.qov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New York City Fire Department NY 8/9/2019 Electronic Government/Military 7,253

("FDNY") - no Social Security number

Source: www1.nyc.gov

URL: #https://www1.nyc.gov/site/fdny/news/fa5719/fdny-sends-notices-10-000-individuals-concerning-possible-data-breach#/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hamilton College (reported on 7/12/2019) PA 7/12/2019 Electronic Education Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-31.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Woodstream Corporation PA 7122/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/22/woodstream-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Los Angeles Police Department CA 7/29/2019 Electronic Government/Military 20,000
Source: latimes.com

URL: #https://www.latimes.com/california/story/2019-07-29/lapd-applicants-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fremont School District 79 (Pearson - IL 8/9/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: fsd79.org

URL: #https:/lwww.fsd79.org/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=16&View|D=6446EE88-D30C-49

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pearson - AIMSWeb 1.0 platform NY 7/19/2019 Electronic Education Unknown
Source: scmagazine.com

URL: #https://www.scmagazine.com/home/security-news/data-breach/pearson-data-breach-involves-thousands-of-university

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Shenandoah County Public Schools VA 7/30/2019 Electronic Education Unknown

(Pearson - AIMSWeb 1.0 platform)

Source: shenandoah.k12.va.us

URL: #https://www.shenandoah.k12.va.us/?showHomepage=true#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
StockX Ml 8/1/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://ftechcrunch.com/2019/08/03/stockx-hacked-millions-records/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Greenville County School District SC 8/2/2019 Electronic Education 24,282

(Pearson - AIMSWeb 1.0 platform)

Source: greenvillejournal.com
URL: #https://greenvillejournal.com/2019/08/02/data-breach-affects-some-qcs-students-low-risk-information/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Dekalb School District 428 (Pearson - IL 8/2/2019 Electronic Education Unknown
AIMSWeb 1.0 platform)

Source: daily-chronicle.com

URL: #https://lwww.daily-chronicle.com/2019/08/02/hackers-gain-access-to-d-428-students-names-birthdates-through-third-p

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kern County (third-party administrator CA 8/6/2019 Electronic Government/Military 15,298

of Health Benefits plan)

Source: turnto23.com

URL: #https://www.turnto23.com/news/local-news/possible-data-security-concerns-for-county-employees#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
West Hills Hospital & Medical Center / CA 8/8/2019 Electronic Medical/Healthcare 10,650

United WestLabs, Inc. (service provider
American Medical Collection Agency)

Source: westhillshospital.com

URL: #https://westhillshospital.com/about/notice-of-data-breach.dot#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Township of Maplewood NJ 8/7/2019 Electronic Government/Military Unknown
Source: twp.maplewood.nj.us

URL: #https://lwww.twp.maplewood.nj.us/home/news/notice-data-privacy-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Henry Ford Health System (reported on Mi 6/19/2019 Electronic Medical/Healthcare 1,404
6/19/2019)

Source: henryford.com

URL: #https://lwww.henryford.com/visitors/expect/privacy/active-breaches#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mercy Health System Corporation wi 71212019 Electronic Medical/Healthcare 5,946
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hunt Regional Medical Center > 7/12/2019 Electronic Medical/Healthcare 3,700
Source: huntregional.org - word doc saved as PD

URL: #https://www.huntreqgional.orq/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
CentraCare Health System MN 7/12/2019 Electronic Medical/Healthcare 2,085
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Colorado Eye Center CO 7/15/2019 Electronic Medical/Healthcare 4,478
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wayne County Board of Developmental OH 7/25/2019 Electronic Medical/Healthcare 536
Disabilities
Source: waynedd.org
URL: #http://www.waynedd.orq/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Susan Marshall, M.D., PC NY 7/25/2019 Electronic Medical/Healthcare 743
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aavgo CA 7/18/2019 Electronic Business Unknown
Source: wizcase.com
URL: #https://lwww.wizcase.com/blog/aavgo-leak-research/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mount Sinai Medical Center (service FL 8/2/2019 Electronic Medical/Healthcare 33,730
provider American Medical Collection
Agency)
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/08/02/mount-sinai-medical-center-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Craft Beer Guild Distributing of Vermont VT 8/5/2019 Electronic Business 1,572
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/08/05/craft-beer-guild-distributing-of-vermont-notice-of-data-breach-to-consumers/
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Weichert Companies NJ 8/5/2019 Electronic Business 6,126
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/08/05/weichert-co-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amarin Pharma, Inc. (Vascepa database NJ 8/5/2019 Electronic Medical/Healthcare Unknown
vendor)

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Data%20lssue%20-%20Individual%20Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
JoFit (reported on 8/5/2019) PA 8/5/2019 Electronic Business 4,358
Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/Jofit Ad CA r3prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Presbyterian Healthcare Services NM 8/2/2019 Electronic Medical/Healthcare 183,370

(reported on 8/2/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/SSN%20Final%20Proof%20%28Updated%29-07-30-2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Baseball Hall of Fame NY 8/2/2019 Electronic Business 5,746

(shop.baseballhall.org)

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/National%20Baseball%20HoF %20Ad%20CA%20r5prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sark Technologies LLC (SuperINN.com) OH 8/2/2019 Electronic Business 43,250
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sark%20Notice%200f%20Data%20Security%20Incident%20%28California%29 1.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SaveDay (technology vendor Sooryen X 7/31/2019 Electronic Banking/Credit/Financial 3,744

Technologies)

Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/SaveDay%20Notification.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
CafePress KY 8/5/2019 Electronic Business Unknown
Source: haveibeenpwned.com

URL: #https://haveibeenpwned.com/PwnedWebsites#CafePress#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Comprehensive Cancer Centers of NV 7/16/2019 Paper Data Medical/Healthcare 2,251
Nevada

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Imperial Health, LLP LA 7/18/2019 Electronic Medical/Healthcare 116,262
Source: imperialhealth.com

URL: #http://imperialhealth.com/Images/interior/hipaa%20breach pubrelease%2007%202019%20(lss%20rev%2007%2015%20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cosmetic Surgery Specialists, P.C. PA 7/23/2019 Paper Data Medical/Healthcare 3,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hennepin Healthcare System, Inc. dba MN 7/25/2019 Electronic Medical/Healthcare 820
Hennepin Healthcare (service provider

Nemadiji)

Source: nemadji.org

URL: #https://nemadji.org/notice-of-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nemadji MN 718/2019 Electronic Medical/Healthcare Unknown
Source: nemadji.org

URL: #https://nemadji.org/notice-of-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Perry County Medical Center, Inc. dba TN 7/26/2019 Electronic Medical/Healthcare 3,812
Three Rivers Community Health Group

Source: 3riverscommunityhealth.com

URL: #https://lwww.3riverscommunityhealth.com/index.php/notice-of-data-security-incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Walmart Inc. (reported on 7/26/2019) AR 7/26/2019 Paper Data Medical/Healthcare 3,135
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Symmetry Partners - CJS Financial CT 7/23/2019 Electronic Banking/Credit/Financial Unknown

Corp. customers

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-48.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Washoe County School District NV 7/31/2019 Electronic Education 1 14’000

(Pearson - AIMSWeb 1.0 platform)

Source: washoeschools.net

URL: #https://www.washoeschools.net/site/default.aspx?PageType=3&ModulelnstancelD=2000&ViewID=7b97f7ed-8e5e-4120

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Clark County School District (Pearson - NV 8/1/2019 Electronic Education 559’487

AIMSWeb 1.0 platform)

Source: newsroom.ccsd.net

URL: #https://Inewsroom.ccsd.net/wp-content/uploads/CCSD-News-Release-Data-Security-Incident.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
River Trails School District 26 (Pearson - IL 8/1/2019 Electronic Education Unknown

AIMSWeb 1.0 platform)

Source: rtsd26.org

URL: #https://www.rtsd26.org/news/what s new/pearson_aimsweb data incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Poshmark CA 8/1/2019 Electronic Business Unknown
Source: blog.poshmark.com

URL: #https://blog.poshmark.com/2019/08/01/important-security-notice-from-poshmark/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Robert W. Woodruff Arts Center GA 7/24/2019 Electronic Business 2,346
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/24/robert-w-woodruff-arts-center-notice-of-data-breach-to-consumers/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 86 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center

2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eagle's Nest Foundation, Inc. NC 7/26/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/26/eagles-nest-foundation-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ANSYS, Inc. PA 7/29/2019 Electronic Business 99
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/29/ansys-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DataDirect Networks, Inc. CA 6/28/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/datadirect-networks-20190701.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Partnership Health Center MT 7/22/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-46.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graeter's Ice Cream (reported on OH 7/23/2019 Electronic Business 6,386
7/23/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-47.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sterling & Sterling, LLC dba SterlingRisk NY 7/23/2019 Electronic Business 8,639
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CM%20CA%20Client.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zions Bancorporation, N.A. uT 7/23/2019 Electronic Banking/Credit/Financial 20,826
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ZBC%20Customer%20Notice%207-23-19.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Trusted Tours & Attractions, LLC FL 7/29/2019 Electronic Business 50,743
Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/TTA CA Source.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Psychiatric Clinic WA 7/26/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-58.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pershing LLC NJ 7/26/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-59.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Temple University Health System PA 7/25/2019 Electronic Medical/Healthcare 2,399
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital One #2 (reported on 7/29/2019) - VA 7/29/2019 Electronic Banking/Credit/Financial Unknown

SSN and/or bank account numbers

Source: www.capitalone.com

URL: #https://www.capitalone.com/facts2019/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital One #1 (reported on 7/29/2019) - VA 7/29/2019 Electronic Banking/Credit/Financial 100,000,000

no SSN or bank account numbers

Source: www.capitalone.com

URL: #https://lwww.capitalone.com/facts2019/2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CompuNet Clinical Laboratories (service OH 7/26/2019 Electronic Medical/Healthcare 77,682
provider American Medical Collection

Agency)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-60.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
TDT CPAs and Advisors, P.C. 1A 7/25/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-61.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rogerson House, Inc. MA 7/12/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Benefitfocus.com, Inc. SC 7/10/2019 Paper Data Business 827
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fordland Clinic Inc. MO 7/26/2019 Electronic Medical/Healthcare 881
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brewer-Porch Children's Center / The AL 7/16/2019 Electronic Medical/Healthcare 641
University of Alabama - employee

information

Source: oit.ua.edu

URL: #https://oit.ua.edu/securityincident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brewer-Porch Children's Center / The AL 7/16/2019 Electronic Medical/Healthcare 727
University of Alabama - client

information

Source: oit.ua.edu

URL: #https://oit.ua.edu/securityincident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Associates in Dermatology, PLLC KY 7/16/2019 Electronic Medical/Healthcare 9,020
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Puerto Rico Women And Children's us 7/19/2019 Electronic Medical/Healthcare 99,943
Hospital, LLC

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bayamon Medical Center Corp. us 7/19/2019 Electronic Medical/Healthcare 422,496
Source: bayamon-medical.com

URL: #http://www.bayamon-medical.com/prwch/docs/carta.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aprima Medical Software, Inc. > 4/1/2019 Electronic Business 180
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311075.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
B. Riley Wealth Management, Inc. TN 4/4/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311407.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brandt Information Services FL 4/5/2019 Electronic Business 137
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311755.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Greenwood Regional Rehabilitation GA 4/15/2019 Electronic Medical/Healthcare Unknown
Hospital (Ernest Health)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311717.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Second Family, Inc. MD 4/12/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311713.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
lllinois Health and Science dba Zevacor IN 4/23/2019 Electronic Medical/Healthcare Unknown
Molecular

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310501.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RehabCare Group East, Inc. dba KY 4/24/2019 Electronic Medical/Healthcare Unknown
RehabCare

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310543%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flexible Architecture and Simplified NJ 4/25/2019 Electronic Business Unknown
Technology, LLC dba FAST

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310541%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Scrapbook.com LLC (reported on AZ 7/23/2019 Electronic Business 1,679
7/23/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/23/scrapbook-com-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Party Source Inc. KY 7/9/2019 Electronic Business 1,028
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/23/the-party-source-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Revolution Foods Inc. CA 4/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311735.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SunTrust Bank (reported on 4/23/2019) VA 4/23/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311757.pdf#
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Laboratory Medicine Consultants, Ltd. NV 7/19/2019 Electronic Medical/Healthcare 143,400
(service provider American Medical

Collection Agency) - no credit card or

bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/laboratory-medicine-consultants-ltd-notifies-patients-of-data-security-inci

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Laboratory Medicine Consultants, Ltd. NV 7/19/2019 Electronic Medical/Healthcare 4,200

(service provider American Medical
Collection Agency) - credit card and
bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/laboratory-medicine-consultants-ltd-notifies-patients-of-data-security-inci

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Pathology Consultants, Ltd. NV 7/19/2019 Electronic Medical/Healthcare 4,200

(service provider American Medical
Collection Agency) - no credit card or
bank account information

Source: prnewswire.com

URL: #https://lwww.prnewswire.com/news-releases/western-pathology-consultants-ltd-notifies-patients-of-data-security-incid

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Pathology Consultants, Ltd. NV 7/19/2019 Electronic Medical/Healthcare 350

(service provider American Medical
Collection Agency) - credit card and
bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/western-pathology-consultants-ltd-notifies-patients-of-data-security-incid

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Texas Dermatopathology, PLLC X 7/19/2019 Electronic Medical/Healthcare 14,900

(service provider American Medical
Collection Agency) - no credit card or
bank account information

Source: prnewswire.com

URL: #https://lwww.prnewswire.com/news-releases/south-texas-dermatopathology-plic-notifies-patients-of-data-security-inci

Breached Entity: State Published Date Breach Type Breach Category Records Reported
South Texas Dermatopathology, PLLC > 7/19/2019 Electronic Medical/Healthcare 1,200

(service provider American Medical
Collection Agency) - credit card and
bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/south-texas-dermatopatholoqgy-plic-notifies-patients-of-data-security-inci

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arizona Dermatopathology (service AZ 7/19/2019 Electronic Medical/Healthcare 6,500

provider American Medical Collection
Agency) - no credit card or bank account

information
Source: prnewswire.com
URL: #https://www.prnewswire.com/news-releases/arizona-dermatopathology-notifies-patients-of-data-security-incident-300
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Arizona Dermatopathology (service AZ 7/19/2019 Electronic Medical/Healthcare 500
provider American Medical Collection
Agency) - credit card and bank account

information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/arizona-dermatopathology-notifies-patients-of-data-security-incident-300

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pathology Solutions, LLC (service NJ 7/19/2019 Electronic Medical/Healthcare 12,700

provider American Medical Collection
Agency) - no credit card or bank account

information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/pathology-solutions-lic-notifies-patients-of-data-security-incident-300888

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pathology Solutions, LLC (service NJ 7/19/2019 Electronic Medical/Healthcare 600

provider American Medical Collection
Agency) - credit card and bank account

information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/pathology-solutions-lic-notifies-patients-of-data-security-incident-300888

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seacoast Pathology, Inc. (service NH 7/19/2019 Electronic Medical/Healthcare 9,200

provider American Medical Collection
Agency) - no credit card or banking

information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/seacoast-pathology-inc-notifies-patients-of-data-security-incident-300888

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seacoast Pathology, Inc. (service NH 7/19/2019 Electronic Medical/Healthcare 800

provider American Medical Collection
Agency) - credit card and banking

information

Source: prnewswire.com

URL: #https://lwww.prnewswire.com/news-releases/seacoast-pathology-inc-notifies-patients-of-data-security-incident-300888

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Austin Pathology Associates (service > 7/19/2019 Electronic Medical/Healthcare 44,700

provider American Medical Collection
Agency) - no credit card or banking

information

Source: 7/19/2019

URL: #https://www.prnewswire.com/news-releases/austin-pathology-associates-notifies-patients-of-data-security-incident-30

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Austin Pathology Associates (service X 7/19/2019 Electronic Medical/Healthcare 1,800

provider American Medical Collection
Agency) - credit card and banking

information
Source: prnewswire.com
URL: #https://www.prnewswire.com/news-releases/austin-pathology-associates-notifies-patients-of-data-security-incident-30
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Laboratory of Dermatopathology ADX, NY 7/19/2019 Electronic Medical/Healthcare 4,000
LLC (service provider American Medical

Collection Agency) - no credit card or

bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/laboratory-of-dermatopathology-adx-llc-notifies-patients-of-data-security-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Laboratory of Dermatopathology ADX, NY 7/19/2019 Electronic Medical/Healthcare 240

LLC (service provider American Medical
Collection Agency) - credit card and
bank account information

Source: prnewswire.com

URL: #https://www.prnewswire.com/news-releases/laboratory-of-dermatopathology-adx-llc-notifies-patients-of-data-security-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Applied Ecological Services, Inc. Wi 7/12/2019 Electronic Business 497
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Standard Insurance Company (third- OR 7/12/2019 Electronic Business 2,683

party administrator Ameritas) (reported
on 7/12/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-34.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Treatment Centers of America GA 7/12/2019 Electronic Medical/Healthcare 4,559

(CTCA) at Southeastern Regional
Medical Center (reported on 7/12/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-35.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Natera Inc. (service provider American CA 7/15/2019 Electronic Medical/Healthcare 3,035

Medical Collection Agency)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-39.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fossil Group, Inc. - Misfit.com > 7/18/2019 Electronic Business 1,393
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-44.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capacity LLC NJ 5/7/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311815.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Franklin Johnston Group VA 5/2/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311808.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Farmers New World Life Insurance WA 5/8/2019 Electronic Business Unknown
Company

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312247.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eaton OH 5/8/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311875.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sumner Manufacturing Company, LLC X 5/9/2019 Electronic Business Unknown

(subsidiary of Southwire Company, LLC)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-312248.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Berry Global, Inc. IN 5/9/2019 Electronic Business 1,461
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311910.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lincoln Financial Group (reported on PA 5/9/2019 Electronic Banking/Credit/Financial Unknown
5/9/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311906%20(1).pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Children's Bureau, Inc. IN 5/9/2019 Electronic Business 272
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311905.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Richmond SpiderShop VA 5/13/2019 Electronic Education Unknown

(third-party service provider PrismRBS)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311923%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Drake Software NC 5/15/2019 Electronic Business 131
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312242.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aetna (reported on 5/17/2019) CT 5/17/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312256%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Friends Aware, Inc. MD 5/20/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-312259.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beebe Medical Center, Inc. (reported on DE 5/20/2019 Electronic Medical/Healthcare Unknown
5/20/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312258.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cooperative for Assistance and Relief GA 5/20/2019 Electronic Business Unknown

Everywhere ("CARE")

Source: maylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311916%20(1).pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
UnitedHealthcare (reported on 5/21/2019) MN 5/21/2019 Electronic Medical/Healthcare Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311913%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Haws Corporation NV 5/22/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312265%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Vermont (third-party VT 7/11/2019 Electronic Education 670
service provider PrismRBS)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/11/university-of-vermont-notice-of-data-breach-to-consumers-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Otak, Inc. OR 7/12/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/12/otak-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
C&S Wholesale Grocers Inc. NH 7/117/2019 Electronic Business 16,790
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/18/cs-wholesale-grocers-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dallas Computer Services, Inc. X 7/19/2019 Electronic Business 66,608
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/19/dallas-computer-services-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Security Health Plan of Wisconsin, Inc. Wi 7/19/2019 Electronic Medical/Healthcare 3,657
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jeffords Insurance Agency LLC SC 6/9/2019 Electronic Business Unknown
Source: maryladnattorneygeneral.org

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312263.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flamboyan Foundation DC 5/23/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312270.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Symphony Performance Health, Inc. GA 5/23/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312269.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Janssen's Market DE 5/23/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312267.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aisin Holdings of America, Inc. IN 5/24/2019 Electronic Business 9,046
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312280%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BMSS, LLC AL 5/24/2019 Electronic Business 3,992
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312276.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RLG Tax Advisors, LLC VA 5/24/2019 Electronic Business 300
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312271%20(1).pdf#
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Breached Entity: State Published Date Breach Type Breach Category

College of Southern Maryland (third- MD 5/28/2019 Electronic Education
party service provider PrismRBS)

Records Reported

Unknown

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311826.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SmartPay Solutions, LLC CT 5/29/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311870.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chamberlain Group, Inc. (reported on IL 5/28/2019 Electronic Business 137
5/28/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311868%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nuna Baby Essentials, Inc. PA 5/29/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311865.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital One, N.A. (reported on 5/29/2019) VA 5/29/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-312282.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CleanMark Group, Inc. FL 5/28/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312281%20(2).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hajoca Corporation PA 5/29/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312294.PDF#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Precision Discovery, Inc. NY 5/30/2019 Electronic Business 154
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312286.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Apple, Inc. (service provider CA 5/30/2019 Electronic Business Unknown

Teleperformance AHA)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312284.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Colgate University (third-party service NY 5/30/2019 Electronic Education Unknown

provider PrismRBS) #2

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312283.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Acrisure dba Filice Insurance Agency CA 5/31/2019 Electronic Business 30,821
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-312293%20(1).pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Cancer Society (reported on GA 5/31/2019 Electronic Business Unknown
5/31/2019)

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-312287.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Treatment Centers of America PA 7/12/2019 Electronic Medical/Healthcare 3,904

(CTCA) at Eastern Regional Medical
Center (reported on 7/12/2019)

Source: cancercenter.com

URL: #https://www.cancercenter.com/locations/philadelphia/patient-notification-june-6-2019#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Croix Hospice MN 7/9/2019 Electronic Medical/Healthcare 21,407
Source: stcroixhospice.com

URL: #https://stcroixhospice.com/wp-content/uploads/2019/07/St_Croix Hospice Web Posting Notice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mrlandlord.com VA 5/22/2019 Electronic Business 334
Source: mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/05/31/15134.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Richards Group X 2/19/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/richards-group-20190225.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Santa Barbara City College (third-party CA 4/5/2019 Electronic Education Unknown

service provider PrismRBS)

Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/santa-barbara-city-colleqe-20190408.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sigma Resources, Inc PA 5/31/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/sigma-resources-20190531.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sixt Rent A Car, LLC FL 3/18/2019 Paper Data Business Unknown
Source: doj.nh.gov

URL: #https://lwww.doj.nh.qov/consumer/security-breaches/documents/sixt-rentacar-20190322. pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stair Galleries & Restoration Inc. NY 3/11/2019 Electronic Business 450
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/stair-galleries-20190315.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stanadyne LLC CT 2/15/2019 Electronic Business 1,142
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/stanadyne-20190220.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Essentia Health (service provider MN 7/10/2019 Electronic Medical/Healthcare 1,377
Nemadiji)

Source: essentiahealth.org

URL: #https://www.essentiahealth.org/about/media-article-library/2019/notification-of-protected-health-information-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Steward Health Care System LLC > 6/4/2019 Electronic Medical/Healthcare 2,665

(reported on 6/4/2019)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/steward-health-care-20190604.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Time & Pay TN 2/11/2019 Paper Data Business 186
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/time-pay-20190211.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Worthy Publishing TN 2/22/2019 Paper Data Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/worthy-publishing-20190225.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Electronic Scientific Industries, Inc. OR 5/21/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://lwww.doj.nh.qgov/consumer/security-breaches/documents/electronic-scientific-industries-20190523.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Environmental Graphics, LLC dba MN 2/22/2019 Electronic Business 109

Murals Your Way

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/environmental-graphics-20190222. pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
FirstService Residential FL 3/22/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/firstservice-20190322.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida Crystals Corporation FL 3/11/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/florida-crystals-20190315.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southern Glazer's Wine and Spirits, LLC FL 3/7/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/glazers-wine-spirits-20190307.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Grow Financial Federal Credit Union FL 3/13/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/grow-financial-20190313.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Human Resources Concepts, LLC NH 3/12/2019 Electronic Business 328
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/human-resources-concepts-20190312.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lakeland Finance, LLC dba WorldStrides DC 4/15/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://lwww.doj.nh.qgov/consumer/security-breaches/documents/lakeland-finance-20190416.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Law Offices of Kimberly Lessing CA 3/21/2019 Paper Data Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/lessing-law-20190325.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lionel LaSalle Il CPA CT 2/28/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/lionelle-lasalle-20190228.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center

Page 103 of 211



TN

T Kt Identity Theft Resource Center Q CYBER

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Manhattan School of Music NY 4/12/2019 Electronic Education Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/manhattan-school-music-20190416.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maryland Institute College of Art MD 3/27/2019 Electronic Education 340
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/maryland-institute-college-art-20190327.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
McAvinney Employee Benefit Services VA 2/28/2019 Electronic Business Unknown
LLC

Source: www.doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/mcavinney-employee-20190228.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zero Water - Zero Technologies, LLC PA 7/12/2019 Electronic Business 11,727
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/07/12/zero-water-zero-technologies-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunrise Laboratories (service provider NY 6/14/2019 Electronic Medical/Healthcare 412,000

American Medical Collection Agency) -
no credit card and bank account

information

Source: zdnet.com

URL: #https://lwww.zdnet.com/article/amca-data-breach-has-now-gone-over-the-20-million-mark/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Clinical Pathology Laboratories (service TX 7/12/2019 Electronic Medical/Healthcare 2,200,000

provider American Medical Collection
Agency) - no credit card or bank account

information

Source: cpllabs.com

URL: #https://lwww.cpllabs.com/about-us/announcements/?g=incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Clinical Pathology Laboratories (service TX 7/12/2019 Electronic Medical/Healthcare 34,500

provider American Medical Collection
Agency) - credit card and bank account

information
Source: cpllabs.com
URL: #https://lwww.cpllabs.com/about-us/announcements/?g=incident#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

American Esoteric Laboratories (service TN 7/12/2019 Electronic Medical/Healthcare 534,500
provider American Medical Collection
Agency) - no credit card or bank account

information

Source: ael.com

URL: #https://www.ael.com/about-us/news/patient-publications/?q=incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Esoteric Laboratories (service TN 7/12/2019 Electronic Medical/Healthcare 7,400

provider American Medical Collection
Agency) - credit card and bank account

information

Source: ael.com

URL: #https://www.ael.com/about-us/news/patient-publications/?q=incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CBLPath, Inc. (service provider NY 7/12/2019 Electronic Medical/Healthcare 145,100

American Medical Collection Agency) -
no credit card or bank account

information

Source: cblpath.com

URL: #https://www.cblpath.com/about-us/news-and-testimonials/?g=incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CBLPath, Inc. (service provider NY 7/12/2019 Electronic Medical/Healthcare 3,800

American Medical Collection Agency) -
credit card and bank account information

Source: cblpath.com

URL: #https://www.cblpath.com/about-us/news-and-testimonials/?g=incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Penobscot Community Health Care ME 7/12/2019 Electronic Medical/Healthcare 13,000

(service provider American Medical
Collection Agency)

Source: pchc.com

URL: #https://pchc.com/notice-to-our-patients/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beacon Sales Acquisition, Inc. MA 3/7/2019 Electronic Business 81
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/beacon-sales-acquisition-20190308.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carlyle Group DC 4/4/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/carlyle-qgroup-20190405.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Caspers Company FL 4/9/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/caspers-20190409.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
New Hampshire Bureau of Child Support NH 1/17/2019 Electronic Government/Military Unknown
Services

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/child-support-services-20190117.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Association of Nurse IL 3/8/2019 Electronic Business 438
Anesthetists

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/american-nurse-anesthetists-20190312.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aprio LLP GA 5/24/2019 Electronic Business 1,328
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/aprio-20190524.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aptus Health, Inc. MA 1/31/2019 Electronic Business 235
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/aptus-health-20190131.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Repice & Taylor, Inc. PA 5/14/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/repice-taylor-20190514.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reese Henry & Company, Inc. CO 3/7/2019 Electronic Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/reese-henry-20190307.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Grid MA 3/25/2019 Paper Data Business Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/national-grid-20190325.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Miller Kaplan Arase LLP CA 7/10/2019 Electronic Business 7,916
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-28.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Physicians Group AR 6/17/2019 Electronic Medical/Healthcare 5,400
Source: www.cpgclinics.com

URL: #http://lwww.cpgclinics.com/UserFiles/Servers/Server 487421/Templates/PDF/Notice%20-%20Letterhead%20Update%20

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northwood, Inc. Ml 7/12/2019 Electronic Medical/Healthcare 86,050
Source: northwoodinc.com

URL: #https://northwoodinc.com/notice-of-data-privacy-event/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Los Angeles County Department of CA 7/8/2019 Electronic Government/Military 14,591
Health Services (service provider

Nemadiji)

Source: file.lacounty.gov

URL: #http://file.lacounty.gov/SDSInter/dhs/1058017 NemadjiBreach-DHSSubstituteNoticeEnglish7-3-19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Edgar Snyder & Associates, LLC PA 6/5/2019 Electronic Business Unknown

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-14.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
McNeese State University PA 713/2019 Electronic Education Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-15.pdf#

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
BBX Capital FL 7/3/2019 Electronic Business 980
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-18.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Implant Direct CA 7/5/2019 Electronic Business 80
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-20.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Kennel Club NY 7/5/2019 Electronic Business 1,048
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-21.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ameritas Life Insurance Corporation NE 7/8/2019 Electronic Business 40,000
(reported on 7/8/2019)
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Breach-NotificationDetails-22.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Nebraska - Lincoln NE 7/10/2019 Electronic Education 896
(reported on 7/10/2019)
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-26.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wise Health System X 7/1/2019 Electronic Medical/Healthcare 35,899
Source: www.wisehealthsystem.com
URL: #https://lwww.wisehealthsystem.com/notice-of-privacy-incident/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Multnomah County Department of OR 71212019 Electronic Government/Military 713
Human Services
Source: multco.us
URL: #https://multco.us/multnhomah-county/news/press-release-multnomah-county-reports-security-breach-after-employee#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Intrepid Benefits, Inc. CO 7/9/2019 Electronic Business 2,208
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/07/09/intrepid-benefits-inc-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Inter-Continental Cigar Corporation FL 7/5/2019 Electronic Business Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/07/05/inter-continental-cigar-corporation-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
SkinSolutions MD CA 7/3/2019 Electronic Business 9,113
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/07/03/skinsolutions-md-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gettysburg Flag Works NY 713/2019 Electronic Business Unknown
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/07/09/gettysburg-flag-works-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Memorial Hermann Health System X 7/2/2019 Electronic Medical/Healthcare 507
(reported on 7/2/2019)
Source: www.memorialhermann.org
URL: #http://www.memorialhermann.org/news/web-notice-to-memorial-hermann-patients-reqarding-potential-impact-to-prote
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wyoming Department of Health wy 6/25/2019 Electronic Medical/Healthcare 2,154
(reported on 6/25/2019)
Source: health.wyo.gov
URL: #https://health.wyo.qov/potential-exposure-of-local-senior-information-described/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Attunity MA 6/28/2019 Electronic Business Unknown
Source: www.upguard.com
URL: #https://www.upguard.com/breaches/attunity-data-leak#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Delta Health Systems - Turlock Irrigation CA 6/4/2019 Electronic Medical/Healthcare Unknown
District employees

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/delta-health-systems-alerts-plan-members-to-exposure-of-ssns-over-internet/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Quantum Vision Centers and Eye IL 6/24/2019 Electronic Medical/Healthcare Unknown
Surgery Center

Source: www.quantumvisioncenters.com

URL: #https://www.quantumvisioncenters.com/data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida Department of Children and FL 7/2/2019 Electronic Government/Military 2,000

Family Services

Source: www.wtsp.com

URL: #https://lwww.wtsp.com/article/news/crime/detectives-dcf-employee-stole-victim-ids-used-in-organized-crime-rinq/67-f3

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delaware Life Insurance Company DE 6/21/2019 Electronic Business 7,877

(service provider Mediant
Communications Inc.)

Source: WWW.mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/06/28/15281.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pardee UNC Health Care NC 71212019 Paper Data Medical/Healthcare 590
Source: pardeehospital.org

URL: #https://www.pardeehospital.org/possible-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maryland Department of Labor MD 7/5/2019 Electronic Government/Military 78,000
Source: dlir.state.md.us

URL: #https://www.dllIr.state.md.us/whatsnews/datahotline.shtmi#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NTCA - The Rural Broadband VA 5/15/2019 Electronic Business Unknown
Association

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Consumer-Notice-8.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alive Hospice (reported on 7/3/2019) TN 713/2019 Electronic Medical/Healthcare 608
Source: alivehospice.org

URL: #https://www.alivehospice.org/notice-of-data-privacy-event#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maritime Association - ILA Pension, X 2/20/2019 Electronic Business 49,917

Retiremnt, Welfare & Vacation

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Maritime-Association-Consumer-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
VNS Federal Services OH 5/21/2019 Electronic Business 675
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Notice-to-Montana-Attorney-General-Office-of-Consumer-Protection

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medical Professional Home Healthcare IL 6/17/2019 Paper Data Medical/Healthcare Unknown

Center - Chatham

Source: chicago.cbslocal.com

URL: #https://chicago.cbslocal.com/2019/06/17/medical-files-blown-into-yards-after-medical-center-closes-has-some-worried

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wilmington University (third-party DE 6/24/2019 Electronic Education 136

service provider PrismRBS)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/CON-MT Notification Ltr.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
PAR Electrical Contractors, Inc. MO 6/27/2019 Electronic Business 982

(reported on 6/27/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Notice-to-MT-AG.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southwest Gastroenterology NM 6/28/2019 Electronic Medical/Healthcare 1,600
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Southwest-Gastro-Notification-Template-c.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Princess Polly Group CA 5/30/2019 Electronic Business 168,008
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/princess-polly-20190603.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Debco Construction ID 6/28/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-20190628135910.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Prida, Guida and Perez, PA FL 6/28/2019 Electronic Business 666
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-2019-06-28-MT-Security-Incident-Notification-Prida-AG118606702 1.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Longmont CO 6/29/2019 Electronic Government/Military Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Longmont-Consumer-Notification-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Backcountry Edge, Inc. PA 71212019 Electronic Business 12,109
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Notice%200f%20Data%20Breach%20-%2012%20month%20generic.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cvent Inc. VA 6/24/2019 Electronic Business 3,100
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/24/cvent-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
A.T. Cross Company RI 6/26/2019 Electronic Business 1,248
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/26/a-t-cross-company-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Forge Companies uTt 6/27/2019 Electronic Business 1,095

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/27/forge-consulting-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Toyota and Lexus Financial Services X 6/27/2019 Electronic Banking/Credit/Financial 1,793

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/27/toyota-and-lexus-financial-services-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kolbrenner & Alexander LLC CT 7/1/2019 Electronic Business 2,623

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/01/kolbrenner-alexander-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flexcare LLC CA 7/1/2019 Electronic Business 9,639

Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/07/01/flexcare-lic-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
StatLab X 7/1/2019 Electronic Business 103

Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/07/01/statlab-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Adirondacks ACO LLC NY 7/2/2019 Electronic Medical/Healthcare 25,000

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/07/02/adirondacks-aco-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Adventist Health Physician Services CA 6/21/2019 Paper Data Medical/Healthcare 3,797

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center

Page 113 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center

2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Huntridge Family Clinic NV 6/18/2019 Paper Data Medical/Healthcare 2,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
giftcardmall.com (IM Shopping Inc.) CA 6/14/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California%20Consumer%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City College of San Francisco (reported = CA 6/25/2019 Electronic Education 1,108
on 6/25/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ CCSF%20CA%20CM%20Adult%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Micro-Mom Scooters LLC dba Micro Mi 6/27/2019 Electronic Business 4,407
Kickboard

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20-%20Exhibit%201%20%28Notice%200nly%29.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Summa Health OH 6/28/2019 Electronic Medical/Healthcare 10,893
Source: 6/28/2019

URL: #https://www.summahealth.org/pressroom/information-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MedicareSupplement.com NJ 6/27/2019 Electronic Medical/Healthcare Unknown
Source: www.comparitech.com

URL: #https://www.comparitech.com/blog/information-security/medicare-supplement-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of lowa Hospitals & Clinics 1A 6/25/2019 Electronic Medical/Healthcare 950
(reported on 6/25/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Inform Diagnostics, Inc. (service TX 6/14/2019 Electronic Medical/Healthcare 173,617
provider American Medical Collection

Agency)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brenda LaTowsky, M.D., PLC AZ 6/17/2019 Electronic Medical/Healthcare 1,282
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Boulevard Surgical Associates CA 6/20/2019 Paper Data Medical/Healthcare 542
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Addison County Home Health & Hospice VT 6/25/2019 Electronic Medical/Healthcare 758
Source: achhh.org

URL: #https://www.achhh.org/emailnotice.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Byham's Insurance Services Inc. PA 6/27/2019 Electronic Medical/Healthcare 1,600
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Borough of Westwood NJ 6/25/2019 Electronic Government/Military Unknown
Source: westwoodnj.gov

URL: #https://lwww.westwoodnj.gov/vertical/Sites/%7BEFC400E6-A5E3-462B-B522-F7250102DEBD%7D/uploads/Website Not

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delaware Department of Insurance (third- DE 6/26/2019 Electronic Government/Military 95,000

party Dominion National)

Source: news.delaware.gov
URL: #https://Inews.delaware.qov/2019/06/26/data-breach-95000-delawareans-impacted/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Sun Prairie wi 6/25/2019 Electronic Government/Military Unknown
Source: WWW.prnewswire.com

URL: #https://www.prnewswire.com/news-releases/city-of-sun-prairie---notice-of-data-breach-300874813.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nidec Motor Corporation MO 6/3/2019 Electronic Business 2,423
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sacks Press & Lacher, P.C. NY 5/21/2019 Electronic Business 1,295
Source: ww.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Massachusetts Department of MA 5/28/2019 Electronic Government/Military 7,202
Transportation’s Registry of Motor

Vehicles (“MassDOT”)

Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
dataxu, Inc. MA 6/17/2019 Electronic Business 494
Source: www.maine.gov

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Robert Wilson & Company Inc. MA 6/19/2019 Electronic Business 102
Source: www.maine.gov

URL:

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ryder System, Inc. FL 5/28/2019 Electronic Business 729
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hood & Associates, CPAs, PC OK 6/11/2019 Electronic Business 7,013
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The National World War Il Museum, Inc. LA 6/21/2019 Electronic Business 2,285
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Aviation Academy FL 6/20/2019 Electronic Education 1,011
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kurt J. Lesker Company PA 6/24/2019 Electronic Business 199
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Yogurtland CA 6/24/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Yoqurtland%20Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Manning Silverman & Company IL 6/6/2019 Electronic Business 2,057
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Manning-Silverman-Consumer-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eton Advisors Group LLC NC 5/24/2019 Electronic Banking/Credit/Financial 130
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Eton-Advisors-Group-LLC-Consumer-Notification.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nassau Educators Federal Credit Union  NY 6/7/2019 Electronic Banking/Credit/Financial 86,773
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Nassau-Educators-Federal-Credit-Union-Consumer-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
JD Bank LA 6/17/2019 Electronic Banking/Credit/Financial 39,827
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/JD-Bank-Consumer-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cincinnati Bell Inc. OH 6/18/2019 Electronic Business 3,395
Source: media.dojmt.gov

URL: #https://media.dojmt.qgov/wp-content/uploads/Cincinnati-Bell-Inc.-Barnes-Dennig-Co.-Ltd.-Consumer-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wor-Wic Community College MD 6/19/2019 Electronic Education 10,682
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/Wor-Wic-Community-College-Consumer-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tessera Technologes, Inc. (collectively CA 5/31/2019 Electronic Business 502
Xperi)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/tessera-technologies-20190606.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brattleboro Savings & Loan Association VT 5/31/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/brattleboro-savings-loan-20190604.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vermont Psychiatric Care Hospital VT 6/4/2019 Paper Data Medical/Healthcare Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/14/vermont-psychiatric-hospital-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
ShowMeCables MO 6/19/2019 Electronic Business 247
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/19/showmecables-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Howard Center VT 6/19/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/19/howard-center-notice-of-data-breach-to-consumers-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Placer Union High School District (third- CA 5/17/2019 Electronic Education Unknown

party Total Registration LLC)

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/PUHSD%20Total%20Registration%20Data%20Vulnerability%20Parent%20Letter %2005

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EyeCare Partners, LLC [on behalf of MO 6/19/2019 Electronic Medical/Healthcare 141,165

affiliated covered entities]

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Franciscan Health (reported on IN 6/25/2019 Electronic Medical/Healthcare 2,180
6/25/2019)

Source: www.franciscanhealth.org

URL: #https://www.franciscanhealth.org/news-and-events/news/franciscan-health-provides-notice-privacy-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunshine State Health Plan, Inc. FL 6/7/2019 Electronic Medical/Healthcare 2,000

(reported on 6/7/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dominion National VA 6/21/2019 Electronic Medical/Healthcare 2,964,778
Source: www.dominionnationalfacts.com

URL: #https://www.dominionnationalfacts.com/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Elim Care (business associate Tenx MN 6/7/2019 Electronic Medical/Healthcare 2,500
Systems, LLC dba ResiDex Software)

Source: www.elimcare.org

URL: #http://lwww.elimcare.org/potential-residex-computer-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Shingle Springs Health and Wellness CA 6/5/2019 Electronic Medical/Healthcare 21,513
Center

Source: www.sshwc.org

URL: #http://lwww.sshwc.org/wp-content/uploads/Data-Breach.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Georgetown Fire Department X 5/31/2019 Electronic Government/Military 719
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EatStreet - customers Wi 6/14/2019 Electronic Business 6,353,564
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/EatStreet%20Diner%20r3prf.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tech Data Corporation FL 6/6/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/06/06/tech-data-server-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cornerstone Bank (reported on 6/3/2019) GA 6/3/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-8.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rocket Dollar X 6/3/2019 Electronic Banking/Credit/Financial 921
Source: info.rocketdollar.com

URL: #https://info.rocketdollar.com/learn/april/2019/disclosure#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Umass Memorial Community Healthlink MA 6/17/2019 Electronic Medical/Healthcare 4,598
Source: www.communityhealthlink.org

URL: #http://www.communityhealthlink.org/chl/images/Files/CHL Patient Notice 6-17-2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunrise Laboratories (service provider NY 6/14/2019 Electronic Medical/Healthcare 15,000

American Medical Collection Agency) -
credit card and bank account information

Source: www.zdnet.com

URL: #https://www.zdnet.com/article/amca-data-breach-has-now-gone-over-the-20-million-mark/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carecentrix (service provider American CT 6/14/2019 Electronic Medical/Healthcare 500,000

Medical Collection Agency)

Source: www.zdnet.com

URL: #https://www.zdnet.com/article/amca-data-breach-has-now-gone-over-the-20-million-mark/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tenx Systems dba ResiDex Software MN 6/18/2019 Electronic Business 90,000
Source: www.databreaches.net

URL: #https://www.databreaches.net/ma-residex-software-discloses-ransomware-incident-affecting-clients-patients-protecte

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cerpassrx, LLC X 5/31/2019 Electronic Medical/Healthcare 2,513
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southern Maryland Medical Group LLC MD 6/7/2019 Electronic Medical/Healthcare 1,400
(third-party vendor Meditab Software

Inc.)

Source: smmgmd.com

URL: #https://[smmgmd.com/resources.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capitol Cardiology Associates (third- MD 6/7/2019 Electronic Medical/Healthcare 1,980

party vendor Meditab Software Inc.)

Source: www.capitolcardiology.com
URL: #https://www.capitolcardiology.com/resources.html#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Temple University PA 6/17/2019 Electronic Education 160
Source: temple-news.com
URL: #https://temple-news.com/personal-information-of-160-students-exposed-for-three-weeks-on-temple-website/ ?fbclid=I
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Washington Department of Health WA 6/3/2019 Electronic Government/Military 1,481
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-4.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Massachusetts Mutual Life Insurance MA 6/4/2019 Electronic Business Unknown
Company (reported on 6/4/2019)
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-2.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
HintonBurdick CPA & Advisors uT 5/10/2019 Electronic Business 6,579
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/Consumer-Notice-4.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Desert Healthcare Services, LLC AZ 6/11/2019 Electronic Medical/Healthcare 8,000
Source: ocrportal.hhs.gov
URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
RealtyShares CA 6/5/2019 Electronic Business Unknown
Source: WWW.Mmass.gov
URL: #https://lwww.mass.qov/files/documents/2019/06/10/15195.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
LabCorp. (service provider American NC 6/4/2019 Electronic Medical/Healthcare 200,000
Medical Collection Agency) - credit card
and bank account information
Source: WWW.SEC.gOoV
URL: #https://lwww.sec.qgov/Archives/edgar/data/920148/000119312519165091/d757830d8k.htm#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital City Paincare OH 5/31/2019 Electronic Medical/Healthcare 1,012

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carlson Building Maintenance Inc. MN 5/31/2019 Electronic Business 6,789

Source: www.iowaattorneygeneral.gov

URL: #https://www.iowaattorneygeneral.gov/imedia/cms/53119 Carlson Building Maintenance 9396EE3DDBD73.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Takai, Hoover, and Hsu, P.A. MD 5/29/2019 Electronic Medical/Healthcare 16,542

Source: www.thhpediatrics.com

URL: #http://lwww.thhpediatrics.com/blog/uncateqorized/notice-to-patients-and-parents-potential-breach-of-phi-and-personal

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Apple Mortgage CO 6/5/2019 Electronic Banking/Credit/Financial 1,867

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/05/apple-mortgage-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Rental Association IL 6/6/2019 Electronic Business 641

Source: ago.vermont.gov

URL: #https:/lago.vermont.qov/blog/2019/06/06/american-rental-association-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calista Corporation AK 6/7/2019 Electronic Business 1,476

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/07/calista-corporation-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Breckenridge Grand Vacations CO 6/10/2019 Electronic Business 1,455
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/10/breckenridge-grand-vacations-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Calcasieu Refining Company LA 6/10/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/10/transworld-calcasieu-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Winebow Group LLC VA 6/11/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/11/winebow-group-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Keystone Peer Review Organization Inc. TN 6/12/2019 Electronic Medical/Healthcare 299
dba KEPRO

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/06/12/keystone-peer-review-organization-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flood Bumstead McCready and TN 6/13/2019 Electronic Business 647
McCarthy Inc

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/13/flood-bumstead-mccready-and-mccarthy-inc-notice-of-data-breach-to-consu

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon State University OR 6/14/2019 Electronic Education 636
Source: today.orgeon.edu

URL: #https://today.oreqgonstate.edu/news/oreqgon-state-university-reports-it-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graceland University 1A 6/14/2019 Electronic Education Unknown
Source: www.graceland.edu

URL: #https://www.graceland.edu/notice-of-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Missouri Southern State University MO 6/13/2019 Electronic Education 12,574
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/13/missouri-southern-state-university-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Special Health Resources for Texas Inc. TX 5/21/2019 Electronic Medical/Healthcare 567

dba Woman and Child Health Center of

Longview

Source: specialhealth.org

URL: #http://www.specialhealth.org/wp-content/uploads/2019/05/WCOL-HIPAA-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hematology Oncology Associates, PC OR 5/21/2019 Electronic Medical/Healthcare 16,073

Source: www.hoapc.com

URL: #https://www.hoapc.com/website-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc (reported on 6/3/2019) KY 6/3/2019 Electronic Medical/Healthcare 863

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Partington Plastic Surgery WA 5/22/2019 Electronic Medical/Healthcare 9,000

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Healthfirst NY 5/24/2019 Paper Data Medical/Healthcare 1,811

Source: healthfirst.org

URL: #https://healthfirst.org/healthfirst-reports-privacy-breach-impacting-1811-members/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kansas City VAMC MO 6/11/2019 Paper Data Medical/Healthcare 534

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Worcester Eye Consultants MA 6/7/2019 Electronic Medical/Healthcare 2,634
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunshine Family Dentistry X 5/27/2019 Electronic Medical/Healthcare 800
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jcrush NY 6/4/2019 Electronic Business Unknown
Source: vpnmentor.com

URL: #https://www.vpnmentor.com/blog/report-jcrush/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
White Sox IL 6/7/2019 Electronic Business Unknown
Source: ticketnews.com

URL: #https://chicago.suntimes.com/news/2019/6/7/18656963/white-sox-tickets-email-exposed-data-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hopkins County Schools KY 6/10/2019 Electronic Education 7,000
Source: the-messenger.com

URL: #https://lwww.the-messenger.com/news/local/article be9a823f-e7f8-59c¢8-8668-16289301d8e3.htmli#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ClearBridge Investments LLC NY 3/21/2019 Electronic Banking/Credit/Financial Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311070.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
John Hancock Financial Network MA 3/21/2019 Electronic Banking/Credit/Financial 777
(former subsidiary Signator Investors

Inc.)

Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311069.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Apple Inc. (service provider Concentrix) CA 3/21/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311059.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Corporate Environmental Risk GA 3/18/2019 Electronic Business Unknown
Management LLC ("CERM")

Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311181.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
1031 CORP. PA 3/22/2019 Electronic Banking/Credit/Financial Unknown
Source: maryladnattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311072.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tower Legal Solutions NY 3/22/2019 Electronic Business 1,559
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310078.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TaxAct Inc. 1A 3/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311073.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paramount Insurance Company MD 3/26/2019 Electronic Business Unknown
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-309902. pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Champion Title and Settlements Inc. VA 3/26/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311115.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eisai Inc. (reported on 3/27/2019) NJ 3/27/2019 Electronic Medical/Healthcare 110
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310521.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
First Bank of Alabama AL 3/27/2019 Electronic Banking/Credit/Financial 8,700
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310519.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ardent Technologies OH 4/2/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311131.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Resideo Technologies Inc. X 4/2/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311108.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
MetaBank (service provider FSV SD 4/4/2019 Electronic Banking/Credit/Financial Unknown
Payment Solutions)
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311139.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Access Intelligence LLC MD 4/5/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qgov/ID%20Theft%20Breach%20Notices/2019/itu-311138.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Main Street America Group (third-party FL 4/6/2019 Electronic Business Unknown
SEI Private Trust Company)
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311751.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chipola College FL 4/8/2019 Electronic Education Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311697.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Corning NY 4/11/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311707.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NetCentrics Corporation VA 4/9/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311703.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kingman Regional Medical Center AZ 6/7/2019 Electronic Medical/Healthcare 1,100
Source: www.azkrmc.com

URL: #https://www.azkrmc.com/A%20NOTICE%20TO0%200UR%20PATIENTS %20-%20KHI1%20Sub%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rosenbaum Dental Group FL 6/4/2019 Electronic Medical/Healthcare 1,200
Source: rosenbaumdentalgroup.com

URL: #https:/[rosenbaumdentalgroup.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Monroe County Hospital (vendor GA 5/25/2019 Electronic Medical/Healthcare 10,970

Navicent Health)

Source: www.monroehospital.org

URL: #http://www.monroehospital.org/docs/Substitute Notice.pdf?sub=Static#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
U.S. Customs and Border Protection DC 6/10/2019 Electronic Government/Military Unknown
Source: www.chet.com

URL: #https://www.cnet.com/news/us-customs-and-border-protection-says-traveler-images-were-taken-in-subcontractor-cyb

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Union Labor Life Insurance Company DC 5/31/2019 Electronic Medical/Healthcare 87,400
("Ullico™)

Source: www.ullico.com

URL: #https://www.ullico.com/news-item/notice-of-data-security-incedent#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 129 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center Q CYBER

2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OneMain Financial (reported on IN 4/12/2019 Electronic Banking/Credit/Financial Unknown
4/12/2019)
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311706.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Assemblers, Inc. TN 4/15/2019 Electronic Business 3,047
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311716%20(1).pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Grimm and Parker Architecture, Inc. MD 4/15/2019 Electronic Business 103
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311715%20(1).pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
New Braunfels Regional Rehabilitation X 4/15/2019 Electronic Medical/Healthcare Unknown
Hospital (Ernest Health)
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311719.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Annette Willis Insurance Agency, LLC FL 4/17/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311724.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
B'nai B'rith Youth Organization ("BBYO") DC 4/22/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310504.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Banner Life Insurance Company MD 4/19/2019 Electronic Business 393
(reported on 4/19/2019)
Source: www.marylandattorneygeneral.gov
URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311753.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Scott Associates, CPA's ME 4/25/2019 Electronic Business Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310640.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Midmark Corporation - Veterinary OH 4/25/2019 Electronic Business Unknown

Benchmarking service

Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-310630.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Township of Lakewood NJ 4/26/2019 Electronic Government/Military Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311736.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oneida Group, Inc. OH 4/29/2019 Electronic Business 1,586
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311742.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SeaSpine Orthopedics Corporation CA 4/29/2019 Electronic Medical/Healthcare Unknown
Source: www.marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-311739.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Darwin's Natural Pet Products WA 6/7/2019 Electronic Business 19,523
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Darwin’s%20Natural%20Pet%20Products%20-%20Notice%200f%20Data%20Event%20-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Timepieces International, Inc. FL 6/7/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/DBI1%20Consumer%20Info%20Letter%20%233%20California_0.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 131 of 211



TN

TN Identity Theft Resource Center o CYBER
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
California Natural Products ("CNP") CA 6/7/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CNP%20-%20Notice%20Letter%20%5BCA%5D 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BioReference Laboratories subsidiary of FL 6/6/2019 Electronic Medical/Healthcare 422,600

Opko Health Inc. (service provider
American Medical Collection Agency)

Source: www.reuters.com

URL: #https://lwww.reuters.com/article/us-opko-health-cyber/opko-health-says-over-400000-customers-likely-affected-by-data

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Perceptics, LLC TN 5/13/2019 Electronic Business Unknown
Source: www.theregister.co.uk

URL: #https://lwww.theregister.co.uk/2019/05/23/perceptics hacked license plate recognition/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LabCorp. (service provider American NC 6/4/2019 Electronic Medical/Healthcare 7,700,000

Medical Collection Agency) - no credit
card or bank account information

Source: WWW.SEC.goV

URL: #https://lwww.sec.gov/Archives/edqgar/data/920148/000119312519165091/d757830d8k.htm#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Chicago Medicine IL 6/3/2019 Electronic Medical/Healthcare Unknown
Source: www.uchicagomedicine.org

URL: #https://www.uchicagomedicine.org/forefront/news/2019/june/statement-on-data-vulnerability#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Penn Medicine (reported on 5/21/2019) PA 5/21/2019 Electronic Medical/Healthcare 917
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UCSD and Christie's Place - EmPower CA 5/9/2019 Electronic Medical/Healthcare Unknown

Women study

Source: inewsource.org
URL: #https:/linewsource.orq/2019/05/14/ucsd-data-breach-hiv-women-study/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 132 of 211



TN

TN Identity Theft Resource Center o CYBER
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Town of Weare NH 6/3/2019 Electronic Government/Military Unknown
Source: www.weare.nh.gov

URL: #https://www.weare.nh.qov/sites/wearenh/files/news/town of weare - website notice of data security incident.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
William Lyon Homes CA 5/31/2019 Electronic Business 397
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/06/03/william-lyon-homes-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sage Advisors LLC WA 5/9/2019 Electronic Banking/Credit/Financial 1,026
Source: www.atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/SageAdvisorsLLC

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Service Linen Supply - Personnel and WA 5/21/2019 Electronic Business 1,210

Accounting systems

Source: www.atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting Law Enforcement/ServiceLinenSupp

Breached Entity: State Published Date Breach Type Breach Category Records Reported
West Hartford Public Schools (Total CT 5/15/2019 Electronic Education Unknown

Registration LLC)

Source: www.courant.com

URL: #https://www.courant.com/community/west-hartford/hc-news-west-hatford-test-reqistration-data-breach-20190515-mric

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maranatha Village Inc. MO 5/24/2019 Electronic Medical/Healthcare 520
Source: www.mvlife.org

URL: #https://www.mvlife.org/notice.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mercy Health Saint Mary's Mi 5/24/2019 Electronic Medical/Healthcare 978
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Health Quest - Health Quest Medical NY 5/31/2019 Electronic Medical/Healthcare 28,910
Practice, Health Quest Urgent Care and

Hudson Valley Newborn Physician

Services

Source: patients.healthquest.org

URL: #https://patients.healthquest.org/notice-of-privacy-incident-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Quest Diagnostics (service provider NJ 6/3/2019 Electronic Medical/Healthcare 11,900,000
American Medical Collection Agency)

Source: newsroom.questdiagnostics.com

URL: #http://newsroom.questdiagnostics.com/AMCADataSecuritylncident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Drury Hotels MO 5/24/2019 Electronic Business 109,000
Source: ide.myidcare.com

URL: #https://lide.myidcare.com/druryhotels/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Historical Emporium Inc. CA 5/31/2019 Electronic Business 4,366
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/05/31/historical-emporium-inc-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hannibal Industries Inc. CA 5/31/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Hannibal%20Industries%20Inc%20AG%20Notice%20053119 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jackson National Life Insurance (service Ml 5/31/2019 Electronic Banking/Credit/Financial 31,170
provider Mediant Communications Inc.)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20Consumer%20Notice Mediant Sample 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Beloit Health System (service provider Wi 5/31/2019 Electronic Medical/Healthcare Unknown
OS Inc.)

Source: beloithealthsystem.org

URL: #https://beloithealthsystem.org/docs/Website Data Event V2.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Broome County NY 5/31/2019 Electronic Government/Military 7,048
Source: www.gobroomecounty.com

URL: #http://www.gobroomecounty.com/notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Talley Medical Surgical Eyecare IN 5/24/2019 Electronic Medical/Healthcare 106,000
Associates, PC

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
lllinois Department of Natural Resources IL 5/29/2019 Electronic Government/Military Unknown
Source: khga.com

URL: #https://khqa.com/news/state/data-breach-at-illinois-dnr-05-31-2019#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
HP Restaurant Group OH 5/24/2019 Electronic Business 11,184
Source: WWW.mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/05/31/15151.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Smooth-On, Inc. and Reynolds PA 5/21/2019 Electronic Business 4,300
Advanced Materials

Source: WWW.mass.gov

URL: #https://lwww.mass.govi/files/documents/2019/05/21/15127 Redacted.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
forbesmagazine.com NJ 5/15/2019 Electronic Business Unknown
Source: securityaffairs.co

URL: #https://securityaffairs.co/wordpress/85613/hacking/magecart-forbes-subscription-site.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northwestern Health Sciences University MN 5/21/2019 Electronic Medical/Healthcare 1,198
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Acadia Montana Treatment Center MT 5/17/2019 Electronic Medical/Healthcare 14,794
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aging, Disability & Transit Services of NC 5/15/2019 Electronic Medical/Healthcare 500

Rockingham County

Source:

URL: #http://lwww.adtsrc.org/documents/Security%20Breach%20Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Communities Connected for Kids, Inc. FL 5/14/2019 Electronic Business 501
Source: www.cckids.net

URL: #http://lwww.cckids.net/wp-content/uploads/2019/05/Communities-Connected-for-Kids-Media-Notice-5-14-19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capistrano Unified School District (third- CA 5/30/2019 Electronic Education Unknown

party Total Registration LLC)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Total%20Registration%20Parent%20Letter%20LH%20%285%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
People Inc. NY 5/29/2019 Electronic Business Unknown
Source: www.people-inc.org

URL: #https://www.people-inc.org/news/2019/people inc provides noti-2019-05-29-1778/index.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jefferson City Public Schools MO 5/29/2019 Electronic Education Unknown
Source: www.jcschools.us

URL: #https://www.jcschools.us/site/default.aspx?PageType=3&DomainlD=4&ModulelnstancelD=270&ViewID=6446EE88-D30

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lewes Board of Public Works ("Lewes DE 5/30/2019 Electronic Business Unknown
BPW")

Source: lewesbpw.delaware.gov

URL: #https://llewesbpw.delaware.gov/2019/05/28/payments/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Checkers and Rally's FL 5/29/2019 Electronic Business Unknown
Source: www.checkers.com
URL: #https://lwww.checkers.com/security-issue/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mediant Communications Inc. NY 5/28/2019 Electronic Business 204,812
Source: oag.ca.gov
URL: #https://oag.ca.qov/system/files/L01 Mediant %20General 0.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Concepts ME 5/6/2019 Electronic Business Unknown
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flipboard CA 5/28/2019 Electronic Business Unknown
Source: about.flipboard.com
URL: #https://about.flipboard.com/support-information-incident-May-2019/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Columbus Community Hospital (service NE 5/28/2019 Electronic Medical/Healthcare Unknown
provider OS Inc.)
Source: madison.com
URL: #https://madison.com/wsj/news/local/health-med-fit/columbus-community-hospital-patient-information-may-have-been-
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centura Health (reported on 5/22/2019) CO 5/22/2019 Electronic Medical/Healthcare 7,515
Source: www.centura.org
URL: #https://www.centura.org/news/notice-our-patients-reqgarding-cybersecurity-incident#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
TriHealth Physician Practices OH 5/24/2019 Electronic Medical/Healthcare 2,433
Source: www.trihealth.com
URL: #https://lwww.trihealth.com/dailyhealthwire/news/trihealth-confirms-some-patient-medical-data-shared#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Memorial Hermann Health System X 5/13/2019 Electronic Medical/Healthcare 604
Source: www.memorialhermann.org

URL: #http://www.memorialhermann.org/news/web-notice-to-memorial-hermann-patients-regarding-potential-impact-to-finan

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Encompass Family and internal CA 5/13/2019 Electronic Medical/Healthcare 26,000

medicine group

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Huggins Insurance OR 5/24/2019 Electronic Business 667
Source: www.huggins.com

URL: #http://www.huggins.com/sites/default/files/Huggins-SubstituteNotice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Wildlife Federation - Ranger VA 5/24/2019 Electronic Business 47,343

Rick Zoobooks

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/National%20Wildlife%20Federation%20-%20Notice%200f%20Data%20Event%20-%20Ex

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dawn Food Products, Inc. Mi 5/24/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/CA%20Notice 5.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
First American (Title) Financial Corp. CA 5/24/2019 Electronic Banking/Credit/Financial Unknown
Source: krebsonsecurity.com

URL: #https://krebsonsecurity.com/2019/05/first-american-financial-corp-leaked-hundreds-of-millions-of-title-insurance-recor

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Youth Opportunity Center, Inc. IN 5/14/2019 Paper Data Medical/Healthcare 1,150
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Today's Vision X 5/21/2019 Paper Data Medical/Healthcare Unknown
Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/boxes-of-records-of-todays-vision-patients-and-employees-discovered-in-texas-dumpst

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Professional Dental Alliance of Florida FL 5/13/2019 Electronic Medical/Healthcare 1,505

PLLC d/b/a All Smiles Dentistry

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Redtail Technology Inc. CA 5/21/2019 Electronic Business 13,235
Source: www.investmentnews.com

URL: #https://www.investmentnews.com/article/20190521/FREE/190529989/redtail-crm-data-breach-exposes-personal-client-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RapidScale CA 5/16/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/05/16/rapidscale-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
T3 Micro Inc. CA 5/20/2019 Electronic Business 20,881
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/CA%20-%20Notice%200f%20Data%20Event 0%20%28notification%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Town & Country Federal Credit Union ME 4/1/2019 Electronic Banking/Credit/Financial 2,030
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Facility Site Contractors Inc./Total Site MD 5/3/2019 Electronic Business 780

Contractors, Inc.

Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida Hometown Title & Escrow FL 5/4/2019 Electronic Business 1,823
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OnDeck VA 5/8/2019 Electronic Banking/Credit/Financial Unknown
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
State Farm Mutual Automobile IL 5/8/2019 Electronic Business Unknown

Insurance Company, its affiliates and
subsidiaries (reported on 5/8/2019)

Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Automated Pet Care Products, Inc. Mi 5/8/2019 Electronic Business 181

("AutoPets")

Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lynette Arce IL 5/14/2019 Electronic Business 143
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Akin Doherty Klein & Feuge, P.C. X 5/14/2019 Electronic Business 4,007
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
BCA Watson Rice, LLP NJ 5/15/2019 Electronic Business 2,113
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vista Autism Services PA 5/15/2019 Electronic Business 1,249
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Francis College (reported on NY 5/16/2019 Electronic Education 28,100
5/16/2019)
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aeroflow Inc. NC 5/16/2019 Electronic Medical/Healthcare 4,454
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Spangler Candy Company OH 5/9/2019 Electronic Business 281
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community Health Network (reported on  IN 5/6/2019 Electronic Medical/Healthcare 3,600
5/6/2019)
Source: ecommunity.com
URL: #https://www.ecommunity.com/notice-unauthorized-access-information?utm source=ecomm lift promo&utm mediu
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lanier Family & Cosmetic Dentistry, P.C. GA 1/29/2019 Electronic Medical/Healthcare 1,950
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Construction Contractors Board OR 5/17/2019 Electronic Government/Military 466
Source: www.ktvz.com
URL: #https://lwww.ktvz.com/news/oregon-construction-contractors-board-reports-data-breach/1078851398#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stack Overflow NY 5/16/2019 Electronic Business Unknown
Source: stackoverflow.blog

URL: #https://stackoverflow.blog/2019/05/17/update-to-security-incident-may-17-2019/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kelsey Research Foundation X 5/3/2019 Electronic Business 1,228
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cancer Treatment Centers of Americaat GA 5/10/2019 Electronic Medical/Healthcare 16,819

Southeastern Regional Medical Center

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/05/13/cancer-treatment-centers-of-america-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amsterdam Printing & Litho NY 5/14/2019 Electronic Business 1,835
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/05/14/amsterdam-printing-litho-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Signet Investment Advisory Group RI 5/14/2019 Electronic Banking/Credit/Financial 285
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/05/17/signet-investment-advisory-group-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ifficient CO 5/16/2019 Electronic Business Unknown
Source: www.bleepingcomputer.com

URL: #https://lwww.bleepingcomputer.com/news/security/unsecured-survey-database-exposes-info-of-8-million-people/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hospice Care Plus, Inc. KY 5/6/2019 Electronic Medical/Healthcare 2,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
BJ's Wholesale Club MA 5/2/2019 Electronic Business 71

Source: WWW.Mmass.gov

URL: #https://www.mass.qov/files/documents/2019/05/16/15096.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Health Net of California and Health Net CA 5/14/2019 Paper Data Medical/Healthcare 2,404

Life Insurance Company

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/HNCA%20Notification%20Letter 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ProMedica OH 5/15/2019 Paper Data Medical/Healthcare 121

Source: www.13abc.com

URL: #https://www.13abc.com/content/news/Former-ProMedica-employee-suspected-of-stealing-identities-509977571.htmli#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tufts Benefit Administrators, Inc. dba MA 5/1/2019 Electronic Medical/Healthcare 4,913

Tufts Health Plan

Source: WWW.mass.gov

URL: #https://www.mass.qov/files/documents/2019/05/15/15038.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Father Bill's & MainSpring MA 5/2/2019 Electronic Business 1,446
Source: WWW.mass.gov

URL: #https://www.mass.qgov/files/documents/2019/05/15/15043.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
General Board of Higher Education and TN 5/10/2019 Electronic Business 922
Ministry

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/05/10/general-board-of-higher-education-and-ministry-notice-of-data-breach-to-con

Breached Entity: State Published Date Breach Type Breach Category Records Reported
US Oncology Inc. > 5/9/2019 Electronic Medical/Healthcare 5,168
Source: ago.vermont.gov

URL: #https://ago.vermont.gov/blog/2019/05/10/us-oncology-inc-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Midwest Medical Center (service IL 5/3/2019 Electronic Medical/Healthcare 8,010
provider OS Inc.)

Source: www.galenagazette.com

URL: #https://lwww.galenagazette.com/stories/midwest-medical-center-vendor-has-data-breach,43281#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fort Healthcare (service provider OS Wi 5/3/2019 Electronic Medical/Healthcare 19,000
Inc.)

Source: www.forthealthcare.com

URL: #https://skgim2q0294159sijl13cw0k1-wpengine.netdna-ssl.com/wp-content/uploads/2019/05/Website-information-data-e

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sparta Community Hospital (service IL 5/3/2019 Electronic Medical/Healthcare Unknown

provider OS Inc.)

Source: www.spartahospital.com

URL: #https://www.spartahospital.com/wp-content/uploads/2019/05/Sparta-5-3-19-Substitute-Notice-on-Sparta27s-Website-R

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paterson Public Schools NJ 5/13/2019 Electronic Education Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/paterson-public-schools-hacked-but-when-and-where-are-the-data-now/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Inspira Behavioral Care Corp. us 5/2/2019 Electronic Medical/Healthcare 4,246
Source: www.insprapr.com

URL: #https://www.inspirapr.com/patient-notice-letter#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Partners In Care OR 4/26/2019 Electronic Medical/Healthcare 3,048
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The City of Fort Lauderdale FL 4/29/2019 Electronic Government/Military 757
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
United Seating and Mobility LLC dba CT 5/9/2019 Paper Data Medical/Healthcare 3,578
Numotion

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Health Authority - Oregon State = OR 5/10/2019 Electronic Medical/Healthcare Unknown
Hospital

Source: www.databreaches.net

URL: #https://www.databreaches.net/oreqgon-health-authority-provides-early-notification-to-oregon-state-hospital-patients-of-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Equitas Health OH 5/14/2019 Electronic Medical/Healthcare 569
Source: equitashealth.com

URL: #https://lequitashealth.com/profile/substitute-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Conde Nast - WIRED NY 5/9/2019 Electronic Business 1,161
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-INetCac.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DMB Sports Clubs Limited Partnership AZ 5/9/2019 Electronic Business 2,366

dba Village Health Clubs

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-DMB _MT-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bed Bath & Beyond (reported on NJ 5/3/2019 Electronic Business 346
5/3/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/05/08/bed-bath-beyond-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Medical Response, Inc. > 5/6/2019 Electronic Medical/Healthcare 4,300

(reported on 5/6/2019)

Source:
URL: #https://www.hipaajournal.com/medical-oncology-hematology-consultants-notifies-patients-about-june-2018-data-brea
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pacers Sports & Entertainment IN 5/10/2019 Electronic Business 127
Source: www.nba.com

URL: #https://www.nba.com/pacers/notice-data-privacy-event#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Independent Health NY 5/10/2019 Electronic Medical/Healthcare 7,605
Source: www.independenthealth.com

URL: #https://www.independenthealth.com/AboutindependentHealth/Newsroom/PressReleases/2019PressReleases/Mediasta

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UMC Physicians (reported on 5/10/2019) TX 5/10/2019 Electronic Medical/Healthcare 3,300
Source: www.databreaches.net

URL: #https://www.databreaches.net/tx-umc-physicians-notifies-patients-of-compromised-patient-data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Idaho Department of Health and Welfare ID 5/9/2019 Electronic Government/Military 2,060

(service provider OS Inc.)

Source: healthandwelfare.idaho.gov

URL: #https://healthandwelfare.idaho.gov/AboutUs/Newsroom/tabid/130/ctl/ArticleView/mid/3061/articleld/2032/DHW-learns-c

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Retrieval-Masters Creditors Bureau, Inc  NY 5/10/2019 Electronic Business Unknown

dba American Medical Collection
Agency ("AMCA")

Source: www.databreaches.net

URL: #https://lwww.databreaches.net/american-medical-collection-agency-breach-impacted-200000-patients-gemini-advisory/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CHI LakeWood Health MN 1/31/2019 Electronic Medical/Healthcare 885
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LA Care Health Plan (reported on CA 3/15/2019 Paper Data Medical/Healthcare 1,506
3/15/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amerigroup lowa, Inc. (reported on 1A 3/29/2019 Paper Data Medical/Healthcare 1,191
3/29/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Country Financial (reported on 5/7/2019) IL 5/7/2019 Paper Data Business 1,301
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/05/07/country-financial-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Medical Oncology Hematology DE 4/26/2019 Electronic Medical/Healthcare 8,591

Consultants P.A.

Source: www.cbg.org

URL: #https://mohcde.com/uploads/MOHC Website Notice FINAL A.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Spectrum Health Lakeland (service Mi 5/9/2019 Electronic Medical/Healthcare 1,100

provider OS Inc.)

Source: www.databreaches.net

URL: #https://www.databreaches.net/spectrum-health-lakeland-notifies-patients-after-billing-vendor-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wyzant IL 5/7/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/wyzant-online-tutoring-platform-suffers-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Total Registration CO 5/9/2019 Electronic Business Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/vendor-used-by-schools-to-register-students-for-ap-and-psat-exams-left-personal-infor

Breached Entity: State Published Date Breach Type Breach Category Records Reported
MMBB (Ministers Missionaries Benefit NY 4/30/2019 Electronic Banking/Credit/Financial 108

Board Financial Services)

Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/CON-MMBB-Financial-Services-Notice-of-Data-Event-MT.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Amazing Designs (Tacony Corporation) MO 4/30/2019 Electronic Business 1,687
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Tacony-Corporation-Notice-of-Data-Event-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Salt Life CA 5/3/2019 Electronic Business 14,267
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Delta-Apparel-Consumer-Notice-Template.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Simon Pearce Inc. VT 5/7/2019 Electronic Business 433
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Simon-Pearce-Notification-Template-c.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bloodworks Northwest WA 5/8/2019 Paper Data Medical/Healthcare 1,893
Source: www.bloodworksnw.org

URL: #https://lwww.bloodworksnw.org/privacy-notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Collie Accountancy CA 5/7/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Collie%20Accountancy%20AG%20Submission 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Indian Health & services, Inc.  CA 5/6/2019 Electronic Medical/Healthcare 3,784
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/AIHS %20-%20individual%20notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southeastern Council on Alcoholism CT 5/1/2019 Electronic Medical/Healthcare 25,148

and Drug Dependence

Source: www.databreaches.net
URL: #https://www.databreaches.net/25148-patients-served-by-southeastern-council-on-alcoholism-and-drug-dependence-n
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Vincent Medical Center (Verity Health CA 5/3/2019 Electronic Medical/Healthcare Unknown
System)

Source: verity.org

URL: #https:/Iverity.org/files/VeritySecuritylncidentMay2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Augustana College (reported on IL 5/1/2019 Electronic Education 12,443
5/1/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Auqustana-Regulator-Notice-MT-FINAL.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Baptist Homes of the Midwest MN 5/6/2019 Electronic Business 10,993
Source: abhomes.net

URL: #https://abhomes.net/databreach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Forterra Pipe & Precast LLC > 4/2/2019 Electronic Business 763
Source: WWW.mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/04/09/14841.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centurion Land Title IN 4/2/2019 Electronic Business 1,246
Source: WWW.mass.gov

URL: #https://www.mass.govl/files/documents/2019/04/09/14843.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Episcopal Children's Services FL 4/3/2019 Electronic Business 1,632
Source: WWW.Mmass.gov

URL: #https://lwww.mass.qov/files/documents/2019/04/09/14848.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
H Carson Smith IV PC GA 4/10/2019 Electronic Business 1,465
Source: WWW.mass.gov

URL: #https://www.mass.qov/files/documents/2019/04/18/14920.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Trustpoint Rehabilitation Hospital of X 4/15/2019 Electronic Medical/Healthcare 7,037
Lubbock (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pure Haven LLC RI 4/15/2019 Electronic Business 49
Source: WWW.mass.gov

URL: #https://lwww.mass.qov/files/documents/2019/04/19/14940.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lafayette Regional Rehabilitation IN 4/15/2019 Electronic Medical/Healthcare 7,037

Hospital (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Episcopal Health Services NY 4/18/2019 Electronic Medical/Healthcare 218,055
Source: ehs.org

URL: #https://lehs.org/application/files/3015/4239/2982/Episcopal Health Services - Website Notice 888.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Area Agency on Aging and Disabilities WA 4/22/2019 Electronic Business 7,000

of Southwest Washington

Source: www.atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting Law Enforcement/AreaAgencyOnAgin

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Port of Seattle WA 4/26/2019 Electronic Government/Military 3,357

Source: www.atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting Law Enforcement/PortOfSeattle.2019-0

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of DeKalb IL 4/24/2019 Electronic Government/Military 1,091

Source: www.cityofdekalb.com

URL: #https://www.cityofdekalb.com/1256/Email-Security-Incident#
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Breached Entity: State Published Date Breach Type Breach Category

Ricker's IN 4/25/2019 Electronic Business

Records Reported
2,070

Source: rickersrewards.com

URL: #https:/irickersrewards.com/wp-content/themes/RickersRewards/images/71st(West)Ricker's Web%20Posting.pdf#
Breached Entity: State Published Date Breach Type Breach Category

Kim P. Kornegay DMD AL 4/19/2019 Paper Data Medical/Healthcare

Records Reported
27,000

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category
Lisa Rose Durso M.D. PLLC NY 4/22/2019 Electronic Medical/Healthcare

Records Reported
537

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category
All Florida Orthopaedics FL 3/14/2019 Electronic Medical/Healthcare

Records Reported
1,700

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category
Ohio Benefits Portal OH 4/5/2019 Electronic Government/Military

Records Reported
100

Source: das.ohio.gov

URL: #https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%200H%20Benefits%20Release.pdf#
Breached Entity: State Published Date Breach Type Breach Category
Ohio Benefits System OH 4/5/2019 Paper Data Government/Military

Records Reported
643

Source: das.ohio.gov

URL: #https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%200H%20Benefits%20Release.pdf#
Breached Entity: State Published Date Breach Type Breach Category
Ohio Benefits Self-Service Portal OH 4/5/2019 Electronic Government/Military

Source:
URL:

das.ohio.gov
#https://das.ohio.gov/Portals/0/DASDivisions/Communications/pdf/04-05-19%200H%20Benefits%20Release.pdf#

Records Reported
250
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
At the Pool - app/Facebook user data CA 4/3/2019 Electronic Business Unknown
Source: www.upguard.com

URL: #https://www.upguard.com/breaches/facebook-user-data-leak#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cultura Colectiva - app/Facebook user NY 4/3/2019 Electronic Business Unknown
data

Source: www.upguard.com

URL: #https://www.upguard.com/breaches/facebook-user-data-leak#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana (reported on 4/5/2019) X 4/5/2019 Electronic Medical/Healthcare 522
Source: www.ksat.com

URL: #https://www.ksat.com/news/humana-notifying-more-than-500-members-in-texas-about-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
0S, Inc. Wi 5/3/2019 Electronic Medical/Healthcare Unknown
Source: www.os-healthcare.com

URL: #https://cdn2.hubspot.net/hubfs/2687361/0S%20Website%20Notice%20-%20FINAL %205.3.19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Health Care Service Corporation IL 4/24/2019 Electronic Medical/Healthcare 676

(reported on 4/24/2019)

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Evisort CA 4/22/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/04/22/evisort-data-exposed/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coates Field Service OK 4/25/2019 Electronic Business 4,475
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-MT-Regulator-Notice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Electric Power OH 4/26/2019 Electronic Business 4,197
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/CON-MONTANA.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Paradigm Life Insurance uT 4/26/2019 Electronic Business 700
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/CON-Paradigm-Life-MT-AG-c.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Francisco Unified School District CA 4/22/2019 Electronic Education Unknown
Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/BVHM%20-%20LETTER%20Notice%200f%20Data%20Breach%20%5BEnglish%5D%20-
Breached Entity: State Published Date Breach Type Breach Category Records Reported
First Commerce Bank NJ 4/8/2019 Electronic Banking/Credit/Financial 2,988
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Herring Bank X 4/8/2019 Electronic Banking/Credit/Financial 95
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marathon Petroleum Company LP OH 4/8/2019 Electronic Business 1,287
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
John F. Murphy Homes, Inc. ME 4/11/2019 Paper Data Business 853
Source: www.maine.gov
URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Burt Wealth Advisors MD 4/22/2019 Electronic Banking/Credit/Financial 410
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gettysburg College (third-party service PA 4/4/2019 Electronic Education 162

provider PrismRBS)

Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
SkyMed Medical Evacuation AZ 4/29/2019 Electronic Medical/Healthcare 136,995

Membership Service

Source: securitydiscovery.com

URL: #https://securitydiscovery.com/skymed/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AA OBGYN PLLC > 4/30/2019 Electronic Medical/Healthcare 930
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southwest Idaho Advanced Care ID 4/15/2019 Electronic Medical/Healthcare Unknown
Hospital

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/CON-2019.04.15-MT-AG-Notice-SWIACH.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ernest Health NM 4/15/2019 Electronic Medical/Healthcare 7,037
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-2019.04.15-MT-AG-Notice-Ernest.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Advanced Care Hospital of Montana MT 4/15/2019 Electronic Medical/Healthcare Unknown

(Ernest Health)

Source: www.ernesthealth.com
URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Elkhorn Valley Rehabilitation Hospital wy 4/15/2019 Electronic Medical/Healthcare Unknown
(Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northern Colorado Long Term Acute CO 4/15/2019 Electronic Medical/Healthcare 7,037

Hospital (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northern Colorado Rehabilitation CcO 4/15/2019 Electronic Medical/Healthcare 7,037

Hospital (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northern Idaho Advanced Care Hospital ID 4/15/2019 Electronic Medical/Healthcare 7,037

(Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ladders NY 5/1/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/05/01/ladders-resume-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Charles River Laboratories International MA 4/30/2019 Electronic Medical/Healthcare Unknown
Inc.

Source: WWWw.criver.com

URL: #https://lwww.criver.com/sites/default/files/noindex/legal-compliance/cybersecurity-letter-043019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Madison Parish Hospital LA 4/18/2019 Electronic Medical/Healthcare 1,436
Source: www.madisonparishhospital.com

URL: #https://lwww.madisonparishhospital.com/Content/Uploads/Madison%20Parish%20Hospital/files/News/Notice%200f%20
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported

Citrus Valley Health Partners CA 4/5/2019 Electronic Medical/Healthcare Unknown
(contracted vendor Jobscience)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CVHP%20Notice%200f%20Data%20Breach%20Template 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Elena Maria Buruiana Physician P.C. NY 4/18/2019 Electronic Medical/Healthcare 1,308
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
David E. Beneson, DPM Mi 3/29/2019 Electronic Medical/Healthcare 12,542
Source: www.michiganfeet.com

URL: #https://irp-cdn.multiscreensite.com/1c6ef4fd/files/uploaded/Substitute-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Housing Authority of Thurston County WA 4/15/2019 Electronic Government/Military Unknown
Source: atg.wa.gov

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting Law Enforcement/HousingAuthorityOf

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Care.com (reported on 4/24/2019) MA 4/24/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/24/care-com-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abel HR NJ 4/24/2019 Electronic Business 2,637
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Abel%20HR%20-%20Notice%200f%20Data%20Event%20-%20Exhibit%201%20-%20CA

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lancaster Archery Supply Inc. PA 4/26/2019 Electronic Business 53,345
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Lancaster%20Archery%20-%20Regulator%20Letter%20-%20CA%20 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Loungefly LLC CA 4/26/2019 Electronic Business 4,562
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sample%20California%20Consumer%20Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Citrix Systems, Inc - current and former  FL 4/29/2019 Electronic Business 15,820
employees

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CX1%20US%20LTR%20%28Nn0%20MA%200r%20CT%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Independent Insurance Agent & Brokers VA 4/30/2019 Electronic Business Unknown

of America ("IlABA")

Source: www.independentagent.com

URL: #https://www.independentagent.com/legal-advocacy/pages/notice-of-data-breach.aspx#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gardner Family Health Network CA 3/28/2019 Paper Data Medical/Healthcare 5,064
Source: secureservercdn.net

URL: #https://secureservercdn.net/166.62.108.43/nns.01b.myftpupload.com/wp-content/uploads/2019/04/English.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Raffle Brothers dba Arby's ME 4/21/2019 Electronic Business 11,578
Source: www.maine.gov

URL: #https://www.maine.gov/ag/consumer/identity theft/index.shtml#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lauderdale County - employees MS 4/25/2019 Electronic Government/Military Unknown
Source: www.meridianstar.com

URL: #https://www.meridianstar.com/news/local news/lauderdale-county-employees-sensitive-information-exposed/article

Breached Entity: State Published Date Breach Type Breach Category Records Reported
HawksShop.com GA 4/23/2019 Electronic Business Unknown
Source: www.scmagazine.com

URL: #https://www.scmagazine.com/home/security-news/cybercrime/magecart-hackers-force-a-turnover-steal-from-atlanta-h

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 157 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center Q CYBER

2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tower Imaging, LLC FL 4/16/2019 Electronic Medical/Healthcare 810
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mid-Cities Home Medical Delivery > 4/12/2019 Paper Data Medical/Healthcare 4,000
Service, LLC
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Docker Hub CA 4/26/2019 Electronic Business Unknown
Source: success.docker.com
URL: #https://success.docker.com/article/docker-hub-user-notification#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Alaska (reported on AK 4/26/2019 Electronic Education 7,445
4/26/2019)
Source: www.alaska.edu
URL: #https://www.alaska.edu/newsl/it/dataincident.php#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
ABM Industries Incorporated (reported NY 4/26/2019 Electronic Business Unknown
on 4/26/2019)
Source: www.abm.com
URL: #https://www.abm.com/wp-content/themes/abm/assets/files/notice of data privacy incident.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Inmediata Health Group NC 4/24/2019 Electronic Medical/Healthcare 1,565,338
Source: portal.inmediata.com
URL: #https://portal.inmediata.com/patients-of-data-security-incident/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arlington Public Schools - Naviance VA 4/26/2019 Electronic Education Unknown
college readiness system
Source: www.arlnow.com
URL: #https://www.arlnow.com/2019/04/26/just-in-aps-informs-parents-of-limited-data-breach/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Invenshure LLC MN 4/12/2019 Electronic Business Unknown
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/CON-Inveshure-Template-C1.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Imbio LLC MN 4/12/2019 Electronic Business Unknown
Source: media.dojmt.gov
URL: #https://media.dojmt.qov/wp-content/uploads/CON-Imbio-Template-C1.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
iCracked CA 4/15/2019 Electronic Business Unknown
Source: www.zdnet.com
URL: #https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Moda Operandi NY 4/15/2019 Electronic Business Unknown
Source: www.zdnet.com
URL: #https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Evite CA 4/15/2019 Electronic Business Unknown
Source: www.zdnet.com
URL: #https://lwww.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wanelo CA 4/15/2019 Electronic Business Unknown
Source: www.zdnet.com
URL: #https://www.zdnet.com/article/a-hacker-has-dumped-nearly-one-billion-user-records-over-the-past-two-months/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hot Line Construction Inc. CA 4/24/2019 Electronic Business 2,812
Source: media.dojmt.gov
URL: #https://media.dojmt.gov/wp-content/uploads/CON-Hot-Line-Notice-of-Data-Event-MT.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Seattle University (reported on 4/23/2019) WA 4/23/2019 Electronic Education Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/23/seattle-university-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
National Seating & Mobility (reported on TN 4/15/2019 Electronic Medical/Healthcare 3,800
4/15/2019)

Source: www.nsm-seating.com

URL: #https://www.nsm-seating.com/wp-content/uploads/2019/04/NSM-Substitute-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Village Hat Shop CA 4/18/2019 Electronic Business 300
Source: marylandattorneygeneral.gov

URL: #http://www.marylandattorneygeneral.qov/ID%20Theft%20Breach%20Notices/2019/itu-311752.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delta Dental of lllinois (reported on IL 4/16/2019 Electronic Medical/Healthcare 5,092
4/16/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-DDIL-Individual-Member-Notice-Letter-1-Yr-Protection-FINAL.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RunSignUp Inc. NJ 4/18/2019 Electronic Business 222
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/CON-RunSignup-Notice-of-Data-Event-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
L&M Fleet Supply MN 4/23/2019 Electronic Business 4,952
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-L-M-Supply-MT-AG-Notice-with-enclosure-8052073x7AB84.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Heritage Companies MO 4/10/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Heritage-Benefits-Consumer-Notification-Letter.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 160 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center

2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Doctors Management Service Inc. MA 4/22/2019 Electronic Medical/Healthcare 206,695
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/24/doctors-management-service-inc-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maine Maritime Academy ME 4/24/2019 Electronic Education 696
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/24/maine-maritime-academy-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Flywheel Exchange LLC MN 4/12/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Flywheel-Template-C1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gaming Arts LLC NV 4/12/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Gaming-Arts-Notice-of-Data-Event-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Color Street NY 4/16/2019 Paper Data Business 389
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-CS-Breach-Notification-DRAFT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Steps to Recovery PA 4/19/2019 Electronic Medical/Healthcare 145,000
Source: rainbowtabl.es

URL: #https://rainbowtabl.es/2019/04/19/steps-to-recovery-recovery-addiction-treatment-center-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
VoterVoice DC 4/5/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/04/04/votervoice-leak/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jobscience Inc. (TalentPath product) CA 4/3/12019 Electronic Business 1,750,000
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/05/jobscience-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UCLA Health (vendor Eurofins VRL Inc.) CA 4/5/2019 Electronic Medical/Healthcare Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-UCLA-Eurofin-Adults-Template.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Martinsburg VA Medical Center Wwv 4/11/2019 Paper Data Medical/Healthcare 4,882
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ronald Snyder M.D. (ActivYouth NJ 4/18/2019 Electronic Medical/Healthcare 24,176
Orthopaedics)

Source: www.activyouthortho.com

URL: #https://docs.wixstatic.com/uqd/f33a81 58584e5ba28e44cd937ac351a9312b7e.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Center for Sight & Hearing IL 4/18/2019 Electronic Medical/Healthcare 5,319
Source: www.cshni.org

URL: #https://www.cshni.org/email-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Institute of Technology OR 4/18/2019 Electronic Education 770
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-MT-Notice-of-Data-Event-4.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Duke University (reported on 4/9/2019) NC 4/9/2019 Electronic Education 1,491
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/09/duke-university-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Alana Healthcare / DME Tennessee TN 4/12/2019 Electronic Medical/Healthcare 2,691

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/12/alana-healthcare-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jocor Enterprises LLC dba Volcano HI 4/16/2019 Electronic Business 1,998

eCigs

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/iwp-content/uploads/2019/04/2019-04-16-Jacor-Enterprises-LLC-dba-Volcano-eCigs-Notice-of-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cincinnatus Savings and Loan OH 4/16/2019 Electronic Banking/Credit/Financial 1,861

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/16/cincinnatus-savings-and-loan-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Harbor OH 4/12/2019 Electronic Medical/Healthcare 2,290

Source: www.harbor.org

URL: #http://www.harbor.org/images/pdfs/harbor%20website%20notice%204.12.19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mountain Valley Regional Rehabilitation AZ 4/18/2019 Electronic Medical/Healthcare Unknown

Hospital (Ernest Health)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/18/mountain-valley-regional-rehab-hospital-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Shubert Organization Inc. NY 4/11/2019 Electronic Business 2,358
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/wp-content/uploads/2019/04/2019-04-11-The-Shubert-Organization-SBN-to-Consumers.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Union Benefit Planners NJ 4/18/2019 Electronic Business 2,764
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/18/union-benefit-planners-sbn-to-consumers/#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 163 of 211



TN

TN Identity Theft Resource Center o CYBER
IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Archbright (reported on 4/5/2019) WA 4/5/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Archbright-Consumer-Notification-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
H&R Block (reported on 4/8/2019) MO 4/8/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-MT-AG.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Juice Co. LLC > 4/8/2019 Electronic Business 4,843
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-America-Juice-Sample-Consumer-Notification-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dr. T.Y. Steven Ip M.D. CA 4/18/2019 Electronic Medical/Healthcare 6,326
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Dr%201p%20Ad%20SSN%201%20Year%20r4fin_0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gary W. Peer M.D. CA 4/18/2019 Electronic Medical/Healthcare 3,400
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/GWP%20GEN%20LTR 0.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International Agri-Center CA 4/19/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.qov/system/files/4 19 2019 FINAL Notice of Data Breach International Agri-Center 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mikhail Education Corporation NV 4/19/2019 Electronic Business 2,237
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20AG%20Notice 0.pdf#
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Breached Entity:

Minnesota Eye Consultants

Source:
URL:

www.mneye.com

Published Date Records Reported

4,556

State
MN 4/16/2019

Breach Type Breach Category

Paper Data Medical/Healthcare

#https://www.mneye.com/news/recent-hipaa-breach-at-minnesota-eye-consultants/#

Breached Entity:

Partners for Quality Inc.

Source:
URL:

www.pfqg.org

Published Date Records Reported

3,673

State
PA 4/19/2019

Breach Type Breach Category

Electronic Business

#https://lwww.pfq.org/news/notice-security-incident-0#

Breached Entity:

Riverplace Counseling Center

Source:
URL:

Published Date Records Reported

11,639

State
MN 4/11/2019

Breach Type Breach Category

Electronic Medical/Healthcare

www.riverplacecenter.com
#http://lwww.riverplacecenter.com/riverplace-counseling-center-notifies-individuals-of-possible-data-security-incident/#

Breached Entity:
Northern Light Acadia Hospital

Source:
URL:

nothernlighthealth.org

State Published Date

ME 4/18/2019

Records Reported
300

Breach Type Breach Category

Electronic Medical/Healthcare

#https://northernlighthealth.org/Locations/Acadia-Hospital/News-Events/News/2019/Notice-of-Data-Privacy-Incident#

Breached Entity:
United Way of the Big Bend

Source: www.wtxl.com

URL:

State Published Date

FL 4/19/2019

Breach Type Breach Category Records Reported

Electronic Business 64

#https://Iwww.wtxl.com/news/local-news/united-way-of-the-big-bend-investigates-possible-data-security-breach#

Breached Entity:

Bodybuilding.com

Published Date Records Reported

3,193

State
ID 4/19/2019

Breach Type Breach Category

Electronic Business

Source: www.bodybuilding.com

URL: #https://lwww.bodybuilding.com/help?notifications&data-incident#

Breached Entity: State Published Date Breach Type
EmCare Inc. TX 4/19/2019 Electronic
Source: www.emcare.com

URL: #https://www.emcare.com/data-incident-notice#

Breach Category

Medical/Healthcare

Records Reported
31,236

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Metrocare Services (reported on X 4/5/2019 Electronic Medical/Healthcare 5,290
4/5/2019)

Source: www.metrocareservices.org

URL: #https://www.metrocareservices.org/community-notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centrelake Medical Group, Inc. CA 4/16/2019 Electronic Medical/Healthcare 197,661
Source: centrelakeimaging.com

URL: #https://centrelakeimaging.com/wp-content/uploads/2019/04/Press-Release-4.16.19-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wingate Wealth Advisors MA 4/10/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/11/wingate-wealth-advisors-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Canyon Bakehouse LLC CO 4/8/2019 Electronic Business 11,976
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/09/canyon-bakehouse-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kenra Professional CA 4/3/2019 Electronic Business 969
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/iwp-content/uploads/CON-Kenra AG-MT-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International Rehabilitation Sciences WA 4/14/2019 Electronic Medical/Healthcare 1,911

Inc. dba RS Medical

Source: www.databreaches.net

URL: #https://www.databreaches.net/wa-rs-medical-notifies-patients-because-an-attacker-potentially-had-access-to-their-inf

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dakota County MN 4/2/2019 Electronic Government/Military 1,026
Source: www.co.dakota.mn.us

URL: #https://www.co.dakota.mn.us/notices/Pages/dakota-county-provides-notification-of-data-security-incident.aspx#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Health Recovery Services Inc. OH 4/5/2019 Electronic Medical/Healthcare 20,485
Source: www.hrs.org
URL: #https://docs.wixstatic.com/ugd/1888a8 26b6edf126d44baeb08126034cd90aa7.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hartford Financial Services Group Inc. CT 4/12/2019 Electronic Business 43,000
Source: oag.ca.gov
URL: #https://oag.ca.qov/system/files/Cal%20AG%20Notification%20Ltr%204.12.2019 0.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
OB Pharmacy CA 4/3/2019 Electronic Medical/Healthcare 3,241
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Regional Health Medical Clinic - SD 4/1/2019 Paper Data Medical/Healthcare 696
Flormann Street
Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
FBI National Academy Associates Inc. VA 4/13/2019 Electronic Business 23,000
("FBINAA")
Source: www.databreaches.net
URL: #https://www.databreaches.net/thousands-of-identities-personal-information-published-in-fbi-related-hack/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Questcare Medical Services PLLC X 4/12/2019 Electronic Medical/Healthcare 5,573
Source: questcare.com
URL: #https://questcare.com/data-incident-notice/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blue Cross of Idaho Health Service Inc. ID 4/12/2019 Electronic Medical/Healthcare 6,045
Source: corporate.bcidaho.com
URL: #https://corporate.bcidaho.com/NewsReleaseDetail.page?ReleaselD=jt11s001#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Klaussner Furniture Industries Inc - NC 4/5/2019 Electronic Business 9,352
Employee Benefits Plan

Source: www.globalnewswire.com

URL: #https://lwww.globenewswire.com/news-release/2019/04/05/1797766/0/en/Klaussner-Furniture-Informs-Certain-Employe

Breached Entity: State Published Date Breach Type Breach Category Records Reported
FirstLease Inc PA 2/15/2019 Electronic Banking/Credit/Financial 564
Source: www.doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/firstiease-20190219.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aspire Financial Services LLC FL 2/8/2019 Electronic Banking/Credit/Financial 6,431
Source: dojmt.gov

URL: #https://dojmt.qov/iwp-content/uploads/Aspire-Consumer-Breach-Notification.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Microsoft - email services WA 4/12/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/04/13/microsoft-support-agent-email-hack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Colgate University (third-party service NY 4/9/2019 Electronic Education 621

provider PrismRBS)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/09/colgate-university-redacted-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University Hospitals Rainbow Babies & OH 4/8/2019 Electronic Medical/Healthcare 838

Children's Hospital

Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/1600-ohio-patients-notified-of-impermissible-phi-disclosures/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gulf Coast Pain Consultants, LLC d/b/a FL 4/5/2019 Electronic Medical/Healthcare 35,000

Clearway Pain Solutions Institute

Source: clearwaypain.com
URL: #https://clearwaypain.com/patient-privacy/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Providence Health Plan (RSC Insurance OR 3/19/2019 Electronic Medical/Healthcare 651
Brokerage)

Source: healthplans.providence.org

URL: #https://healthplans.providence.org/about-us/news-notices-announcements/member-notification/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mayo Clinic (reported on 3/22/2019) MN 3/22/2019 Electronic Medical/Healthcare 1,902
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Georgia Tech (reported on 4/2/2019) GA 4/2/2019 Electronic Education 1,265,000
Source: breach.gatech.edu

URL: #https://breach.gatech.edu/security-notification/communication#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Myriad Genetic Laboratories, Inc. uT 4/1/2019 Electronic Medical/Healthcare 1,719
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Auto Truck Kargo Equipment LLC SC 4/2/2019 Electronic Business 762
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/02/auto-truck-kargo-equipment-lic-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Winter Park FL 4/2/2019 Electronic Government/Military Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/04/02/the-city-of-winter-park-florida-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Community College of Allegheny County PA 4/5/2019 Electronic Education 4,180
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/05/community-college-of-allegheny-county-notice-of-data-breach-to-consumers/
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
First lowa Insurance Agency Inc 1A 1/23/2019 Electronic Business Unknown
Source: www.iowaattorneygeneral.gov

URL: #https://www.iowaattorneygeneral.gov/imedia/cms/12319 First lowa Insurance Agency | EE91FF14A980C.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Women's Health USA Inc. CT 3/29/2019 Electronic Business 17,531
Source: www.whusa.com

URL: #http://www.whusa.com/media/1147/whusa-website-notice-32919.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rehabilitation Hospital of Northwest OH 4/8/2019 Electronic Medical/Healthcare 1,143
Ohio (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Weslaco Regional Rehabilitation X 4/8/2019 Electronic Medical/Healthcare 1,434
Hospital (Ernest Health)

Source: www.ernesthealth.com

URL: #http://www.ernesthealth.com/wp-content/uploads/2019/04/NoticeToOurPatients.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Palmetto Health SC 3/29/2019 Electronic Medical/Healthcare 23,811
Source: www.palmettohealth.org

URL: #https://www.palmettohealth.org/patients-guests/data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Minnesota Department of Human MN 4/9/2019 Electronic Government/Military 10,263
Services (reported on 4/9/2019)

Source: mn.gov

URL: #https://mn.gov/dhs/assets/2019-04-09-sample-notification-letter-clients tcm1053-379202.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Endodontic Group OR 4/2/2019 Electronic Medical/Healthcare 2,952
Source: www.oregonendodonticgroup.com

URL: #https://lwww.oregonendodonticqroup.com/files/2019/04/Website-notice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Key West Hotels LLC FL 4/2/2019 Electronic Business 18,000
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/IWEBSITE%20NOTIFICATION%20%28J2477810x7AD79%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Urban One Inc. MD 4/5/2019 Electronic Business 18,012
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/USA01-%2312602455-v1-AG_CA Notice - Urban One 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AeroGrow International Inc. (reported on CO 4/4/2019 Electronic Business 27,488
4/4/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Cali%20Indiv%20Notification%20042019 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Baystate Health (reported on 4/5/2019) MA 4/5/2019 Electronic Medical/Healthcare 11,658
Source: www.baystatehealth.org

URL: #https://www.baystatehealth.org/phishing#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
US Army VA 3/7/2019 Electronic Government/Military Unknown
Source: www.washingtonpost.com

URL: #https://www.washingtonpost.com/national-security/2019/03/06/hundreds-immigrant-recruits-risk-death-sentence-after-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hamilton College NY 3/8/2019 Electronic Education Unknown
Source: www.hamilton.edu

URL: #https://www.hamilton.edu/news/story/unauthorized-access-admission-database#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oberlin College OH 3/8/2019 Electronic Education Unknown
Source: www.oberlin.edu

URL: #https://www.oberlin.edu/news/fag-compromised-data-issue#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Spectrum Health Lakeland MI 3/14/2019 Electronic Medical/Healthcare Unknown
(subcontractor Wolverine Solutions

Group)

Source: www.lakelandhealth.org

URL: #https://www.lakelandhealth.org/how-we-compare/data-security#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Professional Tax & Accounting AL 3/18/2019 Paper Data Business Unknown
Source: whnt.com

URL: #https://whnt.com/2019/03/18/boxes-of-documents-including-possible-personal-tax-information-showed-up-at-a-marsh

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Ottawa Community Health System Ml 3/6/2019 Electronic Medical/Healthcare 15,000
(subcontractor Wolverine Solutions

Group)

Source: www.noch.org

URL: #http://www.noch.org/uploadedFiles/Library Assets/WSG%20NOTICE%200F%20BREACH.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
St. Louis Community College (reported MO 3/25/2019 Electronic Education 4,000

on 3/25/2019)

Source: www.ksdk.com

URL: #https://Iwww.ksdk.com/article/news/local/stlccs-data-breach-has-students-concerned/63-e6904f06-47b2-4bb4-ade7-8fa

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kanopy Inc. CA 3/24/2019 Electronic Business Unknown
Source: www.databreaches.net

URL: #https://Iwww.databreaches.net/kanopy-privacy-breach-reveals-which-movies-members-have-been-streaminqg/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
McLaren Health Care (subcontractor Ml 2/27/2019 Electronic Medical/Healthcare Unknown

Wolverine Solutions Group)

Source: www.mclaren.org

URL: #https://www.mclaren.org/Uploads/Public/Documents/Corporate/wolverine-solutions-group-security-statement.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Orange County Sanitation District CA 3/11/2019 Electronic Government/Military 1,000

(financial consultant NFP Corp.)

Source: www.ocregister.com
URL: #https://lwww.ocreqister.com/2019/03/11/personal-data-for-1000-pensioners-accessed-from-oc-sanitation-district/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Health Alliance Plan (subcontractor Ml 3/7/2019 Electronic Medical/Healthcare 120,344
Wolverine Solutions Group)

Source: www.freep.com

URL: #https://lwww.freep.com/story/news/local/michigan/2019/03/07/wolverine-solutions-group-malware-attack-security-data-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
GameSalad X 3/17/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/round-4-hacker-returns-and-puts-26mil-user-records-for-sale-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Verity Medical Foundation (reported on CA 2/26/2019 Electronic Medical/Healthcare 14,894

2/26/2019 and 3/11/2019)

Source: www.databreaches.net

URL: #https://www.databreaches.net/verity-medical-foundation-discloses-third-incident-involving-access-to-employees-emai

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DePaul NY 3/30/2019 Electronic Business 902
Source: www.depaul.org

URL: #https://lwww.depaul.org/important-information-on-data-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pie Five Pizza X 4/5/2019 Electronic Business Unknown
Source: www.piefivepizza.com

URL: #https://www.piefivepizza.com/paymentcardsecurity/notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Home Health Radiology Services NJ 3/19/2019 Electronic Medical/Healthcare 37,000
Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/database-of-new-jersey-healthcare-provider-found-to-be-leaking-ephi/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Northeast Philadelphia Vascular PA 3/27/2019 Electronic Medical/Healthcare 8,193

Surgeons, P.C.

Source: ocrportal.hhs.gov
URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gulfport Anesthesia Services, PA MS 3/26/2019 Paper Data Medical/Healthcare 14,000
Source:

URL: #https://www.wmcactionnews5.com/2019/05/02/files-containing-patient-information-go-missing-doctors-office-storage-f

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Meditab Software Inc. and affiliate CA 3/18/2019 Electronic Medical/Healthcare Unknown

MedPharm Services

Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/potentially-massive-breach-of-protected-health-information-discovered/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Frederick Memorial Hospital MD 3/18/2019 Electronic Medical/Healthcare 760
Source: www.fmh.org

URL: #https://www.fmh.org/documents/PDFs/FRHS-Substitute-Notice-Final-3-14-19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
LCP Transportation, Inc IN 3/15/2019 Electronic Business 54,528
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Duluth Human Development Center MN 3/22/2019 Electronic Medical/Healthcare 1,200
Source: www.humandevelopmentcenter.org

URL: #https://www.humandevelopmentcenter.org/wp-content/uploads/2019/03/Media-Notice-Data-Breach-03.2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Burrell Behavioral Health (reported on MO 3/29/2019 Electronic Medical/Healthcare 67,493
3/29/2019)

Source: www.burrellcenter.com

URL: #https://www.burrellcenter.com/breach-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Main Line Endoscopy Centers PA 3/29/2019 Electronic Medical/Healthcare 14,305
Source: www.mainlineendoscopy.com

URL: #https://www.mainlineendoscopy.com/notice#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Harland Clarke Corp X 3/12/2019 Paper Data Business 230
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/12/harland-clarke-corp-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
James Perse Enterprises CA 3/13/2019 Electronic Business 684
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/13/james-perse-enterprises-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TriBike Transport LLC NC 3/22/2019 Electronic Business 2,495
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/03/22/tribike-transport-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Vermont (reported on VT 3/28/2019 Electronic Education Unknown
3/28/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/28/university-of-vermont-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Columbia Forest Products - employees NC 3/29/2019 Electronic Business 2,391
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/03/29/columbia-forest-products-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Earl Enterprises - Buca di Beppo, Earl of FL 3/29/2019 Electronic Business Unknown

Sandwich, Planet Hollywood, Chicken
Guy!, and Mixology and Tequila Taqueria

Source: www.earlenterprises.com
URL: #https://lwww.earlenterprise.com/incident/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Fellowship of Catholic University CO 3/29/2019 Electronic Business 1,777
Students ("FOCUS")
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/bloq/2019/03/29/fellowship-of-catholic-university-students-notice-of-data-breach-to-consumer
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
CM Group Holdings dba Creative CA 4/1/2019 Electronic Business 1,251
Memories

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/04/01/cm-group-holdings-creative-memories-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Salem School District OR 2/28/2019 Electronic Education Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/salem-school-20190304.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Combe Incorporated NY 2/28/2019 Electronic Business 240
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/combe-20190301.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Grinnell College 1A 3/25/2019 Electronic Education 3,261
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Grinnell-College-Notification-to-Montana-AG-with-enclosure-798564

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Western Technical College Wi 3/21/2019 Electronic Education 28,835
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-WesternTech MT-AG-Notice 3.21.19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Spectrum Business Resources LLC IL 3/20/2019 Electronic Banking/Credit/Financial 326
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Spectrum-Business-Resources-Notification-to-Montana-AG-with-en

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Tempo Inc. X 3/21/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Tempo-Consumer-Notification-Letter.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wenner Group LLC CO 3/21/2019 Electronic Business 3,062
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-MT-AG-notice-Wenner.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cremation Society of Pennsylvania Inc. PA 3/15/2019 Electronic Business 24,168
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-CON-Montana-Consumer-Notice-3-15-19.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Navicent Health GA 3/22/2019 Electronic Medical/Healthcare 278,016
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Navicent-Health-Ad-SSN-r5prf-c-c-c-c-c.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Warn Industries Inc. OR 3/22/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-Warn-Notice-of-Data-Event-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AG Source Inc. KS 3/22/2019 Electronic Business 233
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-Copy-of-Data-Breach-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Little Rock Cancer Clinic, P.A. AR 3/11/2019 Electronic Medical/Healthcare 3,804
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Federal Emergency Management DC 3/15/2019 Electronic Government/Military 2,300,000

Agency ("FEMA")

Source: www.oig.dhs.gov
URL: #https://lwww.oig.dhs.qov/sites/default/files/assets/2019-03/01G-19-32-Mar19.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Superior Dental Care OH 3/25/2019 Electronic Medical/Healthcare 38,260
Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-SDC-Notice-of-Data-Event-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nasif Hicks Harris and Co LLP CA 3/26/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-MT-AG-Letter.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American State Bank 1A 3/26/2019 Electronic Banking/Credit/Financial Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Letter-1-SS-Debit-Card-DDA-01081897xB8DF0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Life Equity LLC OH 3/27/2019 Electronic Business 361
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-3.27.19-Montana-Reqgulator-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OneMain Financial (reported on IN 3/21/2019 Electronic Banking/Credit/Financial 465
3/21/2019)

Source: media.dojmt.gov

URL: #https://media.dojmt.gov/wp-content/uploads/CON-doc-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Gifted Development Center CO 3/29/2019 Electronic Business Unknown
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-12584983-AG-MT-Notification-letter-Final-Gifted-Development-Cente

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bridger Insurance Services CA 3/22/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Bridger%20-%20Website%20Notice%200f%20Data%20Breach%20--%203.22.19 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Brighton Collectibles LLC CA 3/22/2019 Electronic Business 4,550
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Brighton%20Adult%20CA%20Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oregon Department of Human Services OR 3/21/2019 Electronic Government/Military 645,000
(DHS)

Source: www.databreaches.net

URL: #https://www.databreaches.net/oreqgon-dhs-discloses-breach-potentially-affecting-350000-after-successful-phisher-gai

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mary Free Bed Rehabilitation Hospital Mi 3/4/2019 Electronic Medical/Healthcare 4,755
(subcontractor Wolverine Solutions

Group)

Source:

URL: #https://www.maryfreebed.com/wolverine-solutions-group-information-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Papa Del's IL 3/15/2019 Electronic Business Unknown
Source: www.papadels.com

URL: #https://lwww.papadels.com/images/data-security-notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hartwig Moss Insurance Agency LA 3/20/2019 Electronic Business 1,100
Source: www.hmia.com

URL: #https://www.hmia.com/notice-of-data-security-incident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ABM Industries Incorporated (reported NY 3/12/2019 Electronic Business 42,366

on 3/12/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ABM%20-%20Notice%200nly%200 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Delaware Guidance Services for DE 2/26/2019 Electronic Medical/Healthcare 50,000

Children and Youth

Source: www.delawareguidance.org
URL: #http://lwww.delawarequidance.org/docs/Patient%20Privacy%20Letter%202019.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 179 of 211



TN

TN Identity Theft Resource Center

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

QCYBER

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Maffi Clinics AZ 3/6/2019 Electronic Medical/Healthcare 10,465
Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/three-healthcare-ransomware-attacks-reported-70000-individuals-affected/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arthritis & Rheumatism Associates, P.C. MD 3/1/2019 Electronic Medical/Healthcare 500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oklahoma Heart Hospital LLC OK 3/6/2019 Electronic Medical/Healthcare 1,221
Source: www.databreaches.net

URL: #https://www.databreaches.net/oklahoma-heart-hospital-notifies-patients-after-thieves-steal-computers-from-clinic/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stevens Powell & Company PA FL 3/8/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/08/stevens-powell-company-p-a-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Velan Studios NY 3/8/2019 Paper Data Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/08/velan-studios-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Polaris Real Estate Partners LP CA 3/5/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/11/polaris-real-estate-partners-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Eye Buy Direct Inc X 3/18/2019 Electronic Business 797
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/03/18/eye-buy-direct-inc-notice-of-data-breach-to-consumers/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southern Hills Eye Care 1A 3/15/2019 Electronic Medical/Healthcare 11,617
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Southern-Hills-Eyecare-AG-Notification-letter-MT.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cherrydale Fundraising PA 3/14/2019 Electronic Business 13,061
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-MT-Notice-of-Data-Event-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carroll Saints' Shoppe (vendor MT 3/1/2019 Electronic Business Unknown
PrismRBS)

Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-2019-03-01-Notification-of-Data-Breach-Carroll-College.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Cancer Society GA 3/1/2019 Electronic Medical/Healthcare 8,716
Source: media.dojmt.gov

URL: #https://media.dojmt.qov/wp-content/uploads/CON-Montana-Notice-of-Data-Event.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Emerson Hospital (business associate MA 3/8/2019 Electronic Medical/Healthcare 6,314
MiraMed)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/03/08/emerson-hospital-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
TEMPTU Inc NY 3/4/2019 Electronic Business 1,268
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/03/04/temptu-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Advocate Sherman Hospital (contracted IL 3/13/2019 Electronic Medical/Healthcare 5,868
vendor Jobscience)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/March%202019%20Consumer%20Mailing 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
CorVel Enterprise Comp Inc OR 3/13/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/BOTH%20-%20CECI%20Feb%202019%20Incident%20-%20Individual%20Notification%2

Breached Entity: State Published Date Breach Type Breach Category Records Reported
flexPATH Strategies LLC CA 3/15/2019 Electronic Business 91,769
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/flexPATH CA 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sheet Metal Workers' Local Union No. CA 3/18/2019 Electronic Business 5,047

104 (reported on 3/18/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Calif%20Resident%20Letter 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Local Initiative Health Authority of Los CA 3/18/2019 Paper Data Medical/Healthcare Unknown
Angeles County dba L.A. Care Health

Plan

Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/20190201-LAC-01 Letter EN Final 1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International Vapor Group FL 3/12/2019 Electronic Business 7,656
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/IVG%20Security%20Incident%20Notification%20Letter 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
OnCourse Learning Corporation Wi 3/8/2019 Electronic Business 5,600
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/ACID PRINTERPROOFS 20190305 relias501 1%20%282%29%20%5B48%5D 0.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Carmel Unified School District CA 3/8/2019 Electronic Education Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Carmel%20Unified%20Phishing%20Incident%20-%20CA%20Attorney%20General%20Sa
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Arizona Health Care Cost Containment AZ 3/11/2019 Paper Data Medical/Healthcare 3,146
System

Source: www.azahcccs.gov

URL: #https://lwww.azahcccs.gov/shared/News/PressRelease/breach.htmi#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ZOLL Services LLC PA 3/18/2019 Electronic Medical/Healthcare 277,319
Source: WWW.prnewswire.com

URL: #https://www.prnewswire.com/news-releases/zoll-reports-recent-data-security-incident-300814181.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RSC Insurance Brokerage, Inc. MA 3/6/2019 Electronic Business 2,088
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Sample%20RSC%20CA%20Individual%20Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Covenant Care CA 3/6/2019 Electronic Medical/Healthcare 7,678
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Covenant%20Care%20-%20CA%20Notice%200f%20Data%20Event 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana (reported on 2/27/2019) KY 2/27/2019 Electronic Medical/Healthcare 1,447
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Columbia Surgical Specialist of Spokane WA 2/18/2019 Electronic Medical/Healthcare 400,000
Source: Columbia Surgical Specialists

URL: #https://d6tyb85jnfina.cloudfront.net/wp-content/uploads/2019/03/notification-letter-update.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rush University Medical Center IL 2/28/2019 Electronic Medical/Healthcare 44,924

(reported on 2/28/2019)

Source: www.rush.edu
URL: #https://lwww.rush.edu/sites/default/files/patient-letter-022819.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pizap CA 2/17/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ClassPass NY 2/17/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
GfyCat CA 2/17/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
StoryBird NY 2/17/2019 Electronic Business Unknown
Source: www.zdnet

URL: #https://www.zdnet.com/article/hacker-puts-up-for-sale-third-round-of-hacked-databases-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Petflow NY 2/14/2019 Electronic Business Unknown
Source: 2/14/2019

URL: #https://lwww.zdnet.com/article/127-million-user-records-from-8-companies-put-up-for-sale-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Younow NY 2/14/2019 Electronic Business Unknown
Source: www.zdnet.com

URL: #https://www.zdnet.com/article/127-million-user-records-from-8-companies-put-up-for-sale-on-the-dark-web/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Whitepages WA 2/11/2019 Electronic Business Unknown
Source: www.theregister.co.uk

URL: #https://lwww.thereqgister.co.uk/2019/02/11/620 million hacked accounts dark web/#
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Breach Category

Business

Records Reported

Unknown

Breach Category

Business

Records Reported
3,830,916

Breached Entity: State Published Date Breach Type
HauteLook CA 2/11/2019 Electronic
Source: www.theregister.co.uk

URL: #https://lwww.theregister.co.uk/2019/02/11/620 million hacked accounts dark web/#
Breached Entity: State Published Date Breach Type
Bookmate OR 2/11/2019 Electronic
Source: www.theregister.co.uk

URL: #https://lwww.thereqister.co.uk/2019/02/11/620 million hacked accounts dark web/#
Breached Entity: State Published Date Breach Type

St. Francis Physician Services / SC 3/1/2019 Electronic

Milestone Family Medicine

Breach Category

Medical/Healthcare

Records Reported
32,178

Source: bonsecours.com

URL: #https://bonsecours.com/greenville/incident-notice#

Breached Entity: State Published Date Breach Type
OneDigital/Digital Insurance, LLC GA 2/15/2019 Electronic

Breach Category

Business

Records Reported
2,763

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type
Kids Central Inc. FL 2/15/2019 Electronic

Breach Category

Business

Records Reported
3,250

Breach Category

Business

Records Reported

Unknown

Breach Category

Source: www.kidscentralinc.org

URL: #https://Iwww.kidscentralinc.org/wp-content/uploads/2019/02/KCIPublicNotice-Feb2019-1.pdf#
Breached Entity: State Published Date Breach Type

Roll20.net KS 2/14/2019 Electronic

Source: blog.roll20.net

URL: #http://blog.roll20.net/post/182811484420/roll20-security-breach#

Breached Entity: State Published Date Breach Type

Three Rivers Health (subcontractor Mi 2/28/2019 Electronic

Wolverine Solutions Group)

Source:
URL:

threerivershealth.org
#http://threerivershealth.org/news/data-security-incident/#

Medical/Healthcare

Records Reported

Unknown

Report Date: 1/8/2020
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Stanwich Mortgage Loan Trust / CT 2/12/2019 Electronic Banking/Credit/Financial 53,829
Ascension Data & Analytics, LLC (third
party vendor PairPrep dba OpticsML)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA-%20Notice%200f%20Data%20Event 2.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Florida Keys Community College FL 2/28/2019 Electronic Education 4,492
Source: www.fkcc.edu

URL: #https://lwww.fkcc.edu/2019/02/fkcc-notice-of-data-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Blue Cross Blue Shield of MA 2/15/2019 Electronic Medical/Healthcare 1,262

Massachusetts (reported on 2/15/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
California Physicians' Service d/b/a Blue CA 2/15/2019 Electronic Medical/Healthcare 1 8,41 6

Shield of California

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/BS%20N0%20SSN%20Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Molina Healthcare (reported on CA 2/22/2019 Electronic Medical/Healthcare 895
2/22/2019)

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
West Virginia Public Employees wv 2/27/2019 Electronic Business 1,400
Insurance Agency (reported on

2/27/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Phillip Capital IL 2/22/2019 Electronic Banking/Credit/Financial 7,043
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Phillip01 Multi%20States 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
ShareThis, Inc. CA 2/11/2019 Electronic Business 1,900,000
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ShareThis%20-%20Notice%200f%20Data%20Event%20-%20CA%20-%20Exhibit%201 0.

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bamboo HR LLC uT 2/28/2019 Electronic Business 2,497
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/BHR%20General%20Notification%20Sample 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Investment Professionals, Inc. (reported TX 2/25/2019 Electronic Banking/Credit/Financial Unknown

on 2/25/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/02/25/investment-professionals-inc-notice-of-data-breach-to-consumers-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pasquotank County / Pasquotank- NC 2/25/2019 Electronic Government/Military 40,000

Camden Emergency Medical Services

Source: www.pasquotankcountync.org

URL: #https://lwww.pasquotankcountync.org/county-news/2019/2/28/security-breach#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DiPardo Eremic & Co. P.C. PA 2/25/2019 Electronic Business 1,098
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/02/25/dipardo-eremic-co-cpas-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital Asset Management Group, Inc. DC 2/26/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/02/26/capital-asset-management-group-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Provident Bank (reported on 2/8/2019) NJ 2/8/2019 Electronic Banking/Credit/Financial Unknown
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/provident-bank-20190211.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 187 of 211



TR~
rriss.

IDENTITY THEFT
RESOURCE CENTER

Identity Theft Resource Center o CYBER

2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Granite State Glass NH 2/1/2019 Electronic Business 107
Source: doj.nh.gov
URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/granite-state-glass-20190201.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Town of Concord - Concord Police MA 2/7/2019 Electronic Government/Military 327
Department log
Source: doj.nh.gov
URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/concord-massachusetts-20190207.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
American Tire Distributors, Inc. CA 2/8/2019 Electronic Business 257
Source: doj.nh.gov
URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/american-tires-20190211.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Akwa Vista LLC NH 2/6/2019 Electronic Business 81
Source: doj.nh.gov
URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/akwa-vista-20190206.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Golden Lion Operations, Inc. CA 2/4/2019 Electronic Business 3,741
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Golden-Lion-Operations-Inc..pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Marquette Management IL 2/7/2019 Electronic Business 1,917
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Marquette-Management-Consumer-Breach-Notification.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Katz, Sapper, & Miller (file sharing IN 2/8/2019 Electronic Business 9,666
service Citrix ShareFile)
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/KSM-Consumer-Breach-Notification.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Windham Professionals, Inc. NH 2/8/2019 Electronic Banking/Credit/Financial 298
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Windham-Consumer-Notification-1.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Direct Scripts OH 2/22/2019 Electronic Medical/Healthcare 9,319
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/02/22/direct-scripts-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Agri Supply Company NC 2/21/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/02/21/direct-distributors-inc-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wentworth Institute of Technology MA 2/19/2019 Electronic Education 3,926

(reported on 2/19/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/02/19/wentworth-institute-of-technology-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Borough of Beach Haven NJ 1/31/2019 Electronic Government/Military Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/01/31/borough-of-beach-haven-new-jersey-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Saline Picture Frame Company Ml 1/31/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/31/saline-picture-frame-company-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Del Taco LLC - employment information CA 2/21/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/L01 Del%20Taco Cal %20FINAL 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Welk Resort Group, Inc. (reported on CA 2/22/2019 Electronic Business 1,872
2/22/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA-%20Notice%200f%20Data%20Event 3.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
San Antonio Winery, Inc. CA 2/26/2019 Electronic Business 565
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CA%20Letter 2.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Ohio Department of Commerce - OH 2/15/2019 Paper Data Government/Military 9,000

Division of Unclaimed Funds

Source: www.10tv.com

URL: #https://lwww.10tv.com/sites/default/files/ohiowrongtaxforms.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Evergreen Alliance Golf Limited, L.P. X 2/25/2019 Electronic Business 14,363

dba Arcis Golf

Source: www.arcisgolf.com

URL: #https://lwww.arcisgolf.com/paymentcardincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rocky Boy Health Center MT 2/22/2019 Paper Data Medical/Healthcare 6,000
Source: www.rbclinic.org

URL: #https://lwww.rbclinic.org/rbhb/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Southside Medical Clinic GA 2/18/2019 Paper Data Medical/Healthcare Unknown
Source: www.wsbtv.com

URL: #https://www.wsbtv.com/news/local/atlanta/data-compromised-piles-of-medical-records-found-outside-atlanta-medical-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Manchester School District NH 2/15/2019 Electronic Education Unknown
Source: www.unionleader.com

URL: #https://www.unionleader.com/news/education/manchester-school-officials-confirm-data-breach-saying-student-score
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Salt Lake Community College uT 2/13/2019 Electronic Education 42,000
Source: www.slcc.edu

URL: #https://lwww.slcc.edu/student/financial/docs/1098-t-qa.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Roper St. Francis Healthcare (reported SC 1/29/2019 Electronic Medical/Healthcare 35,253

on 1/29/2019)

Source: hipaajournal.com

URL: #https://www.hipaajournal.com/13-accounts-compromised-in-roper-st-francis-healthcare-phishing-attack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aetna (reported on 1/30/2019) CT 1/30/2019 Electronic Medical/Healthcare 2,030
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Catholic Health Initiatives ("CHI") MN 1/29/2019 Electronic Medical/Healthcare 885
Source: lakewoodhealthcenter.org

URL: #https://lakewoodhealthcenter.org/wp-content/uploads/2019/01/FINAL-Substitute-Notice-for-website-posting.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rainbow Dental Care PLLC X 2/4/2019 Electronic Medical/Healthcare 10,000
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lakeland Care, Inc. Wi 2/4/2019 Electronic Medical/Healthcare 1,300
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DataCamp NY 2/11/2019 Electronic Business Unknown
Source: support.datacamp.com

URL: #https://support.datacamp.com/hc/en-us/articles/360017716074-DataCamp-Security-Update-Frequently-Asked-Question
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
ArmorGames, Inc (reported on 2/11/2019) CA 2/11/2019 Electronic Business Unknown
Source: armorgames.com

URL: #https://armorgames.com/page/data-breach-2019#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Artsy NY 2/11/2019 Electronic Business Unknown
Source: www.artnews.com

URL: #http://lwww.artnews.com/2019/02/14/artsy-data-stolen-security-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EyeEm NY 2/11/2019 Electronic Business Unknown
Source: eyeem.zendesk.com

URL: #https:/leyeem.zendesk.com/hc/en-us/articles/360000977977-Important-Security-Information-for-Your-EyeEm-Account#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
StreetEasy NY 2/19/2019 Electronic Business Unknown
Source: www.inman.com

URL: #https://www.inman.com/2019/02/20/one-million-streeteasy-accounts-have-been-hacked/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dubsmash NY 2/8/2019 Electronic Business Unknown
Source: dubsmash.com

URL: #https://dubsmash.com/user-notice#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rubrik CA 1/29/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/01/29/rubrik-data-leak/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kewaskum Police Department Wi 1/15/2019 Electronic Government/Military 2,720
Source: www.tmj4.com

URL: #https://www.tmj4.com/news/local-news/criminals-may-have-stolen-personal-info-from-thousands-after-hacking-kewas
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Pompano Beach (Click2Gov) FL 2/23/2019 Electronic Government/Military 3,790
Source: www.sun-sentinel.com

URL: #https://www.sun-sentinel.com/local/broward/pompano-beach/fl-ne-pompano-water-bill-breach-20190223-story.html#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dunn Brothers Coffee (POS vendor MN 2/13/2019 Electronic Business Unknown

North Country Business Products, Inc.)

Source: dunnbrothers.com

URL: #https://dunnbrothers.com/important-security-and-protection-notification/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pellissippi State Community College TN 2/5/2019 Electronic Education 222
Source: www.pstcc.edu

URL: #http://www.pstcc.edu/records/datafaq#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AZ Plastic Surgery Center AZ 2/8/2019 Electronic Medical/Healthcare 5,524
Source: www.azplasticsurgerycenter.com

URL: #https://lwww.azplasticsurgerycenter.com/wp-content/uploads/2019/02/WPDOCS01-7463674-v1-.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
USR Holdings, LLC FL 2/8/2019 Electronic Medical/Healthcare 2,903
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rush University Medical Center IL 2/11/2019 Paper Data Medical/Healthcare 908
Source: www.rush.edu

URL: #https://www.rush.edu/sites/default/files/patient-response-letter-epilepsy-center-012119.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Green Ridge Behavioral Health, LLC MD 2/11/2019 Electronic Medical/Healthcare 14,000
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Crawford Wellness Center, Inc X 2/11/2019 Paper Data Medical/Healthcare 1,500
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Cambridge Healthcare Services, LLC CA 1/30/2019 Electronic Medical/Healthcare 10,866
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stanford University (content CA 2/14/2019 Electronic Education Unknown

management system NolijWeb)

Source: www.stanforddaily.com

URL: #https://lwww.stanforddaily.com/2019/02/14/data-breach-allowed-students-to-view-other-students-admission-files-sensi

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Coffee Meets Bagel CA 2/11/2019 Electronic Business Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/coffee-meets-bagel-notifies-users-of-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Truluck's Seafood, Steak, & Crab X 2/13/2019 Electronic Business 13,422

House - Dallas and Southlake

Source: www.dallasnews.com

URL: #https://lwww.dallasnews.com/business/restaurants/2019/02/13/popular-business-hotspot-trulucks-reports-data-breach-

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Trakt ("Trakt.tv") CA 2/7/2019 Electronic Business Unknown
Source: scmagazine.com

URL: #https://www.scmagazine.com/home/security-news/movie-and-tv-tracking-service-trakt-belatedly-discovers-2014-breac

Breached Entity: State Published Date Breach Type Breach Category Records Reported
EyeSouth Partners / Georgia Eye GA 1/23/2019 Electronic Medical/Healthcare 24,113
Associates

Source: ocrportal.hhs.gov

URL: #https:/locrportal.hhs.gov/ocr/breach/breach report.jsf:jsessionid=DF453836EFDE25567DB464386AA11323#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
United Hospital District MN 2/4/2019 Electronic Medical/Healthcare 2,143
Source: www.uhd.org

URL: #https://www.uhd.org/wp-content/uploads/2019/02/Media-Notice.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sharecare Health Data Services CA 2/11/2019 Electronic Medical/Healthcare 7,300
("SHDS")

Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/patients-receive-notifications-of-phi-theft-8-months-after-business-associate-data-brea

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rutland Regional Medical Center VT 2/20/2019 Electronic Medical/Healthcare 72,224

(reported on 2/20/2019)

Source: WwWw.rrmc.org

URL: #https://www.rrmc.org/about/newsroom/2019/public-notice/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
UConn Health CT 2/21/2019 Electronic Medical/Healthcare 326,629
Source: health.uconn.edu

URL: #https://health.uconn.edu/securityincident#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kentucky Counseling Center, LLC KY 2/11/2019 Electronic Medical/Healthcare 16,440
Source: kentuckycounselingcenter.com

URL: #https://kentuckycounselingcenter.com/notice-of-privacy-incident/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Anesthesia Associates of Kansas City KS 2/1/2019 Paper Data Medical/Healthcare 3,472
Source: www.aakc.com

URL: #https://www.aakc.com/wp-content/uploads/2019/02/AAKC-Substitute-Notice-Final-Feb-01-2019.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
University of Washington Medical WA 2/19/2019 Electronic Medical/Healthcare 973,024

Center ("UW Medicine")

Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/lUWM%20CA%20notification%20letter%202 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Sierra View Medical Center - current and CA 2/1/2019 Electronic Medical/Healthcare Unknown
former employees

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Notice%200f%20Data%20Breach 2.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Applied Data Finance, LLC dba CA 2/1/2019 Electronic Banking/Credit/Financial 9,939

Personify Financial

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/ADF%20-%20%20Data%20Breach%20Notification%20Letter%20Sample 0.PDF#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bayside Covenant Church, Inc. CA 2/5/2019 Electronic Business 1,611
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Bayside%20-%20Notice%200f%20Data%20Event%20-%20CA%20-%20Exhibit%201 0.pd

Breached Entity: State Published Date Breach Type Breach Category Records Reported
David B. Cheatham, CPA CA 2/11/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Cheatham%20Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Five Below, Inc. (reported on 2/14/2019) PA 2/14/2019 Electronic Business 56,102
Source: oag.ca.gov

URL: #https://loag.ca.gov/system/files/lFB_CA Notice 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North 40 Outfitters (reported on MT 2/14/2019 Electronic Business 18,957
2/14/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/North%2040%20-Regulation%20Letter%20-%20CA%20-%20FINAL 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Country Business Products, Inc. MN 2/15/2019 Electronic Business Unknown

and business partners

Source: oag.ca.gov
URL: #https:/loag.ca.gov/system/files/INCBP-%20Notice%200f%20Data%20Event-%20CA%20Exhibit%201 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

AltaMed Health Services Corporation CA 2/15/2019 Electronic Medical/Healthcare 6,000
(business associate Sharecare Health
Data Services)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/AltaMed%20--%20CA%20AG 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Volt Information Sciences, Inc. NY 2/15/2019 Electronic Business 9,064
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Volt%20-%20Notice%200f%20Data%20Event%20-%20Exhibit%201%20-%20CA 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Print EZ, Inc. NY 2/15/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Print%20EZ%20-%20CA%20Exhibit%201 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hourglass Cosmetics CA 2/15/2019 Electronic Business 9,626
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Hourglass%20-%20Consumer%20Notice%20-%20US 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
pillowpets.com (CJ Products Inc.) CA 2/15/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Pillow%20Pets%20-%20General%20Master%20%281%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centinela Valley Union High School CA 2/19/2019 Electronic Education Unknown

District - employees

Source: oag.ca.gov

URL: #https://oag.ca.qov/system/files/Centinela%20Adult%20Notification%20Letter%20Sample 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Martin, Hutchison & Hohman, CPAs CA 2/19/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/MHH%20Security%20Breach 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Topps Company, Inc. (reported on NY 2/22/2019 Electronic Business 5,700

2/22/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/CustomerNotice%28US%29%282.2019%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rennline Automotive VT 2/21/2019 Electronic Business 2,540

Source: oag.ca.gov

URL: #https:/loaqg.ca.gov/system/files/CA X108 v02 002 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Rocky Mountain Health Care Services CO 2/11/2019 Electronic Medical/Healthcare 971

(reported on 2/11/2019)

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Memorial Hospital at Gulfport (reported  MS 2/15/2019 Electronic Medical/Healthcare 30,642

on 2/15/2019)

Source: gulfportmemorial.com

URL: #http://lwww.gulfportmemorial.com/news/memorial-notifies-patients-about-email-phishing-in-444#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graf & Sons Inc. MO 2/6/2019 Electronic Business 1,243
Source: www.doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/graf-sons-20190206.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Don Best Sports Corporation and DBS NV 2/6/2019 Electronic Business 58,000

Canada Corporation

Source: dojmt.gov

URL: #https://dojmt.qov/iwp-content/uploads/Don-Best-Sports-Corporation-and-DBS-Canada-Corporation-Scientific-Games-C

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Abbott - employees IL 2/6/2019 Electronic Medical/Healthcare 16,600
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Abbott-Laboratories.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pawnee County Memorial Hospital NE 1/28/2019 Electronic Medical/Healthcare 7,038

Source: http://s663398653.initial-website.com/

URL: Word Document - http://s663398653.initial-website.com/#http://Word Document - http://s663398653.initial-website.com/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vermont Department for Children & VT 1/16/2019 Paper Data Government/Military Unknown

Families, Office of Child Support

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/17/agency-of-human-services-dcf-ocs-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Department of Vermont Health Access VT 1/7/2019 Electronic Government/Military Unknown

(reported on 1/7/2019)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reproductive Medicine and Infertility MN 2/1/2019 Electronic Medical/Healthcare 40,000

Associates - Woodbury Infertility Clinic

Source: www.twincities.com

URL: #https://Iwww.twincities.com/2019/02/01/woodbury-infertility-clinic-reports-data-breach-possible-exposure-of-clients-pe

Breached Entity: State Published Date Breach Type Breach Category Records Reported
CVS Pharmacy (reported on 1/30/2019) RI 1/30/2019 Paper Data Medical/Healthcare 5,645
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
The Caroline Kline Galland Home dba WA 1/14/2019 Paper Data Medical/Healthcare 9
Kline

Galland Hospice Services

Source: HHS

URL: #https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Home/Supporting Law Enforcement/CarolineKlineGallan

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital One (service provider) VA 1/7/2019 Electronic Banking/Credit/Financial Unknown
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Capital-One-Bank-1.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Immanuel Lutheran Communties MT 1/18/2019 Electronic Business Unknown
Source: dojmt.gov

URL: #https://dojmt.qov/iwp-content/uploads/Immanuel-Lutheran-Communities.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lutheran Life Communities IL 1/28/2019 Electronic Business 4,794
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Lutheran-Life-Communities.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DEFENDERS, Inc. IN 1/29/2019 Electronic Business 3,382
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Defenders-Inc..pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Stonehaven Dental > 1/22/2019 Electronic Medical/Healthcare 6,289
Source: thestonehavendental.com

URL: #https://thestonehavendental.com/wp-content/uploads/2019/01/website-notice-c.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DiGiovine, Hnilo, Jordan + Johnson Ltd IL 1/16/2019 Electronic Business 3,173
("DHJJ")

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/digiovine-20190123.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Data Facts, Inc. TN 1/18/2019 Electronic Business 52
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/data-facts-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Century Spring Corp. (reported on CA 1/8/2019 Electronic Business Unknown
1/8/2019)

Source: doj.nh.gov

URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/century-spring-2019123.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Capital City Bank Group, Inc. FL 1/22/2019 Electronic Banking/Credit/Financial 11,011
Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/capital-city-bank-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Image-I-Nation Technologies, Inc. NC 1/30/2019 Electronic Business 430,139
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/30/2019-01-30-image-i-nation-technologies-inc-notice-of-data-breach-to-consum

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Huddle House credit card processor GA 2/1/2019 Electronic Business Unknown
Source: www.huddlehouse.com

URL: #https://www.huddlehouse.com/data-protection-notification/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Houzz CA 1/31/2019 Electronic Business Unknown
Source: techcrunch.com

URL: #https://techcrunch.com/2019/01/31/houzz-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Epic Games - Fortnite NC 1/16/2019 Electronic Business Unknown
Source: research.checkpoint.com

URL: #https://research.checkpoint.com/hacking-fortnite/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Valley Professionals Community Health IN 1/25/2019 Electronic Medical/Healthcare 12,029
Center

Source: valleyprohealth.org

URL: #https://valleyprohealth.org/files/forms/en/VPCHC-%20Website%20Notice.docx.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
FABEN Obstetrics and Gynecology, LLC FL 1/14/2019 Electronic Medical/Healthcare 6,092
Source: www.fabenobgyn.com

URL: #http://lwww.fabenobgyn.com/pdf/general/[FABEN Individual %20Notification%20 Letter %20(00455940-2xB33F6) %20
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sunflower State Health Plan KS 1/25/2019 Paper Data Medical/Healthcare 1,625
Source: www.sunflowerhealthplan.com

URL: #https://www.sunflowerhealthplan.com/content/sunflower/en us/newsroom/notice-january-2019.htmli#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
oxo.com (reported 1/15/2019) NY 1/15/2019 Electronic Business Unknown
Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/OX0%20International%202%20Ad%20r2fin_0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
AdventHealth Medical Group - FL 1/29/2019 Electronic Medical/Healthcare 42,161

Pulmonary & Sleep Medicine at Tavares

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/01/29/adventhealth-medical-group-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dr. DeLuca, Dr. Marciano & Associates CT 1/25/2019 Electronic Medical/Healthcare 23,578

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/25/dr-deluca-dr-marciano-associates-pc-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NCH Corporation X 1/25/2019 Electronic Business 4,171

Source: doj.nh.gov

URL: #https://lwww.doj.nh.qov/consumer/security-breaches/documents/nch-corporation-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nova Southeastern University (reported  FL 1/25/2019 Electronic Education 4,681

on 1/25/2019)

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/nova-southeastern-university-20190128.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Verity Health System (reported on CA 1/25/2019 Electronic Medical/Healthcare 2,988
1/25/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/VHS %20Notice%20-%201 0.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

Verity Medical Foundation - Social CA 1/26/2019 Electronic Medical/Healthcare Unknown
Security number (reported on 1/26/2019)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/VMF%20Notice%20-%20A 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Allen Chern LLP ("UpRight Law") IL 1/24/2019 Electronic Business 13,003

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/7884921 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Integrity, Inc. dba Integrity House NJ 1/18/2019 Electronic Medical/Healthcare 7,206

Source: integrityhouse.org

URL: #https://lintegrityhouse.orqg/data/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
North Atlanta Medical Clinic GA 1/6/2019 Electronic Medical/Healthcare 2,800

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Premier Specialties, Incorporated X 1/14/2019 Paper Data Medical/Healthcare 1,300

Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ABB Inc. Active Employee Group Benefit NC 1/18/2019 Paper Data Medical/Healthcare 6,877

Plan

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Department of Vermont Health Access VT 1/17/2019 Electronic Government/Military Unknown

(contractor MAXIMUS)

Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/17/vermont-agency-of-human-services-dvha-maximus-notice-of-data-breach-to-c
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Breached Entity: State Published Date Breach Type Breach Category Records Reported

American Councils for International DC 1/23/2019 Electronic Education 208
Education - Al-Farabi Kazakh National
University ("KazNU")

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/23/american-councils-for-international-education-notice-of-data-breach-to-consu

Breached Entity: State Published Date Breach Type Breach Category Records Reported
ALM Media, LLC NY 1/23/2019 Electronic Business 933
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/23/alm-media-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Discover (reported on 1/23/2019) IL 1/23/2019 Electronic Banking/Credit/Financial Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qgov/blog/2019/01/23/discover-sbn-to-consumers-2/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
RevolutionParts, Inc. AZ 1/24/2019 Electronic Business 2,190
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/01/24/revolutionparts-notice-of-data-breach-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Association of National Advertisers, Inc. NY 1/25/2019 Electronic Business Unknown
Source: ago.vermont.gov

URL: #https://ago.vermont.qov/bloq/2019/01/25/association-of-national-advertisers-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Wisconsin Health Care Liability wi 1/25/2019 Electronic Medical/Healthcare 1,432

Insurance Plan (file sharing system
Citrix Sharefile)

Source: ago.vermont.gov

URL: #https://ago.vermont.qov/blog/2019/01/25/wausau-medmal-management-services-sbn-to-consumers/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Nortrax, Inc. FL 1/14/2019 Electronic Business 64
Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/nortrax-20190114.pdf#

Report Date: 1/8/2020 Copyright 2020 Identity Theft Resource Center Page 204 of 211



TN

T Kt Identity Theft Resource Center Q CYBER

IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Control Consultants, Inc. subsidiary of TN 1/22/2019 Electronic Business Unknown
Kele, Inc.

Source: doj.nh.gov

URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/kele-20190122.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
NH Department of Health and Human NH 1/17/2019 Electronic Government/Military Unknown
Services - Bureau of Child Support

Services

Source: doj.nh.gov

URL: #https://www.doj.nh.qov/consumer/security-breaches/documents/child-support-services-20190117.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Unum Group / Colonial Life and SC 1/18/2019 Electronic Business 532

Accident Insurance

Source: dojmt.gov

URL: #https://dojmt.gov/iwp-content/uploads/The-Unum-Group-Colonial-Life-and-Accident-Insurance.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Aetrex Worldwide, Inc. NJ 1/17/2019 Electronic Business 14,291

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Aetrex-%20Notice%200f%20Data%20Event-%20CA 0%20%28notice%29 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Pharmaca Integrative Pharmacy Inc. CO 1/18/2019 Electronic Medical/Healthcare 15,000

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/Pharmaca%20-%20Regulator%20Notice%20-%20CA%20-%20FINAL 0%20%28notice%2

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Zurich American Insurance Company IL 1/21/2019 Electronic Business 850

(vendor)

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/California%20Claimant%20Notification%20Letter 0.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Critical Care, Pulmonary and Sleep CO 1/21/2019 Electronic Medical/Healthcare 23,377

Associates, PLLP

Source: www.critcaremd.com
URL: #https://lwww.critcaremd.com/wp-content/uploads/2019/01/CCPSA Privacylncident Notice.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
BlackRock Inc. NY 1/19/2019 Electronic Banking/Credit/Financial Unknown
Source: www.financialexpress.com

URL: #https:/lwww.financialexpress.com/industry/technology/data-leak-blackrock-exposes-info-on-thousands-of-advisers-vi

Breached Entity: State Published Date Breach Type Breach Category Records Reported
City of Knoxville TN 1/18/2019 Electronic Government/Military Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/knoxville-employees-information-exposed-online-for-almost-one-year/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Las Colinas Orthopedic Surgery & > 1/18/2019 Electronic Medical/Healthcare 76,000
Sports Medicine, PA

Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc. (reported on 1/15/2019) KY 1/15/2019 Electronic Medical/Healthcare 598
Source: ocrportal.hhs.gov

URL: #https://locrportal.hhs.qov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Humana Inc. (reported on 1/9/2019) KY 1/9/2019 Electronic Medical/Healthcare 1,211
Source: ocrportal.hhs.gov

URL: #https://ocrportal.hhs.gov/ocr/breach/breach report.jsf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Lebanon VA Medical Center PA 1/16/2019 Electronic Government/Military 1,002
Source:

URL: #https://www.hipaajournal.com/phi-of-almost-1000-lebanon-va-medical-center-patients-impermissibly-disclosed/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Valley Hope Association (reported on KS 1/18/2019 Electronic Medical/Healthcare 70,799
1/18/2019)

Source: valleyhope.org

URL: #https://valleyhope.org/data-security-event-2/#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
All-Star Orthopaedics X 1/18/2019 Electronic Medical/Healthcare Unknown
Source: www.databreaches.net

URL: #https://www.databreaches.net/all-star-orthopaedics-provides-notice-of-patient-data-breach/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oklahoma Department of Securities OK 1/16/2019 Electronic Government/Military 293,492
Source: www.securities.ok.gov

URL: #http://www.securities.ok.gov/Press Releases/PRDetail.asp?ID=81#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Liberty Tax Alta Mesa - Fort Worth Office TX 1/7/2019 Paper Data Business Unknown
Source: nbcdfw.com

URL: #https://www.nbcdfw.com/news/local/Liberty-Income-Tax-Investigates-After-Boxes-of-Tax-Forms-End-up-in-Dumpster-I

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Mandan High School ND 1/8/2019 Electronic Education 1,024
Source: kxnet.com

URL: #https://lwww.kxnet.com/news/bismarck-news/school-leaks-students-personal-information/1692424771#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Detroit Fire Department Ml 1/3/2019 Paper Data Government/Military Unknown
Source: www.clickondetroit.com

URL: #https://Iwww.clickondetroit.com/news/detroit-fire-department-personal-information-compromised-after-fire-at-former-tr

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Progress Bank AL 1/1/2019 Electronic Banking/Credit/Financial Unknown
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Progress-Bank.pdf#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Auburn University (reported on 1/4/2019) AL 1/4/2019 Electronic Education 155
Source: dojmt.gov

URL: #https://dojmt.gov/wp-content/uploads/Auburn-University-1.pdf#
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Breached Entity: State Published Date Breach Type Breach Category Records Reported
Oliver Companies MN 1/4/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Oliver-Companies.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Real Estate Digital CA 1/7/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Real-Estate-Digital-LLC.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
First American Payment Systems, L.P. X 1/10/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.qov/iwp-content/uploads/First-American-Payment-Systems.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Bradley W. Orser, CPA, Inc. P.S. WA 1/11/2019 Electronic Business Unknown
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Bradley-W.-Orser-C.P.A.-Inc.-P.S..pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Graeter's Ice Cream OH 1/15/2019 Electronic Business 11,030
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Graeters-lce-Cream.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Welders Supply Company (third-party wi 1/3/2019 Electronic Business 883
service provider iNET)
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/03/welders-supply-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Vermont Agency of Human Services - VT 1/7/2019 Paper Data Government/Military Unknown
Department of Vermont Health Access
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/07/vermont-agency-of-human-services-vdh-notice-of-data-breach-to-consumers/
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2019 Breach List: Total Breaches: 1,473
Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
A&A Global Imports CA 1/9/2019 Electronic Business 52,441
Source: ago.vermont.gov
URL: #https://ago.vermont.qov/blog/2019/01/09/aa-global-imports-notice-of-data-breach-to-consumers/#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Johnny Appleseed's, Inc. MA 1/8/2019 Electronic Business 179
Source: www.doj.nh.gov
URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/johnny-appleseed-20190109.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hankin Group PA 1/2/2019 Electronic Business Unknown
Source: www.doj.nh.gov
URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/hankin-group-20190107.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Enservio, Inc. MA 1/9/2019 Electronic Business 490
Source: www.doj.nh.gov
URL: #https://www.doj.nh.qgov/consumer/security-breaches/documents/enservio-20190109.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Burke Law, P.C. VT 1/2/2019 Electronic Business 89
Source: www.doj.nh.gov
URL: #https://www.doj.nh.gov/consumer/security-breaches/documents/buke-law-20190102.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Reliant Rehabilitation X 1/16/2019 Electronic Medical/Healthcare 8,608
Source: dojmt.gov
URL: #https://dojmt.gov/wp-content/uploads/Reliant-Rehabilitation.pdf#
Breached Entity: State Published Date Breach Type Breach Category Records Reported
Hanover County (Click2Gov) VA 1/9/2019 Electronic Government/Military Unknown
Source: www.hanovercounty.gov
URL: #https://www.hanovercounty.gov/iDocumentCenter/View/3183/Hanover-County-Credit-Card-Notice-PDF#
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Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Dermacare Brickell FL 1/7/2019 Paper Data Medical/Healthcare 1,800

Source: www.dermacarebrickell.com

URL: #https://www.dermacarebrickell.com/announcement/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
International E-Z UP, Inc. CA 1/11/2019 Electronic Business 6,395

Source: oag.ca.gov

URL: #https://oag.ca.gov/system/files/E-Z%20UP%2C%20Inc.%20-%20Notice%200f%20Data%20Event%20-%20Exhibit%201%

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Jensen Enterprises, Inc. dba Jensen CA 1/11/2019 Electronic Business 2,600

Precast

Source: oag.ca.gov

URL: #https:/loag.ca.gov/system/files/Jensen%20-%20CA%20Regulatory%20Notification%20Letter 0%20%28notice%29 0.pd

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Chaplaincy Health Care WA 1/3/2019 Electronic Medical/Healthcare 1,086

Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/1080-chaplaincy-health-care-patients-potentially-impacted-by-phishing-attack/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Managed Health Services (reported IN 1/8/2019 Paper Data Medical/Healthcare 576

1/8/2019)

Source:

URL: #https://www.hipaajournal.com/31876-managed-health-services-indiana-members-data-breaches/#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Kent County Commmunity Medical Ml 1/9/2019 Electronic Medical/Healthcare 2,284

Health Authority dba Network180

Source: www.hipaajournal.com

URL: #https://www.hipaajournal.com/phishing-attack-impacts-2200-kent-county-community-mental-health-authority-patients/

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Sacred Heart Rehabilitation Center Ml 1/9/2019 Electronic Medical/Healthcare 2,266
Source: www.hipaajounral.com

URL: #https://www.hipaajournal.com/sacred-heart-rehabilitation-center-notifies-patients-of-phishing-incident/#
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IDENTITY THEFT
RESOURCE CENTER 2019 Breach List: Total Breaches: 1,473

Records Exposed: 164,683,455

Breached Entity: State Published Date Breach Type Breach Category Records Reported
DeKalb County Schools GA 1/4/2019 Electronic Education 3,000
Source: www.11alive.com

URL: #https://www.11alive.com/article/news/education/mom-shocked-to-find-drivers-license-on-metro-atlanta-school-websit

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Centerstone Insurance and Financial X 1/4/2019 Electronic Banking/Credit/Financial 111,589

Services d/b/a BenefitMall

Source: www.benefitmall.com

URL: #https://www.benefitmall.com/HIPAA-Notification#

Breached Entity: State Published Date Breach Type Breach Category Records Reported
Town of Salem (produced by X 1/2/2019 Electronic Business Unknown

BlankMediaGames)

Source: haveibeenpwned.com
URL: #https://haveibeenpwned.com/PwnedWebsites#BlankMediaGames#
2019 Breaches Identified by the ITRC as of:  1/8/2020 Total Breaches: 1,473

Records Exposed: 164,683,455

The Identity Theft Resource Center breach database is updated daily and published to our website weekly. A US-based
breach, as identified by our current process, is considered public when one of these occur:

1) Published by a credible source (Sources include Offices of the Attorney General, and established media — TV news,
radio, newspapers)

2) A letter notifying a potential victim has been received

ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of
the reporting entity..

Q c Y B E R The ITRC would like to thank CyberScout for its financial support of the ITRC Breach Report, ITRC

Breach Stats Report and all supplemental breach reports.
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WANT EVEN MORE?

?or more details regarding the annual numbers for data

breaches reported to the Identity Theft Resource Center,
please see the reports located in the appendix. Each report
will provide more granular detail about the incidents
reported as much as was made publicly made available.
Additionally, the data will be updated throughout 2020

should new information become available for incidents in

the 2019 calendar year.

To view the full data breach report with appendix online visit:
https://idtheft.center/2019BreachReport

' The Identity Theft Resource Center will not provide permission nor will we condone the

use of our materials to endorse or sell a product or service, generate leads or revenue

..for another organization or any other use deemed outside of our mission or core values.
Any use of our materials without permission is expressly forbidden.
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https://idtheft.center/2018BreachReport
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