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Behind each case of identity theft is a 
victim and victims’ experience is more than 
just financial loss. In the Identity Theft: the 
Aftermath Report 2017, we delved into the 
lost opportunities costs of identity theft and 
the emotional toll on its victims. Responses 
suggest that helplessness, frustration 
and fear are a universal part of victims’ 
experience. The insight gained from the 
respondents reinforces our continuing desire 
to provide meaningful remediation plans 
coupled with compassion and support.

According to the latest Bureau of Justice 
Statistics (BJS), 17.6 million persons, or 
seven percent of all U.S. residents age 16 
or older were identified as victims of identity 
theft in 2014. The same study showed that 
these victims experienced a combined 
average loss of $1,343.1  According to 
Javelin’s 2016 Identity Fraud report, there 
were 15.4 million victims of identity fraud in 
the United States in 2016 and more than 
107 million dollars have been lost to identity 
fraud since 2011.2  However, identity theft is 
not just about the numbers. 

Identity theft was first identified as a federal crime in 1998. Since then tens of millions of U.S. 
residents have been victimized year after year by thieves stealing their personal information 
to commit various forms of identity fraud. The number of people affected by identity theft is 
staggering and shows no signs of slowing down. 

1.  United States Department of Justice. 2015, Victims of Identity Theft, 2014. Accessed from: https://www.bjs.gov/content/pub/
pdf/vit14_sum.pdf 
2. Javelin Strategy & Research. 2017.” Identity Fraud Hits Record High with 15.4 Million U.S. Victims in 2016, Up 16 Percent 
According to New Javelin Strategy & Research Study”. February 1.
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Mission

Vision

Values

ITRC strives to reduce the impact and level of 
harm caused by identity theft and related issues 
by being the first place an individual contacts. 
Moving forward, whether it be for information 
or for support during and after an individual 
becomes a victim, ITRC wants to be there every 
step of the way. We want the public to remember 
one thing only: ITRC, Start Here.

Acting honestly, truthfully and with integrity 
in all our transactions and dealings; Avoiding 
conflicts of interest; Acting responsibly toward 
the communities in which we work and for the 
benefit of the communities that we serve; Being 
responsible, transparent and accountable for 
all of our actions; And working to improve the 
accountability, transparency, ethical conduct and 
effectiveness of our stakeholders.

The Identity Theft Resource Center is a non-
profit organization established to support 
victims of identity theft in resolving their 
cases, and to broaden public education and 
awareness in the understanding of identity 
theft, data breaches, cybersecurity, scams/
fraud and privacy issues.
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Number of 
grants awarded 
to the ITRC

Downloads of 
the ITRC’s 
ID Theft Help App Mentions of ITRC 

in the media

Number of total 
page views of the 
ITRC website

2,530,830

2,212 

26

13,003

667 

2017 ITRC Key Highlights

Presentations given 
by ITRC staff

Number of calls from 
victims of identity 

theft or consumers 
requesting information 

handled by the 
ITRC call center
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Identity compromise, theft and fraud 
are complex issues that many people 
struggle to understand.  Over the years 
this space has become more and more 
complicated causing thieves to come up 
with new ways to monetize our identities 
at breakneck speed; connected devices 
in our workplaces, cars and our homes, 
and data breaches at an all-time high, 
has only compounded the problem.  

It is increasingly difficult in our current 
landscape to know who to trust when 
you need assistance and to know 
if you’re receiving truly helpful facts 
about how to best minimize your 
risk.  This is where ITRC fits in.  We 
are the trusted resource for everyday 
people when it comes to their identity.  

Our goal throughout 2017 was, and 
continues to be, to provide more 
access, pathways and platforms 
to regular people struggling with a 
complicated problem. Not everyone 
has the resources, either financial or 
otherwise, to hire a professional to help 
them wade through this quagmire.  And 
the level of sophistication in this space 
makes professional advice a necessity.  
ITRC provides that professional 
advice, and at no-cost to the public.

The ITRC’s advice about scams and 
trading data and privacy for free services 
has always been “if it sounds too good 
to be true it probably is.”  We are the 
exception to that rule.  As a 501(c)(3) 
entity, our services are free to the public. 
We are funded by government grants, 
donations and corporate sponsorships. 
That means that we never charge the 
people that need our help the most.

Identity theft can 
happen to anyone, 
regardless of income 
level, age, race, or 
gender.  We are all 
vulnerable, and may 
need help. The Identity 
Theft Resource Center 
is here, as your trusted 
resource, when you 
need us. 

President & CEO, 
ITRC 

Eva Velasquez
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The finance committee provides 
ongoing review and recommendations 
to enhance the quality and accuracy of 
ITRC’s financial operations.

Members include: 
- Matthew Donahue, LexisNexis Risk   
  Solutions
- Stewart Roberts, QualcommThe development committee 

serves to diversify fundraising by 
leveraging connections and facilitating 
introductions to individual/major donors 
across the country.

Members include:
- Mike Cook, XOR Data Exchange
- Meggan Needham, Purple Door           
  Communications
- Mark Pribish, Merchant’s Information     
  Solutions
- Sheryl Reichert, Better Business  
  Bureau serving San Diego, Orange   
  and Imperial Counties
- Robert Siciliano, IDTheftSecurity.com
- Greg Young, Experian Public   
  Relations

The intent is to leverage existing 
ITRC partners with communications, 
marketing and PR backgrounds to 
increase effectiveness of the ITRC 
communications team. 

Members include: 
- Brian Berry, CLS Strategies
- Eugenia Buggs, Generali Global   
  Assistance
- Lelani Clark, Adam Levin
- Eric Lindeen, ID Analytics
- Nell Merlino, PBB Trust
- Jonathan Sasse, First Orion

COMMUNICATIONS

FINANCE

DEVELOPMENT

ITRC currently has five standing committees:  Executive, Governance, 
Development, Finance and Communications. The Executive committee is 
composed of the officers on the full board and ITRC staff. All other committees 
consist of directors, staff and volunteers.

GOVERNANCE
The governance committee assists with 
standard governance duties, including 
director recruitment.

Members include: 
- Paul Bond, Reed Smith, LLP
- Susan Grant, Consumer Federation 
  of America

COMMITTEES



In 2017, the ITRC continued to see an 
increase in the number of victims served. 
A record number of  cases (13,003) were 
handled by the ITRC call center advisors, 
each representing a unique individual 
who reached out for assistance and/or 
information. Since 2006, ITRC has provided 
personalized assistance to more than 
100,000 people. As the organization has 
grown, we have found new and innovative 
ways to help victims and consumers who 
need our services, including an online live 
chat platform and the ID Theft Help App. 
More than 2,200 consumers reached out to 
ITRC call center advisors through our online 
live chat platform and the ID Theft Help 
App was downloaded 2,506 times in 2017. 
We also developed a new partnership with 
the ID Theft Council to broaden the way 
we bring information regarding scams and 
identity theft to the people who need it.

The ITRC continues to be a desired re-
source to present information about identity 
theft and related issues.  The Federal Trade 
Commission asked us to present information 
at their conference “Identity Theft: Planning 
for the Future.”  
 
Businesses such as Google, LexisNexis, 
CyberScout, and Reed Smith asked the 
ITRC to present information because of our 
unique point of view. Our experts spoke 
nationwide about topics including financial 
exploitation for the elderly, preventing fraud, 
privacy issues and, of course, identity theft. 
In 2017 we also focused on continuing 
presentations here in San Diego County. We 
presented at 26 in-person events through 
organizations such as UCSD, Naval Base 
San Diego (through their Fleet and Family 
Support Center), SDG&E, the Escondido 
Kiwanis Club, and the San Diego County 
District Attorney. 

The driving force behind the ITRC’s 
educational mission continues to be 
empowering consumers by informing them 
about the dangers of identity theft before 
they become a victim and helping them 
restore their identity after the fact. The ITRC 
aims to provide educational information to 
consumers where they are most active. We 
provide a multitude of relevant and trending 
education pieces to consumers on our 
website, social media platforms, at in-person 
events and through traditional and online 
media pieces. In 2017, our website, including 
our educational blog, received more than 
2.5 million pageviews which is a 55 percent 
increase from 2016. Our email content, which 
include The TMI Weekly, Data Breach Report 
and ITRC e-newsletter reached more than 
15,000 people. 

Serving as an expert regarding identity theft 
and related crimes is at the forefront of the 
ITRC’s activities. In 2017, the organization 
continued to produce highly sought after 
data including our Data Breach Report and 
Identity Theft: The Aftermath. These annual 
publications were bolstered by new research 
projects including a study funded by the 
National Institute of Justice on services 
available to identity theft victims which began 
in 2017 and will continue through 2018.  The 
ITRC also collaborated with our sponsor, 
Generali Global Assistance, on whitepapers 
covering phishing and tax fraud and 
employer’s data protection obligations and 
motivations. 

Victim Assistance

CORE PROGRAMS
Consumer Education

Events and Conferences

Research
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PROJECT HIGHLIGHTS

Aftermath Report
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Year-End Data Breach Review

The ITRC’s Data Breach Report is a top 
source of information regarding data 
breaches in the United States. The final 
number of data breaches reported for 2017 
was 1,579, a 45 percent increase over 
2016’s number of data breaches. Busi-
nesses continued to suffer the majority of 
breaches and more than eight times the 
number of Social Security numbers were 
exposed in 2017 than in 2016. The ITRC’s 
stance that a data breach is not a question 
of if, but when, remains to hold true.

For the 11th year, the ITRC’s Identity Theft: 
The Aftermath provided important insight 
into the experiences of identity theft victims. 
The 2017 survey revealed:
• Three-quarters of survey respondents 

expressed they were severely dis-
tressed over the misuse or 
attempted misuse of their personal infor-
mation

• Nearly one-fourth of the participants 
sought professional help to manage the 
emotional and physical symptoms they 
suffered as a result of this crime
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As with many cases of identity theft, it’s 
often hard to determine how one’s personal 
information was obtained in order to steal one’s 
identity. Once it has been stolen, it can take 
years to remediate based on the complexity of 
the situation. The following story paints a picture 
of a complex case that, although currently 
resolved, has the capacity to become a lifelong 
battle. 

In late 2015, Amy and her husband began 
receiving mail that didn’t make sense – denial 
of credit letters and numerous credit card bills 
(totaling $25,000) for cards they never opened.  
Then, they received a letter from the U.S. Postal 
Service (USPS) confirming their address had 
successfully been forwarded but it didn’t say 
where. Since Amy hadn’t made the request, 
she immediately called USPS and learned 
her mail was being redirected to a low-income 
housing development and could take seven to 
10 business days to correct. During that time, 
the thieves obtained numerous documents that 
contained sensitive information (W-2’s, bank
statements, and retirement account information) as well as their Christmas presents and several 
bills. The thieves also attempted to open a loan in Amy’s name but were unsuccessful.

During her call with the USPS, Amy was advised to contact the Identity Theft Resource Center 
(ITRC) for assistance. She called and was connected with a victim assistance advisor who 
immediately started giving her step-by-step instructions to help her resolve her case. The 
advisor not only provided support in a time of darkness, but helped Amy solidify an action plan 
when she was most vulnerable and anxious. Like thousands of victims before her, the ITRC was 
there when Amy and her family needed it the most. Although it has taken a lot of time – time 
spent away from her family, work and hobbies – Amy was eventually able to reconcile her case. 
Although she has doubts that her case will ever be fully resolved because of the multitude of 
personal information compromised, she does try to remain hopeful.

Amy has since become a victim advocate, sharing her story in hopes to inspire and elicit 
change. Through the ITRC, Amy has spoken to the media about her case and, most recently, 
spoke on a panel about identity theft during a Federal Trade Commission conference.

As this crime continues to run rampant across the country, the ITRC strives to stop the hardship 
and helplessness caused by identity theft by providing free victim assistance to thousands of 
victims who might not otherwise have a place to turn to.

“Thank you ITRC for 
being an advocate for 
myself and others.” 
 
  -Amy, ID Theft Victim

SUCCESS STORY

 



Girl Scouts Hands-On Privacy Workshop
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“I learned that there are thousands of 
jobs open in cybersecurity, and there 
is a shortage of women in this field. I 
now know that it is our responsibility to 
keep our digital selves as healthy as our 
physical selves.” 

- Esha Walia, Girl Scout Privacy Essay 
Competition Winner 2018

COMMUNITY

National Night Out

San Diego’s National Night Out is an annual 
event aimed at building awareness of crime 
among communities, creating community 
among neighbors, and educating individuals 
about how to protect themselves from crime. 
The ITRC attended National Night Out at 
two different locations hosting approximately 
600 people. Representatives from the ITRC 
engaged with attendees to teach them how 
to protect their personal information online.  
ITRC offered the children in attendance a 
chance to take part in a pledge to protect 
their personal information and engage in safe 
online activity. 

The ITRC continued to provide interactive 
workshops to Girl Scouts and their families 
and friends in 2017. This project allowed us 
to educate consumers countywide on the 
importance of securing mobile devices and 
implementing best practices to protect their 
privacy. Individuals came away from this 
event with a valuable understanding of their 
online footprint and the digital world in which 
they live. 

After attending a Hands-On Privacy 
Workshop and earning her Mobile Privacy 
patch, Girl Scout Esha was the winner of the 
2nd annual ITRC and CyberScout privacy 
essay scholarship competition. She was 
awarded $2,500 at the PrivacyXChange 
forum in Las Vegas where she spoke from 
the stage to more than 200 industry experts 
about her winning essay and future goals. 



214 23,0152.5
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Local, regional and national media reach out to ITRC as the “go-to” resource on identity theft 
and related issues. The ITRC was mentioned in the media 667 times in 2017 in outlets such 
as CNN, NBC, The Washington Post, Bloomberg and many more. The ITRC also regularly 
submitted op-eds throughout the year which were featured in such publications as The 
Huffington Post and CSO Online.

The ITRC continued to populate its website with useful and timely information. The website 
served as an incredibly important source of information for both victims of identity theft and 
consumers and with a growth of 55 percent in pageviews over 2016, this resource continues to 
be used by many who need it. Our social media presence also grew in 2017 under the guidance 
of the expanding ITRC Communications Team. Some of the highlights of 2017 include an 
increased amount of content published to our YouTube channel which was viewed more than 
278,000 times and our #IDTheftChats on Twitter generated more than 40 million impressions. 

Whether it’s television, print or online, ITRC’s communications efforts work to educate 
and inform both victims and concerned consumers about issues such as new identity 
theft threats, headlining breaches, scams, privacy and cybersecurity.

Interviews 
with Media

Website
Pageviews

Increase in 
YouTube 

Views
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130%

Twitter
Followers

OUR REACH



ID Theft Help App

The ID Theft Help App, funded by a grant from 
the Department of Justice Office for Victims of 
Crime, launched new features in 2017. They 
include interactive quizzes to assist consumers 
in recognizing their level of risk of identity theft 
and push notifications to inform consumers 
about risks to their personal information, 
such as scams and data breaches. The app 
continues to offer resources for users at no 
cost, including direct access to victim advisors 
for personalized assistance. The app’s existing 
case-log feature provides identity theft victims 
with up-to-date contact information for financial 
institutions, government agencies and law 
enforcement, and provides an exportable 
document of all actions taken. 

TMI (Too Much Information) Weekly®

The ITRC created its first email campaign in 
2017 with great success. The TMI Weekly® 
was first sent in January 2017 to less than 100 
people. By the end of 2017, The TMI Weekly 
mailing list had grown to 8,644 subscribers.  
Each week highlights a timely threat to the 
safety of personal information, provides 
consumers with the level of risk they face and 
how they can protect themselves from sharing 
Too Much Information (TMI). 

NITVAN II

In late 2016, The ITRC was awarded 
funding from the U.S. Department of 
Justice, Office of Justice Programs, Office 
for Victims of Crime, through the Crime 
Victims Fund to continue the work of The 
National Identity Theft Victims Assistance 
Network (NITVAN). NITVAN seeks to 
expand and improve the outreach and 
capacity of victim service programs to 
better address the rights and needs of 
victims of identity theft and cybercrime 
nationwide through a national network. 
This national network builds capacity 
to provide assistance to victims and 
encourages expansion of existing victim 
service programs and coalitions to address 
the needs of identity theft and cybercrime 
victims. In 2017, the NITVAN II project 
began to further develop the coalition 
base of the National Network. ITRC used 
a competitive selection process to choose 
six sub-grantees which were awarded up to 
$50,000 each to help expand and improve 
victim assistance services in their respective 
states/regions. Through the development 
and enhancement of these coalitions, victim 
service providers will be better able to 
address the rights and needs of victims of 
identity theft and cybercrime.

WHAT’S NEW

ANNUAL REPORT 12ANNUAL REPORT 



13 ANNUAL REPORT

In 2017, the ITRC continued to diversify its funding sources and currently receives funding 
through grants, donations, cy pres awards and financial sponsorships.  ITRC has received, and 
continues to receive, several grants to grow its programs. This includes the Vision 21 grant by 
the U.S. Department of Justice Office for Victims of Crime (OVC), the National Identity Theft 
Victims Assistance Network (NITVAN) grant and National Institute of Justice (NIJ) grant.

FINANCIAL OVERVIEW

2016 Statement of Activities

Grants Awarded

TOTAL ANNUAL REVENUE: 
$1,333,092      

77% 7%

+52%

$180,333         

$843,185         

$1,152,749     
Contributions/Gifts/Grants    

End year compared to the 2015
Total Annual Revenue of $875,650 

Program Services Revenue  

Year-End Assets                    

Programs Fundraising Management

15%



PARTNERS & SPONSORS

The ITRC is largely funded by corporate 
sponsors and foundations. It takes active 
and involved businesses that support our 
mission to combat identity theft to assist 
us with helping victims free of charge. Our 
sponsors are known in the identity theft and 
cybersecurity community for their proactive 
approach towards community involvement 
in general, and identity theft in particular. 
New sponsors in 2017 include Experian, 
Synchrony Financial and Burns & Wilcox. 
We highly value our working relationship 
with these entities and are exceptionally 
grateful for their support of the ITRC.

ITRC has established and maintained many 
collaborative partnerships at the national, 
state and local levels. We continually 
seek out new collaborative partnerships 
to enhance its outreach efforts. During 
2017, the ITRC was able to further its long-
term partnership with the Federal Trade 
Commission by collaborating with them on 
numerous activities, including collaboration 
for National Tax Identity Theft Awareness 
Week in January 2017. 

Engagement with the National 
Cybersecurity Alliance led to many 
successful collaborations throughout 
the year including participation in events 
like Data Privacy Day and National 
Cybersecurity Awareness Month. We look 
forward to continuing these partnerships 
and building more in the coming year.
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THE FUTURE

In 2017, the ITRC grew tremendously, 
both in terms of our capabilities and the 
amount of people we were able to help. 
The ITRC will continue this growth in 2018 
and continue to meet its mission to broaden 
public education and awareness around 
identity theft, data breaches, cybersecurity, 
scams/fraud and privacy issues.

We will continue to work with our strategic 
partners and donors to implement new 
avenues of assistance to both victims of 
identity theft and consumers who need the 
information we provide in order to protect 
themselves and their personal information.

Looking ahead...

In 2018, the ITRC aims to produce more 
research on identity theft and other related 
topics. This information is not only important 
to understand the ever changing crime of 
identity theft, but will focus on the personal 
experiences of victims. In addition, we 
will be updating and streamlining our 
remediation plans and accompanying 
information on our website. This will make 
information more readily available and easily 
accessible to victims and consumers.The 
growth of our staff will allow us to focus on 
more niche, yet important, sub-topics related 
to the overarching issue of identity theft 
such as disaster preparedness, child identity 
theft and biometrics. 
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