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 ITRC Breach Report

ITRC Breach Stats Report



monthly.

Business

Education

Medical/Healthcare:  

may

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care 
clearinghouses, and (3) health care providers who electronically transmit any health 
information in connection with transactions for which HHS has adopted standards. 
A “business associate” is a person or entity that performs certain functions or activities that 
involve the use or disclosure of protected health information on behalf of, or provides 
services to, a covered entity.   

Government/Military

Banking/Credit/Financial:



Paay Data Exposure Leaves Millions of Credit Card Transactions Exposed 

 

April Data Breaches by Industry 

In April 2020, a total of 80 data breaches exposed 911,170 sensitive records and 24,110,968 non-

sensitive records. The Business sector experienced the highest number of data breaches and the highest 

number of non-sensitive records exposed. The Medical/Healthcare sector experienced the highest 

number of sensitive records exposed and the second-highest number of data breaches for the month. 

INDUSTRY # OF BREACHES 
# OF SENSITIVE RECORDS 

EXPOSED 
# OF NON-SENSITIVE 
RECORDS EXPOSED 

Business 47 226,042 24,110,968 

Medical/Healthcare 27 663,212 Unknown* 

Banking/Credit/Financial 3 9,672 Unknown* 

Government/Military 2 Unknown* Unknown* 

Education 1 12,244 Unknown* 

MONTHLY TOTALS: 80 911,170 24,110,968 
*Due to the nature of data breach notifications, for breaches that exposed sensitive and non-sensitive 

information, it is unclear how many individuals only had non-sensitive records compromised.   

April Data Breaches by Method 

Hacking was the most common method of breach at 46 percent of the total number of data breaches. 

Unauthorized Access was the second most common method of breach, accounting for 31 percent of the 

total number of data breaches reported in April. 

# OF DATA BREACHES PER METHOD PER INDUSTRY  

Method Banking Business Education Government Medical Totals 

Hacking/Intrusion (includes 
Phishing, Ransomware/Malware 
and Skimming) 

0 27 1 1 8 37 

Unauthorized Access 2 11 0 0 12 25 

Accidental Web/Internet Exposure 0 7 0 0 2 9 

Employee 
Error/Negligence/Improper 
Disposal/Lost 

0 2 0 1 4 7 

Physical Theft 1 0 0 0 1 2 

Insider Theft 0 0 0 0 0 0 

Data on the Move 0 0 0 0 0 0 

 

Unauthorized Access exposed the highest number of sensitive records in April at 65 percent of the total 

number of sensitive records exposed.  



 

Hacking/Intrusion exposed 95 percent of the total number of non-sensitive records exposed, while 

Accidental Web/Internet Exposure exposed the remaining five percent of non-sensitive records exposed 

reported in April. 

METHOD OF BREACH # OF SENSITIVE RECORDS EXPOSED # OF BREACHES 

Unauthorized Access 589,491 25 

Hacking/Intrusion (includes Phishing, 
Ransomware/Malware and Skimming) 

302,868 37 

Employee Error/Negligence/Improper 
Disposal/Lost 

10,596 7 

Physical Theft 5,734 2 

Accidental Web/Internet Exposure 2,481 9 

Insider Theft Unknown 0 

Data on the Move Unknown 0 

 

Three Year Comparison 

When comparing data breaches in April – year-over-year – for the past three years (2018-2020): 

• The highest number of sensitive records exposed was in 2018 

• The highest number of data breaches and the highest number of non-sensitive records were 

reported in April 2019 

• The Business sector reported the highest number of data breaches for all three years 

• Hacking was the most common method of breach in 2020 and 2018, while Unauthorized Access 

was the most common method of breach in 2019 



 

 

INDUSTRY 2020 2019 2018 

 

# of 
breaches 

sensitive 
records 
exposed 

# of 
breaches 

sensitive 
records 
exposed 

# of 
breaches 

sensitive 
records 
exposed 

Business 47 226,042 88 2,054,427 56 5,979,700 

Medical/Healthcare 27 663,212 62 2,764,516 37 236,599 

Banking/Credit/Financial 3 9,672 12 7,492 13 1,522,975 

Government/Military 2 0 12 17,487 5 592,124 

Education 1 12,244 14 1,281,248 4 36,308 

 

 

 

 

 

 

 



Identity Theft Resource Center

5/12/2020Report Date:

2020 Category Summary
How is this report produced?  What are the rules?  See below for details.

Banking/Credit/FinancialTotals for Category: 22# of Breaches: 42,170# of Records:

6.3%% of Breaches: 1.0%%of Records:

BusinessTotals for Category: 159# of Breaches: 897,126# of Records:

45.2%% of Breaches: 21.0%%of Records:

Totals for Category: Education 9# of Breaches: 458,339# of Records:

2.6%% of Breaches: 10.8%%of Records:

Government/MilitaryTotals for Category: 21# of Breaches: 18,502# of Records:

6.0%% of Breaches: 0.4%%of Records:

Medical/HealthcareTotals for Category: 141# of Breaches: 2,846,851# of Records:

40.1%% of Breaches: 66.8%%of Records:

 2020 Breaches Identified by the ITRC as of: 5/12/2020

The Identity Theft Resource Center breach database is updated daily and published to our website monthly. A US-based breach, as 
identified by our current process, is considered public when one of these occur:
1) Published by a credible source (sources include Offices of the Attorney General, and established media – TV news, radio,
newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our findings.  If the 
number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating we do not have the specifics 
of the actual number impacted. Identity Theft Resource Center reserves the right to make an educated estimate to the potential of 
impact based on our knowledge and understanding of the specifics of the policies of the reporting entity.

Totals for All Categories: 352# of Breaches: 4,262,988# of Records:

100.0%% of Breaches: 100.0%%of Records:

352

4,262,988

Total Breaches:

Records Exposed:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

 Beaumont Health (reported on 4/17/2020) MI 4/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

112,211

Records Reported

Source: beaumont.org
#https://www.beaumont.org/health-wellness/press-releases/notice-regarding-data-security-incident#URL:

Doctors Community Medical Center 
("DCMC")

MD 4/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

18,481

Records Reported

Source: dchweb.org
#https://www.dchweb.org/doctors-community-medical-center-provides-notice-phishing-event#URL:

Quidd NY 4/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/account-details-for-4-million-quidd-users-shared-on-hacking-forum/#URL:

Saint Francis Ministries KS 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: saintfrancisministires.org
#https://saintfrancisministries.org/notice-of-data-event/#URL:

SCUF  Gaming GA 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: scufgaming.com
#https://scufgaming.com/gaming/news#URL:

Child, Family and Community Services, 
Inc.

CA 4/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,658

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Doctors HealthCare Plans, Inc. FL 4/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Andrews Braces NV 4/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,622

Records Reported

Source: andrewsbraces.com
#https://andrewsbraces.com/important-notice/#URL:

Colorado Mental Health Institute at 
Pueblo

CO 4/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,132

Records Reported

Source: colorado.gov
#https://www.colorado.gov/pacific/cdhs/news/state-mental-health-hospital-pueblo-experiences-potential-data-breach#URL:

San Francisco International Airport - 
SFOConnect.com and 
SFOConstruction.com

CA 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bleepingcomputer.com
#https://www.bleepingcomputer.com/news/security/san-francisco-intl-airport-discloses-data-breach-after-hack/#URL:

Lakeland Community College OH 4/6/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,244

Records Reported

Source: lakelandcc.edu
#https://lakelandcc.edu/web/about/notices/cyber-incident#URL:

 Spinrite, Inc. WA 4/6/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,917

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/06/spinrite-inc-notice-of-data-breach-to-consumers/#URL:

SunBriteTV, LLC CA 4/7/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/07/wirepath-home-systems-notice-of-data-breach-to-consumers/#URL:

 Principal Life Insurance Company 
(reported on 4/28/2020)

IA 4/28/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Participant%20Notification%20Letter%20-%201%20year.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

MBS Textbook Exchange, LLC MO 4/30/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/30/mbs-textbook-exchange-notice-of-data-breach-to-consumers/#URL:

 Stamford Hospital - Stamford Hospital 
Bennett Cancer Center patients

CT 4/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,255

Records Reported

Source: stamfordhealth.org
#https://www.stamfordhealth.org/app/files/public/4010/Bennett-Cancer-Center-Patient-Notice.pdf#URL:

Daniel Bendetowicz MD PA FL 4/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,314

Records Reported

Source: drdanielbendetowicz.com
#https://drdanielbendetowicz.com/data-security-incident/#URL:

Pacific Press Publishing Association ID 4/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,100

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Pacific_Press_Breach%2004%2024%202020%20v2%5B2%5D.pdf#URL:

Ray Insurance Agency, Inc. OH 4/26/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

661

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-162.pdf#URL:

FRB Federal Credit Union DC 4/24/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/doc.pdf#URL:

UW Health WI 4/23/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-160.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Luxe Energy LLC TX 4/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,018

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-159.pdf#URL:

Jim Geddings, CPA PLLC ID 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-65.pdf#URL:

Baylor Evnen, LLP NE 4/5/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-158.pdf#URL:

City of Detroit Health Department MI 4/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,981

Records Reported

Source: detroitmi.gov
#https://detroitmi.gov/news/city-offers-free-credit-monitoring-residents-after-personal-identifying-and-health-informatioURL:

Community Memorial Health System 
(third-party PaperlessPay Corporation)

CA 4/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/%28CMHS%29%20Sample%20Notification%20Letter.pdf#URL:

Marshall Medical Center (third-party 
PaperlessPay Coporation)

CA 4/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Breach%20notification%20letter%20-%20April%202020%20-%20template%20for%20AG.URL:

John A. Grimaldi DO INC CA 4/16/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

912

Records Reported

Source: grimaldicenter.com
#http://grimaldicenter.com/assets/public_notice_for_website.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Poplar Bluff Regional Medical Center MO 4/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,619

Records Reported

Source: pbrmc.com
#https://www.pbrmc.com/notice-of-potential-data-breach#URL:

New York State Unemployment 
Insurance

NY 4/27/2020 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: wkbw.com
#https://wkbw.com/news/coronavirus/state-human-error-leads-to-three-dozen-people-receiving-someone-elses-unemplURL:

Main Event TX 4/30/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mainevent.com
#https://www.mainevent.com/page/paymentcardincident#URL:

Chegg Inc. - current and former 
employees (reported on 4/29/2020)

CA 4/29/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

700

Records Reported

Source: techcrunch.com
#https://techcrunch.com/2020/04/29/hackers-chegg-employee-breach/#URL:

East Suburban Sports Medicine Center PA 4/1/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: triblive.com
#https://triblive.com/local/westmoreland/east-suburban-clinic-reports-data-breach-affecting-500-patients/#URL:

Gurley-Leep Automotive Management 
Corporation

IN 4/1/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,962

Records Reported

Source: iowaattorneygeneral.gov
#https://www.iowaattorneygeneral.gov/media/cms/412020_Gurley_Leep_75C23871CE1BF.pdf#URL:

TRP Sumner PLLC NC 3/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,423

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-137.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

MP Environmental Services, Inc. (third-
party PaperlessPay Corporation)

CA 4/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-153.pdf#URL:

 Tellepsen (third-party PaperlessPay 
Corporation)

TX 4/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-63.pdf#URL:

Ascension Eastwood Clinics MI 4/23/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

999

Records Reported

Source: healthcare.ascension.org
healthcare.ascension.org (PDF)#http://healthcare.ascension.org (PDF)#URL:

Banfi Products Corporation NY 3/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,092

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/27/banfi-products-corp-notice-of-data-breach-to-consumers/#URL:

Bimba LLC (third-party) IL 4/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

944

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/15/bimba-llc-notice-of-data-breach-to-consumers/#URL:

Trinity Benefit Advisors PA 4/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,513

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/24/trinity-benefit-advisors-notice-of-data-breach-to-consumers/#URL:

Meridian Health Services Corp. (reported 
on 4/27/2020)

IN 4/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

111,372

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/27/meridian-health-services-notice-of-data-breach-to-consumers/#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

A.B. Closing, Inc. D/B/A Kavaliro FL 4/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Individual%20Notice%20of%20Kavaliro%20Data%20Breach.pdf#URL:

Fackler Family Chiropractic, LLC OH 3/23/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,731

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

City of Torrance CA 4/23/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: govtech.com
#https://www.govtech.com/security/Data-Leak-Complicates-Hack-Against-Torrance-Calif.html#URL:

UPMC Altoona Regional Health Services PA 4/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,911

Records Reported

Source: upmc.com
#https://www.upmc.com/patients-visitors/privacy-info/alerts#URL:

Rehabilitation Hospital of Southern New 
Mexico

NM 4/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,843

Records Reported

Source: rhsnm.ernesthealth.com
#http://rhsnm.ernesthealth.com/wp-content/uploads/2020/04/RHSNMSubNotice_4817-2675-0393v.1.pdf#URL:

Beacon Health Options, Inc. MA 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,723

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Corpus Christi Rehabilitation Hospital TX 4/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

507

Records Reported

Source: ccrh.ernesthealth.com
#http://ccrh.ernesthealth.com/wp-content/uploads/2020/04/CCRH_Sub_Notice4817-2675-0393v.1.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Arizona Endocrinology Center AZ 4/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

74,122

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Medica Health Plans MN 4/15/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,710

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Medica Insurance Company MN 4/15/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

802

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Paay NY 4/22/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/04/22/paay-unencrypted-credit-card-data/#URL:

Wahl Law Firm, PLLC MT 4/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

532

Records Reported

Source: attorneygeneral.nd.gov
#https://attorneygeneral.nd.gov/sites/ag/files/documents/DataBreach/2020-04-02-WahlLaw.pdf#URL:

Plano Synergy Holdings, Inc. - e-
commerce websites

TX 4/1/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

173

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/01/plano-synergy-holdings-notice-of-data-breach-to-consumers/#URL:

Grippin Donlan Pinkham VT 4/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/02/grippin-donlan-pinkham-notice-of-data-breach-to-consumers/#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Napierski, VanDenburgh, Napierski & 
O'Connor, LLP

NY 4/3/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/03/napierski-vandenburgh-napierski-oconnor-notice-of-data-breach-to-consumerURL:

Grape Holding, NV ME 4/8/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,885

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/08/grape-holdings-notice-of-data-breach-to-consumers/#URL:

TigerChef NY 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,154

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/10/tigerchef-notice-of-data-breach-to-consumers/#URL:

U.S. Xpress Enterprises, Inc. ("USX") 
(reported on 4/10/2020)

TN 4/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,262

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/10/us-xpress-enterprises-notice-of-data-breach-to-consumers/#URL:

Lee Auto Malls (third-party PaperlessPay 
Corporation)

ME 4/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,098

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/15/lee-auto-malls-notice-of-data-breach-to-consumers/#URL:

Fareway Stores, Inc. (third-party 
PaperlessPay Corporation)

IA 4/16/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

36,081

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/16/fareway-stores-notice-of-data-breach-to-consumers/#URL:

ExecuPharm PA 4/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,825

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/04/17/execupharm-inc-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

Silicon Valley Community Foundation CA 4/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,250

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20Notice_7.pdf#URL:

Wells Fargo Bank, N.A. on behalf of 
KDW Automotive

CA 4/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Wells%20Fargo%20KDW%20Automotive.pdf#URL:

Ambry Genetics Corporation CA 4/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

232,772

Records Reported

Source: ambrygen.com
#https://www.ambrygen.com/legal/substitute-notice#URL:

Fusion Management Services, LLC and 
U.S. subsidiary of Fusion Connect, Inc.

GA 4/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,902

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Individual%20Notice%20Template.pdf#URL:

Lincoln Financial Advisors on behalf of 
Charpentier Wealth Strategies

CA 4/16/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,076

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Lincoln%20Financial%2013%20Ad%20r3prf.pdf#URL:

Weber and Company, Inc. CA 4/7/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

900

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/CA%20Notification.pdf#URL:

KandyPens, Inc. CA 4/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

39,457

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/KandyPens%20-%20Breach%20Letter.pdf#URL:
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Total Breaches:

Records Exposed:

Squar Milner LLP CA 4/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,188

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Squar%20Milner%20-%20Master%20%28Adult%20-%20General%29.pdf#URL:

Ganz - Webkinz World GA 4/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/hacker-leaks-23-million-usernames-and-passwords-from-webkinz-childrens-game/#URL:

PrimoHoagies Franchising Inc. NJ 4/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

63,697

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/primohoagies-notifies-customers-of-data-security-incident-301043063.htURL:

Hartford HealthCare CT 4/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,651

Records Reported

Source: hartfordhealthcare.org
#https://hartfordhealthcare.org/File%20Library/Patients%20and%20Visitors/PDFs/HHC-Phishing-Incident-Press-ReleaseURL:

Positec Tool Corporation - 
www.worx.com and 
www.rockwelltools.com

NC 3/3/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,778

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-125.pdf#URL:

Legacy Mutual Mortgage TX 3/24/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,252

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-145.pdf#URL:

Jamaica National Group Limited and 
Jamaica National Bank

FL 3/30/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-148.pdf#URL:
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Total Breaches:

Records Exposed:

Benchmark Education Company NY 3/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,235

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-136.pdf#URL:

Greater Washington Educational 
Telecommunications Association, Inc.

DC 3/12/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

287

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-132.pdf#URL:

Avalon Health Care Management, Inc. UT 3/16/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

13,428

Records Reported

Source: attorneygeneral.nd.gov
#https://attorneygeneral.nd.gov/sites/ag/files/documents/DataBreach/2020-03-16-Avalon.pdf#URL:

Blue Cross Blue Shield Association - 
MyBlue Member Portal

IL 3/30/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/30/blue-cross-blue-shield-association-notice-of-data-breach-to-consumers/#URL:

Rosenfelt, Siegel & Goldberg PA 3/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/25/rosenfelt-siegel-and-goldberg-notice-of-data-breach-to-consumers#URL:

BFS Capital FL 2/25/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/25/bfs-capital-notice-of-data-breach-to-consumers/#URL:

Enerco Group, Inc. OH 3/30/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,238

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/30/enerco-group-notice-of-data-breach-to-consumers/#URL:
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Total Breaches:

Records Exposed:

TriHealth Cancer Institute OH 3/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

912

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

North Texas Institute of Neurology and 
Headache

TX 3/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Conagra Brands Welfare Benefit Wrap 
plan

IL 3/6/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,713

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Augusta Foot & Ankle, P.C. GA 3/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,854

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Virginia Department of Behavioral Health 
and Developmental Services (reported 
on 3/20/2020)

VA 3/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

657

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Health Care Service Corporation 
(reported on 3/23/2020)

IL 3/23/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

575

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

VA Sierra Nevada Health Care System NV 3/25/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

702

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Total Breaches:

Records Exposed:

David S Daley, DMD AZ 3/26/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Tryon Medical Partners, PLLC NC 3/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

701

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/breach/breach_report.jsf#URL:

Crossroads Technologies, Inc. PA 3/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

897

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Brandywine Urology Consultants, PA DE 3/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

131,825

Records Reported

Source: brandywineuc.com
#https://brandywineuc.com/notice-of-potential-data-breach/#URL:

Confidio, LLC MD 3/31/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,600

Records Reported

Source: confidio.com
#https://confidio.com/privacy-notice/#URL:

RigUp TX 4/8/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://vpnmentor.com/blog/report-rigup-leak/#URL:

nCourt GA 4/7/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/04/07/ncourt-bills-fines-exposed/#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352
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Records Exposed:

Renew Wellness Center, PLLC MT 3/23/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

730

Records Reported

Source: renewwellnessofgf.com
#http://renewwellnessofgf.com/possible-privacy-breach-2020#URL:

NS Leasing, LLC VT 4/6/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,596

Records Reported

Source: finance.yahoo.com
#https://finance.yahoo.com/news/ns-leasing-notice-media-outlets-210000454.html#URL:

U.S. Small Business Administration - 
Economic Injury Disaster Loan 
applicants

DC 3/27/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,900

Records Reported

Source: newsday.com
#https://newsday.com/news/health/coronavirus/sba-emergency-loan-security-1.43485699#URL:

Healthcare Resources Group, Inc. on 
behalf of Barlow Respiratory Hospital

CA 4/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: markets.businessinsider.com
#https://markets.businessinsider.com/news/stocks/healthcare-resource-group-inc-provides-notice-of-a-data-breach-102URL:

Hospice by the Bay CA 3/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/%2372928315v1_ACTIVE_%20-%20Hospice%20by%20the%20Bay%20-%20Individual%2URL:

University of Minnesota Physicians MN 3/30/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

683

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/35800-patients-of-the-otis-r-bowen-center-for-human-services-notified-about-email-secURL:

National Institute for Automotive Service 
Excellence ("ASE")

VA 3/31/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,603

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Notice%20of%20Data%20Event%20-%20ASE.pdf#URL:
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Records Exposed:

Total Quality Logistics, LLC OH 4/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,100

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Data_Breach_Notification__1_Year__1.pdf#URL:

Ronald L. Wolfe and Associates, Inc. 
("Wolfe & Associates, Property 
Services")

CA 4/3/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: rlwa.com
#https://rlwa.com/notice-of-data-breach#URL:

Key Ring app TX 4/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://www.vpnmentor.com/blog/report-keyring-leak/#URL:

Georgia Department of Human Services GA 3/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

500

Records Reported

Source: dhs.georgia.gov
#https://dhs.georgia.gov/press-releases/2020-03-23/dhs-notifies-richmond-county-and-surrounding-areas-improper-disURL:

Otis R. Bowen Center for Human 
Services

IN 3/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,804

Records Reported

Source: bowencenter.org
#https://bowencenter.org/security-data-incident#URL:

NeoGenomics Laboratories, Inc. FL 3/18/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

910

Records Reported

Source: neogenomics.com
#https://neogenomics.com/data-privacy-incident#URL:

Stockdale Radiology CA 3/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,700

Records Reported

Source: hipaajournal.com
#https://hipaajournal.com/ransomware-attacks-reported-by-stockdale-radiology-and-affordacare-urgent-care-clinics/#URL:
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Records Exposed:

elmprovement, LLC - efaucets.com WI 3/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/California%20Individual%20Notice.pdf#URL:

SOS Online Backup CA 4/1/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://vpnmentor.com/blog/report-sosonlinebackup-leak/#URL:

Washington University School of 
Medicine (reported on 3/31/2020)

WA 3/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: medicine.wustl.edu
#https://medicine.wustl.edu/news/announcements/notice-oncology-patients-privacy-incident/#URL:

Affordacare Urgent Care Clinic TX 4/1/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

55,338

Records Reported

Source: affordacare.com
#https://ide.myidcare.com/affordacare/frequently-asked-questions/#URL:

Campaign Sidekick WY 3/30/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: upguard.com
#https://www.upguard.com/breaches/campaing-sidekick-git-data-leak#URL:

Marriott International, Inc (reported on 
3/31/2020)

MD 3/31/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mysupport.marriott.com
#https://mysupport.marriott.com#URL:

Social Bluebook CA 3/27/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/03/27/social-bluebook-hacked/#URL:
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Records Exposed:

Tupperware FL 3/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: blog.malwarebytes.com
#https://blog.malwarebytes.com/hacking-2/2020/03/criminals-hack-tupperware-website-with-credit-card-skimmer/#URL:

Lifesprk MN 3/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,000

Records Reported

Source: lifesprk.com
#https://www.lifesprk.com/wp-content/uploads/2020/03/Lifesprk-Substitute-Notice.pdf#URL:

The Prudential Insurance Company of 
America

NJ 3/11/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,945

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

OneDigital Health and Benefits GA 3/6/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

22,894

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Stephan C Dean CA 3/4/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

70,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Hotel Contessa - BGGMC LLC TX 3/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,306

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/13/hotel-contessa-bggmc-llc-notice-of-data-breach-to-consumers/#URL:

Zerbee Business Products MN 3/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/13/zerbee-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

First Federal Bank & Trust WY 3/13/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,450

Records Reported

Source: efirstfederal.bank
#https://www.efirstfederal.bank/incident-communication#URL:

Sceptre Hospitality Resources TX 3/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

883

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/13/sceptre-hospitality-resources-notice-of-data-breach-to-consumers/#URL:

General Electric Company ("GE") 
(service provider Canon Business 
Process Services)

MA 3/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,275

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/GE%20-%20Canon%20HOME%20Letter%2003202020.pdf#URL:

Golden Valley Health Centers CA 3/9/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

39,700

Records Reported

Source: gvhc.org
#https://www.gvhc.org/notice-of-data-incident#URL:

University of Utah Health (reported on 
3/20/2020)

UT 3/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: healthcare.utah.edu
#https://healthcare.utah.edu/unauthorized-access/#URL:

nutribullet.com ("NutriBullet") CA 3/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/03/18/nutribullet-credit-card-malware/#URL:

Lakewood Health System MN 3/16/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,415

Records Reported

Source: lakewoodhealthsystem.com
#https://www.lakewoodhealthsystem.com/content/uploads/Data-Breach.pdf#URL:
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Hao Rong DDS Inc dba Genuine Care 
Dental

CA 3/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,190

Records Reported

Source: genuinecaredental.com
#https://genuinecaredental.com/##URL:

Town of Houlton Police Department ME 3/17/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/17/town-of-houlton-police-department-notice-of-data-breach-to-consumers/#URL:

Kids 2, Inc. GA 3/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

499

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/17/kids2-inc-notice-of-data-breach-to-consumers/#URL:

TD Bank (reported on 3/17/2020) NJ 3/17/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

207

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/17/td-bank-notice-of-data-breach-to-consumers/#URL:

Tandem Diabetes Care, Inc. CA 3/16/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

140,781

Records Reported

Source: tandemdiabetes.com
#https://www.tandemdiabetes.com/support-update/substitute-notice#URL:

MCA Wizard app NY 3/17/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://www.vpnmentor.com/blog/report-mca-wizard-leak/#URL:

Choctaw Global, LLC TX 3/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,492

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/10/choctaw-global-llc-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

Choctaw Global, LLC TX 3/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,492

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/10/choctaw-global-llc-notice-of-data-breach-to-consumers/#URL:

The Results Companies FL 3/6/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,376

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/03/11/the-results-companies-notice-of-data-breach-to-consumers/#URL:

EVERSANA WI 3/4/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,255

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Eversana%20-%20CA.pdf#URL:

New Heights Ventures - employees CA 3/12/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Breach%20Letter.pdf#URL:

Foundation Medicine, Inc. MA 3/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,999

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/FMI%20Individual%20Breach%20Notice.pdf#URL:

Woods & Woods, LLC IN 3/11/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

51,560

Records Reported

Source: attorneygeneral.nd.gov
#https://attorneygeneral.nd.gov/sites/ag/files/documents/DataBreach/2020-03-11-Woods%26WoodsLLC.pdf#URL:

EMC National Life Company IA 3/4/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,874

Records Reported

Source: iowaattorneygeneral.gov
#https://www.iowaattorneygeneral.gov/media/cms/342020_EMC_National_Life_Company_0CD9C3DF1497E.pdf#URL:
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Records Exposed:

Alameda Alliance for Health CA 2/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Randleman Eye Center NC 3/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

19,556

Records Reported

Source: randlemaneyecenter.com
#http://www.randlemaneyecenter.com/data-security-incident/#URL:

MediaRadar NY 2/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-69.pdf#URL:

Gullett Holdings, Inc. TX 2/26/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-70.pdf#URL:

Department of Commerce Federal Credit 
Union ("DOCFCU")

DC 3/6/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-75.pdf#URL:

Neal's Yard Remedies ("NYR Organic, 
Inc.")

MA 3/5/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

12,999

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-74.pdf#URL:

Granicus, LLC CO 3/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-73.pdf#URL:
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Records Exposed:

Ozark Orthopaedics, PA AR 2/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,240

Records Reported

Source: ozarkorthopaedic.com
#https://ozarkorthopaedic.com/wp-content/uploads/2020/03/FINAL-Ozark-Website-Substitute-Notice.pdf#URL:

Northeast Radiology NY 3/11/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

29

Records Reported

Source: businesswire.com
#https://www.businesswire.com/news/home/20200311005694/en/Northeast-Radiology-Sends-Notification-Data-Security-URL:

Engage Behavioral Health FL 2/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

650

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Comcast - Xfinity customers PA 3/9/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: inquirer.com
#https://www.inquirer.com/business/comcast/comcast-unlisted-phone-number-xfinity-ecolisting-20200309.html#URL:

Whisper App CA 3/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: washingtonpost.com
#https://www.washingtonpost.com/technology/2020/03/10/secret-sharing-app-whisper-left-users-locations-fetishes-expURL:

Entercom Communications Corp. - 
Radio.com users

PA 3/9/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: slickdeals.net
#https://slickdeals.net/f/13906652-entercom-radio-com-notice-of-data-breach#URL:

Smile Surfers WA 2/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: atg.wa.gov
#https://agportal-s3bucket.s3.amazonaws.com/uploadedfiles/Another/Supporting_Law_Enforcement/SmileSurfersLLC.URL:
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Torrance Memorial Medical Center 
(vendor) (reported on 3/6/2020)

CA 3/6/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,448

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Patient%20Notice%20for%20AG.pdf#URL:

Wichita State University (reported on 
3/6/2020)

KS 3/6/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

440,968

Records Reported

Source: wichita.edu
#https://www.wichita.edu/about/public_information/images/WSU_Notification_Letter.pdf#URL:

Schwan's Home Service (vendor UltiPro) MN 2/28/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/28/schwans-home-service-cygnus-home-service-notice-of-data-breach-to-consuURL:

Elk Ridge Dentistry CO 3/2/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,793

Records Reported

Source: elkridgedentalcare.com
#http://elkridgedentalcare.com/wp-content/uploads/2020/03/Substitute-Notice-Elk-Ridge-Dentistry.pdf#URL:

Otis R. Bowen Center for Human 
Services

IN 3/2/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,804

Records Reported

Source: attorneygeneral.nd.gov
#https://attorneygeneral.nd.gov/sites/ag/files/documents/DataBreach/2020-03-02-BowenCenter.pdf#URL:

T-Mobile - Including SSN, D.L., and 
financial information (reported on 
3/4/2020)

WA 3/4/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: t-mobile.com
#https://www.t-mobile.com/responsibility/consumer-info/pii-notice#URL:

T-Mobile - No SSN, D.L., or financial 
information (reported on 3/4/2020)

WA 3/4/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: t-mobile.com
#https://www.t-mobile.com/responsibility/consumer-info/cpni-notice#URL:
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Princess Cruises (operated by Carnival 
Corporation & PLC)

CA 3/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: princess.com
#https://www.princess.com/legal/legal_privacy/privacy-event/#URL:

Holland America Line (operated by 
Carnival Corporation & PLC)

WA 3/2/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: hollandamerica.com
#https://www.hollandamerica.com/en_US/news/public-notice-privacy-event.html#URL:

Riverview Health (vendor Priority Press) IN 2/27/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,610

Records Reported

Source: media.riverview.org
#https://media.riverview.org/press-release/301/riverview-health-notifies-patients-of-breach/#URL:

Audiology Services Company USA, LLC FL 2/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,917

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

The Queen’s Health Systems Affiliated 
Covered Entity

HI 2/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,852

Records Reported

Source: queens.org
#https://www.queens.org/about-us/news-story?&news=295#URL:

James F. Collette DDS & David N. 
Hamilton DDS PLLC

WA 2/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

552

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Armada Physical Therapy of 
Albuquerque, LLC

NM 2/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

500

Records Reported

Source: armadatherapy.com
#https://www.armadatherapy.com/important-information-regarding-armada-therapy-data-breach/#URL:
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Rainbow Hospice Care, Inc. WI 2/21/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,029

Records Reported

Source: rainbowhospicecare.org
#https://www.rainbowhospicecare.org/index.php/notice-of-security-incident/#URL:

Lancaster Archery Supply (reported on 
2/21/2020)

PA 2/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/21/lancaster-archery-supply-notice-of-data-breach-to-consumers-2/#URL:

Homeland Title, LLC VA 2/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/21/homeland-title-notice-of-data-breach-to-consumers/#URL:

Boston College High School MA 2/24/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/24/boston-college-high-school-notice-of-data-breach-to-consumers/#URL:

Tablet Inc. NY 2/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/25/tablet-inc-breach-notice-of-data-breach-to-consumers/#URL:

PEF Services LLC NJ 2/24/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/25/pef-services-llc-notice-of-data-breach-to-consumers/#URL:

Harris Health System TX 2/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,298

Records Reported

Source: khou.com
#https://www.khou.com/article/news/local/more-than-2200-patients-private-records-lost-during-transfer-between-houstURL:
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Walgreens - mobile app IL 2/28/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,681

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Walgreens%20Mobile%20Messaging%20letter%20v2%20%28WAG%20version%29-FinalURL:

RailWorks - current and former 
employees, their beneficiaries and 
dependents, and independent 
contractors

NY 2/27/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

23,751

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Employee%20US%20Individual%20Notification.pdf#URL:

Brunswick County Schools - employees 
(third-party Interactive Medical Systems 
Corporation)

NC 2/28/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wwaytv3.com
#https://www.wwaytv3.com/2020/02/28/data-breach-potentially-impacts-hundreds-of-brunswick-county-schools-employURL:

Lincoln County Schools - employees 
(third-party Interactive Medical Systems 
Corporation)

NC 2/28/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wsoctv.com
#https://www.wsoctv.com/news/local/data-breach-exposes-several-lincoln-county-schools-workers-private-information/URL:

SOLO Laboratories, Inc. PA 2/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

60,000

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Handshake - University of Delaware DE 2/22/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: udreview.com
#http://udreview.com/handshake-security-breach-affects-thousands-of-university-students/#URL:

Cameo IL 2/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vice.com
#https://www.vice.com/en_us/article/akwj5z/cameo-app-exposed-private-videos-user-data-passwords#URL:
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Munson Healthcare MI 2/26/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

75,202

Records Reported

Source: munsonhealthcare.org
#https://www.munsonhealthcare.org/about-the-system/news-media-relations/news/news-details?news=1030#URL:

Community Mental Health Council IL 2/25/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: chicago.cbslocal.com
#https://chicago.cbslocal.com/2020/02/25/medical-records-from-shuttered-mental-health-clinic-found-dumped-in-west-eURL:

Rady Children's Hospital San Diego CA 2/21/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,360

Records Reported

Source: rchsd.org
#https://www.rchsd.org/about-us/newsroom/press-releases/rady-childrens-notifies-patients-of-data-security-incident/#URL:

SAMA HealthCare Services AR 2/12/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

7,524

Records Reported

Source: samahealthcare.com
#https://samahealthcare.com/forms/HIPPAbreach2020.pdf#URL:

Government Employees Health 
Association, Inc.

MO 2/22/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

696

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

AmeriHealth Caritas Health Plan PA 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

35,967

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Stone Mountain Memorial Association GA 1/28/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

205

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:
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Beatitudes Campus (reported on 
2/10/2020)

AZ 2/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,316

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

City of Fremont NE 2/11/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,504

Records Reported

Source:
URL:

Terlato Wine Group IL 2/12/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

485

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

TrueFire LLC FL 2/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,190

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

PCP Group, LLC dba Pellon Consumer 
Products

FL 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

182

Records Reported

Source: maine.gov
#https://www.maine.gov/ag/consumer/identity_theft/index.shtml#URL:

Walmart Inc. (reported on 2/12/2020) AR 2/12/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

3,606

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Touch Home Care of VA, Inc. VA 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

33,324

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Personal Touch Home-Aides, Inc. NY 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,633

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Vision Care Specialists, P.C. a part of 
MyEyeDr. Optometry of Colorado, P.C.

VA 2/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,475

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Capital One, N.A. (reported on 2/6/2020) VA 2/6/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

899

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-113.pdf#URL:

Frobenius, Conaway & Company, P.C. MD 2/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/20/frobenius-conway-and-co-notice-of-data-breach-to-consumers/#URL:

City of Los Banos CA 1/31/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/City%20of%20Los%20Banos%20-%20California%20Template%20Notification%20Letter.URL:

Alfred University NY 2/11/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Alfred-CON.pdf#URL:

BBVA USA - ATM's AL 2/12/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-115.pdf#URL:
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Rallyhood TX 2/23/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/02/23/rallyhood-exposed-decade-data/#URL:

Interactive Medical Systems Corporation NC 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

15,010

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-51.pdf#URL:

BST & Co., CPAs, LLP ( reported on 
2/14/2020)

NY 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

170,000

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-50.pdf#URL:

Pacific Guardian Life Insurance 
Company

HI 2/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

55,840

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-117.pdf#URL:

Tetrad WA 2/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: upguard.com
#https://www.upguard.com/breaches/tetrad-breach-120-million-households#URL:

Endeavor Energy Resources, L.P. TX 2/20/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,103

Records Reported

Source: databreaches.net
#https://www.databreaches.net/endeavor-energy-resources-notifies-employees-and-dependents-after-employee-fell-preURL:

Slickwraps KS 2/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: slickwraps.com
#https://www.slickwraps.com/blog/update/#URL:
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United Regional Health Care System TX 2/21/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,893

Records Reported

Source: unitedregional.org
#https://www.unitedregional.org/notice-to-our-patients-of-potential-unauthorized-access-to-patient-information/#URL:

Advocate Aurora Health - employees 
(reported on 2/20/2020)

WI 2/20/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: jsonline.com
#https://www.jsonline.com/story/money/business/health-care/2020/02/20/personal-information-of-some-advocate-aurorURL:

PT Home Services of San Antonio, Inc. TX 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,930

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Touch Home Care of Mass., Inc. MA 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,015

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Touch Hospice of VA, Inc. VA 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,657

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Touch Home Care of W. VA, Inc. WV 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,169

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Robert S. Smith MD Inc DBA Boston 
Scientific Pathology

GA 1/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

6,940

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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UnitedHealth Group Health Plan Single 
Affiliated Covered Entity (reported on 
2/4/2020)

MN 2/4/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,335

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Kaiser Health Plan, Southern California CA 2/6/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

500

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Lincoln National Life Insurance 
Company and its affiliate Lincoln Life & 
Annuity Company of New York

IN 2/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,468

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Today's Vision Willowbrook (acquired by 
Capital Vision Services dba MyEyeDr. 
(MED Southwest PLLC)

VA 2/13/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

7,983

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

VibrantCare Rehabilitation, Inc. CA 2/8/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,655

Records Reported

Source: vibrantcare.com
#https://vibrantcare.com/notice-of-data-breach/#URL:

Mercy Health Physician Partners 
Southwest Practice (vendor error)

MI 2/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

2,487

Records Reported

Source: mercyhealth.com
#https://www.mercyhealth.com/about-us/news-and-media/media-statement#URL:

U.S. Department of Defense - Defense 
Information Systems Agency ("DISA")

MD 2/20/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/02/20/defense-agency-disa-breach/#URL:
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Records Exposed:

Community Care Physicians, P.C. (third-
party BST & Co., LLP)

NY 2/19/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: communitycare.com
#https://www.communitycare.com/News/News-Article?URLName=Information-about-BST-Security-Incident-Involving-CURL:

PhotoSquared MD 2/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://www.vpnmentor.com/blog/report-photosquared-leak/#URL:

Middlebury College VT 1/17/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/17/middlebury-college-notice-of-data-breach-to-consumers/#URL:

Aveanna Healthcare GA 2/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

166,077

Records Reported

Source: aveanna.com
#https://www.aveanna.com/data-privacy-event/#URL:

East House NY 2/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/east-house-provides-notice-of-data-privacy-event-301005371.html#URL:

Monroe County Hospital & Clinics 
(MCHC)

IA 2/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

7,573

Records Reported

Source: mchalbia.com
#https://www.mchalbia.com/news/notice-regarding-recent-security-incident/#URL:

Peregrine Corporation d/b/a PSL 
Services

ME 2/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

501

Records Reported

Source: prnewswire.com
#https://www.prnewswire.com/news-releases/peregrine-corporation-provides-notice-of-data-security-incident-30100528URL:
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Records Exposed:

Tennessee Orthopaedic Alliance ("TOA") TN 2/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

81,146

Records Reported

Source: toa.com
#https://toa.com/storage/wysiwyg/toa_-_substitute_notice_02122020_1.pdf#URL:

Quaker Steak & Lube, Charleston 
(Charleston Lube Partners, LLC) (POS 
servicer Midwest POS Solutions, Inc.)

WV 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-charleston-payment-card-security-event/#URL:

Quaker Steak & Lube, Mentor (Mentor 
QSL, LLC) (POS servicer Midwest POS 
Solutions, Inc.)

OH 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-mentor-payment-card-security-event/#URL:

Quaker Steak & Lube, Columbus 
(QSLPA Investments of Ohio Limited) 
(POS servicer Midwest POS Solutions, 
Inc.)

OH 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-columbus-payment-card-security-event/#URL:

Lodi Unified School District - Bear Creek 
High and Ronald E. McNair High

CA 2/11/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: lodiusd.net
#https://www.lodiusd.net/district/superintendents-office/communications-and-community-outreach/student-data#URL:

Quaker Steak & Lube, Canton (Canton 
QSL, LLC) (POS servicer Midwest POS 
Solutions, Inc.)

OH 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-canton-payment-card-security-event/#URL:

Quaker Steak & Lube, York (K 
Investments LTD.) (POS servicer 
Midwest POS Solutions, Inc.)

PA 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-york-payment-card-security-event/#URL:
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Quaker Steak & Lube, State College 
(Druzak Merchant) (POS servicer 
Midwest POS Solutions, Inc.)

PA 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-state-college-payment-card-security-event/#URL:

Quaker Steak & Lube, Bloomsburg (QSL 
Enterprise Limited) (POS servicer 
Midwest POS Solutions, Inc.)

PA 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-bloomsburg-payment-card-security-event/#URL:

Quaker Steak & Lube (QSL Restaurant 
Florida Limited) (POS servicer Midwest 
POS Solutions, Inc.)

FL 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#http://thelube.com/quaker-steak-lube-clearwater-payment-card-security-event/#URL:

Quaker Steak & Lube of South Carolina, 
LLC (POS servicer Midwest POS 
Solutions, Inc.)

SC 2/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: thelube.com
#https://thelube.com/quaker-steak-lube-south-carolina-llc-payment-card-security-event/#URL:

Wake County (former vendor Interactive 
Medical Systems) - full SSN

NC 2/14/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wakegov.com
#http://www.wakegov.com/news/Lists/Posts/Post.aspx?ID=1153#URL:

Wake County (former vendor Interactive 
Medical Systems) - partial SSN

NC 2/14/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wakegov.com
#http://www.wakegov.com/news/Lists/Posts/Post.aspx?ID=1153#URL:

JailCore TN 2/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://www.vpnmentor.com/blog/report-jailcore-leak/#URL:
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Iredell-Statesville Schools Board of 
Education

NC 2/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

959

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Institute of International Education ("IIE") NY 2/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: securitydiscovery.com
#https://securitydiscovery.com/iie-exposure/#URL:

Rutter's ("Rutters") PA 2/13/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: rutters.com
#https://www.rutters.com/paymentcardincident/#URL:

Idaho Central Credit Union ("ICCU") ID 2/13/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: boisedev.com
#https://boisedev.com/news/2020/02/13/idaho-central-credit-union-data-breach#URL:

Deaf Services Unlimited IA 2/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,600

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/AG-Notice.pdf#URL:

Relation Insurance, Inc. dba Relation 
Insurance Services of Georgia

GA 2/12/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,335

Records Reported

Source: relationinsurance.com
#https://www.relationinsurance.com/notice-of-data-event/#URL:

Klamath County Veterans Service Office OR 1/3/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: klamathcounty.org
#http://www.klamathcounty.org/1039/Veterans-Data-Security-Incident#URL:
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Temple Har Shalom NJ 1/18/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bleepingcomputer.com
#https://www.bleepingcomputer.com/news/security/new-jersey-synagogue-suffers-sodinokibi-ransomware-attack/#URL:

Personal Touch Home Services of 
Dallas, Inc.

TX 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,700

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Central Kansas Orthopedic Group KS 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,214

Records Reported

Source: databreaches.net
#https://www.databreaches.net/attacked-by-ransomware-central-kansas-orthopedic-group-refused-to-pay-ransom-and-rURL:

Mississippi Center for Legal Services 
and North Mississippi Rural Legal 
Services [MCLSC/NMRLS]

MS 2/5/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mscenterforlegalservices.org
#http://www.mscenterforlegalservices.org/wp-content/uploads/2020/02/PUBLIC-NOTICE.pdf#URL:

Carson City (Click2Gov #2) NV 2/13/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: carson.org
#https://www.carson.org/how-do-i/online-utility-billing-advisory#URL:

Hospital Sisters Health System IL 1/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

16,167

Records Reported

Source: hshs.org
#https://www.hshs.org/Data-Incident#URL:

Altice USA Inc. - employees, former 
employees, and customers

NY 2/6/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/06/altice-usa-inc-notice-of-data-breach-to-consumers/#URL:
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Estee Lauder (reported on 2/11/2020) NY 2/11/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: securitydiscover.com
#https://securitydiscovery.com/estee-lauder/#URL:

Advanced Care Hospital of Montana 
(reported on 1/24/2020)

MT 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-106.pdf#URL:

Overlake Medical Center & Clinics WA 2/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

109,000

Records Reported

Source: overlakehospital.org
#https://www.overlakehospital.org/sites/default/files/inline-files/notice-of-phishing-incident.pdf#URL:

Fifth Third Bank OH 2/10/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cincinnati.com
#https://www.cincinnati.com/story/money/2020/02/10/fifth-thirds-warns-customers-data-breach-former-employees/4715URL:

Shields Health Solutions MA 2/7/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,277

Records Reported

Source: info.shieldshealthsolutions.com
#http://info.shieldshealthsolutions.com/notice-of-data-security-incident#URL:

JDC Healthcare Management ("JDC") TX 2/7/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

45,748

Records Reported

Source: jeffersondentalclinics.com
#https://3k9pi2sm0491ksmp5ktsbsz7-wpengine.netdna-ssl.com/wp-content/uploads/2020/02/JDC-DataEvent-English.pdURL:

Lafayette Regional Rehabilitation 
Hospital

IN 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,360

Records Reported

Source: lrrh.ernesthealth.com
#http://lrrh.ernesthealth.com/wp-content/uploads/2020/01/LafayetteSubstituteNotice.pdf#URL:
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Arizona Pain and Spine Institute AZ 2/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

530

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Oostra Rouw & Associates, Inc. ("ORA, 
Inc.")

WA 1/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,376

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-110.pdf#URL:

The Stow Company MI 1/29/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,267

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-108.pdf#URL:

Massey Services, Inc. FL 1/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-107.pdf#URL:

National Education Association ("NEA") DC 1/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-46.pdf#URL:

Heritage Insurance Service, Inc. KY 1/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,527

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-101.pdf#URL:

Hallier Benefit Advisors MO 1/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,365

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Breach-NotificationDetails-99.pdf#URL:

Copyright 2020 Identity Theft Resource Center



Identity Theft Resource Center
2020 Breach List: 

352

4,262,988

Total Breaches:

Records Exposed:

Braintrust Software LLC dba The 
Braintrust Consulting Group

AL 1/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/CON-CON-3.pdf#URL:

City of Port Orange (Click2Gov #2) FL 1/10/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,615

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-56.pdf#URL:

Swift Financial, LLC (reported on 
1/10/2020)

DE 1/10/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-55.pdf#URL:

Viking Partners LLC OH 1/16/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

272

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/Consumer-58.pdf#URL:

Barnhill Contracting Company NC 2/3/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/02/03/barnhill-contracting-company-notice-of-data-breach-to-consumers/#URL:

Cedarbrook Senior Care and 
Rehabilitation / County of Lehigh

PA 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

688

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Virginia Department of Medical 
Assistance Services

VA 1/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,120

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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Health Share of Oregon (vendor 
GridWorks IC)

OR 2/5/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

654,362

Records Reported

Source: healthshareoregon.org
#https://www.healthshareoregon.org/idprotection#URL:

Educational Enrichment Systems, Inc. CA 2/5/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: educ-enrichment.org
#https://static1.squarespace.com/static/555bb38ee4b0e54dcecd867b/t/5e39f360b5766139c1ae7b21/1580856160728/EESURL:

Lake County Behavioral Health Services 
Clinic

CA 1/31/2020 Government/Military

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,178

Records Reported

Source: lakecountyca.gov
#http://www.lakecountyca.gov/Government/PressReleases/DataBreach.htm#URL:

Legalinc Corporate Services, Inc. (as 
data maintainer) on behalf of Rocket 
Lawyer Incorporated (as data owner)

TX 1/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,486

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Sample%20Notice_31.pdf#URL:

JD England Management, Inc. - Best 
Western Inn Tooele

UT 1/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

10,754

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/J.D.%20England%20-%20Notice%20of%20Data%20Event%20-%20CA%20-%20Exhibit%URL:

Lawrenceville Internal Medicine Assoc, 
LLC

NJ 1/2/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

8,031

Records Reported

Source: advocarelawrencevilleinternalmed.com
#http://advocarelawrencevilleinternalmed.com/News/Possible-Data-Breach#URL:

Original Medicare MD 1/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

9,965

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:
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MHMR Tarrant County TX 1/31/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,524

Records Reported

Source: hipaajournal.com
#https://www.hipaajournal.com/slew-of-email-security-breaches-reported-by-healthcare-organizations/#URL:

A&S Construction Co. CO 1/29/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

635

Records Reported

Source: attorneygeneral.nd.gov
#https://attorneygeneral.nd.gov/sites/ag/files/documents/DataBreach/2020-01-29-ASConstructionCo.pdf#URL:

Roper St. Francis Healthcare (reported 
on 1/17/2020)

SC 1/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,634

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Personal Touch Home Care of Greater 
Portsmouth, Inc. C/O Personal Touch 
Holding Corp. (cloud-hosting provider 
Crossroads Technologies Inc.)

OH 1/28/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,957

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/28/personal-touch-holding-corp-personal-touch-home-care-of-greater-portsmoutURL:

Jefferson Center for Mental Health CO 1/30/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

1,319

Records Reported

Source: jcmh.org
#https://www.jcmh.org/wp-content/uploads/2020/01/Indy-Corner-Breach-Client-Letter-.pdf#URL:

Eastern Virginia Medical School VA 2/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: pilotonline.com
#https://www.pilotonline.com/news/health/vp-nw-evms-data-breach-20200203-b2t3x2reurhhpnciyeuzrg2stq-story.html#URL:

St. Louis Community College (reported 
on 2/4/2020)

MO 2/4/2020 Educational

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

5,127

Records Reported

Source: kmov.com
#https://www.kmov.com/news/phishing-attack-exposes-data-for-over-people-at-st-louis/article_4902989e-4772-11ea-a14URL:
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SextPanther AZ 1/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/01/24/sexting-site-sextpanther-data-exposed/#URL:

AmeriSave Mortgage Corporation 
(business partner)

GA 1/3/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

3,639

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Generic%20Consumer%20Data%20Breach%20%20Notification%20%28California%29.pURL:

Decron Properties Corp. CA 1/10/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

695

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Decron%20Properties%20Corporation%20-%20Notice%20of%20Data%20Event%20_1.pURL:

Community Action Partnership of Kern CA 1/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

512

Records Reported

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Notice%20of%20Data%20Breach.pdf#URL:

Fondren Orthopedic Group L.L.P. TX 1/17/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

30,049

Records Reported

Source: fondren.com
#https://www.fondren.com/notice-of-data-incident.html#URL:

Golden Entertainment, Inc. (reported on 
1/31/2020)

NV 1/31/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,083

Records Reported

Source: goldenent.com
#https://www.goldenent.com/emailsecurityincident/index.html#URL:

City of Rochester - employees NY 1/31/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: wxxinews.org
#https://www.wxxinews.org/post/city-employee-tax-forms-were-subjected-unauthorized-access#URL:
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Records Exposed:

Meadville Medical Center PA 1/30/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: meadvilletribune.com
#https://www.meadvilletribune.com/news/meadville-medical-center-dealing-with-data-security-incident/article_c57df018URL:

Cornerstone Payment Systems CA 1/28/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: techcrunch.com
#https://techcrunch.com/2020/01/28/cornerstone-payments-credit-cards/#URL:

City of Holyoke Gas & Electric 
Department (Click2Gov #2)

MA 1/3/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: mass.gov
#https://www.mass.gov/doc/assigned-breach-number-16297-city-of-holyoke-gas-electric-department/download#URL:

Agency Two Insurance Marketing Group, 
LLC dba AgencyOne

MD 1/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,763

Records Reported

Source: mass.gov
#https://www.mass.gov/doc/assigned-breach-number-16346-agencyone-llc/download#URL:

Vivo Capital, LLC CA 1/3/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-47.pdf#URL:

American Outdoor Brands Corporation 
("AOBC")

MA 1/9/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

744

Records Reported

Source: media.dojmt.gov
#https://media.dojmt.gov/wp-content/uploads/General-Notice-45.pdf#URL:

Pacific Specialty Insurance Company CA 1/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

4,957

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/24/pacific-specialty-insurance-company-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

Travel Tipper NY 1/24/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,574

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/24/travel-tripper-notice-of-data-breach-to-consumers/#URL:

States Logistics Services, Inc. CA 1/3/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/States%20Logistic%20Services%20-%20Notice%20of%20Data%20Event%20-%20CA_1.URL:

Treloar & Heisel PA 1/9/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: oag.ca.gov
#https://oag.ca.gov/system/files/Treloar%20-%20Notice%20of%20Data%20Event%20-%20CA.pdf#URL:

Arizona Department of Education - 
Empowerment Scholarship Account 
holders

AZ 1/28/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cronkitenews.azpbs.org
#https://cronkitenews.azpbs.org/2020/01/29/education-department-release-unwittingly-reveals-student-data/#URL:

Allegheny County Civil Courts - public 
website

PA 1/29/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: govtech.com
#https://www.govtech.com/security/Social-Security-Numbers-Revealed-on-County-Website.html#URL:

Tout CA 1/25/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: haveibeenpwned.com
#https://haveibeenpwned.com/PwnedWebsites#Tout#URL:

Manchester Ophthalmology, LLC CT 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

6,846

Records Reported

Source: lasikmanchester.com
#https://www.lasikmanchester.com/wp-content/uploads/2020/01/Data-security-incident-notice.pdf#URL:
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Records Exposed:

Phoenix Children's Hospital AZ 1/14/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,860

Records Reported

Source: phoenixchildrens.org
#https://www.phoenixchildrens.org/news/2020/01/notice-data-incident#URL:

Access Health CT CT 1/28/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,100

Records Reported

Source: westfaironline.com
#https://westfaironline.com/120880/access-health-warns-of-data-breach-affecting-1100-customers/#URL:

UnitedHealth Group Health Plan Single 
Affiliated Covered Entity

MN 1/22/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

934

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

Village Center for Care dba VillageCare 
Rehabilitative and Nursing Center

NY 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

674

Records Reported

Source: villagecare.org
#https://www.villagecare.org/vcrn-notice-data-privacy-incident#URL:

Village Senior Services Corporation dba 
VillageCareMAX

NY 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,645

Records Reported

Source: villagecare.org
#https://www.villagecare.org/vcrn-notice-data-privacy-incident#URL:

Cook County Health (reported on 
1/24/2020)

IL 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

2,713

Records Reported

Source: ocrportal.hhs.gov
#https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf#URL:

THSuite WA 1/22/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vpnmentor.com
#https://www.vpnmentor.com/blog/report-thsuite-breach/#URL:
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Records Exposed:

Iowa Department of Human Services 
(DHS) - Dallas County

IA 1/24/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

4,501

Records Reported

Source: dhs.iowa.gov
#https://dhs.iowa.gov/sites/default/files/Breach_Jan2020%20Press%20Release_FIN.pdf?012720201605#URL:

Beaumont Health MI 1/25/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,182

Records Reported

Source: detroitnews.com
#https://www.detroitnews.com/story/news/local/michigan/2020/01/25/beaumont-investigating-security-breach-1-200-patiURL:

The Center for Neurological and 
Neurodevelopmental Health ("CNNH")

NJ 1/21/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: neurabilities.com
#https://neurabilities.com/notice-of-security-incident/#URL:

Presbyterian Intercommunity Hospital 
("PIH Health")

CA 1/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

199,548

Records Reported

Source: pihhealth.org
#https://www.pihhealth.org/about/data-security-incident/#URL:

NBKC Bank KS 1/3/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,639

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/03/nbkc-bank-notice-of-data-breach-to-consumers/#URL:

William Blair & Company LLC IL 1/15/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/15/william-blair-co-notice-of-data-breach-to-consumers/#URL:

Kayne Anderson Capital Advisors CA 1/17/2020 Banking/Credit/Financial

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

412

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/17/kayne-anderson-capital-advisors-notice-of-data-breach-to-consumers/#URL:
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Records Exposed:

The UPS Store (reported on 1/21/2020) CA 1/21/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

17,094

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/21/the-ups-store-sbn-to-consumers/#URL:

Honeybee Health, Inc. CA 1/21/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

901

Records Reported

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/21/honeybee-health-sbn-to-consumers/#URL:

REVA, Inc. FL 1/22/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

1,000

Records Reported

Source: flyreva.com
#https://www.flyreva.com/notice-to-our-patients-about-an-email-phishing-incident/#URL:

Microsoft - customer support database WA 1/22/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: msrc-blog.microsoft.com
#https://msrc-blog.microsoft.com/2020/01/22/access-misconfiguration-for-customer-support-database/#URL:

City of Pensacola FL 1/14/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: cityofpensacola.com
#https://www.cityofpensacola.com/CivicAlerts.aspx?AID=1791#URL:

Spectrum Healthcare Partners - Central 
Maine Orthopaedics

ME 1/10/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

11,308

Records Reported

Source: sepctrumhcp.com
#https://www.spectrumhcp.com/email-incident/#URL:

The Crack Shack Enterprises, LLC - 
Encinitas location

CA 1/17/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: crackchack.com
#https://www.crackshack.com/wp-content/uploads/2020/01/THE-CRACK-SHACK-Press-Release-and-Website-Posting-1.URL:
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Hanna Andersson - 
hannaandersson.com

OR 1/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: ago.vermont.gov
#https://ago.vermont.gov/blog/2020/01/14/hanna-andersson-notice-of-data-breach-to-consumers/#URL:

City of Bend (Click2Gov #2) OR 1/7/2020 Government/Military

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: bendoregon.gov
#https://www.bendoregon.gov/Home/Components/News/News/3566/29#URL:

RCM Enterprise Services, Inc. (mailing 
vendor) - Mercy Health Lorain Hospital 
Laboratory patients

FL 1/6/2020 Business

Breached Entity: State Published Date Breach Category

Paper Data

Breach Type

5,965

Records Reported

Source: mercy.com
#https://www.mercy.com/rcm-enterprise-services-notice#URL:

Front Rush PA 1/8/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: vice.com
#https://www.vice.com/en_us/article/g5xggy/front-rush-college-athlete-recruiting-software-exposed-medical-informatioURL:

Columbus Metropolitan Library - 
employees

OH 1/15/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: abc6onyourside.com
#https://abc6onyourside.com/news/local/columbus-metropolitan-library-investigating-data-breach#URL:

LimeLeads CA 1/14/2020 Business

Breached Entity: State Published Date Breach Category

Electronic

Breach Type Records Reported

Unknown

Source: zdnet.com
#https://www.zdnet.com/article/49-million-user-records-from-us-data-broker-limeleads-put-up-for-sale-online/#URL:

Douglas County Hospital dba Alomere 
Health

MN 1/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

49,351

Records Reported

Source: news.alomerehealth.com
#https://news.alomerehealth.com/vigilance-is-the-best-defense-to-cyber-attacks/#URL:
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Records Exposed:

Native American Rehabilitation 
Association of the Northwest, Inc. 
("NARA NW")

OR 1/3/2020 Medical/Healthcare

Breached Entity: State Published Date Breach Category

Electronic

Breach Type

25,187

Records Reported

Source: naranorthwest.org
#https://www.naranorthwest.org/wp-content/uploads/2020/01/NARA-Website-Notice-Revised-2020.01.06104857092.2.pdfURL:

 2020 Breaches Identified by the ITRC as of: 5/12/2020

The Identity Theft Resource Center breach database is updated daily and published to our website monthly. A US-based 
breach, as identified by our current process, is considered public when one of these occur:
1) Published by a credible source (Sources include Offices of the Attorney General, and established media – TV news,
radio, newspapers)
2) A letter notifying a potential victim has been received
ITRC will provide attribution of the source and include the relevant data to the extent that has been made public in our 
findings. If the number of records is not made publicly available, ITRC will note that in the report as “unknown” indicating 
we do not have the specifics of the actual number impacted. Identity Theft Resource Center reserves the right to make an 
educated estimate to the potential of impact based on our knowledge and understanding of the specifics of the policies of 
the reporting entity..
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