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Overview
• What is identity theft?

• What is tax identity theft?

– How does tax identity theft happen?

– How to reduce your chance of being a victim

– What to do if you’re a victim

• IRS Imposter Scams



What Is
Identity Theft?



Definition of Identity Theft

• Identity theft is the misuse of another’s 
personal information to:

– fraudulently obtain goods or services

OR

– hide from government, law 
enforcement, or others who perform 
background checks



17.6 million 
identity theft victims in 2014 (7% of US population)*

Over 370,000 complaints 
to the FTC in 2017.

*U.S. Dept. of Justice, Bureau of Justice Statistics, Victims of Identity Theft, 2014 (September 2015) 



Examples of Misuse Impact on Victims
• Denial of credit/loans
• Denial of public benefits
• Denial of medical care
• Denial/loss of 

employment
• Harassment by debt 

collectors
• Legal issues/arrest
• Stress/anxiety
• Recovery time/expense

• Open Credit Cards
• Open Utility Accounts
• Apply for a Tax Refund
• Get a Loan
• Apply for Employment
• Get Medical Care



Victim Impact

• How distressing was the misuse or 
attempted misuse of your personal 
information? 

– Severely distressed (75%)

– Moderately distressed (17%)

– Not distressed at all (less than 2%)
ITRC, Identity Theft: The Aftermath (2017)

https://www.idtheftcenter.org/images/page-docs/Aftermath_2017.pdf


Emotional Reactions

ITRC, Identity Theft: The Aftermath (2017)



Deeper Dive Into Emotional 
Reactions

ITRC, Identity Theft: The Aftermath (2017)

Sought professional help (25%)
Turned to friends and family (20%)

Wanted professional help but 
unable to afford it (13%)



Behavioral & Physical Reactions

ITRC, Identity Theft: The Aftermath (2017)

Sleep disturbances (48%)
Inability to concentrate (37%)

Fatigue (35%)
Headaches (34%)

Panic attacks (27%)



What Is
Tax Identity Theft?



What Is Tax Identity Theft?

• Filing a fraudulent tax return using another 
person’s Social Security number

• Claiming someone else’s children as dependents

• Claiming a tax refund using a deceased 
taxpayer’s information

• Earning wages under another person’s Social 
Security number



Short-term Trends

Between 2016 and 2017:

• Total identity theft complaints down 7%

• Tax identity theft complaints down 38%

• IRS imposter scam complaints down 54%

» Consumer Sentinel Data



Id Theft Complaint Trends

2013 2014 2015 2016 2017

Total Number of 
Identity Theft 

Complaints
290,102 332,647 490,220 399,223 371,157

Consumer Sentinel Data 



Scope of the Tax Id Theft Problem

2014 2015 2016 2017

Percentage of Id Theft 
Complaints that are Tax-related

33% 45% 33% 22%

Consumer Sentinel Data



Trends in Total & Tax IDT
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Top Identity Theft Complaints 
2017 Sentinel Data
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IRS Imposter Scams – FTC Stats

• 2013 2,185

• 2014 52,343

• 2015 96,371

• 2016 117,943

• 2017 56,065



IRS Imposter Scams
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How Does
Tax Identity Theft

Happen?



How Does Tax Identity Theft Happen?

• Lost or stolen wallets, Medicare cards, 
smartphones

• Theft by family, friends, visitors, advisors

• Dumpster diving 

• Stolen mail or tax returns

• Imposter scams

• Corrupt insiders 

• Corrupt tax preparation services



How Does Tax Identity Theft 
Happen Online?

• Data breaches

• Phony emails from imposters

• Unsecure Wi-Fi hotspots

• Peer-to-peer file sharing

• Downloading software or apps from unknown 
sources



Warnings Signs of Possible 
Tax Identity Theft

• Social Security number is lost, stolen, or compromised

• Unusual delay in getting a refund

• IRS notification:

– duplicate tax return filing

– unreported income

– duplicate dependents 



How to Lessen 
Your Chance of 

Becoming a 
Victim



Understanding Identity Theft

• Your identity is valuable, regardless of 
your perceived status



Practicing Good Identity Hygiene
for Individuals

• Small actions add up
• It’s not just what you do, but what you 

don’t do



Case Study – What Not to Do

• Veronica
• Edgar



Tips to Minimize Your Risk
of Identity Theft



Tips to Minimize Your Risk
of Tax Identity Theft

• Who?

– Know your tax preparer

• When?

– File first: beat the crooks. File your returns as early in the tax 
season as possible

• How?

– If mailing, do not put tax returns in outgoing mail; mail tax 
returns directly from the post office

– If filing electronically, use a secure network

– Store returns securely and shred drafts



Practicing Good Identity Hygiene
For Your Business

• Protecting their data is YOUR 
responsibility

• It can happen to you
• It can be a business ending event



Reducing the Risk of Identity Theft

• Protect what you have

– Minimize personal information in wallets or on smartphones

– Keep personal information secure - locked

• Be careful what you share

– Don’t give info unless you know who’s asking and why 

– Don’t click on links sent in unsolicited email

• Monitor

– Review mail and financial statements

– Annualcreditreport.com

• Dispose properly 

– Shred 



What to Do If 
You’re a Victim

























Identity Theft

• Free print materials to order:
www.ftc.gov/bulkorder

http://www.ftc.gov/bulkorder


IRS Imposter Scams



What are IRS Imposter Scams?

• Scammers posing as the IRS call and say you 
owe taxes

• They might also:
– Threaten to arrest or deport you if you 

don’t pay 
– Know all or part of your SSN



What are IRS Imposter Scams? (continued)

• They might also:
– Rig caller ID to make it look like call is from 

DC (202 area code) so you think it is the 
IRS

– Demand immediate payment by pre-paid 
debit card or wire transfer

– Send bogus IRS emails to further the 
scheme



IRS Imposter Scams –
What You Need to Know
• The IRS will not ask you to pay with 

prepaid debit cards or wire transfers

• The IRS will not ask for a credit card 
number over the phone

• The IRS will not threaten arrest, 
deportation or loss of your drivers license



IRS Imposter Scams –
What You Need to Know (continued)

• If the IRS needs to contact you, they will 
generally first do it by mail 

• If you have any doubts, call the IRS 
directly at 800-829-1040   



Report IRS Imposter Scams
• TIGTA = Treasury Inspector General for 

Tax Administration
– tigta.gov 
– 800-366-4484

• FTC 
– ftc.gov/complaint
– 877-FTC-HELP

http://www.treasury.gov/tigta/contact_report_scam.shtml


Questions? Contact Us!

• ITRC 
– idtheftcenter.org
– 888-400-5530 (toll-

free)
– Live Chat feature
– itrc@idtheftcenter.org
– ID Theft Help App

• FTC 
– ftc.gov/complaint
– 877-FTC-HELP
– lschifferle@ftc.gov



Thank You!
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